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PRODUCT OVERVIEW
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The Banker Technology 
Awards –

 

Citi’s Virtual Card 
Account, recipient of 2010 
innovation in Payments 
Technology Award 

●

 

Non-plastic account number for purchases
–

 

The “real”

 

billing account/card is never shared 
with merchants

–

 

Unique virtual card numbers (VCNs), linked to 
real card, are created for secure purchasing

●

 

Transparent to merchant at point-of-sale
–

 

Standard 16-digit account number created for 
seamless transacting by the merchant

●

 

VCNs can be requested by authorized users 
or a system interface
–

 

Web interface, batch file, real-time XML API

What is a Virtual Card Account (VCA)?
Security

Efficiency

Control

Clients’ real card number is never shared with suppliers
Single-use virtual card numbers

User groups with different access levels
Approval workflow
Enforced policy compliance

Internal Controls 

Real-time VCN requests and management
Automated processes using the batch or XML API 
interfaces
Secure delivery of VCNs by encrypted email
Able to assign up to 30 custom data fields per VCN for   
simple reconciliation and reporting

Virtual Card Accounts (VCA) are an electronic global payment solution that offers               
unparalleled control and flexibility without the need to issue plastic cards

Citi®
 

Virtual Card Accounts: Overview
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Set VCN with appropriate authorization controls to 
prevent misuse
–

 

Single or Multi-use, Maximum Amount, Validity Period, 
MCC Groups, Supplier

Merchant Controls 



Using Virtual Card Accounts: Program Setup

Virtual Card Number Generation Options

VCN requests can be completed using one of three 
interfaces: Web, API, or Batch.

WEB

API

BATCH

First-time Setup / On-Going Maintenance

Custom Data Fields: Define list of fields, and 
field lengths

Suppliers: Define list of suppliers by Merchant ID

Purchase Types: Define list of allowed or denied 
Merchant Category Codes (MCCs) and required 
custom data fields

Groups: Define access level, permitted real card 
account numbers, purchase types which can be 
requested, maximum request amounts, and 
approval workflows

Users: Define basic user information and which 
group the user is in

Configuration of controls, custom data fields, and 
users can be defined and modified at any time by 
the Program Admin on the VCA website.
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Simple web-based
user interface for
generating VCN’s 

A file transfer method
to request VCNs in bulk

Systemically
generate VCN’s 
in real time from 
clients’

 

application 
or ERP



Citi Virtual Card Accounts: How do I identify the right solution?
VCA is a powerful, flexible product which is used in a variety ways by our clients. The product’s 
additional security, control, automation, and custom data features can enable new opportunities 
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What were situations where your company 
decided not to deploy a purchasing card ? 
What were the obstacles faced? 
Can VCA help reduce risk or increase visibility to 
enable additional card use? 

What were situations where your company 
decided not to deploy a purchasing card ? 
What were the obstacles faced? 
Can VCA help reduce risk or increase visibility to 
enable additional card use?

Are there opportunities to optimize 
existing cards programs or payment 
processes using VCA? 
Identify opportunities by analyzing your 
Accounts Payable file using Citi’s Working 
Capital Analytics Tool 

Are there opportunities to optimize 
existing cards programs or payment 
processes using VCA? 
Identify opportunities by analyzing your 
Accounts Payable file using Citi’s Working 
Capital Analytics Tool 

Are there hurdles preventing the use of 
cards to pay certain vendors or certain 
categories of spend?

 How can the additional security, control, and 
custom data from VCA help? 

Are there hurdles preventing the use of 
cards to pay certain vendors or certain 
categories of spend?
How can the additional security, control, and 
custom data from VCA help?

Are there ways to put VCA to work in your 
organization beyond Procurement and 
Accounts Payable?

 Look for targeted use cases in other groups: 
HR/Recruiting, Legal, Property Management, 
Advertising, etc. 

Are there ways to put VCA to work in your 
organization beyond Procurement and 
Accounts Payable?
Look for targeted use cases in other groups: 
HR/Recruiting, Legal, Property Management, 
Advertising, etc.
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Purchasing Card Program Optimization
Citi’s Program Optimization is designed for you to gain greater benefits from your commercial 

card program

●

 

Spend Visibility

●

 

Efficiencies

●

 

Control

●

 

Financial Returns

Citi uses a five-step process that leads to 
greater:

●

 

Provides recommendations for increasing 
process savings, cost savings, and 
financial incentives associated with 
increasing the use of the purchase card 
versus the traditional procurement 
methods

●

 

Provides insight for improvement 
opportunities by using the best practices 
for your program

●

 

Generates recommendations for improving 
the program, including guidance for 
implementation and monitoring program 
success

Using Citi’s Working Capital Analytics tool, 
the Optimization Program:

Evaluate 
Opportunity/ 

Enroll

 

Clients

Analyze

 

Accounts

 

Payable

 

Data

Best 
Practice 

Assessment

Deliver 
Results

Implement 
Results/
Track 

Progress

Conduct 
analysis of A/P 
file for spend 
analysis and 
supplier 
matching

Identify and 
prioritize 
specific 
expansion 
targets

Assess best 
practices

Identify best 
practice 
successes and 
opportunities for 
improvement

Prepare and 
present findings 
to client sponsor 
and senior mgmt

Provide high 
level 
implementation 
guidance and 
templates for 
tracking progress

Identify 
opportunities  
for expanding 
purchase 
card volume

Request A/P 
file

Facilitate 
implementation of 
recommendations 
and assist program 
in monitoring 
benefits achieved
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Citi Virtual Card Accounts Use Cases: Categories
VCA is a powerful, flexible product which is used in a variety ways by our clients. 

The following slides are divided into four major categories of use which address different needs

Use of the VCA website to 
generate card numbers by 
a limited group of users                                    

Utilize VCA controls to 
reduce risk for higher 
value payments and non-
key suppliers

Sample Use Cases

General: High Value 
Payments

–

 

Advertising Expenses
–

 

Legal and Court Fees
–

 

Telecom Expenses
–

 

Meeting and Event 
Spend

Out-of-Policy Payments

Infrequent Vendors

Overseas Vendors

Centralized PaymentsCentralized Payments

Utilize the VCA controls to 
define how, when, and 
where a virtual card can 
be used

Separate certain 
categories of spend to 
track separately from main 
card program

VCA Controlled SpendVCA Controlled Spend

Enable third party 
programs to make virtual 
card payments on your 
behalf

Utilize the groups on the 
VCA website to provide 
limited, controlled access 
to third parties and internal 
requestors

Third-Party Programs 
& Internal Workflows 

Third-Party Programs 
& Internal Workflows

Integrate VCA into your 
back-end systems to 
automatically generate 
single-use card numbers 
for every payment

Advanced UsesAdvanced Uses

Sample Use Cases

High Value Payments
–

 

Advertising Expenses
–

 

Legal and Court Fees
–

 

Telecom Expenses
–

 

Meeting and Event 
Spend

Out-of-Policy (High 
Dollar/Infrequent Vendor) 
Payments

Overseas Vendors

Sample Use Cases

Airline Voucher Programs

Distressed Employees

Project Spend

Relocation/Repatriation

Recruiting Programs

Sample Use Cases

3rd Party Property 
Management

3rd Party Event Planning

3rd Party Central Travel 
Booking

Internal Approval 
Workflows and Controls 
(Pre-Approval to Spend)

Sample Use Cases

High Volume Payments /  
Disbursements

–

 

Franchise Payments
–

 

Online Travel Agents
–

 

Warranty Payments
–

 

Benefits Claims

Purchase Orders & 
Enhanced Reconciliation

A/P Integration

Catalog Integration
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Citi® Virtual Card Accounts
SAMPLE USE CASE SCENARIOS

VIRTUAL CARDVIRTUAL CARD



Virtual Card Request & Use

Centralized Procurement Use Cases: High Value Payments

Invoices or purchase 
orders 

1.

 

Generate virtual card numbers 
using VCA website 
•

 

Set  per-transaction controls: 
invoice amount, supplier, 
validity period

•

 

Capture  custom data: invoice 
number, cost center, etc.

2. Send virtual card 
numbers to suppliers

Supplier 

B

Supplier 

A

Supplier 

C

Client

Citi receives 
transaction data 
after the supplier 
processes the order.

A. Client matches to invoice or PO by 
linking to custom data fields

B. Client automatically allocates charges 
based on cost center / GL information in 
custom data fields

Transaction-level data with virtual card 
number & custom data fields 

Reporting & Allocation
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Use single-use virtual card numbers to easily expand existing centralized purchasing card                           
program by utilizing VCA’s increased security, control, data, and workflow features.



Controlled Spend Sample Use Case: Airline Vouchers

Client

Citi receives 
transaction data 
after hotel/merchant 
processes the order.

Airline pays statement balance to Citi

Airline identifies and separates expenses 
based on custom data fields which capture 
flight and location information

Transaction-level data with flight-

 

specific details and other custom data 
fields

Virtual Card Request & Use

Reporting & Allocation

2. VCNS distributed 
with max amount, 1 
day validity period, 
and MCC restriction 
to hotels

Flight 
diverted

1. Client generates VCNS, 
sets controls, and captures 
custom data related to 
flight and location

3. Crew and passengers 
use VCNS  to pay for 
their hotel expenses

Hotel

Hotel

11

Provide virtual card numbers as food/hotel vouchers to crew and passengers.                                     
Cards are locked down to specific use and flight-specific data can be captured



Third Party Program Use Case: Property Management
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Virtual Card Request & Use

Client
Citi receives transaction 
data after the supplier 
processes the order.

Client pays statement balance to Citi
Client matches transaction information from Citi 
to 3rd-party activities using custom data fields. 
Allocates expenses to departments / employees 
/ cost centers based on the custom data fields 
entered by 3rd

 

party

Client receives transaction-level reporting with 
transaction-specific details (Virtual Card Number 
& custom data fields which were captured at time 
of request). Client receives work order / PO 
information from 3rd

 

Party for activities performed

Reporting & Allocation

Local 
Service A

Local 
Service B

Local 
Service C

Local 
Service D

VCA

Property 
Manager

API or batch 
requests

VCNs

Global Data 
Repository

Client

Client Setup

3rd Party

match

3. Property Manager requests single-use virtual 
card number for each local payment (and 
specifies client-required custom data)

3rd-party’s requests must comply with client-

 

defined parameters for VCN to be issued

4. Pay for local services 
using VCNs. Supplier 
processes payment and 
ships goods/ provides 
services. Transaction 
data sent to Citi

1. Client configures 
VCA  to limit 
property manager’s 
access and define 
use of the system

Outsource ordering, execution, and payment of property management work orders to a 3rd

 

party. With 
VCA, real card number is never shared and restrictions are placed on how VCNs can be requested



Advanced VCA Use Case: Accounts Payable Integration

Client

Citi receives 
transaction data 
after the merchant 
processes the order.

Client receives transaction-level 
reporting with transaction-specific 
details (Virtual card number & custom 
data fields which they captured at time 
of virtual card creation)

Virtual Card Request & Use

Reporting & Allocation

2. ERP automatically requests single-use virtual 
card number for each payment via Batch or 
API (specifies amount, supplier, invoice 
number, and any other invoice-specific details 
for allocation)

3.Send virtual card number to 
each supplier. Supplier 
processes payment and 
transaction data sent to Citi.

Supplier A Supplier B

Supplier C Supplier D

VCA

Client
ERP

API or batch 
requests

VCNs

Global Data 
Repository

Client automatically matches transaction to 
invoice using info captured in custom data 

Client automatically allocates expenses 
using info captured in custom data fields 
(cost center, GL code, etc.)

Global Data 
Repository
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Automate card-based settlement processes by requesting virtual card numbers directly from an ERP or 
A/P system for approved invoices. Capture invoice # up-front to automate post-transaction reconciliation

1. Invoices marked 
ready to pay for 
card-accepting 
suppliers



Citi® Virtual Card Accounts
VCA IN USE

VIRTUAL CARDVIRTUAL CARD



Using Virtual Card Accounts: Request VCNs and Transact
Client

Merchant MasterCard

Citi

1.

 

Request a virtual card 
number (VCN) linked to 
real card account  
number (RCN)

–

 

Set controls
–

 

Set custom data fields

2.

 

Receive VCN and use in 
a transaction OR have 
VCN sent automatically 
to supplier via secure 
email

4.

 

Charge transaction 
using 16-digit VCN

5.

 

Identify card number 
as VCN

6.

 

Check VCN controls 
(max amount, validity 
period, supplier, MCCs)

7.

 

Check RCN controls 
(credit limit, fraud, etc.)

8.

 

Send authorization 
back to merchant

9.

 

Send authorization, 
clearing message,  
and CDFs to Citi

10.

 

Post transaction to 
RCN account

11.

 

Load VCN info and 
associated custom  
data to online reporting

Custom Data Fields Transaction Details Authorization Details Posting Details

Client Reporting 
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Web Interface for Requesting a Virtual Card Number

1. Input payment details and set 
controls

2. Add required/optional custom 
data fields that are linked to the 
purchase type

3. Receive Virtual Card Number 
immediately (or after optional approval)

Optionally, if the request is over 
the value for the group, it is sent 
for approval
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Enhanced Reporting, Reconciliation, and Allocation with VCA

Client Merchant

VCN request with 
CDFs (PO #, Invoice 
#, GL code, etc.)

Report
Reconcile
Allocate

Reporting Reconciliation Allocation

In addition to the standard suite of Commercial 
Cards data, VCA offers additional reporting fields: 
–

 

Virtual Card Number (VCN)
–

 

Purchase Type
–

 

Custom Data Fields (up to 30 per VCN)
●

 

Using VCA’s custom data fields, information can 
be captured up front to provide enhanced 
reporting, reconciliation, and allocation

Improved spend monitoring 
and compliance with capture 
of purchase description, 
employee ID, etc. 
Increased spend insight 
and pattern analysis from 
additional client-provided 
transaction information

Automate matching of POs 
or Invoices with virtual card 
transactions by using logging 
the PO or Invoice # as a CDF 
to serve as a unique key

Easily allocate expenses by 
requiring accounting code 
information at the time of 
VCN creation
Use an automated process to 
map expenses to general 
ledgers based on the custom 
data fields

Transaction 
data with CDFs

Pre-transaction
Post-transaction
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Citi Virtual Card Accounts: Conclusion

VCA unlocks opportunities to both grow existing card programs and                            
deploy commercial cards throughout your organization in new ways

SecuritySecurity

ControlControl

AutomationAutomation
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VCA offers unparalleled security, control, and 
automation

Opportunities to grow card programs through 
both simple web-based and efficient, automated 
system-to-system solutions
–

 

Web-based VCA implementations are simple 
& turn-key. Clients can be enabled in less than 
30 days.

Flexibility to start with the simple web use and 
evolve to future integration and automation

To find out exactly how Citi Virtual Card 
Accounts can benefit your business, please 
contact your Account Manager to arrange 
further discussions.

For more information about Citi Virtual Card 
Accounts, visit www.citimanager.com



Thank you.
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IRS Circular 230 Disclosure:  Citigroup Inc. and its affiliates do not provide tax or legal advice.  Any discussion of tax matters in these materials (i) is not intended or written to be used, and cannot be used or 
relied upon, by you for the purpose of avoiding any tax penalties and (ii) may have been written in connection with the "promotion or marketing" of any transaction contemplated hereby ("Transaction").  
Accordingly, you should seek advice based on your particular circumstances from an independent tax advisor.
Any terms set forth herein are intended for discussion purposes only and are subject to the final terms as set forth in separate definitive written agreements.  This presentation is not a commitment to lend, syndicate a 
financing, underwrite or purchase securities, or commit capital nor does it obligate us to enter into such a commitment.  Nor are we acting in any other capacity as a fiduciary to you.  By accepting this presentation, subject to 
applicable law or regulation, you agree to keep confidential the existence of and proposed terms for any Transaction.

Prior to entering into any Transaction, you should determine, without reliance upon us or our affiliates, the economic risks and merits (and independently determine that you are able to assume these risks) as well as the legal, 
tax and accounting characterizations and consequences of any such Transaction.  In this regard, by accepting this presentation, you acknowledge that (a) we are not in the business of providing (and you are not relying on us 
for) legal, tax or accounting advice, (b) there may be legal, tax or accounting risks associated with any Transaction, (c) you should receive (and rely on) separate and qualified legal, tax and accounting advice and (d) you 
should apprise senior management in your organization as to such legal, tax and accounting advice (and any risks associated with any Transaction) and our disclaimer as to these matters.  By acceptance of these materials, 
you and we hereby agree that from the commencement of discussions with respect to any Transaction, and notwithstanding any other provision in this presentation, we hereby confirm that no participant in any Transaction 
shall be limited from disclosing the U.S. tax treatment or U.S. tax structure of such Transaction.  

We are required to obtain, verify and record certain information that identifies each entity that enters into a formal business relationship with us.  We will ask for your complete name, street address, and taxpayer ID number.  
We may also request corporate formation documents, or other forms of identification, to verify information provided.

Any prices or levels contained herein are preliminary and indicative only and do not represent bids or offers.  These indications are provided solely for your information and consideration, are subject to change at any time 
without notice and are not intended as a solicitation with respect to the purchase or sale of any instrument.  The information contained in this presentation may include results of analyses from a quantitative model which 
represent potential future events that may or may not be realized, and is not a complete analysis of every material fact representing any product.  Any estimates included herein constitute our judgment as of the date hereof 
and are subject to change without any notice.  We and/or our affiliates may make a market in these instruments for our customers and for our own account.  Accordingly, we may have a position in any such instrument at any 
time.

Although this material may contain publicly available information about Citi corporate bond research, fixed income strategy or economic and market analysis, Citi policy (i) prohibits employees from offering, directly or 
indirectly, a favorable or negative research opinion or offering to change an opinion as consideration or inducement for the receipt of business or for compensation and (ii) prohibits analysts from being compensated for 
specific recommendations or views contained in research reports.  So as to reduce the potential for conflicts of interest, as well as to reduce any appearance of conflicts of interest, Citi has enacted policies and procedures 
designed to limit communications between its investment banking and research personnel to specifically prescribed circumstances.

In January 2007, Citi released a Climate Change Position Statement, the first US financial institution to do so. As a sustainability leader in the financial sector, Citi has taken concrete steps to address this important issue of climate 

 

change by: (a) targeting $50 billion over 10 years to address global climate change: includes significant increases in investment and financing of alternative energy, clean technology, and other carbon‐emission reduction activities; 

 

(b) committing to reduce GHG emissions of all Citi owned and leased properties around the world by 10% by 2011; (c) purchasing more than 52,000 MWh

 

of green (carbon neutral) power for our operations in 2006; (d)

 

creating 

 

Sustainable 

 

Development 

 

Investments 

 

(SDI) 

 

that 

 

makes 

 

private 

 

equity 

 

investments 

 

in 

 

renewable 

 

energy 

 

and 

 

clean 

 

technologies; 

 

(e) 

 

providing 

 

lending 

 

and 

 

investing 

 

services 

 

to 

 

clients 

 

for 

 

renewable 

 

energy 

 

development 

 

and 

 

projects; (f) producing equity research related to climate issues that helps to inform investors on risks and opportunities associated with the issue; and (g) engaging with a broad range of stakeholders on the issue of climate change 

 

to help advance understanding and solutions. 

Citi works with its clients in greenhouse gas intensive industries to evaluate emerging risks from climate change and, where appropriate, to mitigate those risks.
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