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Important Message About Your Personal Information 
 

Dear                   
 
On behalf of the Colorado Department of Human Services - which oversees Colorado’s food 
and cash assistance programs - we are writing to let you know that some of your personal 
information was accidentally printed on someone else’s Notice to Reapply due to a technical 
error. We sincerely apologize for this incident and want to reassure you of our deep 
commitment to protecting your personal information.  

What Happened 
 
A single error occurred which caused incorrect information to be displayed on Notices to 
Reapply. On November 6, 2019 we immediately stopped producing these notices. This issue 
was resolved on November 10, 2019 by fixing the root cause of the technical error. This is 
considered a HIPAA (Health Insurance Portability and Accountability Act of 1996) breach.  
HIPAA is a federal law that protects your individually identifiable health information.   

What May Have Been Disclosed 

The disclosed information may have included your name, employer, and household resources, 
such as the fact that you have a car. Specific details were not disclosed, such as your bank 
account numbers and amounts, and the make and model of your car. Other personal 
information such as your Social Security Number, date of birth, and address also were not 
disclosed.  

What You Can Do  
 
This incident does not affect your case information or eligibility, and no action is required 
from you as a result of the error. The risk for identity theft is low based on the nature of the 
disclosed information. To help protect against the potential of identity theft, the state is 
offering you free credit monitoring services for one year. If you choose to accept this offer, or 
if you have questions about the breach, please call 1.800.250.7741, option 2, between  8:00 
a.m. - 4:00 p.m. MST, Monday-Friday (except Thanksgiving Day, Christmas Day, New Year’s 
Day, Martin Luther King Jr. Day, and Presidents Day). This number will remain active through 
February 24, 2020. You can also email our support team anytime at CBMS.help@state.co.us.  
 
 
Once again, I would like to offer my sincerest apology for any inconvenience this may have 
caused.  

mailto:CBMS.help@state.co.us


 
Sincerely, 

 
D. Marty Esquibel 
CDHS HIPAA Privacy and Security Officer 
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Frequently Asked Questions 
 

Question  Answer 

What happened?  A technical error caused incorrect 
information to be printed in some Notice to 
Reapply Packets. 

Will eligibility be impacted?  Your eligibility will not be impacted due to 
this error. 

Will benefits be impacted? Your benefits will not be impacted due to 
this error.   

How can I confirm my benefits are still 
active? 

You can check the status of your benefits, by 
going to the MyCOBenefits app or PEAK 
online or mobile. You can also submit 
changes, and on MyCOBenefits see the 
balance of your EBT card, and more.   

Is my information on another person’s 
case? 

The inaccurate information on the document 
is not on the case. It was only on the 
document. 

If my information was on someone else’s 
document, was my personal information 
shared (Social Security Number, date of 
birth, home address, etc.)? 

No personal information was shared with 
other clients except names and, in some 
cases, an employer. Other information was 
generic such as “car”.   

Where can I learn more about my risk of 
identity theft?  

You can visit the websites of the Colorado 
Attorney General and the Federal Trade 
Commission.  
Attorney General:  
www.stopfraudcolorado.gov/fraud-
center/identity-theft.html 
Federal Trade Commission: 
www.ftc.gov 

How can I get a copy of my credit report? You can access your free credit report at 
www.identitytheft.gov or 
www.annualcreditreport.com. You can also 
call 877.322.8228 to get your free credit 
report. 

Where can I learn more about fraud alerts 
and credit freezes? 

The three credit bureaus, Experian, 
TransUnion and Equifax can help you place a 
fraud alert on your accounts and provide 
other assistance.  

How can I reach the three credit bureaus? Experian 
888.397.3742 
www.experian.com/fraud 
PO Box 9532 
Allen, TX 75013 

http://www.stopfraudcolorado.gov/fraud-center/identity-theft.html
http://www.stopfraudcolorado.gov/fraud-center/identity-theft.html
http://www.ftc.gov/
http://www.identitytheft.gov/
http://www.annualcreditreport.com/
http://www.experian.com/fraud


 
TransUnion 
800.680.7289 
www.transunion.com/fraud-alerts 
Fraud Victim Assistance Division 
P.O. Box 2000 
Chester, PA 19016 
 
Equifax 
888.766.0008 
www.equifax.com/personal 
P.O. 740241 
Atlanta, GA 30374-0241 
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Help in Your Language 
 

Cash Assistance: 303-303-3030 

Food Assistance: 303-303-3032 
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