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Executive Summary  
The State Emergency Operations Plan (SEOP) provides a framework for coordinating the efforts of all 

state agencies during emergency and disaster situations. Under the SEOP, the Governor has designated 

the CEO and PUC as co-lead entities for Emergency Support Function (ESF) #12, under the umbrella of 

the Division of Homeland Security and Emergency Management (DHSEM), which is responsible for 

overall emergency management. The overall strategy and specific tasks of the Colorado Energy 

Assurance Emergency Plan (CEAEP) support the federal government’s National Incident Management 

System (NIMS), which covers all forms of emergencies and deals with energy under its ESF #12. For ESF 

#12, each state is responsible for developing and implementing a plan to address energy disruptions. 

The PUC and CEO will provide expertise to assist 

DHSEM in gathering information from the affected 

energy sector.  With that information, DHSEM can 

analyze the types of resources needed to mobilize 

in order to ensure the delivery of critical services as 

well as continuity of government operations 

throughout the duration of an incident.  

Additionally, the CEAEP includes a Crisis Action 

Guide (CAG). The purpose of the CAG is to identify 

specific tasks, procedures, and job aids to 

accomplish the State of Colorado’s ESF #12 

responsibilities and ensure effective coordination of 

the public and private sectors relative to electricity, heating, and liquid fuels in disasters and 

emergencies. The CAG outlines an action strategy and protocol--developed in recent years through the 

CEAEP and the Liquid Fuels Emergency Action Plan (LFEAP)--that has been combined into a more user 

friendly document.   

The primary sources of information that supported the development of this updated CEAEP are the 2012 

Colorado Energy Assurance Emergency Plan, 2009 LFEAP, and the 2012 update to the LFEAP.   

The U.S. Department of Energy (DOE) recommends updating the State’s Energy Assurance Plan on a 

three-year cycle. CEO initiates the review and coordinates revisions with the core Energy Assurance 

Advisory Group (EAAG); stakeholders from the energy industry and federal, state, county and city 

jurisdictions are included, when appropriate.  A record of revision is kept with the Plan and submitted to 

DOE as a normal course of completion. 

These are the six overarching goals of the CEAEP:  

1) Provide specific actions for how the state government gathers information and responds during 

an unfolding emergency impacting energy supplies and availability. 

2) Develop effective plans and procedures to minimize the impacts of an energy supply 

interruption and rapidly restore the energy infrastructure should an emergency occur. 

3) Assess potential risks and hazards threatening the state’s critical energy infrastructure. 

ESF #12a and #12b

Motor Fuels

Aviation Fuels

Propane

ESF 12b 

Colorado Energy 

Office

(CEO)

Electricity

Coal

Natural Gas

ESF 12a  Public 

Utilities 

Commission

(PUC)

Colorado Energy Emergency Response
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4) Consider short and long-term preparation and mitigation measures to reduce risk and 

vulnerability.  

5) Encourage investment for appropriate energy reliability, and resiliency.  

6) Increase energy security awareness among key stakeholders and the public. 

 

Overview of State Energy Assurance Emergency Planning 

Energy Assurance (EA) requires collaboration between private and public entities with the common goal 

of exploring solutions for increasing energy reliability, resiliency and redundancy.  Bringing together the 

appropriate private sector players with Federal, State, local and regional government stakeholders is the 

key to developing a successful energy assurance plan.  In addition, disaster management operations, 

when energy reliability is compromised, requires unique consideration and involves distinctive sets of 

principles in response practices from private and public entities. Understanding the roles and 

responsibilities of each participating entity in advance of an outage or disruption is crucial to improved 

preparedness and streamlined operations.  In addition to CEO, PUC, and DHSEM, the EAAG also includes 

representatives from Federal, State and local government agencies, municipal utilities, private 

organizations, refineries, and major private-sector utility companies.   

The State EA Initiative allows the State of Colorado to have well-developed, standardized energy 

assurance and resiliency plans that will serve as a basic decision-making tool during energy emergencies 

and supply disruptions. This initiative also allows the State to address energy supply disruption risks and 

vulnerabilities to lessen devastating impacts that such incidents have on the economy and the health 

and safety of citizens.  It also focuses on developing new, or refining existing plans to integrate new 

energy portfolios (e.g. renewables, distributed generation, biofuels, etc.) and applications (e.g., smart 

grid technology) into energy assurance and emergency preparedness plans.  Better planning efforts will 

help contribute to the resiliency of the energy sector, including the electricity grid, by focusing on the 

entire energy supply system, which includes generation, transmission and distribution of power and 

refining, transmission, storage and distribution of fossil and renewable fuels.  The National Association 

of State Energy Officials (NASEO), with the DOE, has prepared the State Energy Assurance Guidelines 

(http://www.naseo.org/eaguidelines/ ) which served as an important model for the development of the 

CEAEP along with other Federal and State planning guidelines.  

One of the most critical mechanisms for integrating energy assurance plan specifics is through the SEOP.  

It is a standard disaster operations structure used to manage state-level disasters or emergencies.  

During SEOP activation, DHSEM brings appropriate leads from critical State Agencies, non-governmental 

organizations, and the private sector to the State Emergency Operations Center (SEOC) to assist DHSEM 

in managing support through mobilizing needed resources to the affected jurisdictions.  These 

respective sectors are represented as an Emergency Support Function.  Any one of these functions may 

have elements affected during a disaster that will be in need of resources to help manage the disaster.  

The SEOP categorizes these sectors as ESF #1 through #15 listed below1: 

http://www.naseo.org/eaguidelines/
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Emergency Support Functions 
 
ESF 1 – Transportation 
ESF 2 – Communications 
ESF 3 – Public Works and Engineering 
ESF 4 – Firefighting 
ESF 5 – Information and Planning 
ESF 6 – Mass Care, Emergency Assistance, 

Temporary Housing and Human Services 
• ESF 6a- Care of Companion Animals 

ESF 7 – Resources Support 

 

 
ESF 8 – Public Health and Medical Services 

• ESF 8a- Behavioral Health 
ESF 9 – Search and Rescue 
ESF 10 - Oil and Hazardous Materials Response 
ESF 11 – Agriculture and Natural Resources 
ESF 12 – Energy  
ESF 13 – Public Safety and Security 
ESF 15 – External Affairs 

Energy emergencies include any level of delivery system interruption, delay, or breakdown that affects 

the integrity of energy infrastructure and compromises continuity of life-sustaining critical services to 

the public.  The CEAEP, referred to as an emergency plan, suggests that its focus is primarily 

“responding” to an energy emergency.  However, the CEAEP not only includes a response and recovery 

strategy, but also a planning and preparation strategy, a restoration and mitigation strategy, and a 

public information strategy.  The CEAEP is designed with the intent, over time, to build reliability, 

resiliency and redundancy in the energy sector for improved power delivery sustainability.   

Energy Assurance Hierarchy, Emergency Phases and Responsibilities 

The CEAEP provides a compilation of state agency responsibilities and actions within three separate 

phases: planning and preparation, response and recovery, and restoration and mitigation.  Together 

they establish a platform for streamlined communications and operations before and during each phase 

of an energy emergency event.  The CAG included in this CEAEP provides a summary of key actions to 

serve as an operational platform to support the State of Colorado during an emergency that accentuates 

collaboration between the private energy sector and State and local government agencies. A fourth area 

of key responsibilities and actions, public information, is complementary to the three phases and is 

summarized within an additional section in the CEAEP.   

The EA Emergency Hierarchy, Figure 2, was developed by the EAAG to represent the operational process 

for ESF #12 during a state-level disaster that impacts the energy sector.  It is an organizational 

framework that establishes a course for communication, collaboration and liaison between public and 

private energy stakeholders within the three phases of an emergency. 
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Figure 2 ESF #12-Flow of Communication  

 

Energy Sector Risk and Vulnerability Assessment 

The Risk and Vulnerability Assessment section provides an assessment of Colorado’s energy sector with 

a focus on the threats, risks and vulnerabilities to overall energy infrastructure, supply systems, and 

particular regions of the state. The section focuses on recent energy assurance lessons learned from 

other states and on the emerging innovations being developed throughout the U.S. In addition to a 

focus on the lessons learned and emerging innovations, the Risks and Vulnerability section includes 

subsections with: 

 A Colorado Energy Sector Profile; 

 A Colorado Energy Resources Profile; 

 A Smart Grid and Distributed Generation Overview; 
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 A Colorado Energy Sector Asset Database; 

 The Costs and Strategic Approaches to Disruption;  

 Energy Sector Interdependencies; 

 High Impact Low Probability (HILP) Events; and  

 Exercises in Energy Emergencies  

By providing this foundational information, this section helps achieve CEAEP’s goal to consider short and 

long-term preparation and mitigation measures to reduce risk and vulnerability. The section concludes 

with a summary of the State’s exercises to prepare the state to effectively respond to an energy 

emergency.  

Hazard Typology and Reference Guide 

The Hazards Typology and Reference Guide section provides the information necessary to gain an 

understanding of the natural and anthropogenic hazards facing Colorado’s Energy Sector. The energy 

grid is a primary critical infrastructural sector. Most critical government services and business processes 

cannot be sustained indefinitely without an operating energy grid. To this effect, the energy sector is a 

keystone of critical infrastructure protection, as long-term disruptions to the energy sector may result in 

a series of failures in other essential sectors.  This understanding is necessary in developing 

effective approaches to all three phases of the state’s Energy Assurance Plan. Hazard typologies 

provide category models and systematic classifications of hazards within these models.  These Hazard 

reference guides are subject-matter reference and decision-support tools that define and provide a 

general or specialized description of the hazards a jurisdiction may face.  This Hazard Quick Reference 

Guide combines some of the functions of a typology and reference guide, and is intended primarily as a 

general reference and decision-support document to: 

 Provide a basic typology and classification of potential hazards to energy infrastructure and 

delivery in Colorado.  

 Succinctly describe and provide general information on hazards with potential to disrupt energy 

infrastructure or delivery in Colorado. 

 Provide an introduction to hazards and potential impacts on interdependent critical 

infrastructural systems, focusing on intra and inter-sector interdependencies involving energy 

sector operations. 

 Within the scope of the CEAEP project, present information specific to the energy sector and its 

interdependent sectors within the State of Colorado, or reference information relevant to the 

management of an energy emergency in Colorado. 

 Develop an approximate ranking system contextualizing the relative risks posed by the selected 

hazards to energy operations in general, and potential risks to energy operations in Colorado 

whenever possible within the scope of the CEAEP research process. 

While further, more in depth developments and updates such as customized vulnerability and risk 

assessments, asset security and engineering assessments, and threat reduction/customized mitigation 

planning are recommended, this Quick Reference Guide provides important insight into the hazards 

facing Colorado’s energy sector and provides information necessary to make informed decisions in the 

face of an energy emergency. 
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1. Crisis Action Guide 
This Crisis Action Guide (CAG) is designed to be an efficient, quick reference tool to support stakeholder 

decision making during the Response and Recovery Phase of an emergency in the State of Colorado. The 

CAG presents relevant information in an efficient manner to streamline the decision making and 

execution processes of initiating and escalating energy emergency operations. This section contains the 

following: 

 Tables for key stakeholders with detailed actions to implement for the Response and Recovery 

phase of an emergency (these tables are intended to provide guidance but are not required to 

be submitted to any agency);  

 A consolidated list of emergency contacts with state agency personnel assignments (a complete 

list of contacts for energy assurance planning is located in Appendix B); and   

 An outline of after action procedures to implement following each emergency event.  

1.1 Stakeholder Action Tables  

Action Table 1 - Colorado Energy Office and Public Utilities Commission 

Action Completed/Status 

Response/Recovery Phase 

1 Assess the situation.  Prepare memorandum on threats, vulnerabilities, 

damage, and potential course of action. 

 

2 Respond to the SEOC requests for information.  

3 The Colorado Energy Office (CEO) and/or the Public Utilities Commission (PUC)   

activates the Colorado Energy Assurance and Emergency Plan (CEAEP) 

 

4 Activate CEO/COPUC Public Information Plan and establish early coordination 

with the Joint Information System (JIS) 

 CEO/PUC coordinates with the Joint Information System during 
recovery operations as needed. 

 

5 Establish and maintain contact with all energy-related organizations, 

companies, and special districts.   

 

6 CEO and PUC share responsibility for the collection and evaluation of 
information on energy system damage.    

 

7 May need to provide initial estimations on the Energy Sector impact, an 

anticipated restoration timeframe, a list of areas affected by the disruption, 

and the percentage or number of residential and business entities without 

services. 

 

8 Communicate to the SEOC any need for recovery assistance by the State such 

as debris removal for repair crews. 

 

9 CEO and the PUC may request additional personnel to respond to the field or 

to the SEOC to assist with gathering current information for support to 

emergency operations. 
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10 Assist in tracking information from the utilities’ coordination of interstate 

resources (i.e. equipment from utilities of other regions/states via mutual aid 

agreements, etc. that might be utilized for recovery operations). 

 

11 Coordinate with the energy providers involved to implement recovery 

strategies identified in the CEAEP. 

 

12 Provide periodic utility recovery status information during SEOC briefings so 

that current information on power restoration is available to local emergency 

offices via the WebEOC tool or through the JIS. 

 

13 CEO and/or the PUC will implement components of the CEAEP as necessary for 

recovery operations. 

 CEO/PUC coordinates with the Joint Information 

System during recovery operations as needed. 

 

 

Action Table 2 - Colorado Division of Homeland Security and Emergency Management 

Action Completed/Status 

Response/Recovery Phase 

1 Activate State Emergency Operations Center (SEOC) by the Division of 
Homeland Security and Emergency Management (DHSEM) Director or his/her 
designated representative.  

 Provide statewide situational awareness 
 Coordinate State, local, interstate, Federal and private sector 

resources that the impacted jurisdiction(s) need to respond to and 
recover from a natural, technological, or human-caused incident   

 Document and route resource requests 
 DHSEM requests appropriate State Agency ESF representatives to 

respond to the SEOC to assist in coordinating the response. 

 

2 Disaster/emergency declaration 
 DHSEM makes recommendation to Governor’s Office for a state 

disaster emergency, per local jurisdiction’s request 

 

3 Assist in coordination and information sharing  
 Support in-house utility response by providing utilities with 

information and coordination support. 
 Invite a Utility representative to the SEOC or Web-based Emergency 

Operations Center (WebEOC).  
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Action Table 3 - Office of the Governor 

Action Completed/Status 

Response and Recovery Phase 

2 Activate the State Emergency Operations Plan (SEOP) under CRS 24-33.5-
704(5) through the issuance of an Executive Order. 

 Appropriate National Guard resources during response/ recovery 
operations  

 Suspend selected State regulations 

 

3 Disaster Declaration 
 Reallocate funds to the Disaster Emergency Fund 
 Request federal assistance 

 

 
 

Action Table 4 - Xcel Energy 

Action Completed/Status 

Response/Recovery Phase 

1 Prioritize the critical users  

2 Restore power to the largest numbers and who has been out longest  

3 Identify areas of outage and work to prioritize response/recovery  

4 Contact local Emergency Managers  

5 Provide public information  

6 Report outage of a certain size to the PUC within 120 minutes  

7 File Xcel Energy plan with NERC, DOE, PEAK Reliability Regional 
Coordinator, and WECC as applicable to the emergency reporting 
requirements   

 

8 Provide a secure information sharing location (virtual or fixed location)   

Electric Supply  

1 After a disaster event that caused any outage, electric distribution and 
transmission send out emergency responders and assessors to evaluate 
damage and institute the restoration procedures as soon as it is safe to 
do so. 

 

2 Department Directors will institute alerts and situation room discussions 
to share information internally with affected departments, including 
Customer Care, Media Relations and Corporate Communications. 

 

3 
 

The company will update its website and social media accounts with 
current information and it will provide customer call centers with current 
updates for customers. 

 

4 Area managers will receive information to share with the various local 
authorities affected by loss of service. 

 

5 The company will accomplish regulatory reporting as needed.  

6 The company will send an appropriate representative to the SEOC to 
serve as a liaison for the public sector. Xcel Energy’s liaison will then 
communicate information on critical needs back to the various Control 
Centers directing restoration efforts. 
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7 Additional supplies and skilled workers will be gathered from other 
operating companies in Xcel Energy, utility mutual aid agreements and 
contractors as needed for the restoration effort. 

 

8 Xcel Energy will use its internal emergency communications tool, Mission 
Mode, to make periodic updates and send communications to all areas of 
the company throughout the restoration process. 

 

9 The company will forward public safety messages to media outlets to 
ensure safety during the restoration process.  

 

10 Media Relations representatives will work with public information 
officers (PIOs) to ensure that messages are consistent. 

 

Natural Gas Supply 

1 To assess natural gas distribution and transmission impact, the company 
will send out emergency responders/assessors to determine the damage 
and institute restoration procedures as soon as it is safe to do so. 
Response to fire departments would occur to isolate and mitigate 
damaged gas systems and to prevent fires. 

 

2 Department directors will institute alerts and situation room discussions 
to share information internally with affected departments, including 
Customer Care, Media Relations, and Corporate Communications. 

 

3 The company will update its website and social media accounts with 
current information and it will send customer call centers current 
updates for customers. 

 

4 Area managers will receive information to share with the various local 
authorities affected by loss of service.  

 

5 The company will accomplish regulatory reporting as needed.  

6 The company will send an appropriate representative to the state EOC, 
during activation, to serve as a liaison for the public sector. Excel Energy’s 
liaison will communicate information on critical needs back to the various 
control centers directing restoration efforts. 

 

7 Additional supplies and skilled workers are gathered from other 
operating companies in Xcel Energy, utility mutual aid agreements, and 
contractors, as needed for the restoration effort. Large gas outages 
require shut-offs of individual customer meters and requires specially 
trained professionals to investigate houses, turn on the meters if it is safe 
to do so, and relight gas appliances. 

 

8 Xcel Energy will use its internal emergency communications tool, Mission 
Mode, to make periodic updates and send communications to all areas of 
the company throughout the restoration process. 

 

9 The company will forward public safety messages to media outlets to 
assist with safety during the restoration process. 

 

10 Media relations representatives will be working with PIOs for consistent 
messaging. 
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Action Table 5 - Black Hills Corporation 

Action Completed/Status 

Response/Recovery Phase 

1 Track and report outages to Western Electricity Coordinating Council 
(WECC) within 24 hours 

 

2 Monitor supervisory control and data acquisition (SCADA), smart meters 
and uses the Outage Management System (OMS) 

 

3 Protect the main grid and equipment  

4 Restore power to Black Hills Corporation infrastructure  

5 Provide a secure/redundant in-house EOC  

6 Provide for a secondary EOC at an alternate location  

Transmission and Distribution Response 

7 Control actual switching and energization through the Reliability Center   

8 The Reliability Center will implement their existing disaster plans for 
internal issues, which include required redundancy   

 

9 Black Hills coordinates contingency planning for major blackouts (state and 
regional) and bulk transmission outages, which are coordinated through 
WECC and are subject to Federal Energy Regulatory Commission 
(FERC)/NERC audit 

 

Disaster involving Transmission and Distribution assets 

10 An emergency response to damaged lines and equipment includes the 
following: 

 Existing Emergency Plan is executed   
 As is practical, immediate system repairs or reconfigurations are 

made by first responders to restore as many services as possible 
 The company prioritizes efforts based on the services provided, life 

& safety (hospitals, etc.); large industrial, commercial, and 
institutional (economic and community services); and residential 
and agricultural  

 The company coordinates efforts with local and State EOC’s 
 The company brings in outside resources  as required to assist with 

first response 
 The emergency response includes contractors, sister operating 

units, and neighboring utilities brought in via mutual aid 
agreements 

 

11 Plans begin simultaneously with first response to effect major repairs at 
the same priority level: 

 The company analyzes existing material and equipment stockpiles 
against requirements.  

 The company dispatches crews, equipment, and materials, as 
available, to begin repair and replacement. 

 Engineering and Procurement develop needs assessment for 
additional supplies, equipment, and services. 

 The company identifies and contacts vendors 
 Necessary requisitions are expedited.  
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 Company standards replace critical system components required to 
restore all customers to power. 

12 The company coordinates intermediate and long range replacement and 
reinforcement of damaged but serviceable infrastructure via the 
engineering and budget process 

 

 

Action Table 6 - Tri-State Generation and Transmission Association 

Action Completed/Status 

Response/Recovery Phase 

1 Follow FERC and NERC standards for reporting (reporting requirements 
are based on specific situational occurrences). 

 

2 Report outages to WECC, if the situation warrants it.  

3 Contact local emergency managers (EMs) when an emergency may be or 
is impacting Tri-State facilities (facilities are in four states, including one in 
Westminster, Colorado) and coal production capability. 

 

4 Restore Tri-State’s assets.  

5 Have transmission maintenance crews respond to reported electrical 
outages from Tri-State Generation and Transmission Association’s rural 
electric cooperative members.   

 

6 Repair transmission towers and lines.    

7 Have damaged power plants make the necessary repairs to restore power 
generation.    

 

8 Request or provide assistance from/to members and other utilities 
depending on the damage impact.   

 

9 Require utilities to share inventory and labor during these situations.    

10 Activate the Tri-State Crisis Management Team and stay in 
communication with local and state emergency management officials, 
members, and other utilities to coordinate these efforts. 

 

11 Follow FERC and NERC standards for reporting (reporting requirements 
are based on specific situational occurrences). 

 

 

Action Table 7 - Western Electricity Coordinating Council (WECC) 

Action Completed/Status 

Response/Recovery  Phase 

1 Maintain a reliable electric power system in the Western Interconnection  

2 Assure open and non-discriminatory transmission access among members  

3 Provide a forum for resolving transmission access disputes between 
members 

 

4 Act as a coordinating entity for the entire Western Interconnection for 
regional organizations activities with responsibilities for reliability and 
market functions 

 

5 Develop and adopt reliability, operating and planning standards, criteria 
and guidelines necessary to maintain the reliable operation of the 
Western Interconnection’s interconnected bulk power system 

 

6 Certify grid operating entities in the Western Interconnection  
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7 Ensure that interconnected bulk electric system reliability assessments 
are conducted as needed 

 

8 Implement the Reliability Management System  

9 Implement any enforcement mechanisms   

10 Develop coordinated planning policies and procedures for the Western 
Interconnection 

 

11 Review and assess Local Regional Entity planning processes  

12 Notify NERC, FERC, U.S. Department of Homeland Security (DHS), U.S. 
Department of Energy (DOE), and Western Area Power Administration 
(WAPA) of the incident 

 

13 Develop, coordinate and promote consistent interregional operating 
policies and procedures for the Western Interconnection, consistent with 
WECC/Electric Reliability Organization (ERO) standards and FERC policy 

 

14 Utilize WECCnet messaging system for internal communications 
(Regulated and non-regulated utilities communicate through WECCnet) 

 

15 Resource dispatch capabilities between members  

16 Conduct annual exercises  

17 Act as the clearing house for electrical outage information  

18 Contact any other utilities in the region that may be affected by the 
outage and regularly communicate updates throughout the incident 

 

19 Conduct a conference call with local utility representatives if the outage 
covers a large region with multiple utilities  

 

20 Call in additional personnel based on the size of the outage 
 Parallel action: Management contacts WECC Communications 

Director to advise of outage 

 

22 Discuss progress and any assistance needed from WECC or any other 
outside entity 

 Parallel action: If there is a very large outage or infrastructure 
damage, FERC "Standards of Conduct" will be suspended to allow 
utilities to share information from their reliability side with their 
market side to assist in restoration 

 

23 Coordinate the recovery from the event if the outage covers more than 
one entity, 

 Parallel action: Conference with other RC office (one in Loveland, 
Colorado and one in Vancouver, British Columbia) and discuss 
outage and mitigation strategy 

 

24 Keep all neighboring utilities updated on progress and solicit help for 
affected utilities 

 Parallel action: May “direct” entity to shed load to recover from a 
smaller event as NERC defines recovery periods for smaller 
outages ranging from 15-30 minutes.  In the case of a large event, 
will announce the resumption of normal operations, the re-
instatement of the "Standards of Conduct" and resumption of 
Market activities 

 

25 Keep all entities updated on status of the event 
 Depending on the event, NERC Guidelines are to be followed for 

requesting "Emergency Assistance" or declaring an Energy 
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Emergency for the affected utility. WECC helps to request this 
"Emergency Assistance" or declare the Energy Emergency for the 
Utilities 

26 Continue to monitor recovery/restoration and mitigation efforts   

27 Disseminate information on the event to all affected utilities  

28 Coordinate to recover normalcy in a very large event.  

29 Restore load by coordinating through the WECC RC to determine when it 
can be re-connected. 

 

30 Disconnect the utility from the rest of WECC if it is an island situation.  

31 Coordinate the re-synchronization of islands.  

32 Notify all entities of the status of the system once it is back to normal.  

33 Announce the resumption of normal operations, the reinstatement of the 
"standards of conduct," and resumption of market activities. 

 

 

Action Table 8 - Colorado Rural Electric Association 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Conduct damage assessment  

3 Repair and/or restore critical infrastructure  

4 Work with DHSEM on damage assessment cost analysis  

 

Action Table 9 - Colorado Association of Municipal Utilities 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Conduct damage assessment  

3 Repair and/or restore critical infrastructure  

4 Work with DHSEM on damage assessment cost analysis  

 

Action 10 - Colorado Oil & Gas Association 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Conduct damage assessment  

3 Provide notifications and reporting (public information plan activation)  

4 Coordinate stakeholders  

5 Plan immediate incident response. 
 Task mission tasking/track event.  
 Mobilize and manage resources.   

 Manage debris. 
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Action Table 11 - Colorado Petroleum Association 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Conduct damage assessment  

3 Provide notifications and reporting (public information plan activation)  

4 Stakeholder coordination  

5 Plan immediate incident response. 
 Task mission tasking/track event.  
 Mobilize and manage resources.   

 Manage debris. 

 

 

Action Table 11 - Colorado Wyoming Petroleum Marketers Association 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Conduct damage assessment  

3 Provide notifications and reporting (public information plan activation)  

4 Stakeholder coordination  

5 Plan immediate incident response. 
 Task mission tasking/track event.  
 Mobilize and manage resources.   

 Manage debris. 

 

  

Action Table 12 - Suncor 

Action Completed/Status 

Response/Recovery Phase 

1 Assess impact  

2 Secure critical infrastructure  

3 Conduct damage assessment  

4 Provide notifications and reporting (public information plan activation)  

5 Stakeholder coordination  

 Plan immediate incident response. 
 Task mission tasking/track event.  
 Mobilize and manage resources.   

 Manage debris. 
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1.2 State Emergency Contact Lists 
The table below provides an emergency contact list for State of Colorado PUC, CEO, and DHSEM staff 

with ESF #12 responsibilities.  A complete list of all energy assurance planning contacts with additional 

Colorado state agencies and stakeholder organizations can be found in Appendix B.  

State of Colorado Staff Assignments for ESF #12  
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Cabell Hodge CEO Policy Advisor L L L L L S 

Michael 
McReynolds 

CEO Policy Advisor S S S S S S 

Susan Carollo CEO Media Relations 
Manager 

  S  S L 

Wes Maurer CEO Transportation 
Program Manager 

S S S S S S 

Chris Worley CEO Policy Director S S S S S S 

Lawrence 
Duran 

PUC Risk Assessment 
Specialist 

L L L L L S 

Doug Dean PUC Director  LS S S S S S 

Terry Bote PUC Public Information 
Officer 

S S S S S L 

Kerry Kimble DHSEM – Planning 
Section 

S S L S S S 

Chris 
Sorensen 

DHSEM Operations 
Chief 

S S S S S  S 

Micki Trost DHSEM Public 
Information Officer 

  S   L  

L= Lead (Indicates the action officer) 
S= Support 
 

1.3 After Action Reporting 
Following every major incident, and at times, following smaller incidents, stakeholders are to conduct an 

After Action Review to determine what went right and what went wrong. Following the After Action 

Review, an After Action Report is developed to identify lessons learned and opportunities for continuous 

improvement. These lessons learned should be integrated into future planning and will improve future 

response operations.   

ESF #12 

Tasks 

Action 

Officers 
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Stakeholders can use the following criteria to determine if there is a need to conduct an After Action 

Review and Report.  

1) First, if an incident occurs within a local jurisdiction and does not require any support from state 

resources, a state-level After Action Report is not necessary, and it will be the option of that 

jurisdiction to write a report. 

2) Second, some incidents involve multiple local jurisdictions and limited state resources such as a 

wild land fire, localized flooding, or a landslide. In these cases, the SEOC Manager will make the 

determination whether or not an After Action Report is necessary. The criteria for this decision 

will be the duration of the incident, the amount of state resources (equipment and personnel) 

deployed, and the commitment of funds from the state disaster fund. 

3) Third, if the SEOC is activated (at Level I or II), a report will be written and finalized within 45 

days. The report will involve the coordination and concurrence of a majority of the participants 

impacted by the emergency event. In addition, an executive summary will be considered and 

written for public consumption. 

In order to document both major and minor incidents, all relevant parties should participate in an After 

Action Review. Participants can do this by holding an in-person meeting or conference call, collecting 

participant feedback via email, or doing a combination of both. After a major incident, an After Action 

Review should include a meeting or conference call to openly discuss the event, which operations 

worked well, and which ones need improvement. Discussion would also involve recommended actions 

to make those improvements, and new best practices, if any, that participants identified during the 

event and could use in future events. 

Following the review, an After Action Report should include specific action items, delegate responsibility 

for implementing those action items, and provide a schedule for their completion.   

Below is an outline to guide the development of an After Action Report following an emergency. 

1) Introduction  

2) Overall synopsis of the incident  

3) Duration of the incident  

4) Chronology 

5) Participating agencies 

a) Local 

b) State 

c) Federal 

d) Volunteer 

e) Private Sector 

f) Other 

6) Specific issues to be addressed:   

a) Provide a brief description of each issue to be addressed. Insert a new line for each issue 

item. 
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7) Discussion:  (This shall provide detailed information that may involve specific tasks outlined in 

such documents as the National Institute of Occupational Safety and Health (NIOSH) standards, 

National Fire Protection Association (NFPA) regulations, FEMA’s 2015 National Preparedness 

Goal, etc.) 

8) Recommendation:  This shall include such areas as sustains, improvements, and takeaways.  (If 

any specific corrective action is needed, identify that action and who or what agency should be 

responsible for the correction.  If the issue describes what went right, the recommendation may 

be not applicable)  

9) This outline only applies for a real-world incident.  Exercises have their own requirements 

concerning after action reports. 
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2. Introduction 
This full report of the CEAEP encompassing the CAG found in the previous section has been developed 

through extensive interagency collaboration involving the PUC, CEO, and the DHSEM.  The purpose of 

the CEAEP is to provide essential guidelines and actions to ensure that the State of Colorado, in 

coordination with all key energy sector stakeholders, is positioned to effectively handle future energy 

emergencies.  More specifically, updates to the CEAEP address the following six overarching goals.    

 

1) Provide specific actions for how the state government gathers information and responds during 

an unfolding emergency that impact energy supplies and availability. 

2) Develop effective plans and procedures to minimize the impacts of an energy supply 

interruption and rapidly restore energy availability should an emergency occur. 

3) Assess potential risks and hazards threatening the state’s critical energy infrastructure. 

4) Consider short and long-term preparation and mitigation measures to reduce risk and 

vulnerability.  

5) Encourage investment in appropriate energy reliability, and resiliency.  

6) Increase energy security awareness among key stakeholders and the public. 

 

The full report of the CEAEP contains the following seven primary sections: 

 

1) CAG: An efficient quick-reference tool to support stakeholder decision-making during the 

Response and Recovery phase of an emergency in the State of Colorado. 

2) Introduction:  An overview of the energy emergency operating framework.  

3) Colorado Profile: A state overview of the geography, economy, natural resources and 

demographics of Colorado.  

4) Plan Maintenance Process: A summary of guidelines and procedures for updating the CEAEP.  

5) Energy Assurance Emergency Action Plan: A detailed description of strategies and actions for 

each phase of EA emergency planning.  

6) Risk and Vulnerability Assessment: Descriptions of Colorado’s energy recourses, infrastructure, 

potential vulnerabilities, emerging threats, and practices to evaluate in the future.   

7) Hazard Typology: A rating scale and risk composite score ranking was developed to 

demonstrate the general probability that each hazard listed will impact the Energy Sector 

 

In addition, to the overarching goals provided above, this section provides an overview of the state 

framework for emergency management that includes a description of the SEOP, ESF #12, and the EA 

communications framework.   

The Energy Sector, as identified in the National Infrastructure Protection Plan (NIPP) and defined in 

Homeland Security Presidential Directive -7 (HSPD-7), consists of thousands of electricity, oil, and 

natural gas assets that are geographically dispersed and connected by systems and networks. Due to its 

systemic interdependency of the Energy Sector, an impact on one sub-sector can potentially affect all 

other sub-sectors.   A shortage, disruption, or outage of power or fuel supplies and the management of 

such, constitutes an energy emergency (EE) at any level.  An EE can be a stand-alone incident or one 

element of a larger disaster event. The CEAEP is a series of strategies organized within three key phases 
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and developed by the Energy Assurance Advisory Group (EAAG) to serve as an operational platform that 

accentuates collaboration between the energy sector and State and local government agencies and 

focuses on energy sector issues. The following three distinct phases are used in this CEAEP for organizing 

strategies and actions:  

1) Planning and Preparation;  

2) Response and Recovery   

3) Restoration and Mitigation.   

A fourth area of strategy, Public Information, is complimentary to the first three.  Having a Public 

Information strategy is essential throughout the duration of an incident emphasizing the accuracy of the 

information disseminated and the appropriate distribution channels.   

Whether the initial damaging impact is caused by a natural disaster or is human-caused, the 

complexities associated with the energy sector are unique and require a broader understanding of the 

processes involved among energy stakeholders and which processes may change from one phase or 

operational period to another.   

 

The third major phase, Restoration and Mitigation, normally does not accompany an emergency plan as 

this phase is considered a planning mechanism used to reduce future impact; however, because the 

CEAEP planning process identifies areas for improvement and discusses potential solutions, it requires a 

comprehensive feasibility assessment and return on investment (ROI) analysis of any consideration for 

future implementation of the potential solutions.  The overall Plan is a living document to be used, 

modified, updated, revised, and maintained.  The Mitigation Strategy is included as a value-added 

component.  The potential solutions can be further explored in the quest for improving energy 

reliability, resiliency and redundancy. 

2.1 State Framework for Emergency Management 

2.1.1 Division of Homeland Security and Emergency Management (DHSEM) 

DHSEM has been organized to establish the State’s Emergency Management Program. It functions under 

the Colorado Department of Public Safety working alongside other State agencies. DHSEM has 

relationships with key stakeholders at every level of government. Its role is often advisory and includes 

technical assistance regarding the interpretation of the Code of Federal Regulations (CFR) pertaining to 

the disaster declaration process and how public and/or individual assistance after a disaster is 

determined and allocated.  DHSEM is also the conduit for streamlining funds from the Federal 

Emergency Management Agency (FEMA) to local communities for hazard mitigation projects as well as 

State funding for the Flood Mitigation Assistance Grant Program.  Lastly, DHSEM is responsible for the 

implementation of the SEOP.         

DHSEM’s role in the development of the CEAEP involves collaboration between the various State 

agencies and non-governmental organizations (NGOs) that not only have a stake in local government, 

but also in the Energy Sector. DHSEM established a State agency network of emergency response 

coordinators.  The Division’s collective knowledge and vast experience in State emergency and disaster 

operations has provided a special component to the development of the CEAEP. After the establishment 
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of initial planning efforts, DHSEM’s role took on more responsibility in the development of a 

collaborative response, recovery and mitigation strategy.  

2.1.2 State Emergency Operations Plan (SEOP)  

The SEOP consists of a base document that identifies the state structure for managing emergencies and 

the activities necessary to support response efforts to a local emergency or disaster. Additional 

supporting annexes further define emergency support sectors and their functions. During a disaster, 

DHSEM activates the SEOC. If the disaster situation warrants, DHSEM will request that representatives 

from other State agencies and affiliated organizations that have the authority to procure resources in 

support of the disaster operations respond to the SEOC.  This activated network of State agencies and 

other affiliated organizations work together throughout the disaster to support the resource needs to 

manage the event until a state of normalcy can be regained.  The SEOP aligns its plan structure with that 

of the National Response Framework adopting the ESF format. It identifies the roles and responsibilities 

of this network by clarifying the function in terms of 15 different emergency support functions and the 

agency that is responsible for providing the requested resources affiliated with that function.  Each lead 

agency representing an ESF is encouraged to develop its own emergency response and recovery strategy 

similar to the Sector-Specific Plans found in the NIPP. The development of the CEAEP also serves as the 

Energy Sector-Specific Plan for Colorado.  It is a tool in coordinating preparation, response, recovery and 

restoration activities for the electric grid, electric power delivery systems, natural gas supplies, and 

liquid fuels and their interdependencies during energy disruption or outage events. The complete SEOP 

is available at http://dhsem.state.co.us/sites/default/files/2015%20SEOP%20Consolidated.pdf.  

2.1.3 ESF #12 – Energy   

The term “energy” includes production, refining, transporting, storage, generating, transmitting, and 

distribution components.  The purpose of ESF #12 is “to coordinate the restoration and protection of 

Colorado’s critical electricity generation, transmission and distribution infrastructure, and the supply of 

fuels used in base load generation (natural gas and coal) following a major disaster, emergency, or other 

significant event” (SEOP).2  The U.S. Department of Energy (DOE), the Federal ESF #12 Lead Agency in 

the National Response Framework (NRF), envisions “a robust, resilient energy infrastructure in which 

continuity of business and services are maintained through secure and reliable information sharing, 

effective risk management programs, coordinated response capabilities, and trusted relationships 

between public and private partners at all levels of industry and government.” 3 

An ESF Lead Agency representative must participate in preparedness activities, as stated in the State 

Homeland Security Strategy. DHSEM has established requirements for representatives of ESF Lead 

Agencies, who are referred to as State-Agency Emergency Response Coordinators (ERCs). If applicable, 

the ERC is the lead agency representative for a specific ESF, as outlined in the SEOP. 

Required duties for the ESF Lead Agency Representative include the following: 

 Provide support with staff, technical services, and/or equipment to other ESF Lead Agencies 

 Occupy a seat at the SEOC during the center’s  activation, at the direction of the Division of 

Emergency Management Director 

http://dhsem.state.co.us/sites/default/files/2015%20SEOP%20Consolidated.pdf
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 Participate in SEOC exercises and associated training sessions, which may include WebEOC®, 

SEOC management and forms usage, and National Incident Management System (NIMS) training 

such as, Position Specific Command and General Staff training, etc. 

 During periods of non-activation of the SEOC, be aware of on-going incidents and relay 

applicable information to DHSEM (e.g. incidents involving electric transmission lines, 

transformers, natural gas pipeline damage, or the correction of false reports in reference to 

infrastructure damage)  

 Assist in the periodic review and update of the SEOP in response to lessons learned and/or new 

federal guidance (The SEOP is updated after an actual emergency event occurs in Colorado or 

elsewhere, and the corresponding After Action Report [AAR] indicates corrective action is 

warranted to improve disaster operations) 

 Assist in pre-planning efforts for anticipated cascading natural hazards (secondary hazard 

impacts caused by the degradation from the primary hazard event) 

 Be a decision-maker for his or her respective organization 

 Have knowledge of and work within the NIMS/Incident Command System, including the Joint 

Information System  

 

ESF #12 Co-Lead Agencies may be asked to provide initial estimations on the energy sector impact, an 

anticipated restoration timeframe, areas affected by the disruption, and the percentage or number of 

residential and business entities without services.  The ERC should have a well-established relationship 

with public and private utilities providers where secure information exchange establishes accurate 

situational awareness. 

2.1.4 Establishing the Energy Assurance (EA) Communications Framework  

Establishing a collaborative response framework for communications and information sharing is 

imperative for the Energy Sector to align the roles and responsibilities of government, public and private 

agencies, NGOs, and other supporting entities with other state planning mechanisms. Through the EA 

planning process, an EA flow of communication was developed incorporating stakeholder input. See 

Figure 2-1 below. 
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Figure 2-1: EA Flow of Communication 

 

Colorado Homeland Security & All-Hazards Strategic Framework (HSASF 2014-2016) 

The State’s HSASF 2014-2016 outlines the direction for prevention, protection, response and recovery 

efforts against future catastrophic incidents whether natural, technological, or human caused. The 

framework is broken down into the following six goals and the associated strategies as shown in Figure 

2-2. In addition, the full State of Colorado’s HSASF 2014-2016 can be found online at 

http://dhsem.state.co.us/sites/default/files/attachments/HS%26AHSF%202-19-14%20B.pdf. 

 

 

 

 

http://dhsem.state.co.us/sites/default/files/attachments/HS%26AHSF%202-19-14%20B.pdf
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Figure 2-2: Colorado Homeland Security & All-Hazards Strategic Framework 

Goal 1: Reduce the risks to the citizens of Colorado, their businesses, and their local governments 
from significant all-hazards incidents. 

Strategies 
a. Develop and implement an information sharing system(s) for the State of Colorado 
b. Conduct an annual threat assessment 
c. Mitigate identified risks 
d. Develop a risk communication program for citizen education and awareness 
e. Make strategic investments to produce safer communities in Colorado that will attract and/or 

keep new economic development which is required for a strong future 

Goal 2: Create Colorado communities that can prepare and plan for, absorb the impact of, and 
proactively adapt to major adverse all-hazards incidents. 

Strategies 
a. Establish systems and methods that promote multi-jurisdictional prevention/protection activities 
b. Encourage inclusiveness and synchronization in all planning processes 
c. Bring together all sectors needed to create resilient Colorado Communities (Government, NGOs, 

private sector) 
d. Develop a plan to resource emergency management personnel who are appropriately trained to 

perform emergency management tasks 
e. Identify/Develop tools to support community resiliency 
f. Ensure that sufficient resources are focused on individual, community, and business preparedness 

for All-Hazards incidents 

Goal 3: Establish standards that local governments, community planners, community developers, 
and other technical fields, can apply to their processes to achieve better resilience profiles. 

Strategies 
a. Establish, promote and where appropriate, direct standards and best practice 

models/frameworks statewide 
b. Establish and promote standards and best practice models at the local level 

Goal 4: Identify existing or develop new resources for State and local governments to minimize the 
damage of All-Hazards incidents. 

Strategies 
a. Educate State and local partners on available critical response and planning systems including the 

limitations and constraints of resource availability (including time, people, equipment and money) 
b. Allocate and Maintain State level disaster and emergency funding for All-Hazards incidents 
c. Ensure State and local partners are leveraging all available funding streams and programs to 

resource their requirements 
d. Ensure core State Division of Homeland Security and Emergency Management (DHSEM) 

capabilities are resourced through dedicated State funding 
e. Integrate City, County and Regional Emergency Operation Centers (EOCs) for All-Hazards incident 

response 

Goal 5: Clarify and expand the cooperative role of NGOs, community service organizations or 
initiatives and the private sector in creation of partnerships to respond to incidents, and speed the 
recovery of Colorado citizens and their communities. 

Strategies 
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a. Develop or identify integrated Public Private Partnership projects at the State and local levels to 
increase the sustainability of prevention, protection, mitigation, response, and recovery 
operations 

b. Develop programs, products and services dedicated to establishing and strengthening Public 
Private Partnerships 

Goal 6: Facilitate and coordinate integrated training and exercise programs that improve the ability 
of communities to respond to significant incidents. 

Strategies 
a. Develop an integrated statewide exercise program inclusive of community and private partners 
b. Develop a process to review and track improvement plan items to ensure areas of weakness are 

addressed with resources 
c. Develop a statewide integrated training program inclusive of community and private partners 
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3. Colorado Profile 
Colorado encompasses most of the southern Rocky Mountains as well as the northeastern portion of 

the Colorado Plateau and the western edge of the Great Plains.  It may be categorized as part of the 

Western United States, the Southwestern United States, and the Mountain States.  Its land mass is the 

8th largest and its population is ranked 22nd out of the 50 United States.4 Colorado is noted for its vivid 

landscape of mountains, forests, high plains, mesas, canyons, plateaus, rivers, and desert lands.  Its 

climate is complex where extreme weather can be a common occurrence due to its geological variance.  

This section contains: 

 An overview of Colorado’s population and economy 

 A list of natural resources important to the state 

 A summary of the state’s EA initiative 

 A list of legal authorities for EA 

 A description of recent legislation and executive orders impacting EA planning.   

3.1 Snapshot of the State  
The United States Census Bureau estimates the population of Colorado at 5,335,866 in 2014, which is an 

increase of more than 6% since 2010.5  The Denver metropolis, which includes the Denver-Aurora-

Boulder Combined Statistical Area had an estimated population of 3,345,261 in 2014 and is home to 

62.7% of the state's residents.6 The state's fastest-growing counties are Broomfield and Denver, which 

are both part of the Denver metropolitan area and located in the Front Range Urban Corridor.7      

In 2015, Business Insider ranked Colorado’s economy as high as third in the nation.8 Its central location 

and geological diversity makes it an attractive hub for a variety of national and international businesses. 

The federal government is also a major economic force in the state, housing many vital facilities, 

including the North American Aerospace Defense Command, United States Air Force Academy, Schriever 

and Peterson Air Force Bases, and Fort Carson United States Army installation, all of which are located 

south of Denver in the Colorado Springs area. The National Oceanic and Atmospheric Administration 

and the National Institute of Standards and Technology reside in Boulder, and the National Renewable 

Energy Laboratory’s (NREL’s) campus is in Golden. The U.S. Geological Survey, FEMA Region VIII, and 

other government agencies are located at the Denver Federal Center in the City of Lakewood, west of 

Denver. The Denver Mint and 10th Circuit Court of Appeals are located in the City of Denver, with 

Buckley Air Force Base located east of Aurora. The United States Penitentiary, Administrative Maximum 

Facility (ADX) is a federal super-maximum security prison located near Cañon City employing nearly 400 

residents. In addition to these and other federal agencies, Colorado has abundant National Forest land 

and four National Parks that contribute to the federal ownership of 24,615,788 acres, or 37%, of the 

total area of the state. In the second half of the 20th century, the industrial and service sectors 

expanded greatly. The state's economy is diverse and is notable for its concentration of scientific 

research and high-technology industries. 

3.2 Natural Resources  
Colorado has significant hydrocarbon resources.  According to the Energy Information Administration 

(EIA), Colorado hosts 12 of the nation’s 100 largest natural gas fields and one of its 100 largest oil fields.  
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Conventional and unconventional natural gas output from several Colorado basins typically account for 

more than 6% of annual U.S. natural gas production.  Colorado’s oil shale deposits hold an estimated 1 

trillion barrels of oil – nearly as much oil as the entire world’s proven oil reserves.  The economic 

viability of the oil shale has not yet been demonstrated though continues to be an economic focus for 

development.  Substantial deposits of bituminous, sub-bituminous, and lignite coal are also found in the 

state as well as Kimberlite volcanic pipes, which produce quality diamonds.  Colorado's high Rocky 

Mountain ridges and eastern plains offer the perfect landscape for the development of a renewable 

energy portfolio.  Colorado is a leader in renewable electricity production with 17% of its electricity 

having been generated from renewable sources in 2013. Wind generation makes the greatest 

contribution to Colorado’s renewable electricity sector, but solar and hydropower generation activities 

are also under way in areas across the state. Ethanol production is primarily carried out in Northeast 

Colorado and is expected to produce 125 million gallons of renewable fuel per year as of September 

2015.  Detailed profiles for these natural energy sources are discussed later in the Plan. 

Considering Colorado’s potential for robust renewable energy source development and its continued 

population growth, it is imperative to plan and manage the supply and demand for electric and natural 

gas power generation, transmission and distribution 

3.3 State EA Initiative 
With the growth of energy development in Colorado in recent years, the opportunity to explore and 

improve EA with funding from the DOE was timely and appropriate for interested energy stakeholders in 

Colorado. The initial funding opportunity allocated to the State of Colorado for the EA initiative was 

made possible through the DOE’s Office of Electricity Delivery and Energy Reliability (OE) and the 

American Reinvestment and Recovery Act of 2009 (ARRA) and awarded to the CEO.   

The main focus of the state EA initiative is to facilitate recovery from disruptions to the energy supply 

and enhance reliability and repair of outages to support the public health and economy of the state.  

The state EA Initiative allows the State of Colorado to have well developed, standardized EA and 

resiliency plans that will serve as a basic decision-making tool during energy emergencies and supply 

disruptions. This initiative also allows the state to address energy supply disruption risks and 

vulnerabilities to lessen the devastating impacts that such incidents have on the economy and the 

health and safety of citizens. It also focuses on developing new or refining existing plans to integrate 

new energy resources and uses (e.g., renewable energy and electric vehicles) and new energy 

applications, such as smart grid technology, into EA and emergency preparedness plans. Better planning 

efforts will help contribute to the resiliency of the Energy Sector, including the electricity grid, by 

focusing on the entire energy supply system, which includes the generation, transmission, and 

distribution of power and the refinement, storage, and distribution of fossil and renewable fuels. The 

National Association of State Energy Officials (NASEO), with DOE, has developed the state EA Guidelines 

(http://www.naseo.org/eaguidelines/), which served as a model for the development of the Plan along 

with other federal and state planning guidelines, including the NRF, the FEMA State and Local Mitigation 

Planning “How-To” series,  Comprehensive Preparedness Guide (CPG 101), Version 2.0 September 

2010— Developing and Maintaining Emergency Operations Plans,  and The Colorado Homeland Security 

and All-Hazards Strategic Framework 2014–2016. 

http://www.naseo.org/eaguidelines/
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There are many benefits to the state EA initiative. Creating the current Plan and understanding new 

energy portfolios will assist in the endeavor to build resiliency, reliability, and redundancy; however, it is 

the continued collaboration and coordination among stakeholders that will deliver the practicality of its 

contents. The benefits include the following:  

 Organizing an EAAG early in the process to analyze the problems, concerns, and issues 

surrounding energy emergencies and to bridge the gap between utility professionals and 

emergency managers relative to energy emergencies operations.    

 Creating in-house expertise at the State and local government level on energy assurance 

planning and what building redundancy can accomplish.  Its reference here is to cross-train, 

educate, and designate a second tier of equally knowledgeable expertise on energy assurance 

into the daily regimen of operations.   

 Building redundancy into the power delivery systems, is the same concept, but applied to 

equipment resources.  This type of redundancy can assure a back-up power generation 

capability for critical services, such as liquid fuels power generators and much more.   

 Coordinating the building of regional reliability through two tabletop exercises, (Intrastate and 

Interstate) and having the opportunity to participate in regional EA exercises orchestrated by DOE 

and the National Association of State Energy Officials (NASEO). The exercises provide an 

opportunity to test in-house capability as well as regional collaboration. Capability gaps identified 

assist in the development of potential implementable actions intended to build a stronger state-

to-regional response and recovery strategy. 

 Identifying Overarching Plan Goals through the EAAG where members are in support of the 

State’s vision for energy assurance.  Potential Initiatives as well as Potential Action Items 

outlined are structured for planning and preparedness, response and recovery, and restoration 

and mitigation strategies in efforts to achieve the overarching goals. This strategy encompasses 

the complexity of managing an energy emergency from onset to restoration to future 

protection.   

 Further defining the complexities involved in the interdependencies between power delivery 

systems and sectors and recognition of the potential for cascading vulnerabilities.  In doing so, 

programs can be identified to better protect energy infrastructure assets.   

 Tracking and monitoring energy emergencies where quantitative data can be gathered on the 

severity of an event and used for improving future preparedness or mitigation strategies.  It is 

the goal of this initiative to improve strategies that reduce impact costs and pursue the 

exploitation of smart grid and distributed generation technologies where application could 

increase security, resiliency, and emergency outage management.  

3.4 Legal Authorities: Developing a Legal Framework for Energy Assurance 
Planning for EA necessitates the understanding of laws and directives pertaining to both, power delivery 

systems and the practices of emergency management.  Legal research was conducted to identify critical 

milestones in the legislative processes for both industries.  A comprehensive reference document was 

developed; however, due to its length is not included here.  It is available in full in Appendix C. The visual 

representation in Figure 3-1 is an organizational display of select legislation pertinent to disaster 

management and the Energy Sector that provides a simplified pattern of legislative progression.  
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Together they build a platform from which energy stakeholders and emergency management 

practitioners can successfully collaborate and address EA issues to improve reliability and resiliency.  

Figure 3-1: Legislative Organization Chart 
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3.5 Recent Legislation and Executive Orders Impacting Energy Assurance 

Planning 
The majority of recent state policy activity (following the previous draft of the CEAEP in 2012) impacting 

Colorado’s EA planning has been executive orders issued by the Governor.  In recent years Colorado has 

experienced historic flooding and significant wildfires that have resulted in damage to both property and 

infrastructure. The damage was so extensive that it warranted the Governor’s issuance of multiple 

executive orders declaring a disaster state of emergency. In June of 2013 a long period of drought 

contributed to the spread of at least 13 wildfires, including the most destructive fire in state history. 

Colorado Governor John Hickenlooper issued multiple executive orders that implemented a 

preparedness plan, allotted money to wildfire preparedness activities, declared a disaster state of 

emergency in affected counties, and activated the National Guard. During this time, PUC, CEO, and 

DHSEM worked with electric utilities and first responders to contain the fires with minimal damage to 

major transmission lines.   

In September of 2013, Colorado experienced historic flooding that caused damage across 24 Colorado 

counties. In 2015, another multi–county flood occurred, impacting 10 of the 2013 flooded counties.  

More than 19,000 homes were damaged and towns were isolated without power. Additionally, the 

flooding washed out the major rail link to the Western Slope, disrupting petroleum transportation to the 

Front Range. Along with the issuance of multiple executive orders declaring a disaster state of 

emergency for affected counties, the State issued an emergency waiver to allow suppliers to drive trucks 

between Grand Junction and Denver to resupply Western Slope stations with transportation fuels during 

the emergency. At the same time, the State worked with petroleum marketers and railroad companies 

to reroute supplies through Wyoming and New Mexico. The state also worked to rebuild the rail link, 

restoring access to petroleum lines by the end of September.  

Additionally, in the winter of 2014, propane shortages spread from the Northeast to the Midwest and 

eventually to Colorado. Smaller propane distributors ran out of propane, and larger distributors ran out 

of drivers to supply farms and households with propane heating fuel. In February 2014, the shortage 

became severe and temperatures fell below zero degrees Fahrenheit for a prolonged period. Colorado 

responded by issuing emergency Executive Order D 2014-003, allowing suppliers to bring propane in 

from surrounding states and deliver propane to homes in need. These major natural disasters required 

decisive action to save lives, rebuild roads, and restore access to energy supplies. 

Along with executive orders, legislation from the Colorado General Assembly has been adopted since 

2013 that may be viewed as important tools for future Energy Assurance planning. Colorado Senate Bill 

13-252 increased portions of Colorado’s Renewable Energy Standard (RES) and added new eligible 

sources to promote economic development and energy market advances, encourage Colorado-based 

clean and innovative energy solutions, increase energy security, and protect the environment. The bill 

expanded the RES to require 20%renewable energy from rural electric cooperatives by 2020.  

Federally enacted legislation such as the Home Heating Emergency Assistance through Transportation 

Act (HHEATT) and the Home Heating Act, both of 2014, also play a part in Colorado’s EA. Both of these 

laws were related to exemptions from federal motor carrier safety regulations issued by the Federal 
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Motor Carrier Safety Administration (FMCSA) during a home heating fuel shortage.9 A complete list of 

Colorado EA related legislation since 2013 can be found in Appendix D.  
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4. Plan Maintenance Process 
Maintenance of the CEAEP is critical to the overall success of EA planning and is normally addressed as 

one of the final elements of the planning process.  In this Plan structure, however, Plan maintenance is 

brought to the forefront establishing an agreed-upon process for continued collaboration between 

entities.   

This section describes the State‘s system for updating the plan, monitoring activities, and maintaining a 

useful, working document.   

Method and Schedule for Monitoring, Evaluating, Updating, or Revising the Plan  

The DOE recommends updating an EA Plan on a three year cycle.  CEO will initiate the review and 

coordinate revisions with the core EAAG initially including industry, federal, state, city and county 

stakeholders as appropriate.  CEO will keep a record of revisions with the plan and submit any revisions 

to DOE as a normal course of completion. 

Actions that would instigate an evaluation, update or revision sooner than annually: 

 An actual energy emergency or any disaster with impacts to the energy sector 

 Political change or reorganization 

 Legislative action relative to EA Planning 

 

Processes may include, but are not limited to: 

 CEO 

 Monitor industry activities and coordinate a quarterly meeting (a tri-task between CEO, PUC, 

and DHSEM) 

 Hold quarterly meetings to further explore the possibility for implementing any of the identified 

initiatives and actions in the Action Plan Mitigation Strategy.  Note any implementation progress 

or deletion.  

 Record meeting minutes and communicate the schedule and activities for Plan updating and 

maintenance to stakeholders in advance, facilitating additional meetings if necessary (tri-task 

effort) 

 Maintain intergovernmental and interagency stakeholder coordination and outreach to 

interested parties and the public who may provide pertinent information for Plan update 

 Communicate energy assurance success stories and prepare progress reports if applicable 

 Monitor and update GIS Database annually 

 In the case of an energy emergency, plan for debriefings on lessons learned 

 Note priorities, regulations, policies, or procedures that may need modification 

 Build in-house redundancy by cross-training in case of position vacancy or absence 

 Monitor DOE and NASEO guidelines for aligning update with requirements  

 Monitor legislation activities for implications on EA planning  
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 DHSEM 

 As a normal course of action, DHSEM monitors evolving natural, technological, and human – 

caused incidents and updates the SEOP.  Should any incident occur that might have implications 

for ESF #12 operations or for the EA Plan, whether due to an incident or political activities, 

maintain information sharing best practices with co-lead agencies 

 Participate and help coordinate in the Plan review for update 

 Note results of any exercises or drills that may have Energy Sector implications to improve the 

Plan  

 PUC 

 Maintain best practices information sharing with CEO and DHSEM on related Energy Sector 

issues and successes for incorporation into the Plan update, if applicable 

 Participate and help coordinate in the Plan review for update 

 Note results of any utilities exercises or drills that may have Energy Sector implications to 

improve the Plan 

Table 4-1 Record of Revision Table 
    Change #      Agency Pages, Paragraphs, Sections Modified    Date 

1 
 

DHSEM Throughout.  The Department of Local Affairs 
and Division of Emergency Management has 
been replaced by the Department of Public 
Safety and the Division of Homeland Security 
and Emergency Management. 

7/1/2012 

 
2 

CEO/PUC/DHSEM CEO contracted with BCS, Incorporated to 
perform extension revisions and updates to 
the Colorado Energy Assurance Emergency 
Plan, including integration of the Liquid Fuels 
Emergency Action Plan, developing a new 
propane section, expansion of content on 
cyber security and solar weather, updates to 
reflect recent energy emergencies, content 
reorganization, and reduction of redundancy. 

1/15/2016 
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5. Energy Assurance Emergency Plan 
The CEAEP uses an all-hazard, whole-community approach that addresses a full range of complex 

requirements surrounding energy emergencies. It details the incident-specific management roles and 

responsibilities of the state’s departments and agencies as well as those of private sector stakeholders 

who may also be involved in the response and recovery operations of an energy emergency. The Plan 

establishes a system for collaborative communication between state and local government and private 

stakeholders with the intent of streamlining accurate information to the Governor and expediting the 

recovery of community functions to a state of normalcy. This section contains the following components 

that make up the Energy Assurance Emergency Plan: 

 

 Detailed descriptions of strategies, actions, and tasks for ESF #12 within the three primary 

phases of energy assurance emergency planning: 

1. Planning and Preparation 

2. Response and Recovery 

3. Restoration and Future Mitigation (long-term recovery) 

 Public Information Strategy (a cross-cutting strategy that supports all three primary phases of 

energy assurance emergency planning) 

5.1 Planning and Preparation Phase 
The Planning and Preparation Phase includes activities and measures that are implemented in advance 

of an incident. They are usually based on key findings from prior events or from lessons learned as a 

result of After Action Reviews during the Restoration and Future Mitigation Phase.  Planning and 

preparation activities provide a critical foundation in the effort to reduce the loss of life and property 

from natural and/or human-caused disasters by avoiding or lessening the impact of a disaster; they also 

provide value to the public by creating safe communities. Effective planning and preparation seek to 

alter the cycle of disaster damage, reconstruction and repeated damage which can provide for long-

term, sustained resiliency.   

 

The Planning and Preparation Phase also includes strategies to deter or avoid future emergencies.  

Taken in advance of an incident, these preventative measures reduce or eliminate potential impacts. 

This phase involves applying intelligence and other information to a range of activities that may include 

countermeasures as deterrent operations, heightened inspections, improved surveillance and security 

operations, intervention to stop an incident, investigations to determine the  full nature and source of 

the threat, and as appropriate, special law enforcement operations aimed at deterring, preempting, 

interdicting or disrupting illegal activity, and apprehending perpetrators and bringing them to justice. 
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Key practices during this Phase for prevention include the following: 

 Risk and vulnerability assessment 

 Flexible prioritization of sector assets and systems according to circumstances 

 Information sharing and communication 

 Physical and cyber security 

 Coordination and planning  

 Research and development on best practices in emergency planning 

 Identification of potential resiliency measures for implementation 

 

This phase seeks to achieve the following desired results: 

 Better understanding of asset risk and vulnerability, including potential cascading impacts and 

necessary protection measures 

 Better understanding of the interaction between asset vulnerability and potential social and 

economic vulnerability 

 Effective prevention program development 

 Implementation of cost-effective resiliency activities 

 Long-term solutions 

 Comprehensive public information  

 Increase public confidence (achieved through collaboration among the PUC, CEO, DHSEM, other 

state and local government agencies, and private sector partners)  

The definition of preparedness, which infers the state of readiness, is the range of deliberate, critical 

tasks and activities necessary to build, sustain, and improve the operational capability to prevent, 

protect against, respond to and recover from domestic incidents. Preparedness is a continuous process 

involving efforts at all levels of government and between government and private sector and NGOs to 

identify threats, determine vulnerabilities and identify required resources. 

 

Key practices during this phase for preparedness include the following: 

 Ensuring that training is relevant to a full spectrum of hazards including low frequency/high 

impact hazards 

 Testing and implementing appropriate technologies that increase effectiveness of response 

 Designing a scope of exercises that apply to a wide range of realistic potential hazards 

 Providing community outreach and education programs about energy disruptions and 

secondary disaster impacts 

 Continuing  high-quality risk and vulnerability assessments, supply chain and interdependency 

charting, and long-term mitigation benefit/cost analysis 

Desired Results include the following: 

 Preparedness, that translates into increased efficiency and efficacy of response 

 Decreased stakeholder losses associated with hazards 

 A proactive, comprehensive emergency management program which increases stakeholder 

confidence and encourages investment 

 Optimized ROI per mitigation dollar, decreased recovery time, increased prevention and 

minimized hazard impact and damage costs
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5.1.1.1 Planning and Preparation Matrix for Electricity and Natural Gas 

Figure 5-1 Planning and Preparation Matrix  
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5.1.2 Colorado Resiliency and Recovery Office 

An important resource supporting the CEAEP in the Planning and Preparation Phase along with the 

Restoration and Future Mitigation Phase is the Colorado Resiliency and Recovery Office (CRRO). On 

behalf of the Governor, the CRRO collaborates and coordinates with multiple state, local, and non-

governmental agencies in setting recovery priorities in order to deliver resources and results with a 

sense of urgency, while identifying strategies that help communities build back stronger and more 

resilient. Additionally, the CRRO is responsible for the development and implementation of the Colorado 

Resiliency Framework (Framework) which represents the State’s commitment to a more resilient future. 

The Framework is informed by engagement with stakeholders, identification and analysis of risks and 

vulnerabilities, and ultimately the identification of concrete activities that are within the purview of the 

State to implement. The framework evaluates shocks and stresses across multiple sectors and identifies 

concrete actions that the State of Colorado will take to cultivate and empower a culture of resilience 

throughout Colorado. It also provides guiding principles and prioritization criteria that communities and 

organizations can use to evaluate resiliency investments and activities. More information on the CRRO 

and the Framework is available at www.ColoradoUnited.com.   

5.1.2.1 How Other States Have Increased Energy Resilience  

Effective actions taken during the Planning and Preparation Phase will increase the state’s energy 

resilience during future energy emergency scenarios described in the following Response and Recovery 

Phase.  Below is a brief summary of recent activities, policies, and programs implemented by other 

states in support of energy resilience. These examples represent potential pathways for additional 

research and strategy development to enhance the state’s Planning and Preparation Phase in the future: 

 Finance Programs 

 The New Jersey Energy Resilience Bank (ERB) is the first public infrastructure bank in the nation 

to focus on energy resilience. Utilizing $200 million through New Jersey’s second Community 

Development Block Grant-Disaster Recovery (CDBG-DR) allocation, the ERB will support the 

development of distributed energy resources at critical facilities throughout the state that will 

enable them to remain operational during future outages.10  

 The Maryland Energy Administration’s (MEA) Game Changer Competitive Grant Program has 

supported several innovative energy projects, notably the Konterra solar and storage microgrid 

project; MEA has also produced the state’s Resiliency through Microgrids Task Force Report.11 

 Massachusetts – The state’s Department of Energy Resources (DOER) funded municipal resilient 

power projects.  This funding addressed the problem of municipalities not having in-house 

expertise in advanced energy systems, and not being able to afford the up-front engineering 

expertise required.12 

 The 2012 Connecticut Comprehensive Energy Strategy bill was proposed after Hurricane Sandy.  

Part of the bill aims to increase spending on tree trimming, pole and wire maintenance, and 

technology that would track and restore outages more quickly "while providing better 

communications with affected communities and individuals."13  

 

http://www.coloradounited.com/
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Electric Vehicles (EVs), Natural Gas Vehicles (NGVs), and Liquid Petroleum Gas Vehicles (LPGVs) 

 During disasters EVs can provide transportation when other fuels aren’t available.  They can also 

provide back-up power that is mobile, can be used indoors, and can be used by individuals 

needing power at home with the incorporation of vehicle-to-grid technology.14  

 In 2014, California’s Los Angeles Air Force Base (LA AFB) rolled out a 42 vehicle fleet of plug-in 

electric and hybrid vehicles to pilot vehicle-to-grid (V2G) technology. The technology allows the 

fleet to charge directly from the electrical grid and to return power to the grid when the vehicles 

are not in use. The pilot program is a proof-of-concept to test and demonstrate the V2G 

technology with the hopes of expanding its use to additional bases.15 

 NGVs and LPGVs also provide alternatives to conventional gasoline and diesel combusting 

vehicles. Both NGVs and LPGVs operate using internal combustion engines, but both fuels burn 

with fewer emissions than gasoline which also leads to longer engine life. In the event of a fuel 

supply disruption affecting motor gasoline and distillate fuel, fleets operating with NGVs or 

LPGVs may be unaffected and able continue operation. 

 Colorado offers a number of financial incentives to support alternative fuel vehicles and related 

infrastructure. Charge Ahead Colorado is an initiative from the Regional Air Quality Council 

(RAQC) and CEO that provides financial support for EVs and their related vehicle supply 

equipment. RAQC also provides funding that will cover up to 80% of the incremental cost 

between a conventional vehicle and its natural gas or propane comparison. The Alt Fuels 

Colorado program also aims to remove barriers to the adoption of alternative fuel vehicles 

through a number of grants aimed at alternative fuels vehicles and infrastructure. 

 Colorado offers tax credits for light duty and heavy duty EVs, NGVs, and LPGVs. 

 

Microgrid Development and Electric Network Redundancy 

 Multiple states and regions are supporting the development of microgrids. A microgrid generally 
operates while connected to the grid, but importantly, it can break off and operate on its own 
using local energy generation in times of crisis like storms or power outages, or for other 
reasons. A microgrid can be powered by distributed generators, batteries, and/or renewable 
resources like solar panels. Depending on how it’s fueled and how its requirements are 
managed, a microgrid might run indefinitely.16   

 The Minnesota Department of Commerce has produced a report titled Minnesota Microgrids - 

Barriers, Opportunities and Pathways toward Energy Assurance. The report identifies regulatory 

barriers to and opportunities for microgrid development for energy assurance in the state of 

Minnesota, and provides recommendations to address barriers and identify pathways to 

facilitate microgrid development.17 

 “New York State Energy Research and Development Authority (NYSERDA) is administering the 

$40 million New York Prize to support construction of four to five new microgrids across the 

state, plus a number of feasibility studies. Recently, NYSERDA announced the first five $100,000 

awards under the program, for feasibility studies. Once the studies are complete, awardees will 

be eligible to apply for project development funds. Funded projects must serve multiple 

customers, including at least one critical facility, and must be integrated into the utility grid. 
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New York has also allocated another $20 million in a competition to create two new microgrids 

in Nassau and Suffolk counties.”18 

 Following Superstorm Sandy, utilities in the impacted region including Consolidated Edison and 

Long Island Power Authority now see the benefits of interconnecting urban distribution 

substations. This network approach would allow adjacent substations to provide power when 

the primary substation for an area has experienced a major equipment outage. The additional 

layer of redundancy would make the grid more resilient and allow urban economies to continue 

to function in spite of accidents, severe weather, or even acts of willful destruction.19  

 

Energy Storage  

 California – The state has adopted an energy storage portfolio standard that applies to three of 

the state’s largest utilities, with a total goal of 1.325 gigawatts (GW) of energy storage by 2020; 

a State energy storage roadmap; a State Energy Assurance Plan; and has engaged in California 

Local Energy Assurance Planning (CaLEAP).20 

 In addition to DOER’s community resiliency program, the Massachusetts Clean Energy Center is 

collaborating with DOER to produce a state energy storage roadmap and DOER has also 

committed $10 million to fund energy storage deployment in the state.21 

 Oregon – The Oregon Department of Energy has announced an energy storage solicitation and 

produced a State Energy Assurance Plan. In addition, the state has adopted an energy storage 

mandate that will require utilities to procure at least 5 megawatt-hours (MWh) of energy 

storage by 2020.22 

Fuel Cells and Combined Heat and Power 

 “NYSERDA administers solicitations for fuel cells and CHP systems at critical infrastructure 

facilities, and has supported the installation of over 140 resilient CHP systems. And NYSERDA has 

announced extra incentives for commercial/industrial solar PV projects that include an energy 

storage component under its NY-Sun Commercial/Industrial Incentive Program, so long as the 

system reduces energy-use intensity at the customer’s site by at least 15 percent. Projects 

located at “utility identified strategic locations” are eligible for additional incentives.”23 

 “NYSERDA has also issued a report, The Contribution of CHP to Infrastructure Resiliency in New 

York State and the City University of New York - NYSolar Smart Distributed Generation Hub has 

announced a Resilient Solar Project to create a roadmap for the integration and tracking of 

resilient solar systems (under development).”24 

Petroleum 

 Inhibitions to the petroleum fuel supply can have profound effects on the state. Steps taken to 

ensure petroleum fuel resiliency in the face of a supply disruption can facilitate the state’s ability 

to recover following an emergency. 

 States such as New York, New Jersey, Florida, and Louisiana have signed generator laws to 

ensure that critical motor fuel facilities and service stations are able to continue service in the 

event of a power outage; these facilities include those near highways or evacuation routes, 
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motor fuel terminals, and wholesalers. Louisiana requires that new or completely rebuilt service 

stations in the Southern portion of the state.25 

 New York’s Fuel NY Initiative resulted in the establishment of a strategic fuel reserve at six 

locations in New York to ensure that gasoline and diesel fuels are available to emergency 

responders in the event of an emergency. The reserves are able to hold up to 2.5 million gallons 

of fuel.26  

5.2 Response and Recovery Phase 
The Response and Recovery Phase provides a systematic framework for timely and coordinated 

response actions during an energy disruption or outage to streamline and mobilize resources to 

effectively address the direct effects of an event and to engage in activities that progressively advance a 

community to pre-event conditions. The CAG found in Section 1 provides clarification of primary Energy 

Sector stakeholders’ roles and responsibilities during this phase in. Clarifying the operational processes 

among stakeholders improves communications and provides opportunity for continued collaboration. 

 

The actions in this phase seek to provide for the efficient operation of immediate lifesaving response 

activities while recognizing there are simultaneous recovery activities.  Although the emphasis on 

response will diminish as time goes on during this phase, the focus on recovery operations will increase.  

Restoring critical infrastructure and services is one component of recovery operations. During this 

phase, the emphasis is on restoring critical energy infrastructure since all other sectors depend on the 

continuity of energy availability. Examples of the state’s recent legislative responses to disasters, in 

order to ensure the prompt restoration of critical infrastructure and services, can be found in Appendix 

D.  

Activating a systematic framework that provides timely and coordinated recovery activities is vital to the 

success during this phase. The protection of critical infrastructure and the ability to rapidly restore 

normal commercial activities can quickly mitigate the initial impact of an incident and improve the short-

term quality of life.   

The Response and Recovery Phase includes actions such as providing essential public health and safety 
services, restoring interrupted utility and other essential services, reestablishing transportation routes, 
and offering food and shelter for those displaced by the incident. Depending on the severity of the 
event, some of these activities may last for weeks or months.  Recovery from an incident is unique to 
each community and disaster and depends on the nature of damage and the resources available to 
address each event. Typical recovery practices and desired results include the following:    

 Practices 

– Immediate/temporary restoration of lifelines to protect public and critical infrastructure 

– Thorough damage assessments of affected systems prior to recovery resource 

deployment 

– Strategic recovery resource management and recovery processes to eliminate duplicated 

efforts, price gouging, and contractor fraud 
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 Desired Results 

– Recovery pre-planning that produces higher ROI per recovery dollar 

– Increases in stakeholder confidence and perception of responding organizations' 

effectiveness 

Authorities 

Below is an outline of legislative authorities from various utilities and state and federal government 

agencies; stakeholders can use these as guidance when responding to an emergency during the 

Response and Recovery Phase. 

 

 State: Title 24, Article 33.5, Part 701 et. Seq., Colorado Revised Statutes, as amended; entitled 

the Colorado Disaster Emergency Act of 1992. Article IV, Constitution of the State of Colorado; 

entitled the Executive Department. 

 Federal: Robert T. Stafford Disaster Relief and Emergency Assistance Act (42 U.S.C. §§ 5121-

5207).  

 The National Response Framework, May 2013. 

 Electric Power Sector:  

o NERC 

o Standards Process Manual (available online at 
http://www.nerc.com/comm/SC/Documents/Appendix_3A_StandardsProcessesManual.
pdf 

o Reliability Standards http://www.nerc.com/page.php?cid=2|20  
 Communications (COM-001 through COM-002) 
 Critical Infrastructure Protection (CIP-001 through CIP-009) 
 Emergency Preparedness and Operations (EOP-001 through EOP-009) 
 EOP-002-2 Capacity and Energy Emergencies – ensures Reliability Coordinators 

and Balancing Authorities are prepared for capacity and energy emergencies 
o Event Analysis Program (revised February 21, 2012) – analysis of operations, planning 

and critical infrastructure protection processes 

 Federal Motor Carrier  Safety Administration: Hours of Service of Drivers 
o 49 CFR § 395  

Emergency Scenarios 

The Response and Recovery Phase organizes its strategies and actions based on three general scenarios 

in which energy emergencies are anticipated. The first is a large-scale fuel supply disruption with some 

period of advance warning, i.e. a hurricane in the Gulf of Mexico or a build-up to war in the Persian Gulf. 

The second is an in-state fuel disruption generally with little-to-no warning, such as a terrorist incident 

in-state or power grid failure.  The third is a long-term fuel supply disruption or significant price increase 

due to international or other issues, such as an oil embargo or ongoing war. 

There are other energy scenarios that will necessitate a response from DHSEM and its Energy Sector 

partners.   

http://www.nerc.com/comm/SC/Documents/Appendix_3A_StandardsProcessesManual.pdf
http://www.nerc.com/comm/SC/Documents/Appendix_3A_StandardsProcessesManual.pdf
http://www.nerc.com/page.php?cid=2|20
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 Energy shortage management mitigates the occurrence of crises resulting from the shortage of any 

vital resource as a consequence of interruption or shortage of electricity, petroleum products, 

natural gas, propane gas, or any of the resources used in the generation of electricity.   

 Critical infrastructure threats and vulnerabilities including atmospheric and space weather 

phenomena may necessitate pre-incident preparedness actions to lessen any anticipated impact. 

 Interruption or cessation of electrical output through systems failure or a deliberate act to disrupt 

would necessitate immediate response actions to manage cascade system failures and secondary 

impacts. 

 

When it is not possible to avert a crisis, it is imperative to take necessary actions to ensure the health, 

safety, and welfare of the citizens of the state. Vital resources include food and water for domestic use, 

water for agricultural or industrial use, water for electric power generation, petroleum based fuels, 

uranium, coal, natural gas, propane gas, or any other form of energy. 

Under these emergency scenarios the response and recovery phase is organized into six essential tasks. 

These tasks are as follows: 

1. Monitoring and warning 

2. Statewide liquid fuels analysis and assessment 

3. Coordination with DHSEM and other state agencies 

4. Coordinate with ESF #12 in the Regional Response Coordination Center 

5. Coordinate policy recommendations for the Governor 

6. Coordinate with ESF #15 - Public Information 

5.2.1 Task 1: Monitoring and Warning 

The purpose of this task is to monitor 
emerging situations that might impact 
the availability of energy statewide or in 
various parts of the state.  Identifying 
these situations is a shared 
responsibility of all energy stakeholders 
in government and the private sector.  
Early notification of possible disruptions 
in supply or distribution is essential to 
effective response.  As part of regular 
meetings or interaction with the CEO 
and PUC, energy or liquid fuels 
stakeholder who becomes aware of 
pending or actual disruptions should 
notify the state and, if necessary, 
recommend that the situation is serious 
enough to warrant Statewide Energy 
Assessment or Statewide Liquid Fuels 
Assessment (see Task 2). Because 
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•Federal/State/Local Monitoring
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•The Public
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energy sector assets are largely owned by the private sector, active state engagement with energy 
sector owners and operators is critical. To the extent possible this should involve information sharing so 
that states maintain an awareness of the status of energy supply and distribution in the state. States 
must be willing to protect proprietary information when shared by the private sector and enter into any 
necessary agreements to do so.        
 
The PUC Lead Action Office may be contacted at 303-894-2000 and the CEO Lead Action Officer may be 
contacted at 303-866-2204, 800- 632-6662, or ceo@state.co.us during normal working hours.  In case of 
emergency, contact the DHSEM Duty Officer at 303-279-8855 and request to be put in contact with the 
PUC and/or CEO Action Officer.  
 
Disruptions in energy supplies and distribution may be a prior warning or immediate onset event.  
Refiners are the most sensitive source for awareness of prior warning supply disruptions.  Prior warning 
disruptions emerge over days and weeks.  Immediate onset disruptions occur with little or no notice.  
Local retailers should to report problems with local distribution to local emergency managers. Whether 
it is a disruption of supplies with prior warning or an immediate onset of disruption of local/regional 
distribution operations, PUC and CEO is responsible for working with all stakeholders to ensure 
awareness of possible disruptions of the energy and liquid fuels structure. 

5.2.1.1 TASK 1: ENERGY SITUATION MONITORING AND WARNING - Checklist 

 

Actions Process 

Action 
Completed 
or NA (Time 
and Initials) 

Systematically monitor 
potential natural and 
human caused events 
that might affect liquid 
fuel supplies 
 

All energy emergency staff is encouraged to be aware of local, national and 
global events that could impact the supply and distribution of energy.  The 
assessment and outlook will also be included in annual training/exercise 
events to enforce staff awareness of the impact of various natural or human-
caused events on liquid fuels supplies and distribution.  Close, routine 
communications and working relations with the liquid fuels industry also 
provide an excellent opportunity to improve sensitivity to possible 
disruptions. 
 
Request DHSEM to notify CEO and PUC any time the SEOC/Multi-Agency 
Coordination Center (MACC) is activated.  Determine if the situation is likely 
to disrupt energy supplies or distribution. 
 
Situation monitoring information sources are as follows: 

 General information on the petroleum industry -  
http://www.eia.doe.gov/ipm/imports.html  

 Energy information sites that report on prices and supplies 

 Real time national wholesale price data including potential market 
reactions to events, www.bloomberg.com/energy 

 Local or national weather situation, http://www.nws.noaa.gov  

 Wildfire information, http://www.nifc.gov/fire_info.html 
 

 

mailto:ceo@state.co.us
http://www.eia.doe.gov/ipm/imports.html
http://www.bloomberg.com/energy
http://www.nws.noaa.gov/
http://www.nifc.gov/fire_info.html
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The Division of Homeland Security and Emergency Management (DHSEM) 
monitors emergency/disaster situations in the state.  It also produces periodic 
Situation Reports when the SEOC is activated.  Contact the DHSEM Duty 
Officer 303-279-8855 to request inclusion on Situation Reports during 
emergency/disaster situations and SEOC activations.   

Document warnings of 
potential energy 
emergencies  

See Appendix F-Liquid Fuels Assessment Forms   

Contact DHSEM and 
communicate the 
scope of the energy 
outage and 
anticipated duration. 
Recommend activating 
the SEOC if the 
expected outage 
meets state thresholds 
for SEOC activation.   

Contact the DHSEM Duty Office 24 hours per day, 7 days a week at 303-279-
8855.   
 

 

Contact relevant 
EAAGmembers.  If 
time allows, convene 
group in order to 
assess the implications 
of warnings. 

EAAG activation is situation dependent. The PUC and CEO action officers may 
involve only those members needed for the anticipated or current situation 
or he/she may request the participation of all members.  If in doubt, invite all 
members to the initial assessment discussion. (See EAAG Contact List below)   
 
   

 

Contact energy 
consultant for 
independent 
assessment of the 
situation and 
assistance in staffing 
the EAAG. 
 

Contact information for Energy Analyst International: 
Name: Joe Leto 
Office: 303-469-5115 
Mobile: 303-956-6797 
Email: jjleto@eaiweb.com  
 

 

Update contact lists 
and assumptions in 
the Liquid Fuels 
Vulnerabilities 
Assessment Model.   

See EAAG contacts listed in Appendix B.  
 

 

Make initial 
assessment decision 

Based on the available information, determine the need and scope of 
Statewide Fuels Assessment.  Direct implementation of Task 2 of the toolkit. 

 

Notify DHSEM 
 

Notify the DHSEM duty officer any time Statewide Fuels Assessment is 
initiated.  Explain the circumstances (if not already known by DHSEM).  The 
DHSEM duty officer may be contacted at 303-279-8855.  

 

Increase readiness 
posture 

If warranted by the initial situation/warning information, consider putting 
staff on standby for possible  ESF #12 activation 

 

mailto:jjleto@eaiweb.com
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5.2.1.2 Energy Assurance Advisory Group (EAAG) Contact List 

The EAAG Contact List is available in the comprehensive contact list in Appendix B.  

5.2.2 Task 2: Statewide Energy Analysis and Assessment 

The purpose of this task is to gather, assess and share information with the Governor, his/her staff, 
other relevant government agencies, and the private sector regarding energy system damage, outages, 
and shortages. CEO should consider initiating a Statewide Energy Supply Assessment any time a 
significant natural or human-caused disaster occurs in Colorado, in the United States, or abroad that 
might cause energy disruptions. 
 
The types of information that the PUC and CEO will need to collect and analyze for Situation 
assessments, as well as any associated policy recommendations, will depend on the nature of the 
energy emergency.  While the specifics of any given emergency will vary considerably, most can usually 
be lumped into three broad categories, each with different information requirements and policy 
implications. 
 
Scenario 1 – Electricity and Fuel Disruption Warning:  While some situations may occur with no 
advance indications (e.g., industrial accidents, terrorism), most are likely to have early warnings of at 
least a few hours or days (e.g., severe winter storms or hurricanes in the Gulf of Mexico), or even weeks 
(e.g., possible outbreak of war in the Persian Gulf). In these cases, CEO may be called upon to provide 
assessments of the expected consequences to the Governor, DHSEM, and other agencies. CEO should 
quickly update contact lists and planning models. It should also review policy options—although no 
policy actions are likely to be required beyond watchful waiting and perhaps providing some advance 
fuel conservation guidance to other state government agencies. CEO should also consider initiating a 
Energy Assessment meeting of the EAAG and contacting DHSEM, the Colorado Department of 
Transportation (CDOT), and the Colorado Department of Public Services (CDPS) to assess liquid fuel 
supplies for essential services. CEO may recommend that the Governor make a public statement to 
demonstrate the proactive posture of the state. 
 
Scenario 2 – In-State Energy Disruption:  These situations are most likely to result from natural or 
sudden events (e.g., severe weather, power grid failures, wildfires, industrial accidents, terrorist 
incidents) that prevent the delivery of liquid fuels to distribution points, or prevent customers from 
accessing it even though fuel is generally available at a state level.  Depending on the severity of the 
event, the Governor may declare an energy emergency (or more likely, a general emergency) in order to 
facilitate recovery actions and position the state for federal reimbursement.  The primary emergency 
response challenge will be to coordinate response and recovery activities to ensure that limited 
resources are allocated most efficiently to deal with a range of urgent needs (e.g., restoring electric 
power, securing adequate fuel to emergency vehicles, evacuating wounded or vulnerable groups, 
treating the sick and injured, maintaining public order, and providing food, water and shelter, and 
supplying liquid fuels).   
 
A variant on this scenario would be an unanticipated and extended outage of one or more refineries.  
The most likely cause of a catastrophic loss of refinery production would be a natural or human-caused 
disaster that would raise the same kinds of emergency response coordination issues associated with 
other local disasters.  It might not be possible, however, to quickly reallocate sufficient fuels to meet the 
overall demand in Colorado and avoid serious fuel supply shortages for an extended period.  This 
scenario should be evaluated in more depth and would require more analytical Situation Assessments 
similar to those in scenario 3.   
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Scenario 3 - Major Energy Supply Disruption:  These situations would result from significant and 
protracted reductions in the fuel supplies available to the state because of national or international 
disruptions (e.g., war, oil embargo, or wide-spread terrorist activity). In these cases, CEO will advise the 
Governor and others on potential programs to increase fuel supplies and to reduce and allocate demand 
over more extended periods.  Depending on the policies adopted, CEO may also administer various 
demand management programs and ensure energy availability to emergency service vehicles and other 
priority users.  The Situation Assessments in these instances will be more complex and include long-term 
price and availability projections, implications of likely federal actions (e.g., releases from the Strategic 
Petroleum Reserve), and the impact of state level policies to deal with the crisis. 
 
Energy Situation 
Assessments: The Situation 
Assessment for each 
scenario should be based on 
a standardized format for 
collecting and presenting 
information relevant to 
each type of situation on 
the status of energy supplies 
at all points in the supply 
chain (See Appendix F for 
sample formats for this 
information).   
 
In pre-emergency situations 
(Scenario 1), the focus of 
the assessment will be on 
predicting the impact of the 
event on fuel supplies and 
demand.  If the warning is 
for a Scenario 2 disaster event, the challenge will be to estimate in advance why and where supply 
bottlenecks are likely to occur within the state, how serious their impacts will be, and what kinds of 
coordinated agency-wide responses will be required to help the private sector get fuels to affected 
areas, emergency services, vulnerable populations, and industries.  For larger national and international 
events likely to cause Scenario 3 reductions in supply, the challenge will be to identify the implications of 
the event for probable interruptions in flows of both crude and refined product into the state, the speed 
with which disruptions will move down the supply chain and affect storage levels, and their potential to 
cause long-lasting shortages in various liquid fuels. 
 
Once a Scenario 2 event is underway, CEO and PUC will be responsible for identifying those areas where 
energy disruptions are hindering emergency response efforts or where vulnerable populations or 
industries are at risk.  As part of its responsibility in a DHSEM-led response, CEO and PUC will be the eyes 
and ears for energy concerns as well as the internal spokespeople for pointing out the implications of 
energy disruptions and potential corrective actions.  CEO and PUC will need to be able to track the level 
of stocks at various levels of the supply chain in the affected areas and identify potential corrective 
actions where the state, county or local government agencies can help overcome shortages (either 
directly or by providing information to the private sector).  DHSEM will be responsible for balancing 

RefiningProduction Retail Consumer Distribution 

Pipeline Storage Wholesale
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other emergency needs against scarce response resources and allocating them to the highest overall 
priority use. 
 
The most analytically demanding Energy Situation Assessments will be for Scenario 3 major energy 
supply disruptions.  The Assessments should include information on the state’s energy imports and 
exports.  They should include information on total arrivals into the state, less re-exports, in order to 
track the net flows of energy to and within the state.  The Assessment should include baseline data on 
maximum storage capacity, as well as average and current fuel stocks throughout the entire supply 
chain.  The assessments should include information on retail shortages and gas lines in various parts of 
the state, changing price levels, recommendations about potential policy actions, and responses to any 
policy initiatives that have been put in place. 
 
Depending on the suddenness, severity, and expected duration of the energy emergency, Energy 
Situation Assessments may need to be updated daily or only on a weekly or longer basis. The CEO and 
PUC representatives designated for organizing the collection of this information should develop the 
initial baseline data on maximum capacities and average storage levels as well as keeping the Energy 
Assurance Advisory Group Contacts list up to date. 
 

5.2.2.1 RECOMMENDED ENERGY SITUATION ASSESSMENT ACTIONS: Checklist for Scenario 1 – 

Fuel Disruption Warning and Scenario 2 – In-State Energy Disruption 

 

Actions Process 

Action 
Completed 

or NA 
(Time and 

Initials) 

Inform DHSEM of 
potential or actual fuel 
emergencies and 
recommend activation 
of SEOC 

Call DHSEM Duty Officer at 303-279-8855   

Call relevant members 
of EAAG and convene 
an emergency meeting 
to develop a state plan 
for assisting private 
industry 

Contact appropriate EAAG members (see Appendix B).  

Request the Colorado 
Department of Labor 
and Employment’s 
(CDLE’s) Division of Oil 
and Public Safety 
(OPS) to contact bulk 
storage facilities in the 
affected area to 
determine 

Identify the affected communities and general geographic area in which fuel 
distribution has been disrupted.   
 
Request that OPS contact the bulk storage suppliers in the area to determine 
supplies on hand, operational status, causes of disruption (if any), and needs 
for assistance. 
 
Request that OPS compile the requested information and provide it to the 
CEO action officer. 
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local/regional fuel 
availability. 

Contact CDLE-OPS (Steve Noel, 303-318-8509) or the OPS emergency line 
(303 475-0304) to request assistance with this assessment.   

Contact CDOT 
Aeronautics Division 

Call Travis Vallin at 303-261-4418 /303-877-1211 or the CDOT Aeronautics 
Division at 303-512-5250 to request assistance in contacting affected 
Colorado airports to determine the impact of the liquid fuels situation on 
airport operations. 

 

Prepare a Liquid Fuels 
Assessment Briefing  

Templates for slides for a Liquid Fuels Assessment Briefing are in Appendix F.  
A separate electronic file copy is also available. 
 
These templates provide a variety of slides that can be tailored for the 
situation and the customer.  Tailored briefings may be needed for: 

 CEO Staff situation analysis and awareness 

 EAAG situation  analysis and awareness 

 DHSEM and other state agency situation awareness 

 Policy discussions/decision-making 

 

 
 

5.2.2.2 RECOMMENDED ENERGY SITUATION ASSESSMENT ACTIONS: Checklist for Scenario 3 

Major Energy Supply Disruption 

 

Actions Process 

Action 
Completed 
or NA (Time 
and Initials) 

Inform DHSEM of 
potential or actual fuel 
emergencies and 
recommend activation 
of SEOC 

Call DHSEM Duty Officer at 303-279-8855   

Call relevant members 
of EAAG and convene 
an emergency meeting 
to develop a state plan 
for assisting private 
industry response 

Contact appropriate EAAG members (see Appendix B).  

Activate standby 
consulting 
arrangement with 
energy consultant  
 

Energy Analyst International 
Contact information for Energy Analyst International: 
Name: Joe Leto 
Office: 303-469-5115 
Mobile: 303-956-6797 
Email: jjleto@eaiweb.com 

 

Request CDLE-Oil and 
Public Safety (OPS) 
bulk storage facilities 
in the affected area to 
determine 

Contact CDLE-OPS (Steve Noel, 303-318-8509) or the OPS emergency line 
(303-475-0304) to request assistance with this assessment.   
 
Identify the affected communities and general geographic area in which fuel 
distribution has been disrupted.   

 

mailto:jjleto@eaiweb.com
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local/regional fuels 
availability  

 
Request OPS contact the bulk storage suppliers in the area to determine 
supplies on hand, operational status, causes of disruption (if any), and needs 
for assistance. 
 
Request OPS compile the requested information and provide it to the CEO 
action officer. 

Contact CDOT 
Aeronautics Division 

Call Travis Vallin at 303-261-4418 /303-877-1211 or the CDOT Aeronautics 
Division at 303-512-5250 to request assistance in contacting affected 
Colorado airports to determine the impact of the liquid fuels situation on 
airport operations. 

 

Prepare an Energy 
Assessment Briefing  

Appendix F illustrates a template of the Energy Assessment Briefing.  A 
separate electronic file copy is also available. 
 
These templates provide a variety of slides that can be tailored for the 
situation and the customer.  Tailored briefings may be needed for the 
following: 

 CEO/PUC Staff situation analysis and awareness 

 EAAG situation  analysis and awareness 

 DHSEM and other state agency situation awareness 

 Policy discussions/decision-making 

 

 

5.2.2.3 Rapid Energy Assessment Contacts - Private Sector 

Rapid Energy Assessment Contacts can be found in the comprehensive contact list in Appendix B. 

5.2.2.4 State Agencies Contacts 

State agency contacts can be found in the CAG and in the comprehensive contact list in Appendix B. 

5.2.2.5 County and Municipal Agencies 

The primary contact with local communities may be through the DHSEM or its regional representatives.   
 
DHSEM may help coordinate if the PUC and CEO need to contact county or municipal agencies. 
 
Direct community contact information is also available from the DHSEM website at 
http://www.dhsem.state.co.us/emergency-management/local-emergency-managers.  
 
DHSEM regional field managers are also assigned as indicated on Figure 5-2. 

5.2.3 Task 3: Coordinate with DHSEM and Other State Agencies  

The purpose of this task is to ensure effective coordination among CEO, PUC, DHSEM, and other state 
agencies/ESF stakeholders during emergency and disaster situations. 
 
Either CEO or DHSEM may initiate contact to request or recommend activation of ESF #12b-Liquid Fuels.  
However, based on Tasks 1 and 2 above, CEO staff will contact the DHSEM Duty Officer at 303-279-8855 
to notify DHSEM of anticipated or known liquid fuels disruptions.   
 
 

http://www.dhsem.state.co.us/emergency-management/local-emergency-managers
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PUC and CEO Call Sequence 
PUC staff can be contacted during normal working hours by calling 303-894-2000 and CEO staff can be 

contacted during normal work hours by calling 303-866-2100 or 800-632-6662. During non-office hours, 

weekends, and holidays, the call sequence for the PUC will be as follows:  

Calling 
Order 

Name Position 
Primary 

Tel 
Email 

1 Larry Duran 
Risk Assessment 

Specialist 
303-894-

2538 
lawrence.duran@state.co.us 

2 Doug Dean Director - PUC 
303-894-

2206 
doug.dean@dora.state.co.us 

3 Ron Jack 
Chief Operating 

Officer and Chief of 
Transportation 

303-894-
2865 

ron.jack@dora.state.co.us 

4 Terry Bote 
Public Information 

Officer 
303-894-

2827 
terry.bote@dora.state.co.us  

 

During non-office hours, weekends and holidays, the call sequence for the CEO will be:  

Calling 
Order 

Name Position Primary Tel Email 

1 Cabell Hodge Policy Advisor 303-866-2204; 
610-937-3871 

cabell.hodge@state.co.us  

2 Michael 
McReynolds 

Policy Advisor 303-866-3873 Michael.mcreynolds@state.co.us  

3 Wes Maurer Transportation 
Program Manager 

303-866-2064 Wes.maurer@state.co.us  

4 Chris Worley Director of Policy 
and Research 

303-866-2614 chris.worley@state.co.us  

5 Susan Carollo Media Relations  303-866-6585 susan.carollo@state.co.us  

Additional CEO staff may be called upon as needed 
 
DHSEM and other energy stakeholders may contact the PUC and CEO using the above call sequences.  
Follow the “Call Sequence” provided to contact a PUC or CEO staff member. The PUC and CEO staff 
member will document this call and initiate activities as necessary using the checklist in Section 5.2.3.1 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:terry.bote@dora.state.co.us
mailto:cabell.hodge@state.co.us
mailto:Michael.mcreynolds@state.co.us
mailto:Wes.maurer@state.co.us
mailto:chris.worley@state.co.us
mailto:susan.carollo@state.co.us
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5.2.3.1 TASK 3: COORDINATION WITH THE DIVISION OF EMERGENCY MANAGEMENT (DHSEM) 

AND OTHER STATE AGENCIES Checklist 

 
 
 

Action 

 
 

Process 

Action 
Completed 

or NA 
(Time and 

Initials) 

Note receipt of the 
call 

Time: 
 
Who: 
 
Contact Information: 
-Telephone: 
-Cell phone: 
-Email: 
 
Summary of reason for call: 
 
Request for assistance/action: 

 

Initial Situation 
Assessment 

Scenario 1 – Electric or Fuel Disruption Warning?      Yes           No 
 
Scenario 2 – In-State Energy Disruption?                      Yes           No 
 
Scenario 3 – Major Energy Supply Disruption?            Yes           No 
 

 

Notify other CEO staff 
as needed 

Using the Call Sequence and staff contact list, call other CEO Staff as needed.  

Consider activation of 
the EAAG 

Contact appropriate EAAG members and initiate Tasks 1 and/or Task 2 as 
appropriate. 

 

Coordinate CEO staff 
and tasks as needed 

Based on the initial assessment, contact additional staff as needed. 
 
Consider contacting the regional staff to provide them situation awareness as 
appropriate. 
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Initiate the scenario 
appropriate checklist 
below 

See the following scenario-based checklist. 
 
 

 

5.2.3.2 Scenario 1 - Energy Disruption Warning, and Scenario 3 - Major Energy Supply 

Disruption Coordination:  

Under these scenarios, primary CEO/DHSEM coordination will be initiated through direct contact or 
Tasks 1 and 2 above.  CEO will coordinate with DHSEM as needed to assess the impact of significant fuel 
supply disruption on essential state and local services.  If the Energy Assessment and Vulnerabilities 
processes indicate severe or prolonged liquid fuel supply disruptions, request DHSEM assistance in 
coordinating appropriate ESF activation evaluations. 
 

Scenarios 1 and 3 Checklist 

Actions Process 

Action 
Completed or 
NA (Time and 

Initials) 

PUC or CEO will 
consider requesting 
that DHSEM activate 
the SEOC/MACC  

If energy supplies are significantly disrupted, contact the DHSEM duty 
officer (ESF 5-Emergency Management) at 303-279-8855  
Request possible SEOC/MACC activation to support information sharing and 
coordination with local emergency management, public safety, and public 
works agencies. 

 

PUC and CEO staff will 
consider notifying 
each agency in the 
event of an 
emergency impacting 
both electricity and 
liquid fuels.  

PUC is responsible for ESF #12a (electricity) and the CEO is responsible for 
ESF #12b (liquid fuels). The interdependencies of the energy sector make it 
highly probable that an anticipated or actual disruption of liquid fuels will 
be related to or impact other energy sectors. 
 
PUC Contacts: 
Name: Larry Duran 
Phone: 303-894-2538  
Email: lawrence.duran@state.co.us 
 
Alternate: 
Name: Doug Dean 
Phone: 303-475-0951 
Mobile: 720-236-9768,  
Email: doug.dean@dora.state.co.us 
 
 
CEO Contacts:  

 

mailto:lawrence.duran@state.co.us
mailto:doug.dean@dora.state.co.us
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Name: Cabell Hodge 
Phone: 303-866-2204 
Email: cabell.hodge@state.co.us 
 
Name: Michael McReynolds 
Phone: 303-866-3873 
Email: Michael.mcreynolds@state.co.us 

Consider requesting 
the assistance of the 
Colorado Department 
of Agriculture in 
assessing the danger 
that liquid fuel supply 
disruptions might pose 
to farming and 
ranching operations    

Request DHSEM coordinate possible activation of ESF #11-Agriculture and 
Natural Resources to review the potential impact of liquid fuels disruptions 
on agriculture.  Meet to coordinate information, priorities, policies, and 
actions as warranted by the situation.   

 

Consider requesting 
the assistance of 
DHSEM and the 
Colorado Department 
of Public Health and 
Environment (CDPHE) 
in assessing the 
danger liquid fuel 
supply disruptions 
might pose to 
essential medical 
services, public health 
and environment, and 
vulnerable 
populations    

Request that the Department of Human Services coordinate possible 
activation of ESF #6-Mass Care, Housing, and Human Services, and ESF #8-
Public Health and Medical Services to review the potential impact of liquid 
fuels disruptions on vulnerable populations, hospitals, and essential medical 
services.   
 

 

Brief or involve 
DHSEM and other 
state agencies as 
appropriate in liquid 
fuels policy discussion 
and decisions 

Liquid fuels policy decisions may have significant implications for DHSEM, 
other state agencies, and local essential services.  In the event of an 
anticipated or actual liquid fuels supply disruption, DHSEM can assist in a 
wide range of information gathering and coordination efforts.  If in doubt, 
discuss the role of DHSEM with the Director or his/her designated 
representative. 

 

Document Liquid Fuels 
Disaster Declaration 
Damage/Loss/Expense  

A disruption of liquid fuels supplies could produce significant costs, 
economic losses, and social disruption.  These factors may be significant 
enough to justify a State Emergency/Disaster Declaration.   
 
A State Emergency/Disaster Declaration resulting from the disruption of 
liquid fuels supplied will depend on effective information gathering and 
damage/loss assessment.  Coordinate with DHSEM. 
 
Begin documentation of expenses, losses, and damages as early as possible 
during liquid fuels supply disruptions. 
 

 

mailto:cabell.hodge@state.co.us
mailto:Michael.mcreynolds@state.co.us
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Coordinate all expenditures with ESF #7.  Failure to do so may result in non-
recoverable expenses. 
 
Discuss/coordinate a possible State Emergency/Disaster Declaration with 
the State Coordinating Officer (Director of DHSEM or his/her designee)  

Track, document, and 
report all CEO staff 
time and expenses 
related to emergency/ 
disaster operations 

CEO time and expenses may be recoverable if the state receives a 
Presidential Disaster Declaration.  Time and expenses should be 
documented and reported to DHSEM (ESF #5). Use the form provided in 
Appendix F 

 

 

5.2.3.3 Scenario 2 - In-State Energy Disruption 

Colorado is subject to a wide range of natural and human-caused events that could produce disruptions 
in local or regional energy distribution.  Under this scenario, DHSEM will request partial or full ESF #12a 
(electricity) and ESF #12b (liquid fuels) activation to assist in gathering information, assessing the 
situation, and coordinating actions to support the restoration of local/regional liquid fuels distribution.   

 
Local/ Regional energy disruptions are generally due to one of the following factors: 

 Local transportation disruptions due to road closures.   

 Electrical power failures due to power grid failure or downed power lines 

 Loss of communications and banking services (ATM and electronic purchase capabilities)  
 

Scenario 2 Checklist 

Actions Process 

Action 
Completed 

or NA 
(Time and 

Initials) 

Receive request from 
DHSEM to activate  ESF 
#12 

Notify the Director, Deputy Director, or any available senior staff at DHSEM. 
 
See the call sequence for a list of Action Officers 

 

Determine ESF #12 
staffing needs 

Staffing needs will be situation dependent.  Based on the situation, the 
Energy Assessment and discussions with DHSEM, will determine the scale 
and duration of ESF #12 staffing needs. 

 

Activate PUC and CEO 
staff to support  ESF 
#12 and the  
SEOC/MACC 
operations 

Partial Staffing: Some emergency/disaster events may require only partial 
ESF #12 activation.  These functions can often be accomplished from routine 
operating locations or periodic presence in the SEOC/MACC. 
 
Full Staffing:  In the event of a major or long-duration emergency/disaster 
event, DHSEM may request PUC and CEO provide a continuous presence in 
the SEOC/MACC.  The SEOC/MACC is located at 9195 E.  Mineral Avenue, 
Centennial, Colorado 80112 For a map, see 
http://classic.mapquest.com/us/co/centennial/80112-3549/9195-e-mineral-
ave-39.574023,-104.882135 
  
 

 

http://classic.mapquest.com/us/co/centennial/80112-3549/9195-e-mineral-ave-39.574023,-104.882135
http://classic.mapquest.com/us/co/centennial/80112-3549/9195-e-mineral-ave-39.574023,-104.882135
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ESF #12 staffing decisions should be the result of close coordination between 
the Directors of the PUC and CEO (or their designees), and the DHSEM 
Operations Officer.  The DHSEM Operations Officer can be contacted through 
the Duty Officer (303-279-8855,). 

Notify CEO or PUC of 
ESF #12 activation  

PUC is responsible for ESF #12a (electricity) and the CEO is responsible for 
ESF #12b (liquid fuels).  The interdependencies of the energy sector make it 
highly probable that liquid fuels will be related to or impact other energy 
sectors.  
 
PUC Contacts: 
Name: Larry Duran 
Phone: 303-894-2538  
Email: lawrence.duran@state.co.us 
 
Alternate: 
Name: Doug Dean 
Phone: 303-475-0951 
Mobile: 720-236-9768,  
Email: doug.dean@dora.state.co.us 
 
 
CEO Contacts:  
Name: Cabell Hodge 
Phone: 303-866-2204 
Email: cabell.hodge@state.co.us 
 
Name: Michael McReynolds 
Phone: 303-866-3873 
Email: Michael.mcreynolds@state.co.us 

 

Log in and monitor 
WebEOC 

The SEOC/MACC uses WebEOC to collect and share information.  CEO staff 
may access WebEOC after training with DHSEM. 
 
For assistance using WebEOC contact the DHSEM Operations Section Chief at 
720-852-6626 

 

Take appropriate 
actions to maintain 
general 
emergency/disaster 
situation awareness 
and its impact on 
energy distribution 

Attend scheduled State SEOC/MACC Situation Briefings 
 
Request inclusion on all State SEOC/MACC Situation Reports (contact the 
Duty Officer) 
 
Coordinate CEO’s and the DHSEM Field Representative’s efforts to work with 
local communities and agencies to gather information, assess the situation, 
and coordinate appropriate actions. 

 

If an Energy 
Assessment has not 
been conducted, 
initiate one with 
emphasis on local bulk 

See Task 2 and Appendix F of this plan.  

mailto:lawrence.duran@state.co.us
mailto:doug.dean@dora.state.co.us
mailto:cabell.hodge@state.co.us
mailto:Michael.mcreynolds@state.co.us
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storage supplies and 
operations.   

If local bulk supplies 
are operating 
normally, work with 
DHSEM, regional CEO 
and DHSEM reps and 
the EAAG to determine 
the root cause of 
local/regional liquid 
fuels distribution 
disruptions. 

Communicate with DHSEM and regional representatives to determine the 
cause of energy distribution disruptions.  The most common causes are the 
following: 
 

o Local transportation infrastructure closures 
o Electrical power failures 
o Communication/IT/banking services disruptions 

 

Share information on 
the cause of liquid fuel 
distribution disruptions 
with DHSEM (ESF #5-
Information and 
Planning) and other 
appropriate ESF 
representatives. 
 

Notify the DHSEM Operations Officer in the SEOC/MACC of the causes of 
liquid fuels distribution disruptions.  The Operations Officer (also ESF 5-
Information and Planning) will coordinate with other appropriate ESFs to 
assist in resolving these root causes. 

o ESFs #1 and #3 (CDOT) for transportation related issues 
o ESF #2 (DHSEM) for communications and IT issues 
o ESF #12a (Colorado Public Utilities Commission) for power grid issues 

 
The DHSEM Operations Officer may direct communication with other ESF 
representatives.  

 

Track, document, and 
report all PUC and CEO 
Staff time and 
expenses related to 
emergency/disaster 
operations 

CEO time and expenses may be recoverable if the state receives a 
Presidential Disaster Declaration.   
 
Begin documentation of expenses, losses, and damages as early as possible 
during liquid fuels supply disruptions. 
 
Coordinate all expenditures with ESF #7.  Failure to do so may result in non-
recoverable expenses. 
 
See form in Appendix F for personnel time; expenses should be documented 
and reported to DHSEM (ESF #5).  

 

 
DHSEM has regional representatives who provide valuable field support and coordination during 
emergency/disaster situations. Figure 5-2 indicates these representative’s respective areas of operations 
 
CEO, PUC, and DHSEM staff may want to strengthen coordination with the RFMs to ensure timely 
communication of relevant incidents. The comprehensive contact list in Appendix B contains contact 
information for each of regional field manager. Contact information is available at the following DHSEM 
website: http://www.dhsem.state.co.us/emergency-management/field-services   
 

http://www.dhsem.state.co.us/emergency-management/field-services
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Figure 5-2: DHSEM Regional Field Managers 

 
 
In addition, the Colorado liquid fuels market is organized into regional marketers and distributors (Figure 

5-3). The PUC, CEO and DHSEM staff may want to contact these regional marketers and distributors to 

ensure that they are coordinating and communicating if needed. The comprehensive contact list in 

Appendix B contains contact information for each of these companies. 

Figure 5-3 Regional Marketers and Distributors 
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5.2.4 Task 4: Coordinate with the Regional Response Coordination Center 

The Regional Response Coordination Center (RRCC) is located at FEMA Region VIII headquarters in the 
Federal Center (Lakewood, CO).  During significant emergency/disaster events in Colorado (part of FEMA 
Region VIII), the RRCC may be activated to coordinate federal support to state agencies. 
 
All state ESF have federal counterparts in the RRCC. The DOE provides the ESF #12 representative in the 
RRCC. In the event of any potential or actual liquid fuels related emergency/disaster, state-to-federal 
ESF #12 coordination may be needed. 

5.2.4.1 TASK 4: COORDINATE ENERGY RELATED ACTIVITIES WITH ESF #12 IN THE REGIONAL 

RESPONSE COORDINATION CENTER- Checklist 

 

Actions Process 

Action 
Completed 
or NA (Time 
and Initials) 

Notify the SEOC/MACC 
Operations Officer that you 
are establishing contact 
with the RRCC  ESF #12 
representative 

Contact the SEOC Operations Section Chief at 720- 852-6626 
/ 6600 

 

Establish contact with the  
ESF #12 representative in 
the RRCC 

Call the RRCC at 303-235-4779 and request the ESF-#12 
point of contact 

 

Western Regional Marketers

Feather Petroleum-GJ 

Swallow Oil- Rifle

Parish Oil- Montrose

Western Pertoleum- Glenwood Springs

Central Regional Representative

Hill Petroleum – Arvada

Schrader Oil – Fort Collins

Offen Petroleum- Commerce City

Acorn Petroleum – Colorado Springs

Gray Oil- Fort Lupton

Southern Regional Marketers

Brennan Oil- Durango (West)

Fraley and Company- Cortez (West)

Wallace Oil- La Junta (East)

Duran Oil – Trinidad (South)

McFarland Oil-Salida (North Central)

Eastern Regional Marketers

Cliff Brice Petroleum Pueblo

Alta Fuels – Alamosa

DJ Petroleum – Limon

Scholl Oil- Holyoke

Palmer Oil Company - Lamar

Regional Marketers and Distributors 
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Advise the federal  ESF #12 
representative of Colorado  
ESF #12b activities   

Brief the federal ESF #12 representative on EAAG and SEOC 
related activations, meetings, scheduled activities (i.e., next 
meeting, SEOC briefings etc.) 

 

Provide the Energy 
Situation Assessment 

Fax or email the Energy Assessment slides to the RRCC ESF 
#12 representative 
 
Identify specific problems and requests for federal 
assistance (if needed) 

 

Maintain liaison with the 
RRCC ESF #12 
representative as 
appropriate to the situation 

Schedule periodic updates if needed.  

Document  RRCC ESF #12 
coordination 

Document the following: 

 Contact time 

 Point of Contact 

 Contact information 

 Assistance requested 

 Acceptance/refusal of request 

 Any costs associated with the request for assistance 

 Anticipated results (who, what, when, where) 

 Information back briefed to the DHSEM Duty Officer 
or updated in Web EOC as appropriate 

 

 

5.2.5 Task 5: Coordinate Policy Recommendations for the Governor 

The purpose of this task is to coordinate policy options and recommendations for consideration by the 
Governor and/or other decision-makers.  This is a collaborative effort among PUC, CEO, other 
government agencies, and the energy industry. As such, the members of the EAAG are core 
stakeholders.  PUC and CEO will coordinate this task.   
 
Scenario 1 – Electric and Fuel Disruption Warning  
Depending on whether there will be time to rebuild stocks, a likely policy objective will be to discourage 
anticipatory “topping off” that would further limit flexibility if a supply disruption actually occurs.  
Depending on the lead-time available, CEO should also start preparing to take other actions in case the 
situation deteriorates.   
 
Scenario 2 - In-State Energy Disruption  
Regional distribution disruptions will usually be caused by events that also impact other essential 
services and require coordinated emergency responses.  As a result, DHSEM will likely activate the SEOC 
and CEO would be part of a larger team led by DHSEM.  CEO’s role in these cases primarily will be to 
provide timely information on the location and causes of energy shortages (as described in Task 2). 
 
Scenario 3 - Major Energy Supply Disruption   
Under conditions of a major energy supply disruption, the PUC and CEO take the lead in identifying 
policies and programs to enhance supply and manage demand. These situations will require in-depth 
situation assessments and careful analysis of proposed policy responses in order to maximize 
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effectiveness and limit unintended consequences.  The EAAG members will be essential in assisting CEO 
in devising an appropriate combination of measures. 
 
In the absence of prior analyses of energy emergencies, the PUC and CEO will have to make judgment 
calls about what to recommend for any given crisis.  It is unlikely that any single program will offer the 
“solution” to a serious fuel supply problem. However, significant impact may be achieved based on the 
cumulative effect of marginal fuel savings policies.  Each event will be different, so PUC and CEO staff 
should consult closely with industry and policy experts to anticipate which policies would work best and 
avoid unintended consequences. PUC and CEO will also need to coordinate its policy response with 
other state and federal agencies.  
 
The following guidelines in Table 5-1 are organized thematically rather than by situation or timing. The 
table should be regarded as a checklist of possible policy options, rather than a prioritized prescription 
for action in any specific energy emergency. 
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5.2.5.1 TASK 5: COORDINATE ELECTRICITY AND LIQUID FUELS POLICY RECOMMENDATIONS FOR THE GOVERNOR Checklist 

Table 5-1: Policy Recommendations Checklist 
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No. Policy Option Description Notes Yes No 

1 Activate the CEAEP Update contact lists and information 
templates, if needed. 
Prepare situation assessments. 
Prepare briefing materials. 

Scenarios 1, 2, and 3   

2 Activation of the EAAG The EAAG comprises relevant government 
and industry representatives and will be 
able to aid in the evaluation of the liquid 
fuels emergency and the appropriateness 
of policy options. 

Scenarios 1, 2, and 3 
See the Liquid Fuels Emergency Action 
Plan Concept of Operations 

  

3 Coordinate public information 
messages to encourage voluntary 
conservation and reduce consumption 

Public information efforts should be 
coordinated with ESF #15-External Affairs.   
Specific actions that the public may be 
encouraged to take include the following: 

 Walking or biking whenever possible 

 Using the Regional Transportation 
District (RTD) or carpooling. 

 Planning shopping trips to minimize 
driving 

 Inflating their tires properly 

 Completing vehicle fuel efficiency 
inspections 

 

Scenarios 1, 2, and 3 
See Task 6. 
 

  

4 Review emergency fuels purchasing 
authorities and agreements for 
essential services 

Determine where priority fuel purchase 
agreements are in place; establish such 
agreements, if possible, in areas where 
need is anticipated. 

Scenario 1 
Encourage local governments to do the 
same. 

  

5  
 

Activate the SEOC  Request that DHSEM activate the SEOC. 
Begin close communication with DHSEM 
and other relevant agencies through the 
SEOC on the progress of the liquid fuels 
emergency. 

Scenario 2 and 3 
Coordinate with DHSEM. 
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6 State agencies reduce consumption 
and conserve stocks 

Request that state agencies and state 
employees use conservative personal 
judgments when determining fuel use.  

Scenario 1   

7 Mandate the reduction of all non-
essential driving/travel by state 
employees 

Implement mandatory restrictions based 
on previous assessment. 

Scenario 3 
Encourage local governments to take 
similar steps. 

  

8 Emergency fuel price waivers for 
essential state operations and services 

State agencies budget for fuel purchases 
annually. If a fuel emergency drives up the 
price of fuel, agencies may need to obtain 
waivers to increase the amount of money 
allocated to fuel purchases in order to 
maintain their delivery of necessary 
services. 

Scenario 3 
This is likely to significantly impact 
agencies’ budgets; who ultimately pays for 
this must be considered. This process may 
have to involve the State Legislature. 
Losses may be recoverable in the case of 
an emergency declaration if fuels are 
purchased appropriately. 

  

9 Address short-term priorities (i.e., 
essential services, vulnerable 
populations, economic impacts) 

Contact representatives of groups deemed 
high priority; facilitate their acquisition of 
necessary fuels at reasonable rates. 

Scenario 2 and 3 
 

  

10 Implement “set-aside” program for 
the broader public  

Designate a portion (e.g., 3-5%) of fuel to 
be purchased by disadvantaged groups. 
This program could serve to provide 
guaranteed access by target groups in the 
event of shortages.  
Alternatively, this policy could serve to 
subsidize target groups in the event of 
high market prices. 

Scenario 3   

11 Waiver for gasoline formulation (air 
quality, vapor pressure, ozone, 
benzene, etc.) 

Gasoline formulation standards vary 
across the country; relaxing these 
standards would allow Colorado to use 
gasoline produced for other markets. 

Scenarios 2 and 3 
Coordinate with CDPHE/APCD. 

  

12 Waiver for motor carrier hours and/or 
weight limits 

Relaxation of motor carrier hours and 
weight limits will speed delivery liquid 
fuels to Colorado from out of state. 

Scenario 2 and 3 
Discuss this with CSP Motor Carrier Safety. 
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13 Waiver for non-compliant bulk storage Allow the use of currently out-of-service 
bulk storage tanks when a fuel shortage is 
anticipated as a means of encouraging 
increased supplies. 

Scenario 1 
 

  

14 Discuss supply, production, and 
storage operations with industry 
stakeholders 

Begin discussions with industry 
stakeholders as to the likely impact and 
duration of a given fuel emergency on the 
supply, production, and storage of liquid 
fuels. 

Scenario 1   

15 Make sure key distributors are aware 
of emergency services’ fuel 
requirements 

Make distributors aware of potential 
emergency services requirements which 
they may not be aware of. 

Scenario 2 and 3   

16 Activate emergency purchase 
agreements to provide fuel for 
essential services* 

State agencies notify vendors that the 
conditions for contract activation have 
been met and they are now activating 
appropriate provisions of their emergency 
purchase agreements. 

Scenarios 2 and 3 
Encourage local agencies to take similar 
actions. 

  

17 Buy-back from private sources (ex: 
large farms) 

Private individuals with fuel stockpiles may 
be willing to sell that fuel back to the state. 
This is more likely if the fuel is guaranteed 
to be used by emergency personnel, if the 
fuel is sold for a profit, and/or if the fuel is 
guaranteed to be replaced at a specified 
future date. 

Scenario 2 and 3 
Doubtful efficacy: in the case of a 
significant anticipated fuel shortage it is 
unlikely that individuals will be willing to 
sell their supply. 

  

18 Access industry stockpiles* The liquid fuels industry operates with 
“just in time” inventory; encouraging the 
industry to change this practice will 
require the state to offer incentives or pay 
the industry to maintain stockpiles. 

Scenarios 1, 2, and 3 
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19 Access state liquid fuels stockpile* The state may create and maintain its own 
strategic stockpile of finished liquid fuels 
by leasing the industry’s excess fuel 
storage capacity. 
This may be occasional, seasonal or 
permanent. 

Scenarios 1, 2, and 3 
May work in conjunction with or as an 
alternative to policy option 18: “Access 
industry stockpiles” 

  

20 Institute policy options to increase in-
state extraction, storage and 
production* 

Discuss with government and industry 
stakeholders. 

Scenario 3 
Relevant only for very long-duration 
shortages. 

  

21 Designate certain service stations for 
emergency and high priority services 
use only 

 Use a flag system to designate public 
(green), emergency only (red), and 
services but no gas (yellow). 

Scenario 3   

22 Limit retail service station hours (e.g., 
during peak traffic hours) 

Limiting service station hours in order to 
prevent lines from blocking traffic. 

Scenario 3 
Doubtful efficacy: may increase lines 
during non-peak hours. 

  

23 Weekend closures of retail gas 
stations, one or two day 

Discourages individuals from driving for 
non-work purposes. 

Scenario 3   

24 Require transiting/non-local vehicles 
to refuel outside the affected area 

Where fuel shortages are localized, require 
travelers to refuel outside the affected 
area. This would require posting signs 
stipulating “last gas for X miles.”  Travelers 
in the affected area are allowed to 
purchase the necessary minimum to leave. 

Scenario 2 
 

  

25 Maximum purchase amounts for 
separate containers 

Discourage individuals from hoarding 
gasoline by limiting how much fuel they 
may purchase in separate containers. 

Scenarios 2 and 3 
Works in conjunction with policy option 
26: “Maximum purchase limits” and policy 
option 27: “Minimum purchase limits” 

  

26 Maximum purchase limits Discourage individuals from hoarding 
gasoline by limiting how much fuel they 
may purchase at one time. This will limit 
both the amount of fuel that can be put 
into a vehicle’s gas tank and the amount 
that can be put into separate containers. 

Scenarios 2 and 3 
Works in contradiction to policy option 27: 
“Minimum purchase limits” 
Most effective in the medium- to long-
term. 
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27 Minimum purchase limits Discourages individuals from panic buying 
and “topping off” behavior by setting a 
minimum amount that must be purchased. 
This may refer to a minimum number of 
gallons that must be purchased. 
Alternatively, this may refer to a minimum 
dollar amount that will be charged for any 
purchase. 

Scenarios 2 and 3 
Works in contradiction to policy option 26: 
“Maximum purchase limits” 
Most effective at the onset of a fuel 
shortage situation. 
Establishing an appropriate gallon 
purchase minimum must take into 
consideration the wide variance in vehicle 
tank sizes; as the policy would be enforced 
at the pump there should be no more than 
one standard for private vehicles and one 
for commercial vehicles. 

  

28 Selective retail and other store closure 
days/hours 

Selective closures encourage individuals to 
plan their shopping trips and discourage 
recreational shopping. 

Scenario 3   

29 Odd-even retail purchase days Limit gas lines by establishing limits on 
who may purchase gasoline on a given 
day. The most common method is by 
alternating days based on the last digit of 
the vehicle’s license. 

Scenarios 2 and 3 
Questionable efficacy: likely to increase 
precautionary buying.  
This has some value in stopping a rush on 
service stations the first day after a 
shortage is announced but will have 
limited continuing impact.  If the run on 
the gas stations on the first day is 
significant enough service stations may 
run out of fuel early, disadvantaging 
second day customers. 

  

30 Drive-up window closure, voluntary or 
mandatory 

Drive-up windows encourage fuel waste as 
cars idle in line and should be discouraged. 

Scenario 3   

31 Enforce strict speed limits Increase enforcement of posted speed 
limits. While increased patrols will have a 
benefit, speed cameras may be used as 
well. 

Scenario 3 
Coordinate with CDPS/CSP 
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32 Provide incentives for use of public 
transit 

Encourage individuals to take advantage of 
RTD service. 

 Reduced fares 

 Free fares 

Scenario 3   

33 Government and industry carpooling Encourage individuals to establish 
carpools. Carpools can be organized 
around neighborhood associations, 
geographically clustered business, or other 
groups. 

Scenario 3   

34 Limit driving to odd/even days or 
impose other restrictions 

Limits driving, even on weekdays. 
Individuals will alternate days based on 
the last digit of the vehicle’s license plate 
so that odd numbered vehicles may drive 
on the odd days of the month and even 
numbered on the even days. 
Will require that alternative means of 
transportation are available. 

Scenario 3 
Possible complementary policies include 
policy option 32: “Provide incentives for 
use of public transit”  and policy option 33: 
“Government and industry carpooling” 

  

35 Move to a limited work week Require that state agencies move non-
essential employees to a 4 day, 10 hour 
work week. 
The work week may be cut further for 
personnel who are willing to work very 
long hours or are able to telecommute. 

Scenario 3 
Encourage local government and private 
industry to do the same. 

  

36 Evaluate policy options to encourage 
telecommuting  

Limits work-related travel required of 
many office personnel. 

Scenario 3 
May be used to supplement policy option 
35: “Move to a limited work week” 

  

 
* Noted items require prior strategic planning and action for this policy option to be viable during an energy emergency.
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5.2.5.2 Establishing Temporary Waivers  

Within the list of policy options above there are three types of waivers: (1) waiver for gasoline 

formulation, (2) waiver for motor carrier hours and/or weight limits, and (3) waiver for non-compliant 

bulk storage.  Efficiently executing these waivers during an energy emergency may be high priorities for 

Scenario 1 and Scenario 2 emergencies. Below is a description of two of these types of waivers from the 

National Association of State Energy Officials State Energy Assurance Guidelines along with process for 

executing these waivers.27 

 Fuel Specification Waiver:  This waiver can be granted in the event of a gasoline or diesel fuel 

supply emergency by the Environmental Protection Agency (EPA) with the agreement of the 

DOE. A fuel waiver can be issued only when the criteria specified in the Clean Air Act Section 

211(c)(4)(C) have been met. A formal request for a fuel waiver is made by, or on behalf of, the 

Governor of an affected state after consultation with EPA. During normal business hours 

(Monday through Friday, 8 am to 5 pm Eastern Time) the first point of contact for obtaining 

information about a fuel waiver request is the EPA Air Enforcement Division, at 202-564-

2260, or the Transportation and Regional Programs Division, at 734-214-4956. Outside of 

normal business hours, the point of contact is the EPA Emergency Operations Center, at 202-

564-3850, which is able to communicate with the EPA officials who provide assistance 

regarding fuel waiver requests. For a list of Fuel Waivers that have been granted see: 

http://www.epa.gov/enforcement/fuel-waivers. 

 Driver Hour Waivers: Limits on the number of hours a truck driver can operate a vehicle fall 
under requirements of the Federal Motor Carrier Safety Administration (FMCSA). These limits 
can be waived under two conditions: (1) if an emergency has been declared by the President 
of the United States, the governor of a state, or by their representatives who have authority 
to declare emergencies; and (2) if the FMCSA Field Administrator has declared that a regional 
emergency exists that justifies an exemption. FMCSA information for Limits on Hours of 
Service of Drive can be found at: http://www.fmcsa.dot.gov/rules-
regulations/administration/fmcsr/FmcsrGuideDetails.asp?menukey=395  

 For additional information on waivers, such as motor carrier weight limits and non-compliant 

bulk storage waiver, the FMCSA’s Colorado Division Field Office should be contacted at the 

following address and phone: 12300 West Dakota Avenue, Suite 130, Lakewood, CO 80228, 

Phone: (720) 963-3130 Fax: (720) 963-3131.   

5.2.6 Task 6: Coordination with ESF #15 External Affairs 

The purpose of this task is to ensure a coordinated public information effort.  Below is the list of key 

actions for Task 6 organized by each appropriate scenario.  Additional details on the process for these 

actions are in Section 5.4.   

Scenario 1 and Scenario 3 Actions: 

 Coordinate with PUC/CEO staff and EAAG to develop situation awareness. 

 Develop a public information/media/communications message. 

 Review/approve media message.  

 Deliver media message. 

http://www.epa.gov/enforcement/fuel-waivers
http://www.fmcsa.dot.gov/rules-regulations/administration/fmcsr/FmcsrGuideDetails.asp?menukey=395
http://www.fmcsa.dot.gov/rules-regulations/administration/fmcsr/FmcsrGuideDetails.asp?menukey=395
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 Reconcile media message.  

 Track, document, and report all CEO Communications Staff time and expenses related to 

emergency/disaster operations. 

Scenario 2 Actions: 

 Coordinate with the DHSEM PIO and the ESF #15 representative in SEOC/MACC. 

 Coordinate with the DHSEM Staff to develop awareness of the emergency/disaster situation and 

its possible impact on liquid fuels distribution to regional/local distributors. 

 Assess the need for CEO media relations support to ESF #15. 

 Review/approve media message.  

 Deliver media message. 

 Reconcile media message. 

 Track, document, and report all CEO Communications Staff time and expenses related to 

emergency/disaster operations. 

5.2.6.1 Response Function Matrix for Electricity and Natural Gas  

Figure 5-4 below is a matrix that identifies the general functions conducted during the response phase 

of an energy emergency and the agencies that perform those functions. This is to highlight that both 

public and private energy sector stakeholders conduct similar activities within their own operational 

processes, but can collaborate through liaison improving overall response. On the other hand, some 

functions are specific to a certain organization, such as feeding and sheltering, which are responsibilities 

associated with such organizations as the American Red Cross and Salvation Army.
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Figure 5-4: Response Function Matrix 
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5.2.6.2 Continuity of Government 

Each level of government should have the capability to preserve, maintain, and reconstitute its ability to 

carry out mission essential functions under the threat or actual occurrence of any disaster. Effective and 

responsive energy emergency operations are inseparable from the concept of Continuity of Government 

(COG). The Colorado program identifies two important factors for assuring COG at the local and State 

level:  

 Well defined and understood lines of succession for key officials and authorities 

 Preservation of records and critical facilities which are essential to the effective functioning of 

government and for the protection of rights and interests of the State and its residents. 

5.2.6.3 State Line of Succession 

Article IV of the State Constitution of Colorado, establishes the emergency powers of the Governor and 

provides for the line of succession in the event the Governor is absent and/or unable to exercise the 

powers of office. 

The legal successor to the Governor is the Lieutenant Governor. The following members (in order of 

priority) of General Assembly affiliated with the same political party as the Governor follow the state 

line of succession should the position of Lieutenant Governor be vacant and/or he/she is unable to 

exercise the powers of office.  

1) Senate President 

2) Speaker of the House of Representatives  

3) Minority Leader of the Senate 

4) Minority Leader of the House of Representatives 

Other requirements: 

 Political subdivisions of the State shall be in accordance with the Constitution. 

 State department heads shall designate primary and alternate emergency successors for key 

supervisory positions. 

 Designated interim emergency successors will receive instruction on their responsibilities and 

the conditions under which they will assume these positions.  They shall hold these positions 

until relieved by the Incumbent or until the emergency or disaster is manageable. 

5.2.6.4 Provision of Essential Services 

Provision for services that are as life sustaining and critical to the immediate economy of the State 

should have a system in place to maintain or restore such services immediately after a disaster event. An 

alternative or back-up facility(ies) should be designated that will allow for the provision of essential 

services. Each level of government is responsible for sustaining continuity of government (COG) 

operations. 
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5.2.6.5 Preservation of Essential Records 

Protection of essential State and local records is vital to resume a functioning system of society after a 

major catastrophe or emergency.  There are three categories of essential records and documents that 

need safeguarding 

 Records that protect the rights and interests of individuals, which include vital statistics, State 

land and property records, financial and tax records, election records, license registers, articles 

of incorporation, and medical records 

 Records required for effective emergency operations: plans, procedures, and resource 

inventories, lists of succession (regular and auxiliary personnel), maps, agreements, contracts, 

and memorandums of understanding 

 Records required to re-establish normal governmental functions and/or to protect the rights 

and interests of government, which may include federal and State laws, rules and regulations, 

official proceedings, financial and court records  

Vital records should be duplicated and maintained in the safest accessible, yet remote location. 

5.2.6.6 Administration 

A Governor’s declaration or Executive Order of Disaster Emergency will state if any normal State 

administrative procedures will be suspended, modified or made optional in the best interest of 

emergency operations.  

5.2.6.7 Finance 

Financial accountability and resource tracking is imperative during emergency operations. Additional 

state finance personnel may assist the Finance Section Chief in the SEOC. ESF #12 financial 

responsibilities must include the separation of public and private utilities’ resources and damage cost 

assessments. If necessary, additional personnel may support ESF #12 in maintaining logs, records, 

receipts, invoices, purchase orders, rental agreements, etc. Accurate documentation of resources must 

accompany claims, purchases, reimbursements, and disbursements. Professional record keeping 

practices are necessary to facilitate disaster closeouts and to make information accessible for post 

recovery audits.  

The Governor may make additional funds available from the Disaster Emergency Fund. If insufficient, 

the Governor has the authority under a State Declaration of Disaster Emergency to transfer and expend 

moneys appropriated for other purposes.  

State departments, offices and agencies designated as lead agencies for Emergency Support Functions 

that are actively supporting emergency operations will be responsible for organizing their functional 

activities to provide financial support for their operations. Each department is responsible for 

maintaining appropriate documentation to support requests for reimbursement; for submitting bills in a 

timely fashion, and for closing out assignments. 

5.2.6.8 Logistics  

Effective coordination of logistical tasks will be critical during the Response and Recovery Phase among 

state agencies and utilities outlined below.   
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DHSEM 

 Provides logistics for SEOP staff (food, lodging, communications equipment, office supplies, 

mapping, WebEOC, etc.) 

 Utilizing WebEOC, Connect Colorado, the Resource Ordering Status System (ROSS) or other 

resource database, DHSEM coordinates resources from a supplying jurisdiction to the 

requesting jurisdiction.  

 Provides logistics for SEOC staff (food, lodging, communications equipment, office supplies, 
mapping, WebEOC, etc.) 

 Utilizing Connect Colorado and the Resource Ordering Status System (ROSS) or other 
resource database, DHSEM coordinates resources from a supplying jurisdiction to the 
requesting jurisdiction.  

 Provide staffing for SEOC during activations 

 Provide technical assistance to affected jurisdictions 

 Coordinate damage assessment teams  

 Administer Public Assistance (PA) programs as needed 

 Provide technical assistance to DHS for Individual Assistance (IA) programs 
 

PUC  

Provides staffing for continued representation for ESF #12a in the SEOC 

 

CEO  

Provides staffing for continued representation for ESF #12b in the SEOC 

Utilities 

 Provides logistics for emergency response operations crews 

 Provides labor and equipment for recovery operations 

5.2.6.9 Mutual Aid Agreements – State Government 

Colorado has an Intergovernmental Agreement for Emergency Management which provides a structure 

for mutual aid within the State of Colorado.   

5.2.6.10 Compact Agreements 

Mutual aid agreements, compacts, and assistance agreements are agreements between agencies, 

organizations, and jurisdictions that provide a mechanism to obtain emergency assistance quickly in the 

form of personnel, equipment, materials, and other associated services. The primary objective is to 

facilitate rapid, short-term deployment of emergency support prior to, during, and after an incident. 

5.2.6.11 Emergency Management Assistance Compact (EMAC) 

EMAC offers assistance during governor-declared states of emergency through a responsive, 

straightforward system that allows states to send personnel, equipment, and commodities to help 

disaster relief efforts in other states. Through EMAC, states can also transfer services, for example 

shipping blood from a disaster-impacted lab to a lab in another state.  The strength of EMAC and the 

quality that distinguishes it from other plans and compacts lies in its governance structure; its 

relationship with federal organizations, states, counties, territories, and regions; the willingness of states 
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and response and recovery personnel to deploy; and the ability to move any resource one state wishes 

to utilize to assist another state.  EMAC establishes a firm legal foundation. Once the conditions for 

providing assistance to a requesting state have been set, the terms constitute a legally binding 

contractual agreement that makes affected states responsible for reimbursement. The EMAC legislation 

solves the problems of liability and responsibilities of cost and allows for credentials, licenses, and 

certifications to be honoured across state lines.  Deploying resources through EMAC leverages federal 

grant dollars invested in state and local emergency management resource capabilities. 

5.2.6.12 Memoranda of Understanding (MOU) 

 DHSEM maintains an MOU with the American Red Cross 

This MOU outlines the process for shelter and feeding operations during a disaster event. 

 DHSEM maintains an MOU with the US Air Force 

This MOU outlines the process for procuring the US Air Force for search and rescue 

operations. 

 DHSEM maintains an MOU with the Federal Emergency Management Agency (FEMA) 

This MOU outlines the process for federal level emergency assistance. 

5.2.6.13 Mutual Aid Agreements – Utilities 

As a rule, some utilities have agreements in place for labor rather than for equipment.  The industry’s 

established relationships allows for convenient contracting capabilities. 

Regulated and unregulated utilities in Colorado, have established relationship with the WECC.  WECC is 

the regional entity responsible for coordinating and promoting bulk electric system reliability in the 

Western Interconnection.  In addition, WECC provides an environment for coordinating the operating 

and planning activities of its members as set forth in the WECC Bylaws. 

WECC is geographically the largest and most diverse of the eight Regional Entities that have Delegation 

Agreements with the NERC.  WECC's service territory extends from Canada to Mexico.  It includes the 

provinces of Alberta and British Columbia, the northern portion of Baja California, Mexico, and all or 

portions of the 14 Western states.  Due to the vastness and diverse characteristics of the region, WECC 

and its members face unique challenges in coordinating the day-to-day interconnected system 

operation and the long-range planning needed to provide reliable electric service across nearly 1.8 

million square miles.  

An important tool for members is the use of WECCnet.  It is an internal communication clearing house 

where members can quickly exchange information continuously.  Due to their extensive membership, 

WECC can rapidly correspond with members to facilitate necessary resources during an electric outage 

or disruption event. 

5.2.6.14 Recovery Matrix for Electricity and Natural Gas 
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Figure 5-5: Recovery Matrix 



85 
6 Energy Assurance Emergency Plan 
 

5.3 Restoration and Mitigation (Long Term Recovery) Phase 
The Restoration and Mitigation Phase involves concentrated efforts in specific sectors for months or 

years depending on the severity and extent of the damage sustained.  It may involve extensive 

rehabilitation of communities and individuals.  Long-term recovery may include the development, 

coordination, and execution of site-restoration plans; reestablishment of critical services programs; 

reconstitution of government operations and services; programs to provide housing and promote 

restoration; and additional measures to restore social, political, environmental, and economic stability. 

The implementation strategy during this phase is the final step of the recovery continuum that can bring 

about a sense of closure to the disaster that has occurred and gives hope for future community 

protection and safety. Restoration and Mitigation opportunities will begin to be identified during the 

Response and Recovery Phase of an incident. 

 

Situation Examples Requiring Long-Term Recovery Activities:  

 Major reconstruction of electric power infrastructure requiring long-range planning, 

engineering, design, and construction necessitates alternative short-term power delivery 

solutions. 

 The incapacitation of electric-powered telecommunications capability across multiple 

jurisdictions may necessitate short-term mitigation activities to reinstate some level of 

communications. This is a mitigation activity applied during the recovery phase while long-term 

mitigation solutions are being explored. Once appropriate activities are selected for long-term 

benefits, then long-term mitigation projects can be designed, engineered, and implemented.  

Alternative means of public information dissemination may be required. 

 Interdependent network systems may require extended back-up power generation and may 

reduce functionality degrading continuity of service. Network engineers may need to redesign 

systems on a large scale. 

 Delays in the production, refining, and delivery of petroleum-based products may extend as a 

result of commercial electric power restoration delays requiring long-term recovery planning. 

 Rapid onset of power restoration can increase strain on the electric grid creating potential for 

secondary impacts and lack of power continuity. Long-term reconstruction activities may further 

affect critical services.  

Roles and Responsibilities 

Clarification of primary Energy Sector stakeholders’ roles and responsibilities during the Restoration and 

Mitigation Phase will be identified during the After Action Reports of an incident. Additionally, 

information gathered during this phase will future activities during the Planning and Preparation phase.    

Clarifying the operational processes among stakeholders improves communications and provides 

opportunity for continued collaboration. 

5.4 Public Information Strategy (Coordination with ESF #15) 
Effective communication with the public is essential in all emergency and disaster situations, including 
energy emergencies.  The purpose of this task is to ensure a coordinated public information effort.  



86 
6 Energy Assurance Emergency Plan 
 

Although it may not always be possible to reconcile the positions, actions, and messages of all liquid 
fuels stakeholder in the public and private sector, the most effective public information efforts are 
always those that are coordinated and based on consensus. 

The purpose of public information relative to an energy emergency is to establish effective 

communication capabilities in coordination with the DHSEM ESF #15 – External Affairs, through the 

collaboration of ESF #12 co-lead agencies, the CEO and PUC, should electric power delivery be 

interrupted or inoperable, in efforts to disseminate accurate information relative to the energy 

disruption, outage or shortage to the public.  This strategy provides a framework for information sharing 

between ESF #12 and ESF #15. 

 

An energy emergency of significance that requires state level action will involve collaboration among 

many States, local, and private sector agencies. This collaboration aims to provide educational strategies 

and disseminate information accurately and efficiently that will contribute to public safety and welfare 

throughout the event.   

The Joint Information System (JIS) as established under the National Incident Management System 

(NIMS) will be used for the purposes of the Plan.  It provides the mechanism for personnel with public 

information responsibilities from all affected jurisdictions or entities to organize, integrate, and 

coordinate information to ensure accuracy, rapid accessibility, and consistency in messaging of critical 

information.  A JIS has three components: the PIO or personnel with public information responsibilities, 

the methods used to provide public information, and the Joint Information Centers (JICs), which are 

locations where such personnel perform public information functions.  A single location is preferable 

though many locations may exist until multi-jurisdictional incident management is established.   

Within the public information strategy area the following actions and assumptions exist: 

 The public needs timely and accurate information for protection of life, property, and the 

environment 

 Local jurisdictions will provide immediate and vital information to the local public 

 Regulated private utilities report outages to the PUC  

 Private utilities inform affected customers  

 Unregulated utilities report outages through WECCnet 

 CEO monitors liquid fuels shortages  

 CEO and the PUC collect and report outage information to DHSEM through ESF #12 

 DHSEM provides accurate and timely information to the Governor 

 The DHSEM PIO utilizes the JIS to disseminate information to the public 

 The Emergency Alert System may be used for public alerts – ESF #2 Communications 
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Roles and Responsibilities 

The CAG in Section 1 provides clarification of primary Energy Sector stakeholders’ roles and 

responsibilities for the public information strategy. Clarifying the operational processes among 

stakeholders improves communications and provides opportunity for continued collaboration. 

In Figure 5-6, an organizational chart depicts how the JIS works.  

Figure 5-6 Joint Information System (JIS) 
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6. Risk and Vulnerability Assessment 
The Risk and Vulnerability Assessment section provides an assessment of Colorado’s energy sector with 

a focus on the threats, risks and vulnerabilities to overall energy infrastructure, supply systems, and 

particular regions of the state. The section begins with overview of recent energy assurance lessons 

learned and emerging innovations being developed from around the United States to better identify and 

address energy risks and vulnerabilities.  This section ends with a summary of the state’s exercises to 

prepare the state to effectively respond to an energy emergency.  

This section contains: 

 Recent Energy Emergency Lessons Learned and Emerging Innovations 

 Colorado Energy Sector Profile 

 Colorado Energy Resources Profile 

 Smart Grid and Distributed Generation Overview 

 Colorado Energy Sector Asset Database 

 Costs and Strategic Approaches to Disruption  

 Energy Sector Interdependencies 

 High–Impact/Low-Probability (HILP) events  

 Exercises in Energy Emergencies.  

6.1 Recent Energy Emergencies Lessons Learned and Emerging 

Innovations  
In Sections 6.1.1 and 6.1.2 below a summary is provided of recent lessons learned from energy 

emergencies along with emerging innovations from across the United States to ensure that states are 

better prepared for dealing with future risks and vulnerabilities. 

6.1.1 Lesson Learned from Recent Energy Emergencies  

Table 6-1: Lesson Learned from Energy Emergencies 

Summary of Lessons Learned from  
Recent Energy Emergencies  

Source State/Region 

Load Reduction Techniques: The  2014 polar  
vortex resulted  in many  generator outages 
from entities  exceeding  the design  basis  of  
their  plants  and  difficulties  facing  the  
natural  gas transportation sector. System 
operators were faced with many difficult 
decisions and were able to successfully 
maintain reliability through extensive previous 
training and preparation. Several system 
operators used load reduction techniques 
such as voltage reduction, interruptible loads, 
and demand-side management.  Many system 

http://www.nerc.com/pa/rrm/Janua
ry%202014%20Polar%20Vortex%20
Review/Polar_Vortex_Review_29_S
ept_2014_Final.pdf   

Midwest, 
South  
Central, and 
East Coast 
regions of 
the U.S. 

http://www.nerc.com/pa/rrm/January%202014%20Polar%20Vortex%20Review/Polar_Vortex_Review_29_Sept_2014_Final.pdf
http://www.nerc.com/pa/rrm/January%202014%20Polar%20Vortex%20Review/Polar_Vortex_Review_29_Sept_2014_Final.pdf
http://www.nerc.com/pa/rrm/January%202014%20Polar%20Vortex%20Review/Polar_Vortex_Review_29_Sept_2014_Final.pdf
http://www.nerc.com/pa/rrm/January%202014%20Polar%20Vortex%20Review/Polar_Vortex_Review_29_Sept_2014_Final.pdf
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operators also made  effective  use  of  
emergency  procedures to manage  loads  and  
generation. 

Coal-fired power plants failing to start during 
the 2014 polar vortex: Most of the plants that 
were out of service were unavailable because 
of operational and mechanical problems such 
as frozen coal stockpiles, boiler tube failures, 
and faulty ignition. Some plants, for example, 
failed to start up in the extreme cold after 
being off line for months. Grid operators are 
now working on corrective measures to avoid 
these surprises, including requiring plants to 
test and verify their operational capability 
during the cold winter months. These tests 
include a “weekend check” requirement to 
assure that plants will not have trouble 
starting up again after a prolonged break. Grid 
operators are also evaluating additional 
financial incentives to reward plant operators 
who deliver higher performance levels. 

http://switchboard.nrdc.org/blogs/j
moore/the_polar_vortex_and_the_
power.html  

Mid-Atlantic 
and Midwest 

Wind power’s beneficial role during the polar 
vortex and other extreme cold winter events: 
Wind power contributed to the grid’s 
reliability. In Texas, the Mid-Atlantic and 
Midwest, wind energy supplied thousands of 
megawatts (MW) of power during critical 
times, helping to temper some price spikes 
and avoid blackouts. The California 
Independent System Operator (ISO), which 
operates most of California’s grid, told FERC at 
an early-April meeting on cold weather 
operations that “renewables helped to get us 
through the winter.” Likewise, the New 
England ISO recently told the U.S. House 
Committee on Energy & Commerce that 
renewable energy resources “were an 
important part of the energy mix” during the 
past winter. As wind power continues to 
expand throughout the country, it is becoming 
more valuable to grid operators during periods 
of winter peak demand. Throughout the 
various cold snaps in New York, the nearly 
1,400 MW of wind in the NYISO market 
performed very well, contributing low cost 
emissions free power during high demand. 

http://switchboard.nrdc.org/blogs/j
moore/the_polar_vortex_and_the_
power.html  

Texas, Mid-
Atlantic, 
Midwest, 
New 
England, 
New York 

http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
http://switchboard.nrdc.org/blogs/jmoore/the_polar_vortex_and_the_power.html
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2013 Colorado Flood: During the 2013 flood, 
Xcel Energy turned off gas in evacuated 
areas—a proactive measure because of heavy 
scents of gas.  “Unlike electricity, which can be 
powered back on from a central location, gas 
valves must physically be turned on by 
technicians.  It is a slow and meticulous 
process.” 
 
The Colorado Oil and Gas Conservation 
Commission (COGCC) published the 2013 
Flood “Lessons Learned” Final Report 

http://www.denverpost.com/breaki
ngnews/ci_24096021/xcel-turns-off-
natural-gas-flood-areas-scams  
 
http://cogcc.state.co.us/Announce
ments/Hot_Topics/Flood2013/FinalS
taffReportLessonsLearned20140314.
pdf 

Colorado 

Electric Vehicles (EVs) Expanding Role: During 
disasters EVs can provide transportation when 
other fuels are not available. With the 
implementation of Vehicle-to-Grid (V2G) 
technology, these vehicles could also provide 
back-up power that is mobile, can be used 
indoors, and can be used by individuals 
needing power at home. 

A video is available 
here:  https://www.youtube.com/w
atch?v=n_TwCy0pkGw 

NY, NJ, Japan 

 

6.1.2 Emerging Energy Assurance Innovations Resulting from Emergencies  

Back-Up Power for Service Stations: New York, New Jersey, Florida, Wisconsin, and Louisiana all 

require that gas stations maintain back-up power in some capacity. In 2013, State lawmakers 

approved a bill requiring almost half the gas stations in New York City, on Long Island, and in other 

downstate communities to install emergency switches to connect with nearby back-up power 

generators. In addition, strategically located stations within a half-mile of highway exits or 

evacuation routes must be connected to a back-up generator within 24 hours of a declared 

emergency. For additional information see: 

http://www.csmonitor.com/Environment/2013/1028/A-superstorm-Sandy-legacy-Gas-pumps-that-

work-when-power-is-out and  https://www.cga.ct.gov/2011/rpt/2011-R-0389.htm 

Intelligent Street Lights: Intellistreets, an emerging technology that outfits streetlight poles with 

wireless technology to provide emergency alerting, homeland security and public safety functions as 

well as energy conservation.   Features vary depending on an area’s needs, they can include: emergency 

alerts, digital signage, hazardous environment alerts, two-way audio, vehicle impact detection and a 

pedestrian counter. For additional information see the following link: 

http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-

Management.html?page=2 

Communication Not Dependent on Cell Towers or the Internet:  The Intelligent Deployable Augmented 

Wireless Gateway (iDAWG) maintains communication between different devices without relying on cell 

towers or Internet networks.  It works with a new class of software, called edgeware, that connects 

http://www.denverpost.com/breakingnews/ci_24096021/xcel-turns-off-natural-gas-flood-areas-scams
http://www.denverpost.com/breakingnews/ci_24096021/xcel-turns-off-natural-gas-flood-areas-scams
http://www.denverpost.com/breakingnews/ci_24096021/xcel-turns-off-natural-gas-flood-areas-scams
http://cogcc.state.co.us/Announcements/Hot_Topics/Flood2013/FinalStaffReportLessonsLearned20140314.pdf
http://cogcc.state.co.us/Announcements/Hot_Topics/Flood2013/FinalStaffReportLessonsLearned20140314.pdf
http://cogcc.state.co.us/Announcements/Hot_Topics/Flood2013/FinalStaffReportLessonsLearned20140314.pdf
http://cogcc.state.co.us/Announcements/Hot_Topics/Flood2013/FinalStaffReportLessonsLearned20140314.pdf
https://www.youtube.com/watch?v=n_TwCy0pkGw
https://www.youtube.com/watch?v=n_TwCy0pkGw
http://www.csmonitor.com/Environment/2013/1028/A-superstorm-Sandy-legacy-Gas-pumps-that-work-when-power-is-out
http://www.csmonitor.com/Environment/2013/1028/A-superstorm-Sandy-legacy-Gas-pumps-that-work-when-power-is-out
https://www.cga.ct.gov/2011/rpt/2011-R-0389.htm
http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=2
http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=2
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devices and information and helps with machine-to-machine communication. According to Professor 

Lee McKnight of Syracuse University, the process is similar to ad-hoc networking in which a local 

network is built spontaneously as devices connect to one another. The iDAWG is designed to securely 

capture and share multiple wireless transmission media including police, fire, emergency medical 

services, municipal, private, cellular and CB bands by acting as a signal repeater to provide or extend 

service on scene.  In addition to iDAWG’s core components, Syracuse University researchers are working 

with the Rochester Institute of Technology’s low-flying plane that captured imagery of the destruction 

from real-world events like the magnitude 7.0 earthquake that struck Haiti in January 2010. Developed 

by the Information Products Lab for Emergency Response, the plane could continue to deliver the 

images to incident commanders through iDAWG even in the event that cell towers and the Internet are 

down. For additional information see the following link: 

http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-

Management.html?page=3 

Social Media Emergency use Simulation:  Within the past couple of years, social media has become the 

go-to communication tool used by the public to obtain information. Testing ways to use social media in 

an emergency is a serious issue for agency emergency managers. Tweeting and issuing updates on 

Facebook—even when preceded and followed by the words “test” or “drill”—could confuse people and 

even start rumors that could be impossible to stop once misinformation started to spread. Emergency 

management consulting firm, Nusura Inc., is working to provide a way for agencies to test their social 

media and public outreach practices through the use of its training tool, SimulationDeck. The secure 

Web portal simulates online communication tools, including such popular social networking sites as 

Facebook and Twitter, as well as agency websites and blogs. For additional information, go to: 

http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-

Management.html?page=1 

Innovative online apps have been developed including:  

 Lantern Live: In the wake of Hurricane Sandy, seemingly simple tasks such as refueling your car 

were incredibly difficult. Few tools existed to determine which gas stations had fuel and the 

power to pump that fuel. To help address this problem, the U.S. Department of Energy (DOE) 

launched Lantern Live – a mobile app that allows users in disaster-affected areas to report on 

the status of local gas stations, find fuel, and easily look up power outage maps from local 

utilities. Lantern Live is part of the White House Innovation for Disaster Response and Recovery 

initiative, and represents the ingenuity and ethos found across Initiative projects. An early beta 

version of Lantern Live was showcased at the White House Innovation for Disaster Response and 

Recovery Demo Day in July of 2014.  For additional information, go to: 

http://energy.gov/oe/articles/lantern-live-mobile-app-lights-way-citizens-impacted-disasters 

 Earthquake App: The American Red Cross has developed and released its official Earthquake 

App, putting lifesaving information right in the hands of people who live in or who visit 

earthquake prone areas. This free app – available in English or Spanish – is the third in a series 

created by the American Red Cross, the nation’s leader in emergency preparedness, for use on 

http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=3
http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=3
http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=1
http://www.emergencymgmt.com/disaster/3-Emerging-Technologies-Emergency-Management.html?page=1
http://energy.gov/oe/articles/lantern-live-mobile-app-lights-way-citizens-impacted-disasters
http://energy.gov/oe/articles/lantern-live-mobile-app-lights-way-citizens-impacted-disasters
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both iPhone and Android platforms. The Earthquake App comes on the heels of the highly 

successful First Aid and Hurricane apps, which have more than 1 million users. "This app gives 

users instant access to local and real-time information, so they know what to do before, during 

and after earthquakes," said Dr. Steven J. Jensen, member of the American Red Cross Scientific 

Advisory Committee, and a professor in emergency management at California State University 

at Long Beach. "The new, simplified Shake Zone Impact Maps provide users with personalized 

local impact information on the status of their community in order to help them make crucial 

decisions."  For additional information, go to: 

http://www.caleap.org/index.php/tgp1/more/111 

6.2 Colorado Energy Resource Profiles 
The following sections provide a brief overview of resource production, consumption, and infrastructure 

in Colorado. This general summary is designed to provide a basic background on Colorado’s energy 

resources to support stakeholder decision making in planning, mitigation, response, and recovery. 

6.2.1 US and Colorado Electric Power Systems 

6.2.1.1 US Electric Grid Overview 

In the United States, there are three independent grids, the Western Interconnection, the Eastern 

Interconnection, and the Electricity Reliability Council of Texas Interconnection. Colorado is one of 11 

states in the Western interconnect. In 2011, there was more than 1.05 Gigawatts of generation capacity 

in the U.S.28  

http://www.caleap.org/index.php/tgp1/more/111


93 
6 Risk and Vulnerability Assessment 
 

Figure 6-1 North America Electric Power Grids 

 

 

 

 

 

 

 

 

 

 

 

 

Source: http://www2.epa.gov/cleanpowerplan/fact-sheet-overview-clean-power-plan 

Independently, each of the three grids maintains its system frequency of 60 Hz, with a small deviation of 

±0.1 Hz. The use of alternating current (AC) was chosen over direct current (DC) in the early twentieth 

century as the standard for generating, transmitting, distributing, and consuming electricity. 

As power losses are proportional to the current squared, it is advantageous to increase voltage to 

minimize losses. From the point of electrical generation at a power plant, the electricity is stepped-up 

with the use of a transformer to transmission levels (115 kV to 765 kV). Often, the transmission system 

moves power over hundreds, even thousands of miles. It is precisely this transmission system that 

conjures the image of “the grid”.  

To serve customer’s electrical needs, each distribution utility purchases power that is delivered to a 

distribution substation. The electricity is then stepped-down from the transmission level to distribution 

level voltage (e.g. 9.6 kV to 13.2 kV). The goal is still to keep the current low (which means increasing the 

voltage) while still minimizing the cost of the transformers that are distributed near the point of 

consumption. The point of demarcation between the utility’s responsibility and the consumer’s is the 

electrical meter. Typical uses of the majority of electricity are climate control, refrigeration, lighting, and 

plug loads (devices plugged into the sockets). 

Due to the nature of electricity, the same amount of generation plus losses must equal the 

instantaneous consumption. All the while, the nominal system frequency of 60 Hz is necessary to 
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maintain. Just by measuring the line frequency at any location in the grid, one can determine if the 

amount of electricity generated equals consumption. If the frequency is greater than 60 Hz, there is 

more generation than consumption. Similarly, for any measurement of less than 60 Hz, there is less 

generation than consumption. 

On a nationwide scale, the US consumes 38.89 quadrillion British thermal units (BTUs) to generate 14.28 

quadrillion BTUs of electricity. Due to energy conversion processes, only 36.7% of the thermal energy is 

converted to electricity whereas 63.3% of the energy is lost to thermal conversion losses. Electrical 

generators consume 2.0% of the raw energy and another 2.5% of the energy is lost in the transmission 

and distribution system. That is, once electricity is produced, 5.5% is consumed by the plants themselves 

and another 7.4% is lost in the T&D system. 

Figure 6-2 The Power Grid 

 

Source: http://www.greenbearsolar.com/images/power-grid-660.jpg 

Nationwide, 12.77 Quadrillion BTUs, equivalent to 3742 TWh, is delivered for electrical consumption. 

Electrical system-wide efficiency is 32.8%, measured between the generating plant and the electricity 

meter. There is a potential to dramatically increase system wide efficiency with the use of renewable 

generation. In particular, there are no thermal losses with energy conversion from wind and 

photovoltaics. If the generation is on-site, there are no T&D losses, saving an average of 7.4% of the 

electricity. On an annual basis, wind and PV plants do not consume much power themselves, inclusive of 

when they are not generating electricity. 

6.2.1.2 Colorado Electric Grid 

Colorado commercial and residential customers are served by a combination of investor-, municipal- and 

cooperatively-owned utilities: 
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Investor Owned Utilities (IOUs):  Colorado is served by two vertically integrated utilities (i.e., companies 

that provide bundled generation, transmission, and retail distribution services), which are regulated by 

the Public Utilities Commission (PUC) that sets rates and operating requirements.  Public Service of 

Colorado (PSCO) is a Colorado subsidiary of Xcel Energy, which is a large Minneapolis-based holding 

company with utility operations in a number of states It provides electrical service statewide to some 

1.4 million customers and natural gas service to 1.3 million customers, accounting for over 60% of state 

consumption.29 Xcel Energy purchases and controls nearly 95% of Colorado’s wind resources.30 Black 

Hills Energy is a smaller vertically integrated utility operating in South East Colorado, providing gas and 

electric service to 54 cities, accounting for approximately 1-2% of state consumption.31 These IOUs 

generate much of their own power but also supply and purchase power to and from the wholesale bulk 

power grid. 

 

Municipal Utilities: Colorado has 29 utilities owned and operated by local government agencies.  The 

local municipal utilities are not governed by the PUC and are responsible for setting their own rates and 

for their internal operating policies.  They generate some of their own power and purchase the rest from 

the bulk wholesale market.  The largest municipal utilities are in Colorado Springs, Fort Collins and 

Longmont, serving more than 200,000 customers.32 Of the remaining 28 municipal utilities, 20 serve 

fewer than 5,000 customers each and three each serve more than 16,000 customers.  In total these 

municipal utilities serve slightly fewer than 445,000 customers, accounting for around 17% of the state’s 

population.33 

 

Rural Electric Cooperatives (“Co-ops”):  Colorado has 26 non-profit rural electric associations that are 

owned by their members.  The co-ops also set their own rates and are not controlled by the PUC.  Most 

of these smaller utilities receive their power from Tri-State Generation and Transmission Association 

(“Tri-State”), a special purpose non-profit company created and owned by its 44 members in four states 

to provide generation and transmission services to its member co-ops. The Co-ops serve approximately 

680,000 customers in Colorado, accounting for 26% of state consumption.34 The chart in Figure 6-3 

indicates power mix for Colorado in 2014. 

Figure 6-3 Colorado Electricity Mix, 2014 
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Source: Colorado Energy Office using EIA Data 

 

 

The electric grid is a complex network that relies on generation from a number of companies, fuel 

sources and locations.  Currently, roughly 61% of Colorado’s power comes from coal-fired plants, 22% 

from gas-fired plants, 3% from hydro-electricity, 14% from wind and solar sources.35  

Capacity is a measure of how much electricity a generator can produce under specific conditions. 

Generation is how much electricity a generator produces over a specific period of time.  For example, a 

generator with 1 megawatt (MW) capacity that operates at that capacity consistently for one hour will 

produce 1 MW-hour (MWh) of electricity.  If it operates at one-half that capacity for one hour, it will 

produce 0.5 MWh of electricity. Many generators do not operate at their full capacity all the time; their 

output may vary according to conditions at the power plant, fuel costs, and/or as instructed from the 

electric power grid operator.  Net generation is the amount of gross generation less the electricity used 

by the generating station/power plant to operate the plant, including fuel handling, boiler and cooling 

water pumps, pollution control equipment, plant lighting, and computers.  In Figure 6-4 note the rate of 

change in generation between 2001 and 2014. 

Figure 6-4 Electricity Generation from 2001-2014 
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Figure 6-5 Colorado Monthly Generation by Source 

 

Generating plants produce alternating current at medium voltages, which is then increased by step-up 

transformers for transport on high-voltage bulk power “transmission” lines.  Closer to the point of use, 

the high voltage electricity is stepped down at medium voltage substations, and then further stepped 

down to low voltage “distribution” lines that feed commercial and residential users.  Most renewable 

energy plants (e.g., wind and solar) produce direct current electricity, which has to be converted to 

alternating current before it can be fed into the grid. 

Colorado theoretically has considerable excess generating capacity to meet potential emergencies, 

although as a practical matter, transmission constraints, operating agreements, and actions by balancing 

authorities may significantly limit flexibility to divert capacity to specific areas under various 

emergencies.  Colorado produced roughly 2,832 trillion Btu of energy in 2013 and consumed 

approximately 1,472 trillion Btu, or 52% of that total.  In Figure 6-6 below, the bar graph indicates the 

difference between fossil fuel energy fuel production and consumption.  The excess is not necessarily 

exported. 

 



99 
6 Risk and Vulnerability Assessment 
 

Figure 6-6 Fossil Fuels: Production vs. Consumption - 2013 Colorado Fossil Fuels Energy Production 

versus Consumption Estimates 

 

Source: http://www.eia.gov/state/?sid=CO#tabs-1 and http://www.eia.gov/state/?sid=CO#tabs-3 
 

In Figure 6-7, the bar graph indicates the difference between renewable energy fuel production and 

consumption.  The excess is not necessarily exported. 

Figure 6-7 Renewable Energy: Production vs.  Consumption - 2013 Colorado Renewable 

Energy Production versus Consumption Estimates 

 

Updated Sources: http://www.eia.gov/state/?sid=CO#tabs-1 and http://www.eia.gov/state/?sid=CO#tabs-3 

 

http://www.eia.gov/state/?sid=CO#tabs-1
http://www.eia.gov/state/?sid=CO#tabs-3
http://www.eia.gov/state/?sid=CO#tabs-1
http://www.eia.gov/state/?sid=CO#tabs-3
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In Figure 6-8  below, the bar graph indicates the balance between production and consumption of all 

fuels.  The bars that are pointing upward (above 1) indicate that Colorado produces more than it 

consumes.  The bars that are pointing downward (below 1) indicate that Colorado consumes more than 

it produces.  The ratio for Colorado’s total estimated energy production vs. consumption in 2013 is 

approximately 1.93. . 

Figure 6-8 Colorado Balance: Production vs. Consumption - 2013 Colorado Balance of 

Production versus Consumption Estimates 

  

Sources: http://www.eia.gov/state/?sid=CO#tabs-1 and http://www.eia.gov/state/?sid=CO#tabs-3 

The grid has to produce exactly the amount of power that is consumed at any moment in time in order to 

maintain voltages and frequency.  If voltages exceed very narrow ranges, equipment can be damaged and 

the system can shut down as key components automatically trip off to protect the system.  In order to 

maintain the delicate balance between demand and supply in the system, the United States is divided into 

three essentially separate regions.  Colorado is part of the Western Electric Coordinating Council (WECC) 

inter-connection region.  WECC is a voluntary association of utilities that coordinates utility planning and 

the real-time actions necessary to maintain the reliability of the bulk grid.  It covers all of the western 

states, two Canadian provinces, and the northern part of Baja California, Mexico.   

Under the WECC area is further divided into regional “balancing authority” areas, with PSCO being the 

balancing authority for much of Colorado, with responsibility for maintaining generating balance and 

real-time interconnection frequency among the various generators and users in the region.  The 

Western Area Power Administration Colorado-Missouri Region (WACM) is one of four power marketing 

administrations in the United States. The WACM markets and delivers hydroelectric and other services 

within a 15 state region of the western and central United States.   In the event of a systems-wide 

collapse, each of these regional areas will separate as the system protects itself and then begins to 

reconnect to restore power in shut-down areas as the utilities bring generation back on line under so-

http://www.eia.gov/state/?sid=CO#tabs-1
http://www.eia.gov/state/?sid=CO#tabs-3
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called “black start” conditions.  WECC operates under national level standards set by the North 

American Electric Reliability Corporation (NERC), the reliability organization designated to establish and 

enforce the reliability standards set by the Federal Electric Regulatory Commission (FERC) for the bulk 

power system. 

Figure 6-9 Western Interconnection Balancing Authorities 

 

 

AESO: Albert Electric System Operator 

AVA: Avista Corporation  

AZPS: Arizona Public Service Company 

BANC: Balancing Authority of Northern California 

BCHA:  British Columbia Hydro Authority 

BPAT: Bonneville Power Administration-Transmission 

CFE: Commission Federal de Electricidad 

CHPD: PUD No. 1 of Chelan County 

CISO: California Independent System Operator 

CSTO: Constellation Energy Control and Dispatch 

DEAA: Arlington Valley, LLC* 

DOPD: PUD No. 1 of Douglas County 

EPE: El Paso Electric Company 

GCPD: PUD No. 2 of Grant County 

GRIF: Griffith Energy, LLC* 

GRMA: Gila River Power, LP* 

GWA: NatuEner Power Watch LLC* 

HGMA: New Harquahala Generating Company, LLC 

IID: Imperial Irrigation District 

IPCO: Idaho Power Company 

LDWP: Los Angeles Department of Power and Water 

NEVP: Nevada Power Company 

NWMT: North Western Energy 

PACE: PacifiCorp East 

PACW: PacifiCorp West 

PGE: Portland General Electric Company 

PNM: Public Service Company of New Mexico 

PSCO: Public Service Company of Colorado 

PSE: Puget Sound Energy  

SCL: Seattle City Light 

SRP: Salt River Project  

TEPC: Tucson Electric Power Company 
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TIDC: Turlock Irrigation District 

TPWR: City of Tacoma, Department of Public Utilities 

WACM: Western Area Power Administration, Colorado-

Missouri Region 

WALC: Western Area Power Administration, Lower Colorado 

Region 

WAUW: Western Area Power Administration, Upper Great 

Plains West  

WWA: NaturEner Wind Watch, LLC3637 

*Generation-only, controls no load 

 

6.2.1.3 Colorado Electricity Imports/Exports 

Net Interstate Trade is the net of imports and exports, which for Colorado is 6,302 thousand MWh in 

imports. Colorado receives approximately 11% of its distribution from out of state. 

Figure 6-10 Ratio Net Interstate Trade 

 
Updated Source: http://www.eia.gov/electricity/state/colorado/xls/sept10co.xls 

 

6.2.2 Colorado Grid System Risks  

The risks of energy emergencies differ substantially in the different parts of Colorado’s electricity 

system. 

 Generation:  Given the surplus of generating capacity, the risks from loss of any given 

generating plant are relatively low.  The system is designed to manage both planned outages 

(e.g., for routine maintenance) and emergencies during which the system must be able to 

manage the unanticipated loss of the most critical parts of the system.  It can presumably 

manage the loss of any single component without problem. The biggest threats to the system 

therefore are the loss of multiple generating sources at the same time, most likely from an 

event like cyber-attacks, terrorist action, or possibly a major geomagnetic storm that knocks out 

step-up transformers at the generating stations.  Serious damage to generating stations would 

lead to prolonged recovery periods. 

http://www.eia.gov/electricity/state/colorado/xls/sept10co.xls
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 Transmission:  Loss of multiple extra high voltage transformers would have a major effect on 

the ability to deliver power to large areas in Colorado, as the lead time for replacement is a year 

or more.  Again the primary risk of this scenario would be cyber or terrorist attack or a major 

geomagnetic storm that knocks out extra high voltage transformers.  There is, however, some 

disagreement as to the vulnerability of Colorado’s bulk transmission system from geomagnetic 

events because of our lower latitude, geology, and the fact that the highest voltage bulk 

transmission lines in Colorado are only 345kv, while the greatest risk is to lines of 500kv or 

above, which are predominantly located in the northeast and northwest of the country. 

 Distribution: Distribution is the most vulnerable portion of the electricity system as above-ground 

local lines are especially susceptible to weather events.  The local distribution infrastructure, 

however, is generally able to be restored fairly quickly (i.e., in hours or a few days) as long as there 

is access to the area.  Utilities have well-developed and exercised plans for quick restoration, 

including mutual aid pacts to provide skilled labor from sister utilities as needed.  Table 6-2 lists 

the largest ten power plants in Colorado in 2013, by generating capacity.   

The scatter graph in Figure 6-11 below the table indicates the comparison.  

Table 6-2 Colorado Top Ten Power Plants 

 

Source: Source: U.S. Energy Information Administration, Form EIA-860, "Annual Electric Generator Report."  
http://www.eia.gov/electricity/state/colorado/xls/sept02co.xls 

 

 

 

 

 

 

Top Ten Power Plants in Colorado 2013 (by generating capacity)   

Plant Resource Operating Company Net Summer 

Capacity (MW) 

1. Comanche Coal Public Service Co of Colorado 1,410 

2. Craig Coal Tri-State G&T Association, Inc. 1,304 

3. Fort St. Vrain Natural gas Public Service Co of Colorado 969 

4. Rawhide Natural gas Platte River Power Authority 668 

5. Rocky Mountain Energy 

Center 

Natural gas Public Service Co of Colorado 580 

6. Pawnee Coal Public Service Co of Colorado 505 

7. Cherokee Coal Public Service Co of Colorado 504 

8. Front Range Power Project Natural Gas City of Colorado Springs 460 

9. Hayden Coal Public Service Co of Colorado 446 

10. Pueblo Airport Generating 

Station 

Natural Gas Black Hills Service Company 

LLC 

380 

http://www.eia.gov/electricity/state/colorado/xls/sept02co.xls
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Figure 6-11  Scatter Plot of the Top Ten Power Plants in 2013 

 

 

Source: http://www.eia.gov/electricity/state/colorado/xls/sept08co.xls 
 

6.2.3 Opportunities in the Industry for Improvement 

The current electric grid is mostly a one-way, top down system from the utilities to the customers.  

Customers are passive receivers of electricity and the utilities have minimal ability to reduce demand 

when supplies are tight. Moreover, the transmission system has been stretched increasingly thin as 
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Figure 6-12: Colorado 2013 Electricity Retail Sales by Sector in 2013 

http://www.eia.gov/electricity/state/colorado/xls/sept08co.xls
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demand for power goes up and not-in-my-backyard resistance prevents construction of new 

transmission lines.  As a result, the bulk transmission system is becoming increasingly strained and much 

attention is currently being paid to ways to make it more flexible and robust.  Fortunately several 

mutually reinforcing trends offer the potential to dramatically improve the situation over the next 

decade or so. 

 Distributed Generation Opportunities:  Current thermal generation technologies (whether coal, 

natural gas, or nuclear powered) have tremendous economies of scale and have pushed the 

industry to larger central generating stations.  The emergence, however, of  renewable energy 

technologies, which has grown significantly in Colorado over the past five years, along with 

other smaller-scale applications, such as combined heat and power (CHP) units are making it 

cost-effective to locate smaller generators closer to end users.  These “distributed generation” 

opportunities can limit the need for building new long-distance, high voltage transmission lines 

and the vulnerabilities associated with them.  In addition, with the emergence of smart grid 

technologies, distributed generation facilities will have the ability to isolate (“island”) 

themselves from the bulk grid and to continue to operate during energy emergencies. 

 While the near-term prospects for distributed generation are difficult to predict, solar 

will almost certainly be the primary technology as panel prices continue to fall 

dramatically. Utilities will presumably be able to integrate mid-size renewable 

projects that they or independent power producers (IPPs) develop into the grid 

relatively easily.  The ability to use residential scale projects for enhancing grid 

stability, however, will clearly depend on the deployment of sophisticated smart grid 

technologies.   

 Smart Grid Technologies:  Smart grid technologies are key to taking full advantage of renewable 

energy technologies and distributed generation opportunities. Additionally, smart grid 

technology allows for a more efficient management of existing resources and provides more 

rapid and intelligent prevention and response to energy disruptions. With the current 

centralized utility system, most commercial and industrial facilities lack the ability to protect 

themselves and generate their own electricity, except through back-up diesel generators (which 

themselves are at risk of running out of fuel after a few days if retail gas stations cannot pump 

fuel because of electric outages).  Current residential owners cannot use their solar systems 

during outages (unless they have back-up battery storage and can isolate themselves from the 

grid) because of utility procedures to protect linemen while restoring power. 

 The smart grid technologies necessary to allow homeowners (and most other 

commercial establishments with their own renewable generation systems) to operate 

during outages are only now being deployed.  It is likely, however, that within the 

next few years, the technologies to allow this kind of independent operation will be 

commercialized more largely.  Smart meters will allow utilities to identify, work-

around, and correct outages much more quickly.  One additional possibility of smart 

grid technology would be innovative rate structures that integrate time-of-use 

electric rates over the course of the day based on fluctuating “demand charges” by 

the utilities.  This ability for consumers to adjust their use to minimize electricity costs 
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will become especially appealing when combined with electric vehicles that can store 

electricity and feed it back to the grid when the utilities are willing to pay to meet 

peak power demands. 

 Electric Vehicles:  Vehicle-to-grid (V2G) technologies allow electric vehicles to add power back 

to the grid. The current number of EVs is far too small to be a significant factor and the 

electronics to manage these V2G systems are still in their infancy.  But the average car is sitting 

still for more than 22 hours a day, when it could be charging when demand is low or providing 

power back to the grid when peaking power is needed.  With appropriate metering, if the grid 

goes down, key appliances in the house could be run off the batteries in the car during an 

energy outage, thereby adding considerable resilience to the system.  When combined with 

solar panels on the roof, this ability to either feed power to the grid when needed or isolate 

from the grid and rely on self-generation when prices are high, provides even greater grid 

efficiency and protection against service disruptions. 

 Micro-grids:  A micro-grid is a small, localized grouping of electricity generation and storage 

systems that can operate either independently or as connected to the larger, centralized grid 

(the macro-grid).  Micro-grids or “mini-grids” have the ability to generate much of their own 

required power and can elect when they acquire power from the bulk wholesale market.   More 

importantly, from an energy assurance perspective, micro-grids will be able to isolate (“island”) 

themselves during an energy emergency or outage and continue to meet the basic needs of 

their owners or customer base.  The U.S. military (Fort Carson is one of the beta sites) is leading 

the way in developing these types of micro-grids, emphasizing renewable sources, because of 

their awareness of fossil fuel dependencies and vulnerabilities of the bulk power system to 

disruption.  Fort Carson is part of the Smart Power Infrastructure Demonstration for Energy 

Reliability and Security (SPIDERS) program and aims to become a net zero facility through a 

number of resources such as photovoltaics, wind turbines, ground-source heat pumps, biomass, 

and solar water heating.  The Fort also implements vehicle-to-grid technology that allows its 

fleet to receive and return power to and from the electrical grid.38 Other likely leaders in the 

shift to micro-grids are universities and industrial facilities that tend to be early adopters or have 

a particular need for uninterrupted, high quality power. 
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Figure 6-13 Colorado Electric Power Mix, 2005 and 2013 

 

Source: http://www.eia.gov/electricity/state/colorado/xls/sept05co.xls 

 

 

6.2.4 Natural Gas Overview 

Demand for natural gas in the United States has exceeded supply for most of the decade. Although 

natural gas is relatively cost-effective at today’s market prices, the supply chain takes years to develop.  

Colorado is a top natural gas producing state and has constructed a complex natural gas infrastructure 

network. According to the U.S. Energy Information Administration, Colorado basins account for more 

than 5% of U.S. natural gas production and the state is home to ten of the nation’s largest natural gas 

fields.  

Coalbed methane production in Colorado accounts for over 40% of all coalbed methane produced in the 

United States with the Piceance Basin in Northwest Colorado holding the second-largest reserve in the 

nation. 

Natural Gas Production and Infrastructure 

Natural gas is extracted from oil fields (associated), isolated natural gas fields (non-associated), and coal 

beds (coalbed methane).  The gas that is extracted directly from the wellhead contains a mixture of 

various chemical gases and requires processing to remove impurities. The final “natural gas” product 

that we call is actually a pure form of methane gas.  Historically, natural gas was viewed as an 

inconvenient by-product of petroleum production.  Without pipelines to transport gas to end-users, the 

excess gas was simply burned off at the oil field.  In the past 50 years, however, natural gas 

http://www.eia.gov/electricity/state/colorado/xls/sept05co.xls
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infrastructure has spread throughout the country and the resource itself has gained a reputation as a 

cleaner burning alternative to other hydrocarbon fuels.    

The number of natural gas producing wells in the state of Colorado has increased from 16,718 in 2004 to 

38,346 in 2014.39  Consequently, Colorado is home to over 7% of the total natural gas producing wells in 

the entire nation.40 With 15  interstate pipelines, 27 natural gas fired power plants, and tens of 

thousands of natural gas producting wells, Colorado has established an intricate natural gas network.41  

The complexity of the natural gas infrastructure increases efficiency and reliability under normal 

operating conditions, but interdependencies embedded in the system can also increase vulnerability to 

disruption.  

Extracting, transporting, and processing natural gas for consumption requires a sophisticated network of 

physical transfers and processing steps. The infrastructure designed to complete the transfer of gas from 

the wellhead to the user can be illustrated more clearly by defining the major physical facilities and 

technologies employed in natural gas production and tranportation. 

Natural Gas Physical Facilities and Systems 

 Gathering Lines:  Small pipelines that move natural gas from the wellhead to the natural gas 

processing plant or to an interconnection with a larger mainline pipeline 

 Processing Plant:  Facilities that extract liquids and impurities from the primary natural gas stream 

 Mainline Transmission Systems:  Long-distance/wide-diameter pipelines that transport natural 

gas from producing areas to market areas 

 Compressor Units: Compressor stations, located along the transmission system, increase the 

pressure and rate of natural gas flow in order to maintain the movement of gas along the pipeline 

 Market Hubs/Centers:  Locations where pipelines intersect and flows are transferred   

 Underground Storage Facilities:  Natural gas is stored in depleted oil and gas reservoirs, aquifers, 

and salt caverns for future use 

 LNG Peaking Facility:  A facility or system that allows natural gas providers to meet short-term 

surges in demand; liquid gas is vaporized and injected into the natural gas stream  

 SCADA:  Systems Control and Data Acquisition systems provide real-time monitoring of pipeline 

flow, integrity, and pressure 

 Safety Cutoff Meters:  Devices located along the transmission system that detect a decrease in 

pressure resulting from a rupture in the pipeline. If a significant decrease in pressure is detected, 

then these units will automatically shut down the flow of gas  

Figure 6-14 below provides a diagram of an alternative view of the natural gas flow from the wellhead to 

the end user. Regional natural gas systems do not always follow the same route. For example, not all 

underground storage facilities are designed to provide peaking services (to meet short term surges in 

natural gas demand).  If a storage facility does provide this type of service, then the local supplier must 

weigh the costs and benefits of constructing a redundant peaking facility. However, the financial 

consequence of a major service interruption may outweigh the initial investment in a peaking facility 

unit. In markets where dramatic seasonal or temperature extremes occur, companies may face daily or 
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hourly fluctuations in natural gas demand.  Therefore, peaking facilities may be necessary to keep the 

natural gas supply flowing during high demand seasons.  

Figure 6-14 Natural Gas Pipeline Capacity 

 

Source: EIA Generalized Natural Gas Pipeline Capacity Design Schematic, available from: 

http://205.254.135.7/pub/oil_gas/natural_gas/analysis_publications/ngpipeline/FlowDiagram.html 

6.2.4.1 Natural Gas Processing 

For the natural gas grid to operate safely, wellhead gas must be processed or cleaned to remove 

contaminates and natural gas liquids.  Unprocessed wellhead natural gas may cause pipeline 

deterioration and/or rupture.   

 Btu content range must lie within 50 Btu of 1,035 Btu  

 Natural gas must be transported at a specific dew point temperature range 

 Trace amounts of elements such as oxygen, nitrogen and water vapor must be removed 

Particulate solids and/or liquid water must be eliminated 

 

 

 

 

http://205.254.135.7/pub/oil_gas/natural_gas/analysis_publications/ngpipeline/FlowDiagram.html
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Figure 6-15 Natural Gas Processing Plants 

 
 

Between 2004 and 2009, processing capacity in Colorado more than doubled.  Note that the largest 

processing plant locations coincide with the two existing natural gas market centers: the Cheyenne Hub 

in the Northeast and the White River Hub to the West. 

6.2.4.2 Natural Gas Storage 

Natural gas is stored in underground storage facilities during non-peak periods and may be released 

when peak demand is predicted.  The state of Colorado is home to nine depleted natural gas/oil 

reservoir storage facilities.  

Natural gas storage may provide suppliers with the means to meet peak-season natural gas demand.   

More commonly, liquefied natural gas and liquefied petroleum gas are vaporized and injected into the 

distribution supply to meet peaking requirements.  In general, storage facilities in Colorado are used to 

store excess production rather than to supply natural gas for local production. 
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Table 6-3 Colorado Natural Gas Storage Facilities 

Company Name Field Name 
Reservoir 

Name 

County 
Name 

Working 
Gas 

Capacity 
(Mcf) 

Total Field 
Capacity 

(Mcf) 

Maximum 
Daily 

Delivery 
(Mcf) 

East Cheyenne 
Gas Storage Llc 

Peetz West West Peetz Logan 14,500,000 25,300,000 268,519 

Rocky Mountain 
Natural Gas 

Wolf Creek Cozette Pitkin 2,360,895 8,385,200 25,000 

Public Service 
Company Of 

Colorado 

Roundup Jsand Morgan 6,029,784 16,080,524 21,960 

Public Service 
Company Of 

Colorado 

Fruita Buckhorn Mesa 257,614 320,340 2,200 

Public Service 
Company Of 

Colorado 

Asbury Dakota Mesa 3,056,731 4,593,268 9,091 

Colorado 
Interstate Gas 

Company 

Totem 
Storage 

J Sand Adams 7,000,000 10,700,000 200,000 

Colorado 
Interstate Gas 

Company 

Latigo Dakota J 
Arapaho

e 
9,100,000 21,382,766 139,240 

Colorado 
Interstate Gas 

Company 

Young 
Dakota D 

Sand 
Morgan 5,790,049 9,945,689 250,000 

Colorado 
Interstate Gas 

Company 

Fort 
Morgan 

Dakota D Morgan 8,496,000 14,858,000 450,000 

 

EIA Field Level Storage Data, available from: http://www.eia.gov/cfapps/ngqs/ngqs.cfm?f_report=RP7 

 

6.2.4.3 Natural Gas Pipelines, Hubs, and Local Distribution Companies 

Natural gas trunk lines carry the largest capacity of natural gas over long distances, while grid systems 

operate and serve major market areas. Grid systems transport natural gas to local distribution 

companies and large volume consumers. Colorado lies in the Central natural gas corridor and is home to 

two natural gas market hubs and at least 11major natural gas pipelines.   Seven of the 30 largest natural 

gas pipeline systems pass through the state of Colorado, some of these include: 

 Colorado Interstate Gas 

 El Paso Natural Gas Co. 

 KM Interstate Gas Co. 

http://www.eia.gov/cfapps/ngqs/ngqs.cfm?f_report=RP7
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 Northwest Pipeline Corp.  

 Panhandle Eastern Pipeline Co.  

 Questar Pipeline Co.  

 Rockies Express Pipeline  

 Southern Star Central Gas Pipeline  

 Trailblazer Pipeline Co. 

 Wyoming Interstate Gas Co. 

 Transwestern Pipeline Co.  

 

Figure 6-16 Central Region Natural Gas Pipeline Network 

 
EIA Central Region Natural Gas Pipeline Network http://www.eia.gov/pub/oil_gas/natural_gas/analysis_publications/ngpipeline/central.html 

Local distribution companies transport natural gas from interstate pipeline delivery points to end users.  

These delivery points or “city gates” are important market centers for pricing natural gas.  The Public 

Service Company of Colorado is the largest local distribution company in the state and receives nearly all 

of its supply from Colorado Interstate Gas. As seen in Figure 6-17 are 12 electric utilities that provide 

natural gas service and seven utilities that provide only natural gas service.   

http://www.eia.gov/pub/oil_gas/natural_gas/analysis_publications/ngpipeline/central.html
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Figure 6-17 Colorado Natural Gas Utility Service Territories 

 

6.2.4.4 Colorado Natural Gas Hubs 

Natural gas market centers, or hubs, perform three basic roles in the movement and trade of natural 

gas:  

 Provide customers with receipt and delivery access to two or more pipeline systems 

 Provide transportation between these points 

 Provide administrative services that facilitate the movement or transfer of gas ownership 

  

The Cheyenne hub in Northeastern Colorado is classified as a ‘header hub’; meaning that the hub 

resides at the head of a major natural gas system.  In other words, the Cheyenne hub is physically 

located next to pipeline transfer points and other facilities such as underground storage.  Many of these 

hubs provide customers with Internet-based gas trading websites or “Information Postings”.  The 

newest market hub is the White River Hub in Western Colorado which was created to provide access to 

intrastate and interstate pipelines to natural gas producers in the Piceance and Uinta Basins.  The 

Cheyenne Hub, opened in 2000, is owned and operated by Colorado Interstate Gas Company and 

provides access to multiple pipelines servicing the Western and Midwestern markets. 
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Table 6-4 Natural Gas Market Centers 

 Cheyenne White River 

Administrator Colorado Interstate Gas Co. White River Hub LLC 

Online Customer Service 

System 

CIG-Xpress Questor 

Type of Infrastructure Header Header 

Type of Operation Market Hub Production Hub 

Year Started 2000 2008 

Associated Processing Plant none Meeker 

Associated Storage Site 

Name 

Young/Ltigo/Huntsman none 

EIA Natural Gas Market Centers Update: 2008, available from: 

http://www.eia.gov/pub/oil_gas/natural_gas/feature_articles/2009/ngmarketcenter/ngmarketcenter.pdf 

The natural gas industry has stakeholders at both ends of the pipeline; with producers who feed gas into 

the system and local distributors or utilities who provide power to the end user.  Consequently, natural 

gas outages, incidents, or emergencies carry the potential for a failure at each end of the system.  Larger 

disruptions along major transmission lines could negatively impact the transportation options for 

producers.  Simple residential gas leaks could affect local consumption.  Natural gas electric utilities 

depend on an uninterrupted supply of fuel to keep the turbines running; while market centers rely on 

both consumers and producers to manage supply and delivery.  All of these systems are dependent on 

one another and are intricately tied to the Colorado energy sector as a whole.  

Figure 6-18 Colorado Natural Gas Retail Sales - 2013 

 
Source:http://www.eia.gov/state/seds/data.cfm?incfile=/state/seds/sep_fuel/html/fuel_use_ng.html&sid=US&sid=CO 

 
The economic viability of natural gas coupled with existing infrastructure and geographic proximity to 

natural gas supplies has increased natural gas consumption by the electric power sector in Colorado 

28.8%

12.5%37.2%

2.1%
19.3%

Colorado Natural Gas Retail Sales by End-use Sector -
2013

Residential

Commercial

Industrial

Transportation

Electric Power

http://www.eia.gov/pub/oil_gas/natural_gas/feature_articles/2009/ngmarketcenter/ngmarketcenter.pdf
http://www.eia.gov/state/seds/data.cfm?incfile=/state/seds/sep_fuel/html/fuel_use_ng.html&sid=US&sid=CO
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over the past decade.  As shown in Figure 6-18, in recent years, the electric power sector has become a 

major consumer of natural gas with 19.3% of natural gas retail sales going to the electric power sector in 

2013. In 2013, 20.2% of Colorado’s electric power was produced by natural gas power plants.42 

 

6.2.5 Renewable Resources 

Renewable Energy refers to energy produced from naturally replenishing sources like wind, 

precipitation, tidal forces, geothermal activity, hydroelectric, and some forms of biomass.   

Figure 6-19 U.S. Energy Consumption by Source, 2014 

 

 
 

In the United States, most renewable energy sources generate via turbine, and supply the electrical 

power grid.  Renewable energy technologies may have variable or intermittent output, and cannot be 

optimized as dispatchable energy resource.  This introduces challenges to the incorporation of some 

renewables into grid operations, which must continuously adjust to variable load demands. Renewable 

resources generally require large capital investments but have low operating costs over time. These 

resources may also require additional investment in transmission or storage to improve reliability.    

Costs of renewable development and operation have declined precipitously over recent decades, 

rendering many renewable generating technologies far more economically viable than in the past.  

However, the cost of building conversion and transport capacity in the geographically and infra-

structurally isolated areas where renewable sources are typically available, and the need to 

accommodate variable demand with variable generating outputs, are responsible for much of the 

remaining development challenge.  The challenges of conversion and transport can be reduced through 

smaller scale distributed generation and micro-grid development.  Distributed generation via 

renewables can contribute to grid operations, either producing power for distribution via a smart grid 
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system, or decreasing demand through local generating capacity. However, Distributed generation does 

not benefit from economies of scale to the extent that a more centralized and non-distributed grid 

model does.  The investment in large-scale smart grid penetration to enhance and encourage distributed 

renewables generation would also increase the benefits of large-scale renewables. 

 
Source: https://www.colorado.gov/pacific/energyoffice/atom/14251 

Figure 6-20 Electricity Generation in Colorado (1 MW facilities or larger) 

 

Renewable sources currently account for approximately 13% of the US electrical generation, and 

contribute approximately 10% to the total US energy demand.43 Roughly 52% of all energy generated by 

renewables was consumed by electricity producers for generation in 2014, with a significant portion 

(24%) of total renewable energy usage accounted for by biomass consumption in paper-making and 

other industrial applications.44 In the United States in 2013, the largest portion of renewable-generated 

electricity originates from hydroelectric generation facilities (51%), followed by wind (36%), wood 

biomass (3%), waste biomass (3%), geothermal (3%), and solar (4%).45 Overall, the United States is 

ranked second behind China in total renewable generation, but because China's energy sector profile 

derives a much higher proportion of its power from hydroelectric than the United States, the United 

https://www.colorado.gov/pacific/energyoffice/atom/14251
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States leads in non-hydroelectric renewable generation.46 Primary renewable sources in Colorado 

include wind, solar, geothermal, and biomass/biofuels. 

6.2.5.1 Wind Energy 

Wind is captured via turbine for electrical generation.  

Historically, wind has been utilized in many industrial and 

agricultural applications for mechanical energy only, with no 

electrical conversion. However, turbine generation is today the 

primary form of wind power in use, and is the form of wind 

power with relevance to energy sector operations.  While wind 

turbine generation technologies have been available since the 

1920s, research and development from the 1970s forward 

have resulted in significant increases in the size, reliability, 

and output of turbine generating systems.  Today, turbines capable of generating in excess of 7MW per 

unit are operational in large arrays across wind corridors in the United States and abroad. 

 

 

 

 

 

 

 

 

 

Figure 6-21 Wind Resources and Transmission Lines 

A wind farm near Grover, CO.                                                           
(Photo by Carlye Calvin) 
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Source: http://en.openei.org/w/index.php?title=File:NREL-db-chapter13-7.pdf 
This map developed by NREL in 2006, illustrates the high potential for wind development in many US states, including Colorado.  However, the 

map also illustrates that many of the highest-potential wind corridors are located in areas of limited transmission capacity. In the figure, the scale 

ranges from fair (orange) to superb (blue) in terms of wind resource potential. 

Wind energy represents one of the world's largest sources of electrical generation potential.  The Max 

Planck Institute calculates that total extractable wind potential across the globe may range between 18-

68TW, considerably outstripping all current global electrical consumption.  Other estimates based on 

measured wind speed assessments have concluded that the total extractable wind energy may range as 

high as 170TW globally.  The cumulative environmental impact of high levels of wind energy extraction 

are not fully understood, but is unlikely to become significant until a much larger proportion of total 

global wind potential is tapped. 

Wind farms involve multiple turbine generators interconnected to a medium voltage power collection 

and regulation system, and communications network for monitoring and control.  Once the wind's 

mechanical energy is converted to electrical energy by the collection system, the electrical energy is 

then converted to higher voltage by a step up transformer substation, and transported along high 

voltage transmission lines to points of use.  Induction generators are often utilized for wind power 

generation.  Combined with variable output, this often requires wind substations to include large 

http://en.openei.org/w/index.php?title=File:NREL-db-chapter13-7.pdf
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capacitor banks for power factor correction, so that wind energy output can remain stable enough to 

contribute to energy transmission and distribution systems without risk of disruption.   

As a rapidly growing section of the US and global energy portfolio, wind production is expected to 

become more cost-effective over time.  Wind development is the most rapidly-growing segment of 

renewable electric generation in most countries, including the United States. 

Wind Generation in Colorado:  In Colorado, significant wind corridors and potential development zones 

are concentrated primarily in the Front Range foothills and eastern plains, and potential for future wind 

development is strong.  The eight identified wind GDAs have development potential of over 96 GW of 

capacity.  As of 2014, an estimated 13.6% of Colorado's total electric generation portfolio is sourced 

from wind generation.47 Colorado is currently ranked 10th in the U.S. by wind generation capacity with 

2593 MW of installed capacity.48  Given the generation potential of Colorado's wind resources, there is 

interest in developing wind export capacity to other states in the Southwestern region.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6-22 Wind Generation Development Areas 
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Source: SB-91, Renewable Resource Generation Development Areas Task Force, 2007 

In Colorado as with many western states, the primary challenge to increased wind development is not a 

lack of wind resources, but the need to expand and update transmission capacities to accommodate the 

inputs from new wind developments.    

6.2.5.2 Solar Energy 

Solar energy can be captured by solar thermal energy systems, which capture solar heat, and 

photovoltaic systems, which capture solar light and convert immediately to direct current.  Both forms 

of solar energy generation combined represent only 1-2% of total renewable electric generation 

worldwide, but are developing rapidly.  There are challenges associated with solar development, and all 

solar generation is variable output.  However, as with wind, the untapped energy potential of sunlight is 

thousands of times greater than global energy demand.  

Solar thermal energy is classified as low, medium, or high-temperature.  Low and medium temperature 

collection systems are increasingly utilized to support heating and water systems in home and business 
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applications, but do not typically generate electrical power.  

Larger scale high temperature thermal collectors may be 

utilized for electrical generation.   

Micro-generation utilizing PV is a rapidly growing industry.  

Development of solar bulk generation has been slow 

relative to other renewables due to high initial capital 

investment costs, and lack of transmission capacity from 

solar fields.  However, development costs per KW are 

decreasing, and larger scale solar development is 

underway in many US states and across the globe.  

Colorado Solar Generation: Solar micro-generation is 

quickly developing in many business, government, and residential applications.  PV capacity including 

both bulk and distributed generation grew from 4MW in 2006, to 360.4 MW in 2013.  Zones identified 

for high development potential include the San Luis Valley and areas southeast of Pueblo.  Colorado's 

solar generating potential within the identified GDA corridors can hypothetically produce 1300GW.  

NREL calculates that if 2% of developable solar resource areas were utilized, generating potential of 

26GW could be developed.   

 

 

 

 

 

 

 

 

 

 

 

Figure 6-23 Colorado Central Solar Power 

Solar Thermal Collector System 
Thermal collectors capture solar energy and convert 
to heat, which is then utilized directly, or converted 
to electricity.  Pictured: A medium temperature 
parabolic trough solar thermal collector system 
provides for facility and water heating at Jefferson 
County Detention Center in Golden, CO.   Image: 
NREL, 2011 
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Source: SB-91, Renewable Resource Generation Development Areas Task Force, 2007 

6.2.5.3 Geothermal 

Geothermal energy is heat energy stored in the 

Earth.  Geothermal energy can be captured for 

direct application, which makes direct use of 

captured heat, and for bulk electrical generation, 

which typically converts heat to electrical power 

via turbine.  Geothermal generation is reliable, and 

because it requires no fuels to operate, it is largely 

immune to cost fluctuations or supply shortages.  

Approximately 10,715MW is generated globally by 

Geothermal, from facilities in 24 countries.  

Another 28 GW of direct application geothermal 

heating is produced annually across the globe.  

Development of geothermal generating capacity 

has been rapid in recent years, but geothermal generating capability is limited to areas where 

geothermal heat is available, often near faults or in seismically active zones. 

Figure 6-24 Geothermal Heat Flow Measurements and Thermal Springs 

Iceland Geothermal Plant 
Economies with relatively low electrical demand and 
relatively high supply of available geothermal resources can 
derive substantial portions of their electric power mix from 
this reliable and environmentally-friendly source.   
Pictured:  A geothermal generating plant in Iceland.  Iceland 
derives 30% of its total electrical energy from geothermal 
sources.  
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Source: SB07-091 Renewable Resource Generation Development Areas Task Force 

As with solar and wind, unexploited geothermal resources are estimated to far exceed total global 

energy demand, however, drilling for deep geothermal resources can be risky, and is often capital 

intensive.  In addition, only a fraction of total geothermal potential can be reached with current drilling 

and generating methods.  The United States leads the world in total geothermal generating capacity, but 

geothermal accounts for only 0.3% of national electrical production.  Some states with significant 

geothermal resources, have incorporated geothermal generation as a significant portion of their power 

mix.  California derives 5% of its power mix from geothermal, and Nevada is planning to derive nearly 

25% of its electrical power from geothermal within the next ten years.   

Geothermal in Colorado:  Colorado has access to some of the best geothermal resources in the United 

States, ranking 4th in the nation for accessible geothermal resources capable of driving electrical 

production. Factors in the ability of a region to utilize geothermal power include quaternary volcanism, 

quaternary faulting, and high heat flow. Colorado has five quaternary volcanos, more than 90 

quaternary faults, as well as the second largest heat flow anomaly in the U.S. at over 100mW/m2, giving 

Colorado exceptional geothermal power potential.49 
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6.2.5.4 Biomass/Biofuels 

Biomass refers to energy derived from biological organisms, and biofuels are fuels whose energy is 

derived from biological products.  Biomass electrical generation is typically produced through burning or 

gasification of plant or waste matter, and conversion to electricity via turbine or biochemical processes.  

Biomass burning is a renewable energy source, but unlike other renewables biomass burning is not a 

zero-emission technology.   

Even as biomass burning emits carbon, it is often utilized to convert forest refuse, dead timber from 

insect mitigation, or logging byproducts into sustainable energy and biochar (a high-performance 

fertilizer and soil additive which increases plant growth and can be used to offset biomass carbon 

emissions).  Biochemical conversion can also emit biomethane, a potent greenhouse gas if released into 

the atmosphere, but also a valuable refined fuel.  Most electrical generation via biomass burning utilizes 

plant materials from switchgrass, hemp, corn, sorghum, sugarcane, or oil palm, or burns forest residues 

and municipal solid waste.  Because fuels for biomass generation are bulky and expensive to transport, 

biomass generating facilities are often located near fuel sources.  Private burning of wood biomass is 

common in both the developed and developing worlds, but biomass electrical generation does not 

constitute a large portion of global generation capacity.  In 2011, biomass generating capacity for grid 

operation was approximately 11,500 MW, accounting for roughly 1.1% of U.S. electricity supply.50 

Biofuels are liquid fuels derived from biological products, rather than fossil material.  Bioethanol is 

derived from a variety of plants including corn, beets, sugarcane, and switchgrass.  Ethanol is primarily 

used as a gasoline additive, and the United States and Brazil are leading producers, together accounting 

for over 90% of global bioethanol production. Biodiesel is derived from vegetable oils and animal fats, 

and can be used without dilution, or used as a diesel additive. Production of biofuels has increased 

rapidly in the United States and abroad, and development is expected to continue.  The International 

Energy Agency estimates that emerging biofuels technologies may meet up to 27% of global liquid fuels 

demand by 2050.51 

Like petroleum fuels, biofuels must be refined for use as liquid fuel.  Unlike petroleum fuels, biofuels 

materials are not efficiently transportable via pipeline, and are produced in a more dispersed 

agricultural system, rather than the more centralized petroleum production system.  As a result, biofuels 

currently produce lower average return on investment than petroleum products for conversion to liquid 

fuels, but improvements to refining methods and refining capacities are expected to further increase 

economic viability of biofuels considerably over time.  Likewise, the precursor materials utilized for 

biofuels production may vary in energy potential.  Like biomass, biofuels are not zero emission, and are 

typically energy intensive to produce, but can be lower-emission than comparable petroleum-based 

liquid fuels, and unlike fossil fuels, are naturally sustainable fuel sources. 

Biomass/Biofuels in Colorado:  Colorado has a number of operating or planned combustion and 

biochemical biomass plants, which vary in scale from small-scale combustion units to provide heat and 

hot water to facilities, to facilities capable of bulk electrical generation.  

Figure 6-25 Colorado Biomass Plants 
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Source: SB-91, Renewable Resource Generation Development Areas Task Force, 2007 

Biofuels production capacity has grown in recent years, but growth may be impacted by the availability 

and price of corn imports from out of state.  Figure 6-26 indicates that Colorado corn production in 2012 

for potential use to produce ethanol and locations of ethanol plants. Figure 6-27 provides the locations 

of E85 and biodiesel fueling stations in Colorado.  

 

 

 

Figure 6-26 Colorado Corn Production for Ethanol 
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Source: http://www.nass.usda.gov/Charts_and_Maps/Ethanol_Plants/Colorado/CE_Production-GIFmaps-CO.pdf 
 

http://www.nass.usda.gov/Charts_and_Maps/Ethanol_Plants/Colorado/CE_Production-GIFmaps-CO.pdf
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Figure 6-27 Colorado Ethanol (E85) and Biodiesel Fueling Stations 

 
Source: U.S. Department of Energy, Alternative Fuels Data Center, November 2015.  

6.2.6 Coal  

Coal is a very dense sedimentary rock formed from the remains of trees, ferns, and other ancient plant 

materials exposed to intense heat and pressure over hundreds of millions of years. The first coal mine in 

Colorado was constructed during the Pike’s Peak Gold Rush in 1859 near Marshall Mesa and the city of 

Boulder. Over 150 years later, more than half of Colorado’s electricity is generated at coal-fired power 

plants.  

By 2011, Colorado was ranked 9th in domestic coal production. Additionally, within the state of Colorado 

coal represents the majority of energy generation at 57%. Through the Clean Air Clean Jobs Act52, Xcel 

Energy has agreed to retire approximately 600 megawatts of coal generation, switch about 450 

megawatts of coal to natural gas, add 570 megawatts of new natural resource generation, and install 

modern emission controls on 950 megawatts of existing coal generation.  

Different utilities use a different mix of resources for electricity generation. Investor owned utilities, like 

Xcel Energy and Black Hills Energy, that service the largest population of energy consumers in Colorado, 

use coal to produce 52.3% of their electricity.  However, investor owned utilities use a lower proportion 
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of coal on average than municipal utilities or rural electric cooperatives. Municipal utilities, for example, 

use 14% more coal for electricity production than IOU’s. 

Table 6-5 Colorado Electric Resource Mix for Colorado Utilities 

Utility Type Coal Natural Gas Hydroelectric Non-Hydro Renewable Other 

Investor Owned Utilities 51.2 26.9% 1.7% 19.8% 0.4% 

Rural Electric Cooperatives 62.6% 11.2% 9.3% 3.3% 13.6% 

Municipal Utilities 66.5% 18.2% 11.7% 2.1% 1.6% 

 

Coal Types 

 
Colorado extracts coal from both surface mines and 

underground mines--most of which are located in 

the western portion of the state. Bituminous coal is 

the most common type of coal found in the United 

States and the majority of coal found in Colorado is 

classified as medium/high volatile bituminous or 

sub-bituminous. Sub-bituminous coal accounts for 

48% of the coal produced in the United States in 

201353.  Demand for Colorado coal is high and the 

state currently exports coal to 24 additional states, 

the country of Mexico, and many countries in 

Europe.54 

 

Physical Facilities and Systems 

Surface and Underground Mines:  Surface mines recover greater 

proportions of the coal deposit than underground mines.  There are four techniques used to extract coal 

from surface mines: area mining, contour mining, mountaintop removal, and room and pillar mining. 

Globally, about 40% of coal production involves surface mining. 

The remaining 60% of coal resides too deep underground to extract from the surface. There are five 

methods for underground mining and these are generally determined by the type of equipment used to 

extract the coal: longwall mining (longwall shearer), continuous mining (Continuous Miner Machine), 

blast mining (explosives), shortwall mining (short, single-endedshearer), and retreat mining (the most 

dangerous method, as the pillars holding up the mine roof are collapsed to expose additional coal).  

Sources: 2010 Colorado Utilities Report, Xcel Energy 2014 

(http://www.xcelenergy.com/Energy_Portfolio/Electricity/Power_Generation_Fuel_Mix_-_PSCo) and Black Hills Energy 

(https://www.blackhillsenergy.com/learn-about-energy/electricity/generation-production ) 

 

Type of Coal Carbon Content BTU/ton 

Bituminous 60-80% 21-30 million 

Sub-Bituminous 34-45% 16-24 million 

Anthracite  

 

80-96% 20-28 million 

 

Source: Colorado Geological Survey 

 

http://www.xcelenergy.com/Energy_Portfolio/Electricity/Power_Generation_Fuel_Mix_-_PSCo
https://www.blackhillsenergy.com/learn-about-energy/electricity/generation-production
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Both underground and surface mining techniques represent a disaster risk for humans and the 

surrounding environment. Underground mining is the most dangerous technique with the “Fall of 

Ground” accounting for 35% of fatalities, “Powered Haulage” (vertical transportation of humans, coal, 

equipment or waste) at 30.2%, and “Ignition of Gas/Dust” at 18%. Surface mining accidents typically 

involve machinery, rock fall, and electrical shock. 

Coal Handling and Preparation Plant (CHPP):  Coal preparation and processing plants break, crush, 

screen, clean and/or use heat to fry coal at mines, power plants, cement plants, coke manufacturing 

facilities and industrial facilities. Coal preparation increases the heating value of coal by removing 

impurities and lowers the cost of transporting coal (up to 60% of raw coal may be contaminated with 

impurities, rock, dust etc.).  

Coal Slurry Storage and Impoundment: Coal slurry is a liquid and/or solid by-product of coal preparation 

and processing. This material is either stored in above-ground man-made reservoirs or injected back into 

abandoned mines.   

Figure 6-28 Mines in Colorado 

 
Source: Colorado Mining Association 
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Coal Extraction and Production in Colorado 

Colorado is home to ten coal mines in eight western counties. Seven of these mines are underground 

(five are Longwall mines) and three are surface mines. In 2013, Colorado coal mines extracted 24.2 

million tons of coal with a production value of approximately $909 million.55,56 Around 97% of 

Colorado’s yearly coal production was distributed.57 In 2013, 31% of distributed coal from Colorado was 

used within the state, 41 % was distributed to other states, and 26% was exported. Colorado received 

10.7 million tons of coal from Wyoming in 2013.58 Ninety-nine percent of the coal from Wyoming was 

used for electricity generation and the remainder went to industrial plants.59 

Seven of the ten largest power plants in Colorado are fueled by coal; the Comanche coal power plant 

south of Pueblo is the largest net producer of electricity in the state of Colorado.  

Table 6-6 Colorado Coal Mines 

Coal Production and Number of Mines by County and Mine Type, 2013    

County 

Underground Surface Total 

# of 
Mines 

Production 
# of 

Mines 
Production 

# of 
Mines 

Production 

Gunnison 2 6,263 - - 2 6,263 
La Plata 1 735 - - 1 735 

Moffat - - 2 4,254 2 4,254 
Montrose - - 1 216 1 216 

Rio Blanco 1 1,861 1 350 2 2,212 
Routt 1 7,236 - - 1 7,236 
TOTAL 5 16095 4 4820 9 20916 

Source: http://www.eia.gov/coal/annual/xls/table2.xls 

 

Coal Transportation 

After coal is extracted it is cleaned and processed (often at a CHPP facility close to the mine) and 

prepared for transport. Railroads move over 70% of the domestic coal in the United States, while trucks 

account for 11.7 percent, river 11.2 percent and tramway, conveyor, and slurry pipeline at 6.6 percent. 

In the state of Colorado, 60% of coal is transported by rail to states like Kentucky, Alabama, Texas, Utah, 

and Wisconsin.   

 

 

 

 

 

 

 

 

 

http://www.eia.gov/coal/annual/xls/table2.xls
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Figure 6-29 Craig and Hayden Power Plants 

 
Source: 2010 Colorado Utilities Report, Colorado Energy Office 

A large coal train or “unit train” may be over a mile long and carry up to 100 short tons of coal in each 

train car.  To reduce transportation coasts, coal-fired power plants are occasionally located near large 

coal mines. The Trapper mine is located directly next to the Craig power plant and produces coal 

exclusively for that facility. Additionally, the Colowyo, Deserado, and Foidel coal mines in northwest 

Colorado are located close to two of the state’s largest coal-fired power plants: the Craig Power Plant 

owned by Tri-State Generation and Transmission and the Hayden Power Plant owned by Xcel Energy. 

Within the state of Colorado, coal is transported by both rail and truck. In 2013, 5,339 thousand short 

tons of coal were shipped by train and 2,256 thousand short tons by truck from coal that originated in 

Colorado to locations in Colorado.60 The following table shows the distribution and transportation mode 

of coal within the state of Colorado and to the states of Tennessee and Utah (the two largest Colorado 

coal importers).   

Table 6-7 Coal Distribution and Transportation Mode by the State of Colorado, 2013 
(thousand short tons) 

 
Source: http://www.eia.gov/coal/distribution/annual/pdf/o_13state.pdf  

http://www.eia.gov/coal/distribution/annual/pdf/o_13state.pdf
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6.2.7 Hydroelectric  

Hydroelectric plants produce about seven percent of the total electricity in the United States.  Currently, 

hydropower facilities in the United States can generate enough hydroelectricity to power 28 million 

households. 

Table 6-8 Hydroelectric Net Generation (by State) 

Net Generation from Hydroelectric Power by State and Sector 2012/2013 

State 
Electric Utilities 

(MW) 
Independent Power Producers 

(MW) 
Total (MW) 

  
Year 
2012 

Year 
2013 

Year 2012 Year 2013 Total 2012 
Total 
2013 

Colorado 1,430 1,126 68 80 1,498 1,206 

Idaho 10,005 7,846 935 627 10,940 8,473 

Montana 7,693 6,247 3,590 3,391 11,283 9,638 

Nevada 2,399 2,628 42 54 2,441 2,682 

New Mexico 223 92 0 0 223 92 

Utah 740 495 8 10 748 505 

Wyoming 883 701 10 10 893 711 
 

Source: US Energy Information Administration (EIA) http://www.eia.gov/electricity/annual/html/epa_03_13.html 

In Colorado, the annual net hydroelectricity generation averages about 1.6 million megawatt hours, 

which comprises only 0.3 percent of total hydroelectricity generation in the United States.  Major rivers 

flowing from the Rocky Mountains offer hydroelectric power resources.  Since 2001, net hydroelectricity 

generation has been declining, most likely due to reduced stream flows and low water levels in 

reservoirs around the state. Additionally, seasonal recreation variation may place restraints on 

hydroelectric production. 

According to a 2005 inventory by the NREL, there are sixty-two operating hydropower facilities in 

Colorado.  These facilities range in size from 5 KW to 300 MW. Three of these facilities are pumped 

storage, with the largest being the Cabin Creek Generating Station near Georgetown, Colorado.  

Physical Facilities and Systems 

Dam:  Most hydroelectric power plants rely on a physical barrier to store water in large reservoirs.  In 

Colorado there are approximately 1,900 dams; with some storing water for consumption and others for 

electric power generation. 

 

 

 

http://www.eia.gov/electricity/annual/html/epa_03_13.html
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Figure 6-30 Hydropower Plant 

 
 

Turbine & Generator:  Gravity causes water to flow through the dam’s intake, down through the 

penstock, and on to the turbine. The water then strikes the blades of the turbine causing it to turn. This 

movement causes a series of magnets within the generator to rotate past copper coils and produce 

alternating current (AC). The transformer then converts the electricity to a higher-voltage current.   

Pumped Storage Plant:  Pumped storage hydroelectric plants are facilities with upper and lower 

reservoirs designed to store varying levels of water to accommodate high demand at peak seasons. 

During normal operations, pumped storage plants operate at a lower output; excess water is pumped 

and stored in the higher reservoir until it is needed. Colorado has three of these plants. Variable output 

facilities like these reduce the need for new generating plants and permit existing power plants to 

operate at their most efficient capacity.  The state of Colorado is well suited to use pumped storage 

plants with its high mountains and major rivers. 
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Figure 6-31 Pumped Storage Facility 

 
 

6.2.7.1.1.1 Existing and Potential Hydroelectric Generation Sites in Colorado 

Figure 6-32 Colorado Hydroelectric Generation 

 
Source: SB-91, Renewable Resource Generation Development Areas Task Force, 2007 
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6.2.8 Colorado Liquid Fuels Market  

Liquid fuels comprise the largest 

source of energy consumption in 

the United States at a 

consumption rate of 6.98 billion 

barrels per year.61  It is projected 

that the domestic supply of liquid 

fuels will grow as a result of 

domestic oil production, an 

increase in the use of biofuels, and 

slower growth in the consumption 

of transportation fuels.  

Consequently, the United States’ 

dependence on imported liquid 

fuels is predicted to decline.  Liquid 

fuels are an integral part of a state’s economy including both distribution and delivery.  The quality of 

life for Colorado’s citizens and the sustainability of critical services depends on the vitality of liquid fuels 

power delivery.  

In 2013 (the most recent year available in the U.S. Energy Information Administration’s [EIA] State Energy 

Data System), Colorado consumed 80.2 million barrels of oil (or their equivalents) for transportation 

purposes- over 3.3 billion gallons or 219,700 barrels per day (bpd).  The breakdown of fuel types is shown 

in Table 6-9 and Figure 6-33 below.   

Table 6-9 Colorado Usage of Fuels in Transportation in 2013 (by product) 

Fuel 
Natural 

gas 
Aviation 
Gasoline 

Diesel Jet Fuel LPG Lubricants 
Motor 

Gasoline 
Ethanol Total 

Consumption 
(thousand 

barrels) 
1,724 77 13,925 9,443 137 305 50,286 4,278 80,175 

Consumption 
per day 

(thousand 
barrels) 

4.72 0.2 38.2 25.9 0.4 0.8 137.8 11.7 219.7 

Source: Energy Information Administration 

http://www.eia.gov/state/seds/data.cfm?incfile=sep_use/tra/use_tra_co.html 
 

 

 

 

 

 

 

 

 

 

The Suncor Refinery in Commerce City, CO 

http://www.eia.gov/state/seds/data.cfm?incfile=sep_use/tra/use_tra_co.html
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Figure 6-33 Colorado Consumption of Transportation Fuels, 2013 

Source:http://www.eia.gov/state/seds/data.cfm?incfile=sep_use/tra/use_tra_co.html 
 

Fifty percent (50%) of the crude supply originates from Canada and states north of Colorado. 

Approximately 16% of Colorado’s liquid fuels are extracted, refined, and marketed in Colorado.  Suncor 

supplies around 34% of the gasoline and 54% of the 

diesel that is consumed in Colorado.   

Colorado has two Suncor refineries in Commerce 

City that process approximately 100,000 barrels of 

crude oil per day.  In addition, Colorado Fuels 

Manufacturers (CFM) has a fractionation and 

blending facility in Fruita, Colorado where it refines 

about 2,000 barrels of local (100 mi radius) crude 

daily and produces raw gasoline, propane and 

butane.    

There are numerous statewide and regional 

distributors providing bulk storage, delivery, and 

wholesale operations.  Wholesale fuels are 

transported by truck to approximately 2,800 retail 

vendors (in 2009). The average retailer has storage 

capacity of about 20-30,000 gallons while larger 

retailers may store up to 60,000 gallons.  Colorado’s 

75 airports receive around 1.3 million gallons of jet 

fuel and 65,000 gallons of aviation gas each day.  

Just In Time Delivery 
 

Just in Time or JIT delivery is a production 
strategy used by liquid fuel distributors and other 
manufacturers to minimize inventory carrying 
costs by distributing the product only when it is 
needed.  Proponents of JIT production believe 
that “inventory is waste” and that fuel delivery is 
more efficient when it is transported directly to 
trucks and pipelines rather than large storage 
tanks for usage later. 
 
Benefits: 

 Minimizes storage requirements, 
inventory costs, and carrying costs 

Drawbacks 

 Smaller stores of finished fuels may 
introduce new vulnerabilities into 
regional fuel prices.  

 Supply-side shocks may have a more 
significant impact on down-stream 
distributors and consumers  

http://www.eia.gov/state/seds/data.cfm?incfile=sep_use/tra/use_tra_co.html
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Due to market volatility and “just in time” inventory practices, fuel stockpiles are generally limited and 

are estimated to provide about five days of reserves. 

The majority of Colorado’s liquid fuels are imported via five pipelines of the Rocky Mountain Pipeline 

Network.  These pipelines terminate at various fuel rack locations along the Front Range.  Colorado’s 

position at “the end of the pipeline” makes it more vulnerable to supply disruptions.  However, this 

vulnerability is partially mitigated by local crude extraction and refinery operations.  

Figure 6-34  Pipelines and Refineries in the Rocky Mountain Region and Colorado Front 
Range 

 
Source: Energy Analysts International, Inc  

Colorado oil production amounts to approximately 1% of total US crude oil production.  Although this 

accounts for a very small percentage of oil production in the United States, the state is also home to 

enormous deposits of oil shale rock (marlstone) which can be converted into crude oil through 

destructive distillation.  It is even estimated that Colorado’s oil shale deposits could hold upwards of 1 

trillion barrels of oil if the technology proves to be both economical and environmentally feasible. 

Another source of data for consumption is the Colorado Department of Revenue’s (DOR) listing of fuel 

sales volumes for excise tax reporting.62  While not comprehensive of all fuels and categorized 

differently from the EIA, DOR’s numbers provide more recent data in some areas.  The gross volumes for 

the fiscal year ending in June 2014 (including tax-exempt sales and sales distributed out-of-state) are 

listed in Table 6-10 below.  Jet fuel consumption includes military jet fuel within the state. 
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Table 6-10 Colorado Gross Fuel Volumes Consumed (fiscal year 2014) 

Fuel Gasoline Diesel Aviation Jet Fuel 
Other (alternative fuels and 
av. gasoline) 

Total 

Consumption 
(thousand 

barrels) 
52,487 

14,788 
 

9,797 1,653 78,725 

Consumption 
per day 

(thousand 
barrels) 

143.8 40.5 26.8 4.5 215.6849 

Source: https://www.colorado.gov/pacific/sites/default/files/2014%20Annual%20Report1.pdf 

The Regional Air Quality Council commissioned a 2011 report63 that examined gasoline demand in three 

different regions of the state: Denver-Front Range (covering the northern section of the Eastern Plains 

as well), Southeast CO (including Colorado Springs and Pueblo), and the Western Slope.  While the study 

only covers gasoline, it gives a good idea of the regional breakdown of consumption; the Denver/North 

Front Range makes up a significant majority of demand.  The data are shown in Table 6-11 below and 

are from 2009. 

Table 6-11 Colorado Gasoline Demand – 2009 (in million barrels per day, (mbpd) 

Region Consumption (mbpd) Percentage of total 

Denver/North Front Range 96 70.6% 

Southeast Colorado 24 17.6% 

Western Slope 16 11.8% 
Source: Energy Information Administration 

The supply chain for liquid fuels can be broken down in to three main components: refineries, pipelines, 

and distribution (trucks/trains and marketers).  The Regional Air Quality Council’s 2011 study gives an 

excellent description of the refineries and pipelines contributing to Colorado’s market.   

Colorado is supplied by 6 main refineries: Suncor in Commerce City, CO; WRB in Borger, TX; Valero in 

McKee, TX; Frontier in El Dorado, KS; Sinclair in Rawlins, WY; and Frontier in Cheyenne, WY.  Others may 

contribute in small ways depending on market conditions.  Suncor is the only in-state refinery and is the 

largest supplier to Colorado.  The breakdown of gasoline supply share from the refineries in 2009 is 

shown in Figure 6-35 below. 
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Figure 6-35 Refinery Share of Gasoline Market 

 
Source: Regional Air Quality Council (RAQC) Report 2011 

Each of the refineries depends largely on dedicated product pipelines to ship finished products into 

terminals in the Denver metro area, from where they are trucked throughout the state.  The capacity of 

these pipelines is generally not full year-round and additional products could be brought in during 

emergencies.  However, the ability to bring in extra capacity depends on demand and sales in 

neighboring markets.  While a significant portion of each refinery’s output comes to Colorado, further 

production at will may not be a consideration. 

There are five product pipelines serving the Colorado liquid fuels market.  Magellan LP owns a pipeline 

from Wichita/El Dorado, KS supplying product from the Frontier refinery in El Dorado.  ConocoPhillips 

pipeline supplies product from the WRB refinery (a JV including ConocoPhillips) in Borger, TX as well as 

some product from the Valero refinery in McKee, TX.  The Rocky Mountain Pipeline System (owned by 

Plains All American Pipeline) brings product from the Frontier Cheyenne refinery down from Wyoming.  

NuStar owns a separate pipeline from McKee, TX carrying products from that Valero refinery.  The 

Denver Products/Medicine Bow pipeline, owned by Sinclair serves the Sinclair refinery in Rawlins, WY. 

The 2011 Regional Air Quality Council (RAQC) report published the capacities of these pipelines and 

their estimated volumes in 2009.  These numbers are in Table 6-12 below64.  It should be stressed that 

increasing volume up to capacity is not a simple matter, as it would require taking product away from 

the other markets served by the refineries sourcing each pipeline. 

 

 

 

Suncor, 34.1%

WRB, 12.9%

Valero, 
10.9%

Frontier El 
Dorado, 11.1%

Sinclair, 7.2%

Frontier 
Cheyenne, 

15.8%

Other+Ethanol, 
8.2%
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Table 6-12 Estimated Pipeline Capacity – 2009 (pipelines servicing Colorado) 

Pipeline Terminus Capacity (bpd) 2009 Peak Seasonal Volume (bpd) 

Magellan LP El Dorado, KS 60000 41154 

ConocoPhillips Borger, TX 42000 31008 

NuStar McKee, TX 38000 25433 

RMPS Cheyenne, WY 54000 23484 

Sinclair Rawlins, WY 20000 15960 
 

While these pipelines generally serve the refineries closest to their terminus, as described above, there 

are two exceptions.  The Rocky Mountain Pipeline System from Cheyenne is able to access products 

from refineries further north in Casper, WY and Billings, MT.  It is also possible for product from the Gulf 

Coast to make it to Colorado, by traveling to the Tulsa area and then from Tulsa to El Dorado, KS and 

then on the Magellan pipeline from El Dorado to Colorado.  Neither of these routes is used particularly 

often and both face pipeline restrictions further upstream.   

These pipelines deliver their products to terminals where they can be sold to petroleum marketers.  

There is some storage of fuel at the terminals, though not a large amount as they wish to avoid basic risk 

just as the refiners do.  Most of the terminals are in the Denver metro area, north of downtown, 

although there is one in La Junta (on the ConocoPhillips pipeline) and two in the Colorado Springs area 

(NuStar and Rocky Mountain Pipeline System).  There is also the rail terminal at Colorado Fuel 

Manufacturers in Grand Junction.  The Denver metro terminals are interconnected fairly well. 

Once the refined products reach the various terminals throughout the state they are transported by 

truck to Colorado’s fuel marketers.  Most of the marketers source their product from Colorado 

terminals, although some close to the Kansas, Wyoming, and New Mexico borders may also receive 

products from terminals in those states.  According to the 2011 RAQC report, Jackson County receives 

nearly all of its fuel from sources in Wyoming. The entity responsible for regulating the safety of 

petroleum storage tanks as well as petroleum product quality throughout the state is the Colorado 

Department of Labor and Employment’s Oil and Public Safety Division (CDLE OPS).  According to CDLE 

OPS’s website, there are around 2,350 retail gas stations in the state65.  The Colorado-Wyoming 

Petroleum Marketers Association (CWPMA) represents stations selling over 70% of the fuel in the state.   

Implications 

The effective management of liquid fuel disruptions is essential to the economy and public safety of all 

of Colorado’s communities. The primary vulnerabilities in the liquid fuels sector are as follows: 

 International, national, and/or regional supply disruptions 

 Electrical grid failures 

 Transportation disruptions (road, rail, and pipeline) 

 IT/Communications and financial services. 

Colorado’s sole in-state petroleum refinery, Suncor, produces approximately 98,000 barrels-per-day and 

as of 2014, supplies approximately 35% of Colorado’s gasoline and approximately 55% of Colorado’s 
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diesel fuel.66 Suncor’s significant contribution and obligation to Colorado’s liquid fuel supply necessitates 

that reliable alternatives the event of a disruption. During a phone conversation, a Suncor 

representative disclosed that the refinery holds contracts with outside refineries that would provide 

relief in the event that Suncor’s ability to provide fuels is interrupted. Specifics were not provided 

regarding the response time of these outside refineries and the extent to which a supply disruption 

must reach before triggering these contracts.67 

Key points regarding Colorado’s fuel demand include: 

 The main petroleum derived fuels consumed by Colorado’s end-use sectors are gasoline, 

distillate fuel, and jet fuel 

 Colorado’s fuel demand fluctuates seasonally, with demand at its peaking during summer 

months and the lowest during winter months 

 The Denver-Front Range region of Colorado consumes the majority of Colorado’s fuel  

 In an effort to reduce ozone levels to meet federal standards, Colorado has implemented 

mandatory use of winter oxygenated fuels in nonattainment areas. 

 

Colorado’s bulk terminal and refinery motor gasoline stocks were listed at 399,000 barrels in 2014, while 
its distillate fuel storage reached 731,000 barrels in the same year.6869 Based off of Colorado’s annual 
consumption rates for 2014 at 49,237,630 barrels of motor gasoline and 19,564,869 barrels of distillate70 
and assuming typical consumption rates, maximum reserve volumes, and no other supply sources, the 
state would deplete bulk motor gasoline and distillate fuel storage in just under three and 14 days 
respectively, while retail fueling stations would have a few more days of supplies available. 

6.2.9 Propane for Home Heating  

In Colorado propane is an important fuel for heating homes and businesses that can be impacted during 

a crises or emergency. In addition to heating, propane is also utilized for several other uses including 

supporting industrial processes, the drying of crops in farming, and as an alternative fuel for vehicles.  In 

2012, the U.S. Department of Energy (DOE) reported that propane made up 1.7 percent of national 

energy consumption by energy content.71 In addition, the DOE has stated that nationally propane use 

was broken down into these sectors: 

 65% industrial, which includes agriculture for crop-drying  

 2-3% transportation  

 32% residential and commercial72  

Although propane may make up a small percentage of overall national energy consumption, it is a 

“critical fuel for homes where it provides heating, serving roughly 5.5 million homes, largely in sparsely 

populated rural areas where energy infrastructures is more capital-intensive because of the distance 

between consumers.”73 Approximately, 50 percent of the homes that use propane for heating are 

located in the Midwest and the Northeast (36 percent and 14 percent respectively).74  The Midwest, 

Petroleum Administration for Defense District 2 (PADD 2), has the highest percentage of residential 

propane use in the U.S. with propane being used to heat 7 percent of residential homes.75 Propane is 

used for residential heat in 4 percent of residences in the East Coast (PADD 1).76  Colorado is located in 
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PADD 4 (Montana, Wyoming, Utah, Idaho, Colorado) which” is the smallest propane market region in 

the U.S. In 2015, demand should total about 27 Mb/d, of which 23 Mb/d is used by the residential and 

commercial market”.77  In addition, “the industrial fuel market for propane in PADD [4] is only 2 Mb/d n 

2015 and agricultural demand is just 1 Mb/d.”78  Projections for propane demand in PADD 4 are a 

declined from 27 Mb/d in 2015 to about 23 Mb/d in 2025.79 That entire decline is expected to come 

from lower res/com consumption due to fuel competition and other factors.80 

The map in Figure 6-36 shows the five PADD regions that are used to collect and analyze heating fuels 

data by the DOE’s Energy Information Administration (EIA):  

Figure 6-36: PADD Regions for Collecting and Analyzing Propane Consumption and Use 

 

Source: DOE Energy Information Administration, “Winter Heating Fuels”, 

http://www.eia.gov/special/heatingfuels/#/US:propane:week  

In the U.S., propane stocks over the last five-years have ranged between just under 30 million barrels to 

a recent figure of more than 98 million barrels on September 25, 2015. Figure 6-37 below provides the 

trend of propane stocks with both the 5-year range and the weekly stock figure. Stock figures providing 

the total propane storage for PADD 4 (Colorado’s region) and PADD 5 over the last five years are 

provided in Figure 6-38 which range from under 1 million barrels to well over 4 million barrels in 2015.  

http://www.eia.gov/special/heatingfuels/#/US:propane:week
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Figure 6-37: U.S. Propane Stocks 

 

Figure 6-38: Total Propane Stock for PADD 4 and PADD 5 

 

Although the figures above indicates domestic supply has increased, a recent report by RBN Energy, LLC 

points to the Polar Vortex winter of 2013-14 to highlight the potential for propane supply problems to 

address in the future. Below is excerpt from the report:  

Even though domestic supply has increased dramatically, it is important to recognize that access 

to growing volumes of propane does not eliminate the potential for domestic supply problems 

and price volatility. During the Polar Vortex winter of 2013-14, a compounding series of events 

led to serious demand-related issues in the propane market. In 2013, increasing propane 
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production and new propane export dock capacity combined to drive huge growth in propane 

exports, and that growth in exports drew down inventories during the summer. Then, in late fall, 

the propane market experienced an unusual increase in agricultural crop-drying demand, pulling 

Midwest inventories down further just before the winter heating season started. And finally, with 

propane supplies already depleted due to increased crop-drying demand, the northern sections 

of the U.S. experienced several consecutive months of unusually cold—or Polar Vortex--weather. 

Propane inventories in the Northeast and Midwest fell to critically low levels, customer deliveries 

were disrupted and prices spiked. On January 24, 2014, the OPIS propane price index at Conway, 

KS jumped to more than $4.30/gal, roughly 10 times higher than where it stands in early October 

2015 as this report goes to press.81 

Colorado Propane Demand 

In 2011, among Colorado’s 64 counties, 14 counties had 15% or more of their homes using propane 

heating.82   The U.S. map below (Figure 6-39) indicates that these 14 Colorado counties are spread out 

across the state in rural areas ranging from the Eastern Plains, high mountain counties, and in the 

Southwest region of the state.  

Figure 6-39: Propane’s market share of home heating market by county in 2011  

Source: ICF International, Inc., 2013 Propane Market Outlook: Assessment of key Market Trends, Threats, and Opportunities 

Facing the Propane Industry Through 2020. Prepared for the Propane Education & Research Council 
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Table 6-13 provides the list of Colorado counties that have 15% or more of residences using propane 

heating. 

Table 6-13: Colorado Counties with 15% of homes using propane heating in 2011 

Colorado County County Population Estimate (2014)83 

Archuleta 12,244 

Baca 3,645 

Cheyenne 1,871 

Costilla 3,568 

Elbert 24,195 

Hinsdale 786 

Huerfano 6,462 

Kit Carson 8,072 

Lincoln 5,510 

Mineral 698 

Montezuma 25,772 

Ouray 4,629 

Park 16,345 

Washington 4,780 

 

In Colorado a typical home will use approximately 700-1,000 gallons of propane a year for space 

heating, water heating and for cooking.84  The number of homes using and requesting propane service 

has been increasing in Colorado, however the overall amount of propane consumed by volume on an 

annual basis has been on the decline since 2000.85  It is estimated that propane sales has declined about 

2% a year since 2000.86 This decline in overall sales is due to more efficient heating equipment and 

appliances being installed in existing and new homes that require less propane to provide the same level 

of heat.87 It should be noted for energy assurance emergency planning purposes that although propane 

sales by volume for homes has declined, the number of homes requiring propane for heating is not 

declining.     

Propane Production and Delivery Infrastructure 

Bulk propane is transported using rail, pipelines, or trucks. The supply is first delivered to centralized 

storage locations and then moved to local distributors and residences.88 Figure 6-40 provides a map of 

the national propane distribution network.  The following three pipelines cross Colorado to deliver 

propane within the national propane network: 

 Front Range Pipeline in Colorado – connected to the East Rockies secondary hub 

 West Rockies secondary hub located in Southwest Wyoming 

 OneOK Overland pipeline – flows out of the West Rockies secondary hub in Wyoming and 

crosses Northeast Colorado 



146 
6 Risk and Vulnerability Assessment 
 

 Enterprise MAPL Rockies pipeline – flows out of the West Rockies secondary hub and crosses 

areas of Western Colorado.  

Figure 6-40 National Propane Distribution Network 

 

In Colorado the primary production of propane is from nine natural gas plants operated by EnCana and 

from the Suncor refinery in Commerce City, CO.89  These production sites contribute to the total 

production in PADD 4 summarized below: 

From 2009 to 2015, propane production in PADD 4 increased by nearly 50 percent, settling at about 120 

Mb/d in 2015. RBN estimates that production will flatten out until 2025--when propane production is 

expected to increase to around 135 Mb/d. 90 

At these Colorado production locations natural gas and crude oil are delivered through a network of 

gathering systems and pipelines to the natural gas plant and crude oil refinery facilities to extract and 

produce bulk propane. A large share of the Colorado propane supply prior to 2011 came from the 

Boarder Pipeline that delivered batch propane to delivery stations to La Junta and Denver from Texas. 91 

The Boarder Pipeline was originally run by Phillips Oil which ended delivery of batch propane in 2011 

following a regulatory conflict involving the use of the pipeline in bi-directional delivery of other fuels 

including jet fuel and diesel.92  The existing production facilities have made up for the loss of propane 

from the Boarder Pipeline, through “debottlenecking” upgrades that have increased the production at 

the gas plants and refinery and through new storage tanks. 93       
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Propane produced at Colorado’s 10 primary production facilities is picked up by truck and rail and 

delivered to distribution locations in Colorado where it is stored in secondary storage facilities that are 

owned and run by distributors.94 The distributors then deliver propane to local customers by road 

vehicles. Colorado does not have any primary bulk storage facilities for propane. The largest primary 

storage location in the U.S. is in Mt. Belvieu, Texas with a capacity of more than 70 million barrels.95   

In Colorado there are approximately 150 companies that distribute and sell propane to residential 

customers.96  Appendix B provides contacts for Colorado propane producers, distributors and trade 

associations for the State of Colorado to coordinate with during the energy assurance planning phases.  

Primary Vulnerabilities of the Propane Sector  

The Colorado propane industry has the following three primary vulnerabilities that can impact the 

state’s home heating market during a crisis or emergency.   

 Propane production is redirected to gas plant and refinery facility operation uses 

 Large commercial and industrial facilities enter the market to resupply back-up heating facilities 

 Road transportation is limited or restricted near production and storage facilities97  

In Colorado the primary production facilities are not required to supply propane to the market for home 

heating uses.  Future crisis may involve a situation where propane production is redirected for use in 

internal plant operations and does not go to market.  In this situation the propane is identified by 

production facilities to be more advantageous for internal use over selling the propane to distributors.  

This situation would result in a tight market and a spike in propane prices for consumers. 

A second major vulnerability involves large industrial and commercial users that have entered into 

interruptible rates with their utilities who provide natural gas for heating. In many cases these large 

utility customers have developed on-site, back-up heating facilities that are supplied by propane.  In a 

situation of extremely cold weather impacting the state, utilities may interrupt these large business 

customers for up to several days.  These customers with a high heating consumption profile may then 

enter the propane market increasing demand sharply and reducing the supply for home heating 

customer throughout the state. To help address this vulnerability in the future it will be important to 

assess the degree to which these customers have an on-hand supply of propane that can be used and to 

increase the number of large business customers that are prepared with a supply on-site.  

The third major vulnerability for propane heating in Colorado is a situation where roads are not passable 

for trucks to access production facilities and replenish distribution supplies at a sufficient level to 

adequately serve Colorado residential customers.  In this situation industry and state coordination is 

initially required to obtain supplies from a production facility in Lisbon, Utah. Additional supplies can be 

identified by redirecting rail car traffic to Colorado.  Currently, the final level for seeking additional 

supplies is to identity available propane production from Arizona and New Mexico.  In these emergency 

situations it is often the case that trucks will seek to pick up propane from out of state locations that are 

slightly over a 10-hour drive.  In order to deliver the bulk propane to key locations in Colorado, such as 
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the Denver area, a truck driver may be required an additional hour over the 10-hour federal and state 

restrictions.  During emergencies involving a shortage of propane and access to state production 

facilities, it will be important to recognize that a waiver on driver time will be necessary to ensure the 

propane supplies can be provided to key delivery points to most effectively address the crisis.    

The State of Colorado has recently joined a national program that will support energy assurance 

planning efforts to better address the vulnerabilities described in this section and to better track 

propane shortages and price spikes in the future. In October 2014 Colorado was one of 14 states added 

to the DOE’s State Heating Oil and Propane Program (SHOPP).98  SHOPP is a collaborative program 

between a total of 24 states and DOE EIA that provides weekly wholesale and retail prices for heating oil 

and propane level.  Colorado’s inclusion in SHOPP came as a result of states that were affected by the 

propane shortage that occurred during the winter of 2013-2014.       

6.2.10 Railroad Regulations and Pipeline Infrastructure Effect on Energy Supplies 

Table 6-14 provides a summary of Federal legislation and regulatory actions that may impact energy 

supply chains for future events.  

Table 6-14: Railroad and Pipeline Regulations Affecting Energy Supply 

Date Authority Rule Name Key Point of Rule 

Overarching Transportation Regulations 
2002 DHS - TSA Homeland 

Security Act of 2002 
 Created the Department of Homeland Security (DHS) 

 Among other provisions, the act transferred to DHS the 
Transportation Security Administration from the DOT 

2003 Federal 
Departments and 
Agencies 

Homeland Security 
Presidential Directive 7, 
Critical Infrastructure 
Identification, Prioritization, 
and Protection (HSPD-7) 

 Establishes a national policy for Federal departments and 
agencies to identify and prioritize critical infrastructure 
and to protect them from terrorist attacks 

2006 DHS Executive Order 13416, 
“Strengthening Surface 
Transportation Security” 

 Gives the Secretary of Homeland Security the authority to 
strengthen the security of the Nation's surface 
transportation systems 

 Develop, implement, and lead a process to coordinate 
research, develop, test, and evaluate technologies 
(including alternative uses for commercial off-the-shelf 
technologies and products) relating to the protection of 
surface transportation 

2007 TSA & DOT Implementing 
Recommendations of the 
9/11 Commission Act of 2007, 
P.L. 110-53 (9/11 Act) 

 Addresses provisions regarding transportation security 
strategic planning 

 Directs the Secretary of Transportation to develop, 
implement, and update as needed transportation modal 
security plans addressing security risks, including threats, 
vulnerabilities, and consequences, for railroad, pipeline, 
and other transportation infrastructure assets 

 Mandates pipeline security inspections and potential 
enforcement and require federal plans for critical pipeline 
security and incident recovery 

2010 CO PUC 4 CCR 723-4  Rules to describe service to be provided by gas utilities 
including interruptions, meter testing and accuracy, 
safety, customer information, rates 
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Pipeline Regulations 
2002 Congress Pipeline Safety Improvement Act  Increased penalties for safety violations 

 Authorized state participation in interstate pipeline 
oversight 

 Expedite environmental reviews and pipeline repairs 

 Gov. mapping of system and operator contact information 
available to public 

2006 DOT – PHMSA PIPES Act of 2006  Expanded federal pipeline safety programs 

 Regulate low-stress pipelines, increase inspectors 

2006 DOT Pipeline Safety Improvement Act 
of 2006 
 

 To improve pipeline safety and security practices, and to 
reauthorize the federal Office of Pipeline Safety 

2011 DOT – PHMSA Pipeline Safety, Regulatory 
Certainty and Job Creation Act of 
2011 

 PHMSA to complete studies before enacting new 
standards 

 Removes exemption of NG pipelines built before 1970 for 
hydrostatic testing to determine maximum allowable 
operating pressure 

 Can make safety recommendations (i.e. automatic shutoff 
valves) 

Curre
nt as 
of 
2015 

DOT – PHMSA 49 CFR  Discusses hazardous materials and oil transportation and 
pipeline safety 

Curre
nt as 
of 
2015 

FERC CFR 157  Companies building interstate gas pipelines must first 
obtain from FERC certificates of public convenience and 
necessity. (FERC does not oversee oil pipeline 
construction.) 

 FERC must also approve the abandonment of gas facility 
use and services. These approvals may include safety and 
security provisions with respect to pipeline routing, safety 
standards and other factors 

Railroad Regulations 
2008 DOT Rail Safety Improvement Act of 

2008 
 Deadline of 2015 to implement PTC technology, limits 

number of hours of freight rail crew, requires DPT to 
determine work hour limits 

2011 FRA Railroad Workplace Safety; 
Adjacent-track on-track Safety 

 Requires that roadway workers comply with specified on-
track safety procedures that railroads must adopt to 
protect those workers from the movement of trains or 
other on-track equipment on “adjacent controlled track.” 

 FRA defines “adjacent controlled track” to mean “a 
controlled track whose track center is spaced 19 feet or 
less from the track center of the occupied track.” 

2012 FRA Locomotive Safety Standards  Revision: development of safety analysis for new 
locomotive electric systems 

2012 FRA Conductor Certification  Regulation for Conductor certification 

2013 FRA Vehicle/Track Interaction Safety 
Standards; High-Speed and High 
Cant Deficiency Operations 

 Revises standards for track geometry and safety limits for 
vehicle response to track conditions, enhances 
vehicle/track qualification procedures, and adds flexibility 
for permitting high cant deficiency train operations 
through curves at conventional speeds 

2013 FRA State Rail Plan Guidance  Describes the processes for the development, submission, 
and acceptance of State rail plans. 

2014 FRA Critical Incident Stress Plans  Transportation Secretary may require rails to develop 
critical incident stress plans to provide support for their 
employees 



150 
6 Risk and Vulnerability Assessment 
 

2014 FRA Track Safety Standards; Improving 
Rail Integrity 

 Promotes safety by enhancing rail flaw detection process 

2015 FRA National Highway-Rail Crossing 
Inventory Reporting Requirements 

 Railroads that operate one or more trains through highway 
rail or pathway crossings required to submit information to 
DOT National Highway-Rail Crossing Inventory 

2015 DOT- PHMSA 
and FRA 

Enhanced Tank Car Standards and 
Operational Controls for High-
Hazard Flammable Trains 

 Affects 20 or more continuous cars or 35 or more 
dispersed cars with flammable liquid 

 Better brakes, retrofitted cars for safety 

 No faster than 50 mph 

 Flammable liquids include crude oil and ethanol 

 

6.3 Smart Grid and Distributed Generation 

6.3.1 Smart Grid Considerations in the Colorado Energy Assurance Emergency Plan 

(CEAEP) 

The term “smart grid” refers to a modernization of the electricity infrastructure to maintain a reliable 

and secure system that can meet future growth. The common goal of a smart grid is the two-way flow of 

electricity and information that creates an automated, widely-distributed electricity network. It can 

monitor, protect, and automatically optimize the operation of its interconnected elements; from both 

central and distributed generators, through the high-voltage transmission network and the distribution 

system, and ultimately to residential, commercial and industrial customers, as well as to energy storage 

installations.   

Development of the smart grid has evolved over several years, and will continue to develop.  As lessons 

from current projects are incorporated as improvements in future projects.  The ongoing evolution of 

the smart grid is projected to enable utilities to collect and analyze data to deliver real-time information. 

This information will be used to instantly match electricity demand with supply from all available 

sources, incorporating both traditional generation and wind, solar and electricity storage. The ultimate 

objective of a smart grid is to provide utilities the means to more efficiently balance supply and demand 

through real-time, two-communication at the device level. 

Another key potential smart grid benefit is a more efficient integration of renewable energy resources.   

A properly-designed smart grid could integrate a variable energy supply and maintain system reliability 

by monitoring and predicting variable supply resources.   It will be able to automatically bring in other 

power supply resources to meet demand, or reduce load to match the supply. The smart grid will use 

sensors such as synchrophasors and dynamic line rating systems to enhance the visibility and monitoring 

of the transmission grid, and to maintain and potentially improve its reliability in the presence of large 

variable sources of electricity.  Instead of control devices operating independently based on local 

measurements, networked smart grid applications will analyze data from multiple devices, allowing 

broader and more coordinated operations that adapt to actual situations and stabilize the grid. 

Figure 6-41 provides a conceptual model of the smart grid. It consists of seven domains, each of which 

contains many technology applications. This model was designed by electricity stakeholders in their 

effort to provide input on smart grid interoperability to the National Institute of Standards and 

https://www.transportation.gov/mission/safety/rail-rule-summary
https://www.transportation.gov/mission/safety/rail-rule-summary
https://www.transportation.gov/mission/safety/rail-rule-summary
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Technology 1.0 for the development of the smart grid interoperability standards roadmap. The diagram 

is a simplified model of the multiple and complex systems of smart grid. 

Figure 6-41 Smart Grid Framework 

 
Source: NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0 (NIST SP 1108 

The vision of a fully developed smart grid within an energy assurance context is that a fully developed 

smart grid will provide a reliable power supply with fewer and briefer outages, higher quality power, and 

self-healing power systems through the use of digital information, automated control, and autonomous 

systems. The smart grid is resilient, but when an outage does occur, it recovers faster in emergencies 

and limits the extent of outages. The degree to which a smart grid project in Colorado achieves this 

vision will depend upon the actual smart grid applications deployed.   The State Energy Assurance 

Guidelines could serve as a model which states may use to develop their Energy Assurance plans. These 

Guidelines were developed by the National Association of State Energy Officials (NASEO) in collaboration 

with the National Association of Regulatory Utility Commissioners (NARUC) and funded by DOE/OE. 

State energy assurance plans can include smart grid considerations, in order to enhance energy 

emergency response in the short term, and reduce vulnerability and risk in the longer term.  The “smart 

meters” that comprise the Advanced Metering Infrastructure (AMI) portion of a smart grid, have the 

potential to provide States with power outage information that is timelier and more accurate than 

otherwise possible. Smart grid characteristics such as outage detection and self-healing capabilities can, 

if properly deployed, improve electricity grid system response to energy emergencies. Smart grid 
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integration of demand response and local energy resources such as renewable energy can also reduce 

electricity system vulnerabilities 

6.3.1.1 Self-Healing Power Grid 

In many states the utilities’ electric distribution feeders provide service in only one direction, from the 

substation (source) to the customer (load). Most feeders also contain switches that allow certain 

customers or segments of feeders to be transferred to a different feeder during outage conditions. This 

switching process is manual and causes customers to be “dropped” momentarily and then “picked up” 

by the second feeder. Traditionally, such operations are often limited since there is usually insufficient 

time to analyze whether the second feeder has the capacity to serve additional electric demand. Since 

the number of protective devices on any given feeder has been historically limited by economic 

considerations, the strategy often results in the curtailment of service to customers that are served by 

unaffected equipment 

The concept of “self-healing” means that the grid detects problems in real time, isolates the problem, 

and keeps the grid operating during emergencies.  A deployed smart grid can augment the manual 

feeder switching process via a Distribution Automation (DA) capability.  Distribution Automation 

provides an automated response to feeder line faults by using an analytical assessment, direct 

automatic feeder sectionalizing and restoration. After the system detects a line fault, it determines its 

location, and opens the nearest available switches during a tripped state of the fault-clearing re-closer 

or breaker. This automatically isolates the faulted segment from the rest of the feeder. Afterward, the 

system automatically closes switches to restore power to un-faulted distribution feeder segments. This 

sequence of events is considered to be “self-healing” since it occurs automatically. The validation 

process, which confirms the faulted distribution feeder segment is a critical step and must precede any 

automatic restoration. In an emergency outage situation, the self-healing feature may provide the 

capability to isolate the problem areas while keeping the rest of the grid operating and avoiding 

cascading failures. The problem areas can be repaired and restored with minimal impact on the wider 

area. 
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6.3.2 Distributed Generation Considerations   

In Colorado, the majority of electricity is generated through large 

centralized facilities.  The electricity produced often has to be 

transmitted over long distances on the way to the end customers.  

Lengthy transmission paths often result in power losses. One 

alternative to the remote generation-distant transmission model 

is distributed generation (DG).  Also called onsite power 

generation, DG involves producing electricity in close proximity to 

where it is used, often at the very same building. This enables 

utilities to defer or eliminate costly investments in transmission 

and distribution system upgrades and provides customers with 

better quality, more reliable energy supplies and a cleaner 

environment. 

DG resources are typically small scale, such as solar panels on the 

roofs of buildings or small wind turbines.  This approach reduces the amount of power lost in the 

transmission process.  During an energy outage situation, local governments can use DG to minimize 

power losses to mission critical infrastructure, such as computer and communication facilities and police 

and fire stations. There are also distributed cogeneration sources that use natural gas-fired micro-

turbines to turn generators, with the waste heat used for space or water heating, as in combined heat 

and power systems. 

There are about 12 million DG units installed across the country, with a total capacity of about 200 GW. 

Most of these are back-up power units and are used primarily by customers to provide emergency 

power during times when grid-connected power is unavailable. Under Colorado state law, to be 

considered distributed generation, a project must fulfill either of the following two conditions: 

5) To produce no more than 120% of the total on-site load, 

6) Have a total capacity under 30 MW in the case of biomass, wind, solar photovoltaic, and 

geothermal, or 10 MW in the case of hydropower projects. 

Microturbines 
Microturbines are small combustion 
turbines, approximately the size of a 
refrigerator, which can generate outputs 
of 25 kW to 500 kW of electricity, and 
can be located on sites with space 
limitations for power production.  
Microturbines run at high speeds and, 
like larger gas turbines, can be used in 
power-only generation or in CHP 
systems. Microturbines offer a number 
of potential advantages compared to 
other technologies for small-scale power 
generation, including compact size,  high 
efficiency and easy application in both 
peak demand and back-up power 
situations.  
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There is significant regional variation in the use of DG systems throughout the U.S. This is largely due to 

the fact that the potential benefits of DG are greater in some areas than others. In some Northeast 

states, for example, relatively high electricity rates, reliability concerns and DG-friendly regulatory 

programs have encouraged 

comparatively high rates of 

DG development.  But in 

many areas, even where DG 

could offer benefits, projects 

are often blocked by market 

and other barriers.  There is 

also regional variation in the 

nature and impact of barriers 

to DG development. Overall, 

the most commonly cited 

barrier to DG development is 

the process of 

interconnecting with utilities’ 

power distribution and 

transmission systems.   There 

are several economic and 

institutional reasons why electric utilities have not installed much DG. The economics of DG are such 

that financial attractiveness is largely determined on a case-by-case basis, and is very site-specific. As a 

result, many of the potential benefits are most easily captured by customers so that the incentives for 

customer-owned DG are often far greater than those for utility-owned DG. 

Nevertheless, DG offers potential benefits to electric system planning and operations. On a local basis 

there are opportunities for electric utilities to use DG to reduce peak loads, to provide ancillary services 

such as reactive power and voltage support, and to improve power quality. Using DG to meet these local 

system needs can add up to improvements in overall electric system reliability.  DG can also be used to 

decrease the vulnerability of the electric system to threats from terrorist attacks, and other forms of 

potentially catastrophic disruptions, and to increase the resiliency of other critical infrastructure sectors 

as defined in the National Infrastructure Protection Plan (NIPP) issued by the Department of Homeland 

Security, such as telecommunications, chemicals, agriculture and food, and government facilities. There 

are customers in these sectors who own and operate facilities are using DG to maintain operations 

when the grid is down during weather-related outages and regional blackouts. 

6.3.2.1 Smart Grid in Colorado 

The 2010 Colorado Senate Bill 180 established a Smart Grid Task Force that produced an analysis of the 

costs and feasibility of transitioning the traditional grid to a secure, resilient, advanced Smart Grid.  Many 

utilities, including those within Colorado, appear to be engaging in smart grid deployment and testing 

projects. However, most smart grid projects in the state of Colorado are focused on replacing traditional 

energy meters with smart meters rather than implementing large-scale smart grid projects. Through 

several successful Smart Grid projects in Colorado customers and utilities have realized economic, 

Cogeneration 
 
Cogeneration, also called combined heat and power (CHP), is a DG technology 
that is gaining in popularity with local governments as an energy assurance 
strategy.   CHP involves the use of an engine or power station to simultaneously 
produce electricity and useful heat.   Small scale CHP applications include hotels, 
industrial plants, local governments and universities that redirect waste heat 
away from onsite power generation sources (or from other heat sources) to a 
different area. 

 
Large scale CHP applications often involve utilities, and can be elaborate enough 
to require interconnection agreements.  The state of Texas law required CHP 
feasibility studies as of September 2009 for all critical governmental facilities 
and buildings.   
 
To meet the requirements of the Texas law, CHP systems must be able to 
provide all of the electricity needed for the facility’s critical emergency 
operations for at least 14 days and at an overall efficiency exceeding 60 percent.   
For emergencies where the electricity grid is down for days or weeks, CHP 
systems are much more reliable than conventional diesel back-up generators. 



155 
6 Risk and Vulnerability Assessment 
 

environmental, and societal benefits. Examples of these benefits include a reduction in labor expenses for 

utilities, an environmental benefit from a reduction in the number of vehicles on the road due to manual 

meter reading, more accurate bills, and electric outage notification that can lead to faster service 

restoration. Over the course of these projects, Colorado utilities are also recognizing positive and negative 

lessons learned that will inform future Smart Grid implementation in Colorado and other states.    

Table 6-15 Colorado Smart Grid Utility Projects 2015 

Company Project 
Black Hills Energy Installed 44,920 smart meters, advanced metering infrastructure (AMI) systems, a 

meter data management system (MDMS), and an outage management system 
(OMS)to facilitate meter reading, provide pilot for a dynamic pricing program99 

City of Fort Collins Utilities Installed 85,328smart meters and deployed AMI systems100 

Colorado Springs Utilities Implemented an automated meter reading (AMR) system with an advanced 
metering infrastructure (AMI) network to cover its 1,300 km2 service area. Serves 
over 500,000 electric, natural gas, and water meters 

City of Fountain Utility Installed over 14,000 smart meters, an extended fiber optic network, and 
deployed an outage management system (partnership with Loveland, Longmont, 
and Fort Collins)101 

Delta Montrose REA Installed 31, 000 smart meters102 

Council for Adult and 
Experiential Learning 

Train more than 1,800 electric power industry workers on alternative energy 
sources and the Smart Grid, operational considerations for the Smart Grid and/or 
on the impact (financial, security, etc.) of the Smart Grid103104 

Xcel Energy Installed over 23,000 smart meters and smart grid infrastructure in Boulder105  

6.3.3 Smart Grid and Distributed Generation Vulnerabilities 

The ability of a distributed generation actor to provide sustained levels of required power quality during 

an emergency depends upon a number of factors; some of which are controllable, some others are not:  

 Each additional link can add a potential vulnerability to cyber-attack. 

 Renewable generation assets such as solar and wind are intermittent, depending upon climate 

conditions (e.g., the presence of enough wind pressure to consistently turn the turbine), time of 

day, and weather. 

 A robust, secure grid connection and power lines/underground cables capable of handling the 

full capacity of the distributed asset on a sustained basis throughout an emergency. For 

example, power lines connecting a remote generation asset to the grid may not be capable of 

safely carrying 30%-50% more power consistently throughout the duration of an energy 

emergency. 

 Dependability of the distributed generation asset. If a distributed generation asset is to be 

included in an energy emergency plan, the assumption is made that the asset will be able to 

perform when needed. Consumer performance standards and maintenance metrics will need to 

be developed in order to ensure that the asset is indeed able to perform as required in an 

emergency (which makes a vulnerability assessment critical). A compliance/audit process may 

need to be developed so that these resources can be relied upon. 
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If storage devices are deployed with any distributed asset, they would need to be included in 

any vulnerability assessment, as their performance would be critical in ensuring a consistent 

power source during time of 

day/weather/climate situations in which a 

renewable generation asset is not able to 

perform. 

The examples listed above are only a small 

representation of the potential challenges that 

would need to be assessed for inclusion in a 

statewide energy emergency response plan. Any 

assessment would need to include the current 

level of distributed generation assets, and more 

importantly, future forecasts.  

Many utilities are already deploying pilot 

applications in targeted areas and are formulating 

plans to proceed with large-scale deployments 

soon after their pilots are complete. An 

accelerating pace of deployment imposes the 

need for the rapid development of guidance for 

vulnerability, preparedness, response, and 

mitigation.  

Security profiles have proven to be a good first step in addressing vulnerabilities.  A security profile is a 

document that contains a baseline set of security controls for a given smart grid application. By 

segmenting physical and cyber security guidance based on smart grid applications (and associated 

components), guidance can be developed incrementally. This allows, for example, an AMI security 

profile to be developed without simultaneously grappling with other smart grid applications, such as 

automated data exchange. Guidance from different security profiles can be combined when utilities 

field multiple smart grid applications, or can be considered independently should a utility incrementally 

deploy their applications. 

A security profile also includes a domain analysis that describes the logical architecture of the 

application (where security controls are associated with the components of the logical architecture). The 

logical architecture is kept relatively abstract to ensure applicability across a wide range of products. 

Organization of security controls against logical components provides a utility with a picture of security 

requirements across a range of discrete products. Controls for individual components can also be quickly 

accessed. 

Fuel Cells 
 
Fuel cells are similar to batteries. They can be used 
in a variety of applications ranging from powering 
cars, trucks, and buses to powering portable 
devices such as cell phones and laptop computers. 
Today, fuel cells are used most widely as a 
stationary source of back-up power, and are often 
fueled with natural gas. Over the past decade, the 
Federal government has spent billions of dollars on 
hydrogen fuel cell research as part of its Hydrogen 
Fuel Initiative.   
 
Hydrogen fuel cells can be used to power small 
hand-held devices, as well as larger devices such as 
portable generators used for back-up power. 
Hydrogen fuel cells are valued because after 
converting the chemical energy in hydrogen to 
electricity, the only waste is (pure) water and heat. 
Hydrogen fuel cells are also prized for their high 
efficiency, typically 60 percent, versus traditional 
power sources such as coal, which deliver power at 
roughly 35 percent efficiency. 
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The Advanced Security Acceleration Project, prepared by the Smart Grid Security Working Group under 

the National Institute of Standards and Technology, developed seven high-level security objectives for 

smart grid projects: 

1) Ensure the availability, integrity, and (where appropriate) the confidentiality/privacy of all 

mission-critical elements of a smart grid application and its associated data in the face of 

malicious attacks or unintended adverse cyber and physical events (i.e., security events). 

2) Protect the electrical system, utility personnel, the general public, and all other stakeholders 

(including service providers and their own services and assets) from harm caused by any security 

event associated with any smart grid application.  

3) Ensure that sufficient information about a security event is available when and where it is 

needed to support the decision making necessary to protect (or minimize the disruption to) the 

mission of the affected smart grid application. 

4) Support survivability and resiliency by continuing to fulfill critical functions (perhaps in a 

degraded mode that still provides essential services) during and after an attack, accident, or 

other adverse event. 

5) Never allow any smart grid application or its associated technology to be used as a stepping 

stone or conduit for attacks on other smart grid applications, end users, external service 

providers, or any other interconnected entity. The weakest link of the smart grid could provide 

an attack vector and, consequently, the controls associated with the least important element 

link should be as carefully considered as those of the most important elements. 

6) Ensure that smart grid applications will not amplify the adverse effects of any attack, accident, 

natural disaster, or human error. 

7) Ensure that the security and survivability services and controls used to protect the smart grid do 

not provide an attack vector or incorrectly respond to malicious or benign stimuli in a manner 

that would create or worsen a security event. 

Any security and survivability control found in a security profile should help achieve one or more of 

these objectives. While any individual device, component, or subsystem may not contribute to all of 

these security objectives, the system as a whole must fulfill all of them with appropriate assurance. 

6.4 Colorado Energy Sector Asset Database 
GIS Analysis and Hazard Mapping: Critical GIS support for the EA planning process has been provided by 

Patrick Engineering, Inc. in the form of GIS energy sector assets database and natural hazard overlay 

maps, which are maps of specific natural hazard zones laid over the geographic location of major energy 

infrastructure assets in Colorado.  The energy assets include pipeline, generating facilities, major 

substations, transmission networks, and major distribution networks.  This GIS mapping element is 

considered as the Companion GIS Hazard Mapping Booklet to the CEAEP.  The maps show the hazard 

zones county-by-county intended as a quick reference for energy asset risk and vulnerability assessment 

purposes.   

The selected hazards include Avalanche, Flood, Wildfire, Tornado and wind, Winter Storm (ice and 

wind), Drought, Extreme Temperatures, and Lightning.  It also compiles 2012 dollar estimates of total 
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energy sector assets by county.  In addition to the natural hazard overlay maps, a comprehensive energy 

sector asset database has been created.  Both GIS mapping tools are for official purposes only.  Table 

6-16 through Table 6-19 below were selected as a sample of the risk and vulnerability assessment 

conducted during the EA planning process.  The top twenty energy inventory asset holding counties in 

Colorado are listed by miles of transmission, miles of pipeline, number of substations, and number of 

power plants.  Note the prominence of El Paso and Weld counties in each Energy Asset Inventory 

Rankings. 

Table 6-16 Ranking by Miles of Transmission 

County Miles of Transmission County Miles of Transmission 

Weld 858 Adams 373 

Pueblo 737 Mesa 366 

El Paso 696 Prowers 353 

Yuma 494 Las Animas 349 

Routt 436 Arapahoe 329 

Morgan 425 Elbert 318 

Rio Blanco 422 Garfield 316 

Moffat 396 Montezuma 301 

Larimer 380 Huerfano 290 

Montrose 373 Kit Carson 279 

 

 

Table 6-17 Ranking by Miles of Pipeline 

  County Miles of Pipeline   County Miles of Pipeline 

Weld 1731 Yuma 327 

Rio Blanco 1233 Arapahoe 319 

Garfield 705 Morgan 312 

Adams 612 Washington 253 

Mesa 468 Montezuma 250 

Moffat 458 La Plata 247 

Las Animas 428 El Paso 213 

Logan 341 Lincoln 179 

Kit Carson 338 Larimer 177 
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Baca 329 Cheyenne 158 

 

Table 6-18 Ranking by Number of Substations 

County Substations County Substations 

El Paso 68 Mesa 26 

Weld 62 La Plata 25 

Pueblo 55 Garfield 22 

Jefferson 44 Rio Blanco 21 

Larimer 44 Douglas 20 

Adams 38 Montezuma 20 

Boulder 33 Eagle 19 

Yuma 32 Logan 18 

Denver 29 Montrose 18 

Morgan 29 Prowers 18 

Arapahoe 26 Routt 18 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 6-19 Ranking by Number of Power Plants 

County Power Plants County Power Plants 

Weld 14 Lincoln 5 

El Paso 13 Morgan 5 

Larimer 12 Prowers 5 

Boulder 11 Rio Blanco 5 

Adams 9 Yuma 5 

Denver 7 Arapahoe 3 

Mesa 7 Garfield 3 
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Jefferson 6 Kit Carson 3 

Logan 6 La Plata 3 

Montrose 6 Remaining Counties 0-2 

Pueblo 6   

 

6.5 Costs and Strategic Approaches to Minimizing Disruption 

6.5.1 Understanding the Costs of Energy Disruption 

In modern economies, all major utilities may be said to have critical infrastructural functions.  However, 

the energy sector is particularly critical due to the high degree of energy-dependency among virtually all 

other sectors, and among the general public.  For example, while emergency management and disaster 

recovery agencies have increasingly incorporated practices like back-up generation, fuels stockpiling, 

energy efficiency, and micro-generation to decrease energy grid dependency, maintaining commercial, 

government, and even basic intra-organizational disaster response capabilities during a long-term and 

large-scale energy disruption become increasingly difficult over time.   

Depending on levels of in-built redundancy among telecommunication firms, a large-scale but 

momentary interruption to the telecommunications sector may cause a range of impacts:  momentary 

interruptions impacting highly redundant telecommunications networks will often produce little publicly 

discernible effect, but the telecommunications sector is not capable of implementing rapid grid-

independence in the case of prolonged energy disruption.  In the case of a longer-term energy 

emergency, this high degree of energy grid dependency among other critical sectors like 

telecommunications could potentially produce cascade failures in which energy-dependent sectors 

exceed in-house back-up generation capacities and begin to suffer secondary disruption.  These second 

and third order impacts of long-term energy supply or delivery disruptions can further compound the 

public and commercial impacts, and increase initial losses and recovery costs exponentially.  Even in 

typical cases of momentary outage, telecommunications, industry, finance, information technology, and 

transport sectors have been disrupted. 

The costs associated with energy-sector disruptions are known to be significant.  According to a 2005 

study, losses due to power interruption across all business sectors are estimated at between $104-164 

billion annually, and costs associated with power quality problems are estimated at $15-24 billion 

annually.  Industrial, tech, and digital business firms lose an estimated $5.7 billion annually due to power 

interruption, and among high-tech business firms, the costs of downtime due to power interruption can 

exceed $1 million per minute.  In 2009, the US Department of Energy estimated that power outages cost 

an average of $150 billion annually, or about $500 for every US citizen per year.  Based on an interim 

Department of Energy report on the 2003 Northeast Blackout, statewide disruption in Colorado could 

incur costs estimated between $18-49 million per hour. 

Of particular interest to public-sector emergency management professionals, the residential segment 

constitutes 85% of retail electricity consumers in the United States, and the residential sector is most at-
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risk for disruption due to reliance on more extensive power distribution infrastructure than larger 

commercial and industrial end-users.   The average duration of power interruption in the United States 

is seven minutes, and the vast majority of interruptions are less than 24 hours in duration, but 

interruptions exceeding 24 hours are associated with vastly increased costs. Though residential 

consumers are primarily impacted by an electric energy disruption, it is the commercial and industrial 

sectors that account for the vast majority of financial losses.  

The general costs of short-term (X<5 minutes) interruptions substantially exceed the costs of sustained 

(X>5 minutes) interruptions.  This is a result of two dynamics:  Though residential consumers are most 

often impacted by energy disruptions, the greatest costs to residential consumers are associated with 

relatively infrequent sustained interruptions, whereas the greatest costs to commercial, financial, and 

industrial consumers are associated with short-term interruptions and power quality issues that are 

more frequent.   

The relatively high cost of short term interruptions is primarily due to the nature of industrial and 

information technology processes:  a momentary interruption or transient fault may produce substantial 

waste of industrial resources and business time as production lines must be halted and restarted due to 

interruption while processes are in mid-operation. Likewise, in the information technology and financial 

sectors, the costs of data loss and operational downtime can be substantial.  For vulnerable public 

agencies and private-sector businesses, the costs of data loss may remain constant regardless of total 

downtime. Similarly, even short outages can have a great effect on refineries, as evidenced by an outage 

at Suncor’s Commerce City refinery in 2007. The power disruption was brief, but it caused the refinery 

to take much of its machinery offline to perform damage check before restarting. The shutdown 

ultimately resulted in a production loss of 50,000 barrels of gasoline and 30,000 barrels of diesel and jet 

fuel. Representatives from the refinery noted that the outage occurred during a period of low demand 

and that if it had occurred during peak demand, the effects would have been far greater.106 

 

6.5.1.1 Sensitive Sectors 

Business sub-sectors particularly sensitive to energy interruption include: 

Digital Economy 

The (DE), which is primarily composed of firms in information technology, telecommunications, research 

and development, electronics manufacturing, biotechnology, and finance, are characterized by their 

high dependency on energy-sensitive operations like data processing, data retrieval and storage, and 

electronic communications. 

Continuous Process Manufacturing  

CPM, which is composed of firms with industrial facilities that operate continuously, may include paper, 

rubber, chemical, petroleum, glass, and metals refining and manufacturing. 

Fabrication and Essential Services  
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(F&ES), which includes non-continuous manufacturing, utilities, transportation assets and infrastructure, 

mass transit, water services and treatment, liquid fuels transport, natural gas delivery and many other 

producers of essential goods and services.  Disruptions to DE and F&ES are particularly prone to produce 

immediate secondary impacts on other sectors.  

We can understand the general costs of energy disruption as lying along a U-curve between duration 

and frequency as an aggregate variable.  Costs associated with short-term disruption are high due to the 

frequency of short-term disruption, and longer-term disruptions, though infrequent, are associated with 

substantial and rapidly increasing costs.  

 

When understanding the costs of energy disruptions, costs and losses are Primary, or 1st Order, and 

Secondary, or 2nd, 3rd, 4th order, etc.  Primary costs refer to direct loss of revenue and operational 

capability by utilities, essential government offices and private business services, and primary 

commercial rate-payers due to process interruption and downtime.   

Secondary costs refer to losses incurred by a wider number of non-primary individuals and firms, due to 

interruption of service to the primary end-users.  Overall costs can be evaluated not only according to 

specific and quantifiable economic losses, but also in the potential premiums that rate-payers would 

offer to utilities in order to avoid power interruption.  This concept is expressed in industry studies as 

willingness to pay, or WTP.  Various studies have revealed that WTP is highly variable, but significant in 

all markets and all sectors.   Generally, levels of WTP within a national, regional, or local power market 

imply that vulnerability reduction measures and various types of reliability or assurance initiatives may 

be supported to varying degrees by rate-payers themselves. 

6.5.1.2 Causes of Energy Disruption 

Common circumstances behind failure to deliver energy products include disruption of distribution 

capacity or production capacity, and material supply/supply chain disruptions.  Mainstream emergency 

management and disaster response literature classifies hazards as natural, technological, and human-

caused (anthropogenic), with human-caused hazards falling further into intentional and unintentional 

hazard sub-categories. Natural and human-caused hazards may impact energy distribution, production, 

or supply chains, and may impact more than one of these categories simultaneously.  The majority of 

natural hazards pose threats to distribution infrastructure.  Ice storms and winter weather are examples 

of natural hazards that consistently impact transmission and/or distribution infrastructure.  However, in 

some low probability/high impact natural disaster scenarios like a major geomagnetic storm, 

production, transmission, distribution, and supply chains may all be heavily impacted without significant 

advance warning and coordination on mitigation measures.   

Human-caused hazards, whether intentional (as is the case with a physical or cyberattack), or 

unintentional (as is the case with infrastructure failure), may likewise impact production, distribution, or 

supply chains.  Insufficiently analyzed and mitigated supply chain interdependencies may result in 

energy sector disruption even in cases for which the energy sector is not the primary target or area of 

vulnerability.  For example, hypothetical physical attacks on global maritime transport chokepoints, or a 



163 
6 Risk and Vulnerability Assessment 
 

competent, wide-ranging, and well-coordinated cyber-attack, could impact the national and global 

transmission grids sufficient to cause major energy supply chain impacts throughout wide regional or 

global areas.  Regardless of jurisdiction an energy assurance and energy security approach attempts to 

assess these kinds of interdependencies and prevent systemic impacts throughout the full spectrum of 

hazards.        

6.5.1.3 Benefits to Energy Assurance and Security Planning 

The adoption of energy assurance and energy security approaches at the state level remains a relatively 

recent, but potentially advantageous trend.  Sound energy assurance planning and strategic energy 

security initiatives can support policymakers and disaster management specialists throughout all phases 

of the emergency management cycle.  Economic costs attributable to energy interruption are significant 

in the United States under normal operating conditions, and would be potentially catastrophic in a case 

of local, state, regional, or national energy emergencies.  The high levels of interdependency between 

sectors, and the obviously critical infrastructural role that the energy sector plays in national and state 

economies, determine that energy assurance and energy security approaches must be integrated into 

mainstream emergency management planning at a variety of jurisdictional levels.  Constructive all-

hazards emergency management approaches, grounded in quality hazard assessments, cost-benefit 

calculations, and an emphasis on streamlining public-private coordination, may enable the greatest 

resiliency to all types of disruption at the greatest return on public and private investment.     

6.6 Energy Sector Interdependencies and Emerging Threats  
North American Electric Reliability Cooperation regulations require utilities to maintain at least 99.5% 

uptime and many aim to achieve 99.9%. With aging infrastructure, this is getting more difficult each 

year. A high percentage of the transmission and generation assets were installed in the 1950s and 

1960s. They are still in operation well past their design life of 30-40 years. As the grid ages, more failures 

are expected unless mitigation measures are applied. 

According to the National Association of Regulatory Utility Commissioners (NARUC), interdependency 

“refers to the mutual functional reliance of essential services—namely networked utility services—on 

other networks, utilities, services, or auxiliary nonutility system”.  A disruption in one operation may 

affect the other, and vice versa. 

Currently, in the United States and other industrialized countries, the energy grid is a primary critical 

infrastructural sector. Most critical government services and business processes cannot be sustained 

indefinitely without an operating energy grid. In this sense, the energy sector is a keystone of critical 

infrastructure protection, as long-term disruptions to the energy sector may result in a series of failures 

in other essential sectors.  

Periods of extreme weather, for example, can place enormous stresses on the electrical system. High 

temperatures may lead transmission lines to physically sag due to higher resistance.  Demand for power 

increases as buildings have a need to maintain temperature set points for their occupants and 

equipment. This, in turn, leads to more current being transmitted on the same line which increases its 

resistive losses. On the other extreme, ice storms can also cause enormous damage to transmission lines 
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due to the sheer weight of the ice.  As precipitation drops onto the electrical line, it is warmed up by the 

resistive losses. Within a range of temperatures and wind speeds, this allows icicles to build up on the 

transmission line. As the storm continues to deposit precipitation, the towers holding up the lines 

cannot bear the enormous weights and tumble one-by-one. 

Critical emergency response services, government offices, telecommunications, aviation, fuels 

extraction, manufacturing, healthcare, and retail industries are heavily dependent on the electrical grid. 

When a hazard produces a primary failure within the electrical grid of sufficient duration to outstrip 

back-up generation capabilities, any of these and other sectors may also experience rapid failures or 

constraints on capability. As additional critical sectors go offline, multi-sector disruptions can compound 

rapidly, and capabilities are degraded.  

Just as other critical sectors are highly dependent on the energy grid, the energy grid itself is an 

extraordinarily complex system with a number of vulnerabilities to human caused and natural hazards. 

Serious disruptions to the energy grid are often the result of cascade failures, which are a complex series 

of events which compound upon each other to produce greater impacts than any of these events could 

produce alone.  
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Figure 6-42 System Interdependencies 

  
 

The NARUC has identified four types of interdependencies: physical, cyber, geographical, and institutional.  

6.6.1.1 Physical Interdependencies 

A physical interdependency exists when the material output of one system is used to operate another 

system. Electricity is used by water treatment plants to supply water to the public.  If the electric power 

grid fails and sufficient back-up generation is not available, then the water will not be treated and 

delivered to the public.  Physical interdependencies also exist within the energy sector.  Coal and natural 

gas is used by electric utilities in Colorado to produce electricity.  This electricity is often cycled back to 

the coal and natural gas providers to operate many of the facilities that they use to produce and 

transport the fuel.  Coal plants depend on liquid fuels to transport and deliver the coal.  Natural gas 

transportation companies may depend on electric transmission lines to operate the compressor pumps 

that move gas through the pipeline. The compressor is dependent on the electric utility for power; while 

the electric utility is dependent on the natural gas compressor.  Many natural gas compressor units have 

their own gas-powered generators to supply power to the facility.  But some of these units still rely on 

the electric grid and back-up, liquid fueled generators. 

These physical interdependencies can be expanded further to include other public services such as 

telecommunications, emergency services, and government operations.  
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6.6.1.2 Cyber Interdependencies 

Cyber interdependencies occur when multiple infrastructures use electronic information systems to 

transmit data. The energy sector is increasingly dependent on telecommunication and electronic 

information systems.  

Along pipelines, supervisory control 

and data acquisition (SCADA) systems 

transfer data to control centers. 

Without SCADA to relay information 

about pipeline pressure or integrity, 

controllers may be forced to shut 

down the flow and wait for the 

information system to restart. There 

is a commonly held belief that SCADA 

networks are not connected to the 

Internet.  However, many of them 

are connected either directly or 

indirectly to the internet through 

virtual private networks, telephone 

lines, or modems.  The penetration of 

a SCADA system could have far reaching consequences.  Additionally, many liquid fuel and natural gas 

market centers offer Internet-based platforms to their clients to manage their business.  A disruption in 

the electrical power grid could impact the telecommunications sector and the Internet-based trade of 

natural gas. 

6.6.1.3 Geographic Interdependencies 

Geographic interdependencies occur when multiple infrastructures are located in geographic proximity.  

Public sector facilities such as water, energy, and communications may share the same transmission or 

distribution corridor.  For example, in western Colorado near the Piceance Basin, the White River natural 

gas market is located near a major natural gas power plant, storage facility, and a vast network of intra- 

and interstate pipelines. An incident or failure in one sector or facility may lead to subsequent failures in 

another.   

During the 2011 Texas winter blackout, cooling pipes at coal generation facilities froze, knocking the 

plants offline.  Natural gas compressors fed by the coal plants subsequently lost power, and gas 

pipelines began to freeze.  As the coal plants were dependent on natural gas from these feeder pipelines 

to restart their generation processes, recovery was further complicated.  The escalating, and eventually 

cascading interruption was due in part to physical and geographic interdependence. 

Interdependencies between the energy sector and water utilities are another example of a geographic 

interdependency. Water is an essential component in the energy production process; it is used in 

refineries, processing plants, for resource extraction, and emissions scrubbing.  Transporting water to 

energy producing areas is costly.  Any major disruption to water delivery or water management systems 

Physical  The operational output of one 

infrastructure affects the status of 

another, and vice versa 

 

Cyber The status of an infrastructure depends on 

the data transmitted through the 

information infrastructure 

 

Geographic A single event would be simultaneously 

disruptive to multiple operations within 

geographic proximity to one another 

 

Institutional The status of an infrastructure is 

dependent on another with respect to 

policy decisions 
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may produce energy sector impacts, and disruptions to energy generation and delivery may likewise 

impact water delivery and management systems. 

6.6.1.4 Institutional Interdependencies 

Infrastructures may be linked through financial markets or influenced by regulation and deregulation. 

Geopolitical factors may lead to dramatic price fluctuations that impact production and supply across 

multiple sectors.  The price or supply of petroleum, for example, may influence the production of 

natural gas or coal. Many large volume electricity producers can switch between oil and natural gas. 

Therefore, if oil prices fall then a shift in demand from gas to oil pulls gas prices down and decreases 

production.  Institutional interdependencies are generally more subtle and difficult to identify.  The 

problem may be further complicated by limited stakeholder coordination and information-sharing to 

identify interdependencies and respond to disruptions.  

6.6.2 Interdependencies and Systemic Failures 

Energy sector interdependencies can escalate failures across multiple systems.  Table 6-20 illustrates 

some of the essential public services that may be impacted by a disruption in the energy sector.   

Table 6-20 Essential Public Services Possibly Impacted by Energy Disruptions 

 Energy Source 

Essential Services Electric Natural Gas/Oil 

Banking & Finance 

 

Financial transactions, security Fuel for heat, generators, and 

facilities 

Telecommunications Switches and communication 

facilities, SCADA systems, repair 

crew communication 

Fuel for heat, generators, and 

facilities 

Transportation Signal and control systems, fuel and 

goods shipment, electric powered 

public transportation 

Fuel and lubricants for vehicles and 

facilities, transport of fuel and 

shipment of goods 

Water Control systems, lift systems, and 

facilities.  Transportation of water, 

cooling and emission controls, water 

transport for emergency response 

Fuel for treatment, heat, pumps, lift 

stations, and facilities. 

Government Facility HVAC, lighting, 

telecommunications, emergency 

response and protective services 

(EMS, police, fire) 

Gas-fired HVAC, fuel/water 

pumping and processing 

Emergency and Protective Services Base-to-field communications, 

recharging of field equipment, re-

routing of individuals to facilities with 

electrical service 

Gas-fired power generation and 

similar impacts to electric power 

system 

Sanitation 

 

Pumping and treatment Gas-fired electrical systems, 

pumping and treatment 

Data Source: Local Government Energy Assurance Planning (LEAP) Introduction to Energy Infrastructure Interdependencies  

There are three commonly-identified types of energy infrastructure interdependency failures: cascading, 

escalating, and common-cause. 
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Table 6-21 Types of Energy Infrastructure Failure 

FAILURE TYPE DESCRIPTION 

Cascading A disruption in one infrastructure causes a 

disruption in a second infrastructure 

Escalating A disruption in one infrastructure exacerbates an 

independent disruption of a second infrastructure 

Common-Cause A disruption in two or more infrastructures at the 

same times is the result of a common cause 
 

Like other industries which operate through systems of complex interdependency and the multiple 

redundancy measures necessary to address this interdependency, major disruptions and failures in the 

electrical grid are rarely attributable to a single overriding factor. Instead, major disruptions are typically 

the result of a confluence of factors producing a series of primary and secondary impacts that are often 

difficult to predict and respond to. The potential for cascade failure, and the desire to prevent it, must 

be factored into virtually all aspects of energy emergency planning and operations.  

6.6.3 Energy Infrastructure Interdependency Failures: Case Studies 

On March 13, 1989, a severe geomagnetic storm caused the collapse of Hydro-Quebec’s electricity 

transmission system. Just after 2:44am, the electrical currents created by solar plasma striking the 

Earth’s magnetic field found a weakness in the power grid of Quebec, tripping circuit breakers. These 

currents caused protective relays to sense overload conditions and lose voltage regulation. Capacitors 

along the entire transmission network experience power swings and a reduction of power generation 

until they went offline. In less than 30 seconds, Quebec lost half of its electrical power generation. 

Automatic load-reduction systems tried to restore a balance between the loads connected to the power 

grid and the massive loss of capacity now available. One by one, the load-reduction systems 

disconnected towns and regions across Quebec, but to no avail. Within 90 seconds, the entire Quebec 

power grid had collapsed. The power failure lasted nine hours.  

On July 2, 1996, the Western electric grid had previously experienced a major blackout on. It was a hot 

summer day, and the electricity loads in Idaho were already high. Two 345 kV lines were lost, resulting 

in the subsequent tripping of two Jim-Bridger units in the southern Idaho-Montana region. These further 

stressed the already low voltage conditions in the Boise area, and the slow, gradual voltage decline 

suddenly collapsed, leading to a loss of considerable load in and around Boise, as well as the gradual 

tripping of transmission lines into Boise. Within seconds after the Boise collapse, the voltages on the 500 

kV side of the Northwest supporting the Idaho grid had collapsed dramatically to near 300 kV. This led to 

the tripping of the critical California-Oregon Intertie transmission lines, causing system separation and a 

blackout.  

On August 10, 1996, sagging power lines were the cause of another cascade failure leading to a blackout 

in the Western United States. At 3:42pm in Hillsboro, Oregon, power lines brushed against trees and 

shorted out. At 3:47pm in Vancouver, Washington, another power line failed. At 3:48pm, all 13 turbines 

of the McNary Dam on the Columbia River stopped operating. The power outages resulting from 
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downed power lines and the loss of the McNary Dam triggered a cascade of failures across eight West 

Coast states. The Pacific Northwest-Pacific Southwest Intertie grid of high-voltage power lines did not 

have enough voltage to maintain electricity transmission, and four million people were without 

electricity for several hours.  

The two-day 2003 Northeast blackout remains the most extensive blackout in North American history. 

The event, which left 50 million users without power, contributed to at least 11 deaths and caused an 

estimated $6 million in damage, was the result of a high-voltage power line in northern Ohio brushing 

against some overgrown trees and shutting down. This fault would normally have triggered an alarm to 

alert the Ohio-based utility company FirstEnergy Corporation; however, at 2:00pm on August 14, 2003, 

this alarm system failed.  Unbeknownst to system operators, three other faults then occurred in 

succession, burdening other power lines with excess electrical load. At 4:05pm, the grid in northern Ohio 

shut down, launching a cascade of failures across southeastern Canada and eight northeastern states.  

Figure 6-43 2003 Northeast Blackout 

 
Source: http://www.noaanews.noaa.gov/nightlights/blackout081503-7hrsafter-text.jpg 

April 2006 was the last time that rolling blackouts were imposed by state transmission utilities during a 

heat wave.  Despite weather reports days in advance of the extreme cold moving with this storm, plant 

operators were not prepared. In the early hours of February 2nd many coal plants went off-line due to 

frozen water pipes. As plants went off-line, this caused the natural gas in the pipelines to lose pressure 

as compressors had no power due to blackouts. The cold then caused gas pipelines to freeze, adding to 

the immediate troubles.  Texas stands alone as an independent power grid. The interconnections that 

exist between Texas and other states are limited.  Had Texas been more connected with the rest of the 

country, the entire Eastern interconnection would have responded to stabilize demand-supply balance 

in Texas and prevented the blackout. 
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In February 2011, Texas experienced rolling blackouts due to the extreme cold.  Temperatures had 

fallen to the single-digits in certain cities and approximately 50 of the state’s 550 power plants went 

down, resulting in a loss of 8,000 MW or about 12 percent of the electricity demand.  An additional 

12,000 MW was unavailable due to scheduled maintenance.  Two coal-fired plants in Central Texas were 

forced offline by broken and frozen pipes.  The power outages lasted anywhere from 20 minutes to over 

eight hours, causing significant disruptions across the state.  The 911 and 311 systems became 

overloaded as people called to report blackouts.  Several flights in and out of Austin International 

Airport were cancelled, and streets have been backed up due to outages at major intersections.  To 

mitigate the effects of the blackouts, Texas imported about 300 mw from Mexico, and state officials 

encouraged households and businesses to conserve energy.    

6.6.3.1 Cascading, Escalating, and Common-Cause Failure: The Fukushima Daiichi Disaster 

The events of the Fukushima Dai-ichi Nuclear Power Plant resulted from a series of equipment failures, 

nuclear meltdowns and the release of radioactive materials at the Fukushima Dai-ichi Nuclear Power 

Plant on March 11, 2011. Cascading and escalating failures followed in the wake of the Tōhoku 

earthquake and tsunami, as the force of both exceeded considered plant design. 

Figure 6-44 Fukushima Dai-ichi Nuclear Power Plant Status Before Earthquake 

 
 

The 2011 earthquake off of the Pacific coast of Tohoku was classified as a magnitude 9.0 (Mw) undersea 

mega-thrust earthquake. It is the most powerful earthquake to have hit Japan and one of the five most 

powerful recorded earthquakes in the world. The earthquake produced powerful tsunami waves, which 

in addition to the loss of life and destruction of infrastructure, triggered a number of nuclear accidents, 

namely the ongoing level 7 meltdowns (the highest level on International Atomic Energy Agency’s scale 
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and the same rating given to accident at Chernobyl in 1986) at three reactors in the Fukushima Dai-ichi 

Nuclear Power Plant complex. 

At the time of the earthquake, the Fukushima Dai-ichi Nuclear Power Plant’s reactor units 4, 5 and 6 

were in shutdown for planned maintenance.  The remaining units: 1, 2, and 3, shut down automatically 

after the earthquake. After the initial earthquake it appeared that the operating units experienced a 

normal reactor trip within the normal confines of the plant’s safety designs. When the three operating 

units (1,2 and 3) shut down, they apparently inserted control rods into the reactors. Despite the 

earthquake causing the facility to lose offsite power, the facility’s response to the initial seismic event 

was appropriate, and would likely have been effective without the additional impacts of the subsequent 

tsunami waves.  

However, the plant’s operators were soon faced with a catastrophic and unprecedented emergency 

situation: Approximately 40 minutes after the earthquake, the first large tsunami wave drenched the 

facility, with more waves following. These waves exceeded the facility’s break walls by about 27 feet, 

and ended up inundating the entire plant, destroying power lines, and disconnecting Units 1 through 5 

from AC electrical power causing a status known as “station blackout,” All power required for cooling 

the reactors and bringing them to full shutdown was lost, causing them to overheat. 

In the wake of the tsunami, units 1, 2, and 3 experienced a full meltdown. Despite the best efforts of the 

plant operators, cooling was lost in the Unit 1 reactor after several hours, Unit 2 after 71 hours and Unit 

3 after 36 hours. In the days that followed the initial disaster, the plant also suffered from explosions in 

Units 1, 2 and 3, as hydrogen gas was building up, and multiple fires breaking out in Unit 4. 

To better understand the cascading failures which eventually led to the disaster, the Nuclear Regulatory 

Commission created a sequence of events during the first few days of the accident. Data and 

information are based on Japanese utility and official Japanese Government sources. 
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Although power was restored to parts of the plant on March 20th, reactors 1 through 4, which had taken 

damage by floods, fires and explosions, remained non-operational.  The image below is of units 1-4 

following the first explosions.  

 Figure 6-45 Fukushima Dai-ichi Nuclear Power Plant Units 1 – 4 after explosions 
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As the fires continued, authorities focused their energy on cooling efforts. On March 16th, white fumes 

were videotaped rising from reactor 3, suggesting its containment systems had been breached. The 

Japanese Self Defense Force, firefighters, and police were called in to use water cannons to spray water 

on to the top of reactor 3. Spraying continued until March 23rd, with control room power restored on 

March 21st after a connection was made to a new power supply. 

As a result of the heavy damage sustained by the plant, fears of radioactivity prompted a 

recommendation for an evacuation of a 12 mile radius by the Japanese government. However, based 

upon a recommendation by the Nuclear Regulatory Commission, the US Embassy increased its 

recommended areas of evacuation to a 50-mile radius for U.S. residents in Japan (Figure 6-46):  

Figure 6-46 Fukushima Dai-ichi Nuclear Power Plant Evacuation Zones 

 
 

While the plant operators managed to regain control of the situation in the reactors, clean-up and 

decontamination remain ongoing, months after the worst of the disaster. 

Although no observed deaths have been documented, many have called this disaster the second-worst 

disaster of its kind, behind Chernobyl. James Acton, Associate of the Nuclear Policy Program at the 

Carnegie Endowment for International Peace stated that “Fukushima is not the worst nuclear accident 
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ever but it is the most complicated and the most dramatic.” The cost and impacts of this disaster have 

been detrimental. One month after the disaster at Fukushima, reports of workers exposed to radiation, 

contaminated food and the possibility of leaking reactor cores continued to stream out of Japan. In 

terms of financial cost, the Fukushima nuclear disaster will require Japan to spend nearly $13 billion to 

clean up areas in at least four prefectures which have been contaminated by radiation. However, future 

costs to finish the cleanup and decontamination processes will likely accrue for years or decades.  

Rolling, mandatory power outages were imposed in the immediate aftermath of the crisis; it is 

estimated that up to five million Japanese households were affected by these outages. Tepco was forced 

to purchase alternative fuel sources for electrical generation and the demand for crude oil in Japan 

skyrocketed. Six months after the incident, Japan was still struggling to return to pre-quake power 

generation; in September 2011, total domestic energy production was down 7%.  In response, 

government officials asked energy consumers to cut their power usage by 15% over the summer.   

In the summer of 2011, Prime Minister Naoto Kan discussed the possibility of pushing the country 

towards a nuclear-free energy economy.  In December 2011, Tepco was in the midst of negotiations 

with the Japanese government over a $13 billion injection to help the beleaguered company repair 

additional reactors. The March 2011 nuclear disaster reads as a textbook example of cascading, 

escalating, and common-cause failures.   

In 2013, all 50 of Japan’s nuclear reactors were shut down due to safety concerns following the 

Fukushima disaster. While the future of Japan’s energy sector appeared uncertain following the 

shutdowns, 2015 rulings allowing the operation of a number of nuclear reactors to restart hints towards 

a return to nuclear power for Japan. 

In 2015, the Kyushu Electric Power Company restarted two of its reactors on the island of Kyushu. 

Additional rulings from Japanese court have overturned legal action that was preventing other reactors 

to operate. In December of 2015, a court overturned a previous ruling and allowed the restart of two 

Kansai Electric Power Company’s reactors at its Takahama plant. Although these rulings are a step 

forward for Japan’s nuclear generation, many of the islands’ reactors will require upgraded equipment 

to meet safety requirements. 

6.6.4 Frequent and Emerging Threats to the Energy Sector 

In Table 6-22: Frequent and Emerging Threats to the Colorado Energy Sector  summarizes the most 

common and emerging threats to the energy sector in Colorado and from other regions in the U.S. The 

table was created from research combining  multiple sources listed in the second column.   
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Table 6-22: Frequent and Emerging Threats to the Colorado Energy Sector 

Common Hazards and Cause of Outages and Property Damage in 
Colorado  

Source 

Thunderstorms, lightning, winter storms, extreme cold, and floods 
are the most common hazards.  

U.S. DOE, State of Colorado, Energy 
Sector Risk Profile:  
http://www.energy.gov/sites/prod/f
iles/2015/05/f22/CO-
Energy%20Sector%20Risk%20Profile
.pdf  

Most property damage is caused by thunderstorms, lightning, 
wildfires, and  floods. 

U.S. DOE, State of Colorado, Energy 
Sector Risk Profile:  
http://www.energy.gov/sites/prod/f
iles/2015/05/f22/CO-
Energy%20Sector%20Risk%20Profile
.pdf  

Leading cause of electric transmission outages in Colorado include 
the following: 

 Faulty equipment from human error. 

 Excavation, Vehicle Accidents, Balloons, Equipment Failure 

 Weather events, heat, and wildlife/critters 
 
 

U.S. DOE, State of Colorado, Energy 
Sector Risk Profile:  
http://www.energy.gov/sites/prod/f
iles/2015/05/f22/CO-
Energy%20Sector%20Risk%20Profile
.pdf  
 
https://www.csu.org/Pages/underst
andingoutages.aspx 
 

Emerging Threats to the Colorado Energy Sector Source 

In recent period of 15 years Colorado has had the following types 
of events impacting the energy sector: electrical system separating 
(islanding), sabotage, physical attacks, load shed, severe weather, 
severe thunderstorm, wet snow/winds, and fuel supply deficiency.   

http://insideenergy.org/2014/08/18
/data-explore-15-years-of-power-
outages/ 
 

Climate Change: Americans typically use more electricity for air 
conditioning in warmer regions and less natural gas, oil, and wood 
for heating.  As temperatures increase, the efficiency of power 
production for many existing fossil fuel and nuclear power plants 
may decrease since water is used for cooling in these facilities. 
Higher air and water temperatures could reduce the efficiency of 
these plants. 
 
Climate change and extreme weather already are causing 
disruptions in the U.S. energy supply that are likely to worsen as 
more intense storms, higher temperatures and more frequent 
droughts occur. 
 
The White House has stated: “Extreme weather events are 
affecting energy production and delivery facilities, causing supply 

http://www3.epa.gov/climatechang
e/impacts/energy.html 
 
http://www.huffingtonpost.com/20
13/07/11/us-energy-
supply_n_3580737.html 
 
http://www.nwf.org/Wildlife/Threat
s-to-Wildlife/Global-
Warming/Global-Warming-is-
Causing-Extreme-Weather/Energy-
Infrastructure.aspx 
 
https://www.whitehouse.gov/the-
press-office/2014/05/06/fact-sheet-

http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
http://www.energy.gov/sites/prod/files/2015/05/f22/CO-Energy%20Sector%20Risk%20Profile.pdf
https://www.csu.org/Pages/understandingoutages.aspx
https://www.csu.org/Pages/understandingoutages.aspx
http://insideenergy.org/2014/08/18/data-explore-15-years-of-power-outages/
http://insideenergy.org/2014/08/18/data-explore-15-years-of-power-outages/
http://insideenergy.org/2014/08/18/data-explore-15-years-of-power-outages/
http://www3.epa.gov/climatechange/impacts/energy.html
http://www3.epa.gov/climatechange/impacts/energy.html
http://www.huffingtonpost.com/2013/07/11/us-energy-supply_n_3580737.html
http://www.huffingtonpost.com/2013/07/11/us-energy-supply_n_3580737.html
http://www.huffingtonpost.com/2013/07/11/us-energy-supply_n_3580737.html
http://www.nwf.org/Wildlife/Threats-to-Wildlife/Global-Warming/Global-Warming-is-Causing-Extreme-Weather/Energy-Infrastructure.aspx
http://www.nwf.org/Wildlife/Threats-to-Wildlife/Global-Warming/Global-Warming-is-Causing-Extreme-Weather/Energy-Infrastructure.aspx
http://www.nwf.org/Wildlife/Threats-to-Wildlife/Global-Warming/Global-Warming-is-Causing-Extreme-Weather/Energy-Infrastructure.aspx
http://www.nwf.org/Wildlife/Threats-to-Wildlife/Global-Warming/Global-Warming-is-Causing-Extreme-Weather/Energy-Infrastructure.aspx
http://www.nwf.org/Wildlife/Threats-to-Wildlife/Global-Warming/Global-Warming-is-Causing-Extreme-Weather/Energy-Infrastructure.aspx
https://www.whitehouse.gov/the-press-office/2014/05/06/fact-sheet-what-climate-change-means-regions-across-america-and-major-se
https://www.whitehouse.gov/the-press-office/2014/05/06/fact-sheet-what-climate-change-means-regions-across-america-and-major-se
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disruptions of varying lengths and magnitudes and affecting other 
infrastructure that depends on energy supply. The frequency and 
intensity of certain types of extreme weather events are expected 
to change. Higher summer temperatures will increase electricity 
use, causing higher summer peak loads, while warmer winters will 
decrease energy demands for heating. Net electricity use is 
projected to increase. Changes in water availability, both episodic 
and long-lasting, will constrain different forms of energy 
production. In the longer term, sea level rise, extreme storm surge 
events, and high tides will affect coastal facilities and 
infrastructure on which many energy systems, markets, and 
consumers depend. As new investments in energy technologies 
occur, future energy systems will differ from today’s in uncertain 
ways. Depending on the character of changes in the energy mix, 
climate change will introduce new risks as well as new 
opportunities.” 
 
More severe droughts, more intense tropical storms, and heavier 
rainfall events could cause major disruptions in the existing 
systems that deliver energy to the nation.  Oil and gas 
infrastructure in the Gulf region is at risk as hurricanes intensify.  
Electricity generation in the Southwest will be limited by water 
shortages.   
 
A recent GAO Report on Climate Change found that adaptive 
measures could reduce potential climate change impacts on U.S. 
Energy Infrastructure.  The report discusses the need to focus on 
hardening (physical changes to make particular pieces of 
infrastructure less susceptible to storm-related damage) and 
improving resiliency (increasing the ability to recover quickly from 
damage to facilities’ components or to any of the external systems 
on which they depend).   
 

what-climate-change-means-
regions-across-america-and-major-
se 
 
 
http://www.gao.gov/assets/670/66
0558.pdf 

Space Weather-“The electric power grid, and consequently the 
power to your home and business, can be disrupted by space 
weather…a system that is near peak levels of demand prior to the 
geomagnetic storm event may not be able to meet the total power 
demand when the geomagnetic storm occurs, leading to partial or 
system wide blackouts.” 

http://www.swpc.noaa.gov/impacts
/electric-power-transmission 
 

Cyber Threats: “Cyber threats to the energy sector include 
intrusions into utility business systems to obtain sensitive 
information and strikes on control systems that could damage 
physical energy infrastructure and cause a disruption in the 
electric, oil, or gas supply. An attack on energy infrastructure also 
is likely to affect other critical infrastructure sectors, such as water, 
transportation, emergency services, and government operations.” 

http://www.nga.org/files/live/sites/
NGA/files/pdf/2014/1408Enhancing
CybersecurityEnergySystems.pdf 
 
http://www.dhs.gov/national-
infrastructure-coordinating-center 
 

https://www.whitehouse.gov/the-press-office/2014/05/06/fact-sheet-what-climate-change-means-regions-across-america-and-major-se
https://www.whitehouse.gov/the-press-office/2014/05/06/fact-sheet-what-climate-change-means-regions-across-america-and-major-se
https://www.whitehouse.gov/the-press-office/2014/05/06/fact-sheet-what-climate-change-means-regions-across-america-and-major-se
http://www.gao.gov/assets/670/660558.pdf
http://www.gao.gov/assets/670/660558.pdf
http://www.swpc.noaa.gov/impacts/electric-power-transmission
http://www.swpc.noaa.gov/impacts/electric-power-transmission
http://www.nga.org/files/live/sites/NGA/files/pdf/2014/1408EnhancingCybersecurityEnergySystems.pdf
http://www.nga.org/files/live/sites/NGA/files/pdf/2014/1408EnhancingCybersecurityEnergySystems.pdf
http://www.nga.org/files/live/sites/NGA/files/pdf/2014/1408EnhancingCybersecurityEnergySystems.pdf
http://www.dhs.gov/national-infrastructure-coordinating-center
http://www.dhs.gov/national-infrastructure-coordinating-center
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Cybersecurity – The National Infrastructure Coordinating Center 
serves as an information sharing hub to support security and 
resilience of critical infrastructure. 
 
The World Energy Council calls out the need for a move from 'Fail-
Safe' systems that only look at single assets to 'Safe-Fail' systems 
which take a systemic overview of the energy value chain and a 
more strategic approach to identifying vulnerabilities.  

http://www.smartgridnews.com/sto
ry/imagining-unlikely-new-thinking-
needed-face-extreme-weather-
risks/2015-10-01 

Copper Theft: Copper wire thefts at utilities – one strategy is to 
replace copper wire with copper-clad rods that are a steel rod 
coated with copper. One utility “brands” the copper wire with a 
microscopic disk that will identify the wire, this increase the 
likelihood of arrests.  Signs are posted indicating their wire is 
branded. 
 
As the theft of copper wire can lead to power supply disruptions 
and expensive repairs, the ratepayers are seeing the effects of 
theft reflected in their bills. 

http://www.publicpower.org/Media
/magazine/ArticleDetail.cfm?ItemNu
mber=36171  
 
http://www.ncsl.org/research/energ
y/copper-theft-can-cause-major-
electric-outages.aspx 
 

Geomagnetic Disturbances: In geographic locations with large 
amounts of igneous rock, Earth’s crust is more resistant to the flow 
of current, and instead, the current will seek out the easiest path 
to travel—via transmission lines. Northern North America is 
especially susceptible to problems resulting from geomagnetic 
storms because of its high concentrations of igneous rock and long 
transmission lines. The flow of these currents into transmission 
lines is called “geomagnetically induced currents,” also known as 
GICs. 

http://www.iso-
ne.com/about/what-we-do/in-
depth/geomagnetic-disturbances 

 

Electromagnetic Pulses: Several potential adversaries have or can 
acquire the capability to attack the United States with a high-
altitude nuclear weapon-generated electromagnetic pulse (EMP). 
A determined adversary can achieve an EMP attack capability 
without having a high level of sophistication. 

http://www.empcommission.org/do
cs/empc_exec_rpt.pdf  

 

6.7 Training and Exercises for State Emergencies 
DHSEM has developed a Multi-year Training and Exercise Plan (TEP) for the calendar years 2015 – 

2017107. The information contained in the TEP was developed following the Training and Exercise 

Planning Workshop (TEPW) conducted on February 23, 2015. The DHSEM Training and Exercise Team 

coordinated and facilitated the conduct of the TEPW and the development of the TEP. 

The TEP was written in response to Goal 6 of the State of Colorado Homeland Security & All-Hazards 

Strategic Framework 2014-2016 which states: “Facilitate and coordinate integrated training and exercise 

programs that improve the ability of communities to respond to significant incidents.” This plan is 

http://www.smartgridnews.com/story/imagining-unlikely-new-thinking-needed-face-extreme-weather-risks/2015-10-01
http://www.smartgridnews.com/story/imagining-unlikely-new-thinking-needed-face-extreme-weather-risks/2015-10-01
http://www.smartgridnews.com/story/imagining-unlikely-new-thinking-needed-face-extreme-weather-risks/2015-10-01
http://www.smartgridnews.com/story/imagining-unlikely-new-thinking-needed-face-extreme-weather-risks/2015-10-01
http://www.publicpower.org/Media/magazine/ArticleDetail.cfm?ItemNumber=36171
http://www.publicpower.org/Media/magazine/ArticleDetail.cfm?ItemNumber=36171
http://www.publicpower.org/Media/magazine/ArticleDetail.cfm?ItemNumber=36171
http://www.ncsl.org/research/energy/copper-theft-can-cause-major-electric-outages.aspx
http://www.ncsl.org/research/energy/copper-theft-can-cause-major-electric-outages.aspx
http://www.ncsl.org/research/energy/copper-theft-can-cause-major-electric-outages.aspx
http://www.iso-ne.com/about/what-we-do/in-depth/geomagnetic-disturbances
http://www.iso-ne.com/about/what-we-do/in-depth/geomagnetic-disturbances
http://www.iso-ne.com/about/what-we-do/in-depth/geomagnetic-disturbances
http://www.empcommission.org/docs/empc_exec_rpt.pdf
http://www.empcommission.org/docs/empc_exec_rpt.pdf
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developed with the intention to strengthen the State’s ability to attain, practice, validate, and improve 

its capabilities and capacity in all-hazards preparedness and resiliency.  

The Multi-year Training and Exercise Plan can be found here: 

http://www.dhsem.state.co.us/sites/default/files/Colorado%20TEP%202015-

2017%20Final%20with%20Cover.pdf 

The methodology used to establish the TEP includes a combination of the following:  

 2015 State Preparedness Report (SPR)/Threat Hazard Identification and Risk Assessment 
(THIRA);  

 Input from stakeholders from the nine all-hazards regions;  

 Stakeholder Survey;  

 Annual State Training and Exercise Planning Workshop (TEPW).  
 

The purpose of the TEP is to document an organization’s overall training and exercise program priorities 

for a specific multi-year time period. It is considered to be a living document that can be updated and 

refined annually. These priorities are linked to corresponding core capabilities and a rationale based on 

existing strategic guidance, threat assessments, corrective actions from previous exercises, or other 

factors. The TEP identifies the training and exercises that will help the organization build and sustain the 

core capabilities needed to address its training and exercise program priorities.  

The TEP lays out a combination of progressively building exercises – along with the associated training 

requirements – which address the priorities identified by the jurisdiction. A progressive, multi-year 

exercise program enables organizations to participate in a series of increasingly complex exercises, with 

each successive exercise building upon the previous one until mastery is achieved. Further, by including 

training requirements in the planning process, organizations can address known shortfalls prior to 

exercising capabilities. The TEP may also serve as a follow-on companion document to the DHSEM 

Homeland Security Strategy, and can provide a roadmap for DHSEM to follow in accomplishing the 

priorities described therein. Included in the TEP is a training and exercise schedule, which provides a 

graphic illustration of the proposed activities, scheduled for the years 2015 – 2017. Below is the main 

training and exercise point of contact to obtain the schedule and receive more information about future 

trainings and exercises.  

Lynn Bailey  

Training & Exercise Specialist  

Colorado Division of Homeland Security & Emergency Management  

9195 East Mineral Avenue, Suite 250  

Centennial, CO 80112  

720-852-6606 (office)  

lynn.bailey@state.co.us 

http://www.dhsem.state.co.us/sites/default/files/Colorado%20TEP%202015-2017%20Final%20with%20Cover.pdf
http://www.dhsem.state.co.us/sites/default/files/Colorado%20TEP%202015-2017%20Final%20with%20Cover.pdf
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7. Hazard Typology 
Based on critical energy infrastructure assets and their relative risk and vulnerability to specific hazards, 

a rating scale and risk composite score ranking was developed to demonstrate general probability of 

impact to the energy sector from each hazard listed. The top seven natural hazards identified as priority 

threats by the EAAG are listed first as opposed to an alphabetical presentation. 

Hazard typologies provide category models and systematic classifications of hazards within these 

models.  Hazard reference guides are subject-matter reference and decision-support tools which define 

and provide a general or specialized description of the hazards a jurisdiction may face.  This Hazard 

Quick Reference Guide combines some of the functions of a typology and reference guide, and is 

intended primarily as a general reference and decision-support document to: 

 Provide a basic typology and classification of potential hazards to energy infrastructure and 

delivery in Colorado  

 Succinctly describe and provide general information on hazards with potential to disrupt energy 

infrastructure or delivery in Colorado 

 Provide an introduction to hazards and potential impacts on interdependent critical 

infrastructural systems, focusing on intra and inter-sector interdependencies involving energy 

sector operations 

 Present information specific to the energy sector and its interdependent sectors within the State 

of Colorado, or reference information relevant to the management of an energy emergency in 

Colorado 

 Develop an approximate ranking system contextualizing the relative risks posed by the selected 

hazards to energy operations in general, and potential risks to energy operations in Colorado 

whenever possible. 

 

Note that the scope of this document does not include specific or customized recommendations 

regarding preventive or mitigative approaches to the selected hazards, nor does it provide customized 

consequence analyses.  Further developments and updates to the CEAEP and other relevant documents 

to include customized vulnerability and risk assessments, asset security and engineering assessments, 

and threat reduction/customized mitigation planning, is recommended.  

The typology format employed in the CEAEP resembles the typology, hazard profiles, and consequence 

analyses established by the DHSEM in the 2011 revision of the State of Colorado Natural Hazards 

Mitigation Plan.  However, the full range of hazards relevant to energy assurance is not limited to 

natural phenomena alone.  This typology therefore includes two primary hazard categories: Natural and 

Human-Caused, with entries further describing the type of hazard and a brief selection of potential 

consequences for each.  Research methodology includes document reviews of after action reports, cost 

reports and studies, state-maintained emergency management and hazard mitigation documents, 

stakeholder interviews and consultations, primary source review selected from relevant open-source 

literature, and consultations with subject matter experts.  
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7.1 Definitions and Terms 

7.1.1.1 Geographic Extent 

Regarding geographic location and extent, potential hazard impacts may range from global, national, 

US-regional, statewide, state-regional, or localized.  Therefore, a hazard with simultaneous potential 

impacts throughout multiple countries in different regions of the world would be termed "Global," and a 

hazard with simultaneous potential impacts on a wide area of the United States would be termed 

"National." Likewise, a hazard with simultaneous potential impacts on the states of Florida, Mississippi, 

and Georgia would be termed "US-Regional."  A hazard with simultaneous potential impacts on areas 

within the entire State of Colorado would be termed "Statewide."  Further, a hazard within the State of 

Colorado with simultaneous impacts on multiple counties representing a significant geographic area 

and/or population would be termed "State-Regional," and a hazard with potential simultaneous impacts 

limited to a relatively small geographic area or population would be termed "Localized."   

In the Hazard Quick Reference Guide below, Geographic extent per hazard refers to the probable 

maximum geographic extent for each type of hazard, and the maximum likely impact zone at the highest 

level of hazard severity, but this does not preclude the same type of hazard impacting smaller 

geographic areas.  For some hazards, geographic extent includes two entries, the first representing the 

greatest potential geographic extent of the hazard, and the second representing a typical geographic 

extent of the hazard.  For computational purposes, the greater geographic extent entry is utilized. 

7.1.1.2 General Impacts 

Estimates of potential hazard impacts are based on review of previous events and/or available sources 

and research studies that forecast the severity of potential events for which there is not a significant 

historical record available.  A hazard with potentially extreme consequences likely to overwhelm 

available response and recovery resources within the impacted area is termed "Catastrophic."  A hazard 

with the potential to produce heavy costs and highly disruptive consequences within the impacted area 

is termed "Severe."  A hazard with the potential to produce substantial costs and significantly disruptive 

consequences within the impacted area is termed "Moderate."  A hazard with the potential to produce 

relatively minor costs and disruptions is termed "Slight."  General Impacts include potential human 

injury, illness, and loss of life, as well as economic costs and disruptions to critical infrastructure, 

services, and commerce.  However, for the purposes of this reference guide, the General Impacts (GI) 

category primarily refers to impacts that do not specifically pertain to the energy sector.  Potential 

impacts that relate specifically to the energy sector are estimated in the Energy Sector Impact Score 

(ESIS) described below.  

Neither the GI or ESIS categories are exhaustive, and may not include every potential impact, but are 

intended to provide basic background information to support decision-making relevant to an energy 

emergency.  General Impact (GI) entries listed in the Hazard Quick Reference Guide below, refer to 

maximum estimated impacts, and do not preclude the same type of hazard producing lower impacts.  
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7.1.1.3 Probability 

Estimates of potential hazard probability are based on previous records of the same or similar hazards, 

and research and analysis of the conditions under which the hazard is likely to develop.  Hazard 

probability is not based on specific or time-sensitive information regarding projected incidents, but is 

based on analysis of the general conditions conducive to the hazard's development.  Conditions 

conducive to any specific hazard may change significantly over time, these hazard probability estimates 

should therefore be reviewed and updated periodically.  Hazard probability may vary widely depending 

on a variety of geographic, economic, social, and political factors.  Therefore, probability is estimated 

based on the likelihood of impacts specific to the State of Colorado.  Furthermore, hazard probability 

assessment is complicated by the nature of certain hazards which are guaranteed to occur, but only over 

an extremely long timeline.  An example of one hazard of this type is super-volcanism in the Yellowstone 

Caldera, which will certainly have catastrophic or severe impacts within the State of Colorado when it 

does occur, and is guaranteed to occur at some future point, but for which the probability of occurrence 

in any given year is extremely low.  As a result of the difficulties inherent in estimating the probability of 

hazards that are guaranteed, but which occur on a geologic timeline, for the purpose of this analysis, 

hazard probability will be limited to a period of twenty five years into the future from the time of this 

document's development. A hazard which is virtually guaranteed or extremely likely to impact the State 

of Colorado in any given year within this twenty five year time-frame is termed "Certain."  A hazard with 

significant potential to impact the State of Colorado within this time frame is termed "Very Likely."  A 

hazard with some potential to impact the State of Colorado within this time frame is termed 

"Moderately Likely," a hazard with low potential to impact the State of Colorado within this time frame 

is termed "Rare," and a hazard with a very low potential to impact the State of Colorado within this time 

frame is termed "Extremely Rare." 

7.2 CEAEP Hazard Typology Rating Scale 
The CEAEP Hazard Typology Rating Scale combines the terms and definitions above, to produce a 

snapshot of each hazard along a series of six axes including Geographic Extent (GE), General Impact (GI), 

Previous Occurrences (PO), Future Probability (FP), and Energy Sector Impact Score (ESIS).  The Hazard 

Typology Rating Scale is neither comprehensive nor definitive, and a hazard's position on any axis of the 

scale alone is not intended to determine priorities for prevention, mitigation, response, or recovery 

activities.  Rather, the Hazard Typology Rating Scale is a decision-support tool intended to quickly and 

efficiently provide decision-makers with a baseline summary of each hazard and its potential impacts on 

energy assets and services in the State of Colorado. 
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Table 7-1 CEAEP Hazard Typology Rating Scale 

Geographic 
Extent 

Potential Impact Previous 
Occurrences 

Future 
Probability 

Energy Sector 
Impact Score (ESIS) 

6 - Global 4 - Catastrophic 5 - Frequent 5 - Certain 6 - Catastrophic – 
Systemic 

5 - National 3 - Severe 4 - Regular 4 - Very Likely 5 - Catastrophic 

4 - US-Regional 2 - Moderate 3- Periodic 3 - 
Moderately 
Likely 

4 - Severe 

3 - Statewide 1 - Slight 2 - Rare 2 - Rare 3 - Moderate 

2 - State-
Regional 

 1 - Extremely 
Rare / None 

1 - Extremely 
Rare 

2 – Slight 

1- Localized    1- Negligible 

Source:  Center for International Security Policy and Research (CISPR), 2012 

7.2.1 CEAEP Energy Sector Impact Score (ESIS) 

The Energy Sector Impact Score (ESIS) is a category of the CEAEP Hazard Typology Rating Scale which 

estimates a hazard's potential maximum impacts to energy assets and infrastructure, potential 

maximum disruption to energy services and delivery that might result.  Estimates of potential impacts to 

the energy sector may vary considerably depending on information available, and some ESIS results may 

be calculated with substantial information regarding specific impacts to energy sector assets in 

Colorado, and some with only generalized information regarding the types of damage or disruption that 

similar hazards have produced, or studies and simulations have forecasted.  For hazards that are rare, 

speculative, or for which there is no open source Colorado-specific consequence analysis available, ESIS 

is a generalized calculation.  This effect is compounded with regard to forecasting the impacts of 

potential hazards for which there is little or no historical precedent, or for deliberate human-caused 

hazards like terrorism and other criminality, which may involve tactical and strategic targeting processes 

which perpetrators calculate to be difficult for policymakers and law enforcement to forecast.  ESIS is a 

general ranking system that is primarily estimated from previous case studies, incident records, official 

documents, technical manuals, scientific journals, sponsored seminars, workshops, surveys, subject-

matter specialist consultation, and other open source materials.  With the exception of confidential 

stakeholder feedback, all supporting materials are open source intelligence (OSINT).  As a result, the ESIS 

estimates should not be considered reliable indicators of specific threats to the grid, or particular critical 

infrastructural vulnerabilities, nor should they be considered a primary forecasting or cost-estimation 

metric.  Rather, the ESIS is an estimation of potential impacts to energy infrastructure or disruption of 

services based on the potential maximum impacts of the hazard combined with open source and other 

relevant data reviewed during the CEAEP development process which enables a general estimate of 

potential hazard severity as it relates to the energy sector and energy delivery in Colorado. 
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7.3 Hazard Quick Reference GuideTM 

7.4 Natural Hazards 
Natural hazards refer to naturally-occurring phenomena with the potential to negatively impact human 

populations.  When natural hazards substantially impact human populations or activities, they may 

produce a natural disaster.  The term natural disaster therefore refers to specific incidences in which 

natural hazards produced significant and costly impacts on humans, human activities, property, and the 

environment.  Further, when any hazard or series of hazards produces impacts that temporarily or 

permanently overwhelm all available response and recovery capacities in affected jurisdictions, they 

may be deemed catastrophic.   

Therefore, under this typology, hurricanes are a natural hazard, but 2007's Hurricane Humberto was a 

natural disaster, and 2005's Hurricane Katrina was a catastrophic natural disaster.  This definition of 

catastrophic disasters as phenomena which overwhelm response and recovery capabilities should not 

be confused with insurance industry standards, which classify a catastrophe as any natural disaster 

which causes more than $25 million in damage to insured property, regardless of impact on response 

and recovery capacities.   

Natural hazards may be interrelated, or may combine to produce or exacerbate additional hazards.  For 

example, seismic phenomena like earthquakes may have ruinous impacts when they occur in isolation, 

but a sufficiently powerful earthquake occurring in a vital location may produce substantial secondary 

hazards like tsunamis, subsidence impacts, avalanches, mudslides, or rock falls.  Likewise, prolonged 

drought impacting regions of the United States may produce significant secondary economic impacts, 

and prolonged droughts in vulnerable areas of the developing world can potentially produce serious 

secondary impacts such as famine and civil disorder.   

Consistent with the hazard typology developed in the State of Colorado Natural Hazard Mitigation 

Plan108, natural hazard sub-categories identified as particularly relevant to the State of Colorado include:   

Atmospheric 
 

 Drought 
 Extreme Heat 
 Floods 
 Hailstorms 
 Lightning 
 Precipitation 
 Thunderstorms 
 Tornadoes 
 Windstorms 
 Winter Weather 

 

Geologic 
 

 Avalanche 
 Earthquake 
 Erosion & Deposition 
 Expansive Soils 
 Landslide/Mudflow/Rockslide 
 Subsidence 
 Solar Weather/geomagnetic 

Storm 
 Volcanic Activity 

Other/Unclassified 
 

 Wildfire 

 

The first seven hazards of the Hazard Quick Reference GuideTM were considered to be the biggest threat 

from natural hazards to the energy sector assets and infrastructure.  These selected natural hazards are 
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accompanied by a companion book of Natural Hazard Overlay Maps which depict selected energy assets 

located in the hazard zones. The maps are made available for official use only and are not viewable 

within this document.  Contact the Colorado Energy Office or the Division of Homeland Security and 

Emergency Management for official access.  The Natural Hazard Overlay Maps were developed by 

Patrick Engineering, Inc. in support of the CEAEP project.  The methodology used to produce these maps 

and tables is included with the maps. Figure 7-1 displays the rankings of each hazard based on their risk 

composite score. The hazards for each section will be listed in the ranked order with the HILP events 

being listed at the end of their respective sections. While these HILP events received high risk composite 

scores, a stakeholder survey did not list them as perceived critical risks to Colorado’s energy assurance.  
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7.4.1 Winter Weather 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

US-Regional/State-
Regional 

Severe Frequent Certain Severe 

 

Figure 7-1 Hazard Rankings 
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General Summary: Winter weather refers to weather events that include heavy, blowing, or drifting 

snow, freezing rain/ice storm, and/or extreme cold temperatures.  Blizzard refers to winter storms 

involving wind and blowing snow which severely hinder visibility, but may involve snow that has already 

fallen rather than new precipitation.  Severe winter weather may impact any area of Colorado, with 

heavy snowfalls and extreme cold temperatures regularly occurring from the high mountains to the 

Front Range foothills out to the eastern plains. 

Potential Impacts: Winter storms may result in heavy drifting snow and icing.  Blizzard conditions may 

severely hinder visibility from ground or air.  Heavy precipitation and icing on roadways slows and 

renders hazardous road travel.  In zero visibility, heavy drifting, or heavy icing conditions, motorists are 

frequently stranded and mobility of emergency response 

and other critical personnel is constrained.  Under some 

conditions aviation emergency response assets are 

grounded.  Airports may suspend service, stranding planes 

and passengers.  Heavy snow loads may damage structures 

and collapse roofs, and sustained extreme low 

temperatures can freeze pipes and cause substantial 

damage to homes, businesses, and critical facilities.  

Extreme cold temperatures and deep drifting snow can pose 

a serious hazard to exposed persons and livestock.  Late 

season heavy snows, icing, and extreme low temperatures 

can cause significant crop damage.  Winter weather can 

cause and/or compound other hazards and dangerous conditions such as avalanche and flood.                

Potential Energy Sector Impacts: Severe.  Extreme winter weather has caused significant outages and 

infrastructural damage in the past, and is expected to do so in the 

future.  High winds and heavy icing frequently down transmission 

and distribution lines, and winter weather conditions can hinder 

maintenance and emergency response.  Geographically 

widespread damage and difficult response conditions have 

resulted in localized multi-day outages, with concurrent impacts 

to critical services and facilities.  Winter weather conditions may 

both cause and compound the impact of outages:  continuity or 

recovery of aviation, rail, and road transport assets, 

telecommunications, and critical government services may be 

challenged by electrical outage and extreme weather conditions.  

Staffing is often hindered, as key personnel must secure 

transportation to and from worksites.  Severe and sustained 

winter weather conditions may slow delivery of liquid fuels, reducing or eliminating back-up generation 

capability among critical services and sectors in the case of prolonged electrical outage.    

Winter Weather in Colorado:  Two of the three most recent presidential disaster declarations in 

Colorado have been for winter weather events. In March 2003 and April 2001 the state of Colorado 

received federal funds from disaster declarations. The Rocky Mountain Insurance Information 

Christmas Blizzard of 1982 

Colorado Holiday Blizzards 2006/07 
Snowplows on the Highland Bridge 
in Denver by Jeff and Cindy Newton 
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Association estimates that the March 2003 storm was the costliest winter weather storm in Colorado; 

with a price tag of $93 million. Table 7-2 describes the four costliest winter weather events in Colorado’s 

history. 

Table 7-2 Costliest Winter Storms in Colorado 

Date Cost Description 

December 20-22 
& 27-29, 2006 

Total cost unknown: 
 
Frontier Airlines lost 
$14 million, United 
Airlines lost $30 
million, and the 
closure of I-70 may 
have cost the state up 
to $600,000 per hour. 

Back to back blizzards struck the Front Range during 10 of 
the busiest travel days of the year. The Denver International 
Airport was closed for two days during the first system. A 
second system moved through after Christmas and dropped 
more snow on the Front Range while stalling over Southeast 
Colorado where the snow continued and wind speeds sped 
up to 30-50 mph. Over 15,000 head of cattle were lost and 
the National Guard was called in to drop hay bales to keep 
more from dying.  Power outages lasted for up to two weeks 
in some places.  

March 17-20, 
2003 

$93.3 million In Rollinsville, 87.5” of snow was recorded.  Power lines were 
damaged due to broken tree limbs and many roofs were 
destroyed under the heavy snow. 

October 24-25, 
1997 

$10.5 million Extended snowfall rates of 1-2 inches per hour, winds of 30-
40 mph, and a low of 3 degrees on October 26th with a final 
tally of 2-4 feet of snow in the foothills and 14-31 inches 
along the Denver metro. The storm claimed four lives and 
stranded 4,000 motorists on Pena Boulevard. 

September 20, 
1995 

$6.4 million Wet snow dropped thousands of tree branches and downed 
power lines leaving 100,000 people in Boulder without 
power. In Denver, 4-8 inches of snow fell during this late 
summer storm. 

December 22-26, 
1982 

$4.9 million The Denver-Metro area was covered by 4-10 foot snowdrifts. 
Travelers were stranded at the airport while employees and 
shoppers were stranded at malls and shopping centers.  For 
the first time in history, every surrounding highway was 
closed.   

 

 

 

7.4.2 Thunderstorms 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

US-Regional/State-
Regional 

Severe Frequent Certain Severe 

 

General Summary: Thunderstorm refers to moving lightning-bearing clouds and cloud systems, which 

are typically cumulonimbus. Single cell thunderstorms tend to be smaller, are rarely associated with 

severe weather, and dissipate quickly, but are difficult to forecast due to their rapid and localized 
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development.  Multi-cell thunderstorms are 

composed of multiple single cell storms.  Multi-

cell thunderstorms are the most frequently 

occurring storms in most areas, and are 

generally of moderate severity. Multi-cell and 

larger thunderstorm systems may advance in a 

squall line; producing heavy and sustained 

straight-line winds sometimes classified as 

derecho events, and may produce moderate 

tornado activity.  Particularly large or severe 

multi-cell thunderstorms are termed 

supercells.  Supercells are frequently 

associated with several interrelated 

atmospheric hazards, all of which can be 

severe.  These include: lightning, straight-line 

winds/derechos, tornadoes, microbursts, and 

heavy precipitation often including severe hail 

and sufficient precipitation volume to cause flash flooding.  In Colorado, thunderstorms are seasonally 

frequent from the Front Range to the eastern plains, and considerably less prevalent in the central and 

south-central high mountains and west of the continental divide.       

Potential Impacts: Thunderstorms are precursors to several types of severe weather including lightning, 

straight-line winds/derechos, tornadoes, microbursts, and heavy precipitation which can include severe 

hail and sufficient precipitation volume to cause flash flooding.  The damage caused by a thunderstorm 

is a result of the additional atmospheric hazards associated with them, rather than the storm system 

itself.  In Colorado, flash flooding has posed the greatest hazard of death or injury associated with 

thunderstorms, followed by lightning, high winds, tornadoes, and hail.     

Potential Energy Sector Impacts: Severe.  Each of the atmospheric hazards associated with 

thunderstorm activity entail different potential impacts to the energy sector in Colorado.  See sections 

on lightning, windstorms, flooding, tornadoes, and hailstorm for their associated energy sector impacts. 

7.4.3 Tornadoes 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 
 

Catastrophic Regular Certain Severe 

 

General Summary: Tornado refers to localized high velocity rotational winds.  Tornadoes are 

characterized by funnel-shaped debris-bearing clouds extending from storm cells to the ground.  

Probable damage increases with proximity to the funnel, but hazardous tornadic winds are not limited 

to the visible debris-laden funnel area.  Tornadoes are almost exclusively associated with severe 

Source: http://www.spc.noaa.gov/wcm/20ysvra.png 

http://www.spc.noaa.gov/wcm/20ysvra.png
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thunderstorms.  Tornado severity is classified along the TORRO and Enhanced Fujita (EF) scales.  The 

enhanced Fujita scale rates severity from EF1 (least severe), to EF5 (most severe).  All tornadoes are 

potentially hazardous to life and property, but destructive potential rises precipitously at the EF-3 level 

and above, with EF3 and higher tornadoes accounting for approximately 6% of recorded tornadoes in 

the United States, but 75% of tornado-related fatalities.  In Colorado, tornadoes may occur anywhere 

thunderstorms occur, and areas of highest potential tornado activity coincide with areas of highest 

thunderstorm activity.  These areas include the central and northern Front Range foothills extending out 

through the eastern and northeastern plains.  Tornadoes have rarely occurred in other portions of the 

state.           

Potential Impacts: Tornadoes at the lower end (EF-0 through EF-2) of the Enhanced Fujita Scale can 

push vehicles from roadways, cause superficial damage to vegetation and well-built structures, and 

cause significant damage to temporary structures and mobile homes.  Starting at the EF2 level, severe 

damage including roof loss may occur in well-built structures, vehicles and other large objects may be 

lifted from the ground, small objects become missiles, and large trees are downed.  At the EF3+ level, 

most well-built structures may lose all internal walls, rendering above-ground sheltering insufficient to 

ensure life safety.  At the EF 4 level, well-built residences are totally destroyed, and other robust 

structures are severely damaged or destroyed.  Heavy vehicles like airplanes, trains, and semi-trucks can 

be pushed over or moved short distances.  At the EF5 level, destruction of virtually all structures and 

vehicles will be total, sweeping above-ground residential constructions clear of their foundations, and in 

some cases stripping asphalt from roadways.  Robust above-ground structures may be severely 

damaged or destroyed, and unreinforced basements become insufficient to ensure life safety.   

Potential Energy Sector Impacts: Severe.  While all tornadoes are capable of damaging or destroying 

energy infrastructure, the likelihood and severity of potential damage increases substantially at and 

above the EF3 classification.  In Colorado, tornadoes of this intensity are rare but do occur.  Electrical 

generation facilities and substations, transmission and distribution lines, liquid fuels pipelines, 

maintenance vehicles and equipment, and other above-ground assets may be impacted.  

Tornadoes in Colorado:  From 1991-2010 the state of Colorado experienced an average of 53 tornadoes 

per year; with only 0.4% of those categorized as EF3 and above. The following table shows the number 

and strength of tornadoes in Colorado from 2000-2010.   The majority of these events were categorized 

as EF0 or ‘Gale Tornadoes’ with the potential to damage chimneys, break tree branches,  
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push over shallow-rooted trees, and damage sign boards. 

Source: http://www.denverpost.com/news/ci_25814431/interactive-graphic-history-tornadoes-colorado 

Colorado’s eastern plains are located within the boundaries of ‘tornado alley’ and these counties 

produce the most tornadoes in the state. The northeastern counties of Weld, Adams, and Washington 

have experienced well over 500 tornadoes since 1950.     

 

 

 

 

 

 

 

 

 

 

Figure 7-2: Tornados in the State of Colorado 2000-2013 

http://www.denverpost.com/news/ci_25814431/interactive-graphic-history-tornadoes-colorado
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Figure 7-3 US Tornados in United States (1950-2011) Confirmed Reports per County  

 
Source: http://www.ustornadoes.com/wp-content/uploads/2012/05/us_tornadoes_by_county_since_1950.gif 

The eastern plains of Colorado experience an average of 7 tornado watches per year while the western 

and central regions of the state average less than one tornado watch per year.  From 1950-2010, the 

state of Colorado recorded 1,778 tornadoes with 5 deaths, 261 injuries, and $292,778,671 in total 

damages (property and crops).  Prior to 1950, tornadoes in Colorado killed over 40 people.  

May 22, 2008: Windsor Tornado 
Around noon on May 22, 2008 a near mile-wide 

tornado travelled 35 miles from Gilcrest to west 

Greeley and north through Windsor, Colorado.  This 

event was categorized as an EF3 tornado with wind 

speeds as high as 165 mph. The twister injured 

hundreds of citizens and led to one fatality.  At least 

80 homes were destroyed and 1,600 structures were 

damaged. Insurance claims topped off at $193.5 

million, making it the costliest tornado in Colorado’s 

history. 

The Windsor tornado damaged at least three power transmission lines; including a pair of 230,000 volt 

lines at the Fort St. Vrain power plant near Plattville. Additionally, 200 power poles and a half-dozen 

transmission poles were damaged or destroyed.  At least 60,000 citizens lost power as the storm passed 

through the region.  

http://www.ustornadoes.com/wp-content/uploads/2012/05/us_tornadoes_by_county_since_1950.gif
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Energy Asset Inventory and Tornado109 
  

The regions shaded in red are identified as 
Tornado Hazard Areas.  These are locations in 
Colorado where, in the past 60 years, a 
tornado has been recorded with an enhanced 
Fujita rating of F0-F5 

This map was produced by comparing the 
Tornado Hazard Area Map on the left with the 
Energy Asset Inventory ranking of each county 
in Colorado. Weld and El Paso Counties (in red) 
have Energy Asset Inventory Rankings of 16 and 
13 respectively.  These counties also reside in 
Identified Tornado Hazard Areas. 
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7.4.4 Wildfire 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Severe Frequent Certain Severe 

 

General Summary: Wildfire refers to uncontrolled and undesired combustion of natural and/or human-

made fuels.  Wildfire may occur in montane, subalpine, foothill, and grassland regions of Colorado, 

potentially impacting significant portions of all counties in the State.  Wildfires may be human-caused in 

cases of deliberate or accidental fuel ignition, or naturally-occurring.  Rapidity of onset and spread is 

dependent on type of ignition, topography, wind speeds, temperature, humidity, precipitation, and fuel 

availability.  Drier conditions, high winds, low humidity, and high fuel availability are typical contributing 

factors.  In Colorado, wildfires regularly occur during the March-August fire season, but conditions 

conducive to wildfire development may occur at any time of year.  Lightning is the most prevalent 

natural ignition source.  Human-caused ignition may present as a secondary impact of natural hazards in 

cases of electrical transmission line downing, pipeline damage, or natural gas line damage.  Human-

caused ignition may also be accidental, in the case of controlled burns that escape containment, or 

deliberate, in the case of arson. 

Potential Impacts: Wildfire onset and spread are highly dependent on a variety of external factors, but 

damage to structures, vehicles, infrastructure, and improvements is typically severe to catastrophic in 

impacted areas.  Economic losses are highest in wildland-urban interfaces, and may include loss of 

productivity due to evacuation as well as fire damage.  Fatalities are infrequent but do occur.    

Potential Energy Sector Impacts: Severe.  Wildfire may damage or destroy transmission and distribution 

lines, substations, and other vulnerable facilities and infrastructure.  Wildfire may occasionally present 

as a secondary impact of energy infrastructure damage due to other hazards.  For example, windstorms, 

lightning, and other natural hazards can down transmission and distribution lines, leading to wildfire 

ignition.  Lax vegetation management can result in contact with transmission lines, resulting in wildfire 

ignition as well as infrastructure damage.  High intensity arc flashes can also melt conductors, destroy 

insulation, and start fires. Wildfire may impact accessibility to energy assets for emergency response and 

recovery operations. 

7.4.4.1 Wildfire in Colorado: 

Black Forest Wildfire 2013: On June 11, 2013, the Black Canyon Wildfire of Black Forest, Colorado 
started as a localized event, but environmental conditions including high winds and heat allowed it to 
spread quickly. Two days after starting, the fire overtook the Waldo Canyon fire of 2012 as the most 
destructive fire in Colorado’s history. The fire destroyed at least 509 homes, killed two people, and had 
an evacuation area that spread over 147 square miles. The claims resulting from the fire reached nearly 
$300 million, making it the second most expensive fire in Colorado’s history, after the 2012 Waldo 
Canyon fire 
 
High Park Wildfires 2013: Caused by a lightning strike to a tree, the High Park fire was one of the largest 
in Colorado’s history. The fire spread over 87,000 acres, destroyed over 250 homes, and killed one 
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person. The extreme environmental conditions and poor access for firefighters meant that the fire was 
able to spread rapidly. The evacuation of surrounding areas included Buckhorn Canyon, Paradise Parke, 
Stove Prairie, Flower Road, Rist Canyon, Paradise Park, Poudre Park, Poudre Canyon, Davis Ranch, Whale 
Rock, and Pine Acres and lasted 21 days. Due to preparations taken by local residents and agencies 
following the fires, the area was able to withstand much of the damage that the 2013 floods caused 
other areas.  
 
Waldo Canyon 2012: The Waldo Canyon wildfire began as a brush fire southwest of Colorado Springs on 
June 23, 2012. The fire spread quickly to a ridge before air support was requested by the fire 
department. Record high temperatures and strong winds allowed the fire to spread into Queens Canyon 
and surrounding neighborhoods. By the time the fire was contained on July 10, two people were dead 
and over 340 homes and 14,422 acres had been burned. The Waldo Canyon fire stands as the most 
expensive wildfire in Colorado’s history with over $450 million in claims filed. 
 

Lower North Fork Fire, March 2012: On March 26, 2012, a controlled burn crossed over a containment 

line in the Pleasant Park neighborhood near Conifer, Colorado.  Sustained winds of 20 miles per hour, 

gusts of 60 -80 mph, and historically dry conditions caused the fire to grow rapidly and consume 4,500 

acres. Eventually, the Lower North Fork Fire destroyed 27 homes.  It is estimated that this fire caused 

$1.2 million in utility losses and damaged or destroyed 2-3 miles of electric transmission line.  

Fourmile Canyon Fire, 2010: The 

Fourmile Canyon fire destroyed 

169 homes and 5 structures. The 

Fourmile Canyon fire also 

damaged or destroyed at least 

225 of Xcel Energy’s utility poles 

and 15,765 feet of overhead 

conductor. After containment, 

many evacuees were still unable 

to return to their homes due to 

wide-spread power outages. Xcel 

energy used a helicopter to 

deliver poles and restore 

transmission line to 

neighborhoods without power. 

Firefighters were on-hand as 

lines were energized; at least one 

small hot spot flared-up during 

the restoration process. 

Hayman Fire, June-July 2002: The Hayman Fire holds the record as the largest wildfire (by acreage) in 

Colorado’s history.  By the end of the event, 138,000 acres had burned and 133 homes were destroyed.  

This particular event occurred during a historic, state-wide, multi-year drought. Several additional 

factors contributed to the severity of this event. Thick surface fuels downwind from the start of the fire 

Burn Scar 

138,000 acres 

Pikes Peak 

The Hayman Fire burn scar seen from space in September 2002 
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consisted of deep layers of dry pine needles, shrubs, and bushy, low trees.  On the first day of the fire, 

winds were blowing at 10-15 mph with occasional gusts of 40+mph.   By the second day, wind gusts of 

50 mph combined with a relative humidity of around 5% resulting in the destruction of 60,000 acres in 

one day.    

Table 7-3 Notable Colorado Wildfires 2005-2013 (>1,000 acres burned or 
homes/structures destroyed) 

2005 Mason  11,357 acres 

2006  Mauricio Canyon 3,825 acres 
2006 Yuma County 23,000 acres 
2006 Thomas 3,347 acres 
2006  Mato Vega 13,820 acres 
2007 Newcastle 1,420 acres 
2007 Bear 1,526 acres, 1 home, 2 structures 
2008  Ordway 8,900 acres, 14 homes, 10 structures, 3 fatalities 
2008 Bridger 45,800 acres 
2008 Nash Ranch 1,115 acres, 2 structures 
2009  Olde Stage 1,300 acres, 2 homes, 2 structures 
2009 Spring Creek 1,340 acres 
2010  Parkdale 628 acres, 1 home, 1 structure 
2010 Fourmile Canyon 6,280 acres, 169 homes, 5+ structures 
2010  Reservoir Road 710 acres, 2 homes, 3 structures 

2012 Roosevelt National Forest 87,284, 259 homes 

2012 Colorado Springs 18,247 acres, 346 homes 

2013 Waldo Canyon 14,422 acres, 347 homes 

2013 Black Forest 14,280 acres, 511 homes 

2013 Royal Gorge 3,800 acres 

2013 East Spanish Peak 13,572 acres 

2013 Wolf Creek Pass 110,405 acres 
Source: National Interagency Fire Center; Rocky Mountain Insurance Information Association; U.S. Forest Service; Colorado State 

Forest Service; Colorado Division Emergency Management; Jeff Mitton, University of Colorado, Department of Ecology and 

Evolutionary Biology. 

7.4.4.2 Energy Asset Inventory and Wildfire110 

The following table lists the 31 counties in Colorado with a total Wildfire Hazard Score of 10 or more. Each 

county was ranked using an Energy Asset Inventory and Wildland Fire Susceptibility Index layer created 

from a merged product of two datasets: the Colorado State Forest WFSI Index from 2007 and the Colorado 

State Forest ‘Colorado Wildland Urban Interface Hazard Assessment’ data from 2002.  The first analysis 

determined the quantity of utilities within the areas valued as “low” or “moderate” risk.  The next analysis 

determined the quantity of utilities within the areas valued as “high” or “very high” risk.  High and Very 

High Risks were weighted more heavily (the energy asset score was doubled). Finally, the Low/Moderate 

and High/Very High scores were added together to determine the final Wildfire Hazard Score for each 

county.   
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Table 7-4 Total County Ranking of Wildfire Hazard Potential 

County Low/Moderate Score High/Very High Score Wildfire Hazard Score 

Weld 11 16 27 

Yuma 2 24 26 

El Paso 6 14 20 

Morgan 3 16 19 

Kit Carson 2 16 18 

Mesa 5 10 15 

Rio Blanco 7 8 15 

Prowers 5 10 15 

Logan 4 10 14 

Pueblo 8 6 14 

Washington 4 10 14 

Lincoln 4 10 14 

Larimer 3 10 13 

Adams 5 8 13 

Bent 5 8 13 

Phillips 4 8 12 

Montrose 6 6 12 

Jefferson 4 8 12 

Arapahoe 4 8 12 

Boulder 4 8 12 

Otero 4 8 12 

Garfield 5 6 11 

Montezuma 3 8 11 

Cheyenne 3 8 11 

Grand 4 6 10 

Routt 4 6 10 

La Plata 4 6 10 

Archuleta 4 6 10 

Denver 4 6 10 

Baca 4 6 10 

Kiowa 4 6 10 
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Low/Moderate Wildfire Hazard Potential 

Areas are highlighted in Red. 

 

 

Low/Moderate Hazard Scores were 

combined with High/Very High Hazard 

Scores to create this image.  

 Weld and Yuma Counties are 

highlighted in red with Total 

Wildfire Hazard scores of 27 

and 26 respectively.  

 

 

High/Very High Wildfire Hazard Potential Areas 

are highlighted in red 

 Yuma County has the highest energy 

asset inventory score for a county 

with high/very high wildfire risk.  
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7.4.5 Flood 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Severe Periodic Certain Severe 

 

General Summary: Flooding refers to the temporary submergence underwater of normally dry land.  

Flooding occurs when water is introduced to dry land areas in sufficient volume to exceed the carrying 

capacity of channels, the surface absorbency of the land, or overtop existing hydrologic engineering 

structures like levees, dams, drainage systems, and aqueducts.  Floods are typically attributable to build 

up of water from snowmelt, precipitation, displacement of water by rock fall or ice jams, or the failure of 

hydrologic engineering structures.  Twenty to 30 significant floods occur on average in the State of 

Colorado each year.     

Potential Impacts: Depending on the causes and geographic area affected, flooding may be slow or rapid 

in onset, short or long in duration.  Colorado's geography renders many areas susceptible to rapid 

timescale (6 hours>) or "flash" flooding, which may produce dangerous debris-laden swift water capable 

of sweeping away persons, vehicles, and structures in its path.  Floodwaters can produce environmental 

and public health impacts as chemical runoff and sewage drains to waterways and reservoirs, and standing 

water produces conditions conducive to pathogen and parasite development and spread.  

Potential Energy Sector Impacts: Severe. Significant volumes of energy assets and infrastructure may be 

located in floodplains and other flood-prone areas.  Floodwaters may damage or destroy any submerged 

infrastructural asset, and can limit accessibility for emergency response and recovery operations.   

7.4.5.1 Flood in Colorado 

September 2013 Colorado Floods:  Starting on September 9, 2013 a slow-moving cold front stalled over 

Colorado, clashing with warm humid monsoonal air from the south.111  This resulted in heavy rain and 

flooding along Colorado's Front Range from Colorado Springs north to Fort Collins. The situation 

intensified on September 11 and 12. Boulder County was worst hit, with 9.08 inches (231 mm) recorded 

September 12 and up to 17 inches (430 mm) of rain recorded by September 15112, (Smith, 2013) which is 

comparable to Boulder County's average annual precipitation (20.7 inches, 525 mm).113 (U.S. Climate 

Data, 2015) 

Colorado’s oil and gas industry shut down 1000 wells in the Denver-Julesburg Basin114 (Denver Business 

Journal, 2013), many of which were under rushing water, and reports of broken lines and storage tanks 

swept away by the flood waters raised concerns of contamination. A spill from flood-damaged storage 

tanks in Milliken was reported September 18, which released 5,250 US gallons (19,900 l; 4,370 imp gal) 

of crude oil into the South Platte River.115  

 

https://en.wikipedia.org/wiki/Cold_front
https://en.wikipedia.org/wiki/Front_Range
https://en.wikipedia.org/wiki/Colorado_Springs,_Colorado
https://en.wikipedia.org/wiki/Fort_Collins,_Colorado
https://en.wikipedia.org/wiki/Boulder_County,_Colorado
https://en.wikipedia.org/wiki/Milliken,_Colorado
https://en.wikipedia.org/wiki/Crude_oil
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1976 Big Thompson River Flood: The Big Thompson River flood 

of July 31, 1976 was the deadliest flash flood in Colorado history.  

At least 145 people perished after a stalled thunderstorm 

produced more rainfall in 24 hours than the region would have 

normally experienced in an entire year. Water was forced 

through the narrow canyon at an incredible rate; destroying 

homes, hotels, campsites and the main artery, U.S. 34, from 

Estes Park to the canyon’s mouth near Loveland.  

Debris from the flash flood wiped out all but one of the turbines from the hydroelectric plant at 

Viestenz-Smith Mountain Park.  Federal Disaster Assistance Administration funds were used to rebuild 

the plant farther away from the bank of the river. There was also significant damage to the Big 

Thompson dam and a 36 inch steel tube that transported drinking water to the Loveland Filtration Plant. 

To safeguard against future flash-floods, the river was widened, the highway was constructed higher, 

and bridges were anchored to strong retaining walls in the canyon. Road construction and unsettled 

river banks caused rock slides, erosion, and 

subsidence for years after the immediate disaster.  

July 14-18, 1965 South Platte River/Arkansas River 

Flood:  The 1965 South Platte River/Arkansas River 

event is the costliest flood in the state’s history.  

Unprecedented rainfall caused progressive flooding 

of the South Platte and Arkansas River basins over a 

number of days.  Unofficial reports from southeast 

Colorado put rainfall amounts at 15.5 inches in 14 

hours at the peak of the storm.  

By June 20 the damage extended from north of Ft. 

Collins to south of Pueblo. Roads were flooded, 

bridges were washed out, and some of the worst 

damage occurred in metro Denver on June 16th 

when flood waters from the South Platte spread to 

over a half-mile wide or more. At the time, this 

flood zone represented over 67% of the industrial 

area in the city and peak discharge was 183% of the 

previous maximum in recorded history.  

In the Denver metro area, both Public Service 

Company power plants along the river were shut 

down and emergency circuits became waterlogged 

and shorted out. 

 

 

Rocky Mountain News: June 18, 1965 
 
A pile of debris (trucks, timber, trailers) clogs a 
bridge at W. Alameda Ave. over the North Platte 
River.  Kalamath St is at the top of the image. 
The flooded Valley Highway is at the bottom of 
the image  
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Table 7-5 Significant Floods in Colorado Recorded History 

Year Location Deaths Damages (in 2007 
dollars) 

1864 Cherry Creek, Denver 0 $7,000,000 

1896 Bear Creek, Morrison 27 $8,000,000 

1911 San Juan River, Pagosa Springs 2 $7,000,000 

1912 Cherry Creek, Denver 2 $156,000,000 

1921 Arkansas River, Pueblo 78 $988,000,000 

1935
  

Monument Creek, Colorado Springs 18 $68,000,000 

1935 Kiowa Creek, Kiowa 9 $20,000,000 

1942 South Platte River Basin n/a $10,800,000 

1955 Purgatorie River, Trinidad 2 $47,000,000 

1957 Western Colorado 0 $23,000,000 

1965 South Platte River, Denver 8 $2,600,000,000 

1965 Arkansas River Basin 16 $267,000,000 

1969 South Platte River Basin 0 $28,000,000 

1970 Southwest Colorado 0 $17,000,000 

1973 South Platte River, Denver 10 $505,000,000 

1976 Big Thompson Rive, Larimer 145 $110,000,000 

1982 Fall River, Estes Park  3 $64,000,000 

1983 North Central Counties 10 $34,000,000 

1984 West and Northwest Counties 2 $61,000,000 

1993 Western Slope 0 $2,700,000 

1995 Western Slope and South Platte  21 $68,000,000 

1997 Fort Collins and 13 Eastern Counties 6 $220,000,000 

1999 Colorado Springs and 13 East Counties 0 $130,000,000 

2000-6 Statewide various events 5 $116,801,024 

2006 Beaver, Brush Hollow and Eight Mile Creeks 0 $2,000,000 

2006 Horse Creek & West Creek, Douglas 0 $13,000,000 

2006 Vallecito Creek, La Plata 0 $1,000,000 

2007 Chalk Creek Canyon, Chaffee 0 $1,000,000 

2007 Chalk Creek Canyon, mudflows 0 $2,000,000 

2009 Six Mile Creek 0 $321,000 

2010 Statewide flooding, various events 0 $846,160 

2013 Front Range and Northeast Counties: 
Disaster emergencies declared in 24 
counties 

9 $8,250,000,000 est. as 
of November 2015 

2015 Severe Storms Tornadoes, Flooding 
Landslides and Mudslides declared for 15 
Counties 

0 $3,000,00 est. as of 
November 2015 

Totals  372 $8,505,870,518 
Data Source: Colorado Flood Hazard Mitigation Plan 2013 



202 
7 Hazard Typology 

Energy Asset Inventory and Flood116Ten counties in Colorado117have a Flood Hazard Score of 4 and 

possess energy infrastructure within a Special Flood Hazard Area (SFHA).  A SFHA is defined as an area 

that will be inundated by a flood event having a 1 percent chance of being equaled or exceeded in any 

given year.  HAZUS methodology is used for counties that were not included in the DFIRM (Digital Flood 

Insurance Rate Map) database.  HAZUS is a national standardized methodology that contains models for 

estimating potential losses from earthquakes, floods, and hurricanes. It graphically illustrates the limits 

of identified high-risk locations due to earthquake, hurricane, and floods. Users can visualize the spatial 

relationships between populations and other more permanently fixed geographic assets or resources for 

the specific hazard being modeled, a crucial function in the pre-disaster planning process. Figure 7-4 

shows both HAZUS and DFIRM layered with identified hazard areas.   

Figure 7-4 HAZUS and DFIRM Flood Zones in Colorado 

 
 

Ten counties in the following map have the largest energy asset inventory ranking in high flood hazard 

areas.  
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7.4.6 Precipitation 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future Probability ESIS 

US-Regional/State-
Regional 

Moderate Regular Certain Moderate 

 

General Summary: Precipitation refers to any form 

of water that falls on the Earth's surface.  Precipitation 

may take the form of rain, snowfall, sleet, or hail.  

Colorado is located in a relatively low-precipitation 

region of the United States, and experiences 

precipitation to different extents by state region, with 

the high mountains generally receiving higher snowfall 

than other regions, but significant potential for snowfall 

and other precipitation throughout the state.   

Potential Impacts: Precipitation levels determine overall 

water supply throughout Colorado.  Heavy snow may 

directly cause property damage threatening structural 

integrity and leading to occasional deaths or injuries, and 

may impact critical services and facilities.   

Heavy precipitation may occur in concurrence with other hazards such as thunderstorms and winter 

weather, or may be a precursor to secondary hazards such as flooding, ice movement, erosion, 

Annual Climatology: 1981-2010 

Source: https://climatedataguide.ucar.edu/climate-

data/prism-high-resolution-spatial-climate-data-

united-states-maxmin-temp-dewpoint 

 

https://climatedataguide.ucar.edu/climate-data/prism-high-resolution-spatial-climate-data-united-states-maxmin-temp-dewpoint
https://climatedataguide.ucar.edu/climate-data/prism-high-resolution-spatial-climate-data-united-states-maxmin-temp-dewpoint
https://climatedataguide.ucar.edu/climate-data/prism-high-resolution-spatial-climate-data-united-states-maxmin-temp-dewpoint


204 
7 Hazard Typology 

subsidence, avalanche, landslide, or rock falls.  Heavy precipitation can complicate or halt aviation 

operations in affected areas, and large snowdrifts are capable of derailing or halting rail vehicles.  Heavy 

precipitation can slow or halt road transport, and is a common contributor to road accidents.       

Potential Energy Sector Impacts: Moderate.  Heavy icing can damage and disrupt power infrastructure 

and freeze pipes and high precipitation conditions may complicate maintenance and response operations.   

7.4.7 Lightning 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Statewide 
 

Moderate Frequent Certain Moderate 

 

General Summary: Lightning refers to electrical discharges produced by electro-static separation of 

particles within thunderstorm clouds.  Lightning is associated with thunderstorm activity, and occurs 

frequently throughout Colorado.  It is most prevalent in the Front Range and high elevation portions of 

the state, but may occur anywhere in concurrence with thunderstorm activity.  In Colorado, peak 

lightning activity occurs between May-September.  Colorado averages approximately 530,000 cloud-to-

ground lightning strikes annually, typically resulting in 1-2 fatalities, and 6-7 injuries per year.   

Potential Impacts: Lightning poses a serious risk to humans, and 

often results in injury or fatality when it strikes humans or 

livestock.  From 2005-2014, Colorado ranked 3rd in the nation 

for lightning-related fatalities, with 17 killed during this period.118  

Lightning frequently strikes structures, but rarely causes 

significant damage and does not directly impact structural 

integrity.  Lightning has killed and injured livestock, and can 

cause crop damage.  Lightning is a common ignition source for 

wildfires, and thunderstorms involving high winds and lightning 

activity but low precipitation pose the greatest potential risk of 

wildfire ignition, particularly when they occur over dry or 

drought-impacted areas.            

Potential Energy Sector Impacts:  Moderate.  Lightning often strikes electrical transmission and 

distribution systems.  Most lightning strikes impacting the electrical grid result in only minor to 

moderate property damage, and only occasional minor disruptions to grid operations and electrical 

services.  However, in rare cases lightning strikes can result in significant outages or interruptions.  

Lightning may pose a significant danger to line workers conducting maintenance operations. 

Table 7-6 Average Monthly Lightning Flashes for the State of Colorado 

Jan Feb March April May June July Aug Sept Nov Dec   

806 1,913 19,404 107,757 596,772 1,258,117 2,001,217 209,775 699,250 5,384 269   

 



205 
7 Hazard Typology 

Lightning in Colorado: The greatest flash densities in the state of Colorado occur where the mountains 

and plains intersect. The Palmer Divide/Pikes Peak Region and the southern Sangre de Cristo mountains 

are the predominant hot-spots for lightning activity. There are no clear answers as to why this is the 

case, but leading theories suggest that regions of 

convergence associated with the 

mountains/plains circulation might account for 

this convection.  Colorado ranks 32nd in the 

country for lightning flash density. 119    

Energy Asset Inventory and Lightning 1 : The 

following maps compare lightning flash density 

and energy asset inventory for each county in 

Colorado. El Paso County has the highest rate of 

lightning flashes per square mile with an Energy 

Asset Inventory Score of 13. Alternatively, Gilpin 

County has the second highest rate of lightning 

flashes per square mile but a low Energy Asset 

Inventory ranking.  Therefore, it is considered a 

high lightning hazard area with a lower energy 

asset impact. 

 

                                                           
 

1 Data, analysis, and GIS maps provided by Patrick Engineering 

Counties in red are identified as 

lightning hazard areas.  

 

This figure shows the mean annual lightning flash 
density for the state of Colorado from 1989-2005 
(excluding 2000).  
 
Over 7 million flashes were recorded to produce this 
image. The annual average total of lightning flashes 
in Colorado is 6,911,280. 
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7.4.8 Extreme Heat 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

US-Regional/State-
Regional 

Moderate Periodic Certain Moderate 

 

General Summary: Temperatures substantially in excess of the normal high temperatures for the 

geographic location and season are termed extreme heat conditions.  Extreme heat may combine with 

unusually high humidity, or, may involve extreme low humidity.  In the United States, extreme heat 

accounts for more annual deaths than tornadoes, lightning, and floods combined.              

Counties in red have the highest lightning 

strike density (flashes per square mile) 

1) El Paso County  

27,500 annual flashes 

12.9 flashes/square mile 

2) Douglas County  

10,900 annual flashes  

12.9 flashes/square mile 

3) Gilpin County 

1600 annual flashes 

10.7 flashes/square mile 

 

Counties with an annual average of over 6 flashes 

per square mile layered with Energy Asset 

Inventory Scores. 

1) El Paso County (in red) 

12.9 flashes/square mile  

13 power plants  

68 substations  

696.2 miles of electric transmission line  

213.4 miles of pipeline 



207 
7 Hazard Typology 

Potential Impacts: Extreme heat 

often results in relatively high 

mortality rates within urban 

areas, with urban elderly being 

most at risk.  Though aviation 

operators are generally aware of 

Colorado as a "high and hot" 

operating area, extreme heat 

may further decrease air 

densities, rendering some 

aircraft operations difficult to 

conduct safely.  Ground transport 

may be impacted as asphalt 

roads soften, concrete roads 

rupture, and railroad tracks are deformed.  Extreme heat can stress road and rail transport vehicles, 

resulting in more frequent mechanical failures.  Livestock can be threatened by extreme heat, and 

agricultural production is slowed and reduced.  In the case of extreme heat accompanied by extreme low 

humidity, wildfires may be more frequent and difficult to combat.  Extreme heat increases overall water 

demand, potentially resulting in water quality and environmental problems, and may compound the 

challenges of fire suppression. 

Potential Energy Sector Impacts:  Moderate.  Electrical grid components may be damaged or overtaxed 

as increased electrical demand causes power lines to heat and sag.  Transmission and distribution lines 

may fail and/or ignite nearby vegetation, causing service disruptions and potential wildfires.  Particularly 

in urban areas, extreme heat leads to increased electrical demand. In cases of prolonged extreme heat 

this increased demand could exceed local or regional supply and distribution capabilities, necessitating 

rolling brownouts or blackouts.   
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7.4.9 Windstorms 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Moderate Regular Certain Moderate 

 

General Summary: Windstorms refer to weather phenomena involving high winds or violent and 

unpredictable gusts.  In Colorado, windstorm events are most frequent in the Front Range and Front 

Range Foothills, east-central to northeast, and Grand Valley, but may occur anywhere in the state.  In 

summer, warm Chinook winds may descend from the Rocky Mountains and down the Front Range 

foothills to the eastern plains.  Likewise, the interaction of high pressure systems to the west and low 

pressure systems to the east can cause a Bora, or cascade of heavy winds into eastern and southeastern 

foothills and plains.  Both Boras and Chinook winds may descend from the high mountains through the 

Front Range canyons and on to the Front Range foothills and eastern plains at speeds approaching or 

exceeding 100 miles per hour, with sustained 50-80 mile per hour wind speeds being typical.          

Potential Impacts: Windstorms can damage roofs and shatter unreinforced windows, down trees, turn 

unsecured objects into missiles, and blow vehicles from roadways.  High profile vehicles are at particular 

risk, especially when travelling perpendicular to wind direction.  Less robust or poorly-maintained 

structures may be severely damaged or collapse.     

Potential Energy Sector Impacts: Moderate.  Wind storms have frequently downed electrical transmission 

and distribution lines in Colorado, and will continue to do so.  Impacts are generally moderate but 

occasionally severe, and involve sustained damaging winds across a wider geographic area and for longer 

duration than most localized thunderstorm or tornado events.  Wind storms may complicate maintenance 

and emergency response operations.          

Windstorms in Colorado:  According to the Federal 

Emergency Management Agency, portions of Colorado fall 

into Wind Zone I (130 mph), Wind Zone II (160 mph), and 

Wind Zone III (200 mph).  The entire Front Range corridor 

from Cheyenne, WY to Trinidad, CO is classified as a ‘Special 

Wind Region’.  

This region can be seen in the image on the next page where 

each blue dot represents a recorded wind speed of over 65 

knots (approximately 75 mph) from 1955-2011. 

 

 

High winds are responsible for toppling this 

structure next to the Agate Post Office in Elbert 

County in 2010  
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From February 21-22, 2012 the Front 

Range corridor experienced wind gusts up 

to 90 mph. These winds downed power 

lines, leaving nearly 45,000 in central 

Colorado without power. Two wildfires 

also occurred in conjunction with the 

wind event.  

According to the National Climatic Data 

Center, 3-5 of these types of wind events 

are typical for any given year. In May 

2010, winds gusting up to 75 mph caused 

power lines to come down in Manitou 

Springs sparking a grass fire near the 

Pikes Peak Cog Railway. Later that month, 

high winds downed power lines near 

Conifer and sparked a small wildfire, 

while power outages were reported in the Big Thompson Canyon and Loveland.  From 1950 to 2010 

windstorms have caused approximately $367 million in property damage with 21 deaths and 406 

injuries.120 

Energy Asset Inventory and High Winds2: High wind events may occur in nearly every county in 

Colorado. Weld and El Paso counties have an Energy Asset Inventory Score of 16 and 13 respectively and 

both reside within identified High Wind Hazard Areas.  From 1950-2010, Weld county experienced 246 

high wind events, second only to Larimer county with 293.  Additionally, Weld County is home to over 

849 miles of electric transmission lines: the most in the entire state of Colorado.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                           
 

2 Data, analysis, and GIS maps provided by Patrick Engineering 

Special Wind Region 

The regions shaded in red are Wind Hazard 
Areas. These are locations in Colorado where, 
within the past 55 years, wind speeds have 
been recorded at 58 mph and above. 
 

Source: NOAA’s Storm Prediction Center SVRGIS 
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7.4.10 Landslides/Mudflows/Rock 

falls 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Moderate Periodic Moderately 
Likely 

Moderate 

 

General Summary: Landslide refers to the down slope movement of geologic materials and surface debris.  

Mudflow refers to a combination of water and soil materials flowing downslope along ravines, canyons, 

gulches, and other water-eroded geologic features.  Rockfall refers to the falling of rock masses down 

cliffs and other steep slopes.  In Colorado, most landslide, mudflow, and rockfall activity occurs along the 

Front Range, central mountains, and Western Slope, but may occur in any part of the state with significant 

grades and elevation changes.  Landslides are the product of an increase in driving forces and pressures 

facilitating material breakaway and down slope 

movement, and/or a decrease in the resisting 

forces that prevent materials from breaking away 

and moving down slope.  Consistent precipitation 

and the freeze/thaw cycle are typical contributing 

factors, but seismic activity can also facilitate slide 

behavior.  Human activity is also an occasional 

contributor to slides, with construction, 

hydrologic engineering, mining, blasting, and any 

other activity which mimics seismic or water-

erosive activity being occasional potentiators of 

slide activity.  Slide activity occurs sporadically and 

can be difficult to forecast.  Slide activity may be 

so slow in onset as to be almost undetectable 

without careful observation, or may develop into a 

major and irreversible hazard with extreme rapidity.      
March 8, 2010: rockslide on I-70 at exit 125 for 
Hanging Lake.  Image from CDOT 

This map combines data from the Wind 
Hazard Area Map (on the left) with the 
Energy Asset Inventory rating for each 
county. Weld and El Paso Counties are in 
red. 
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Potential Impacts: General impacts are typically localized but can be very severe.  Structures and 

improvements located on slope can be carried along with other slide debris, and masses of slide material 

can produce forces sufficient to carry away any unsecured objects including large vehicles, block, damage, 

or destroy roadways, and strip structures from foundations.  The fanning-out of slide material at the slide's 

termination can result in expensive and time-consuming cleanup, particularly in cases of roadway and 

utility disruption.  In Colorado, slide activity rarely results in death or injury, but deaths and serious injuries 

have occurred. 

Potential Energy Sector Impacts: Moderate.  Energy sector assets and activity can be threatened by slide 

activity, and can also be a contributing factor to slide activity in rare cases.  Utility conduits and pipelines 

may be located in areas with high slide potential, and the foundation work and excavation to emplace 

these infrastructural assets can combine with other factors like precipitation, drainage, and seismic 

tremors to produce slide activity.  More often, natural slide activity can damage or destroy energy assets 

located on slopes or at the slide's termination areas down slope.  Assets potentially affected include 

conduits, utility lines, poles, access roads, and substations located on slopes and in termination zones.  

Though slide activity is capable of significant infrastructural damage, it is typically localized, and impacts 

major assets relatively infrequently.   

Slide Activity in Colorado: Shortly after midnight on March 8, 2010 a landslide descended onto Interstate 

70 near Glenwood Springs. Over 20 boulders 

between 3 and 20 feet in diameter punched holes 

into the pavement and caused over $2 million in 

damage. No one was injured or killed during the 

slide. This is not the first time that a landslide has 

struck the Glenwood Springs area.  In 1994, the 

South Canyon fire took the lives of 14 firefighters 

and scorched the hillside along Storm King 

Mountain. Two months later, heavy rains caused 

landslides along a 3 mile stretch of Interstate 70.  At 

least 30 cars were damaged during this event and 

transportation along the I-70 corridor was brought 

to a standstill.  In 2002, the Coal Seam fire burned 

12,228 acres of steep hillside near Glenwood 

Springs. Once again, debris flow from heavy rain and the weakened slope caused landslides in this region.  

Figure 7-5 shows the outlines of both the Coal Seam Fire and South Canyon Fire with the resulting 

landslides/debris flows. These debris-flow paths are in red with Interstate 70 travelling parallel to the 

Colorado River.   

On January 12, 2014 a rockslide triggered by freezing water ultimately caused the closure of the Million 

Dollar Highway in the San Juan Mountains. While the initial damages of the rockslide were addressed 

quickly by CDOT, warm temperatures and residual rubble caused continuous rock fall that had to be 

addressed by crews while the closure created a 100 mile detour. Around 2,200 vehicles use the road daily 

and the mountain towns of Ouray and Silverton were isolated due to the closure and the 100 mile detour. 

The 1994 Glenwood Springs debris flow along I-70  
Photo by Jim Scheidt, Bureau of Land Management 
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Crews were flown in by helicopter for work such as rock removal and securing metal netting. Eighteen 

days after the initial event the pass was reopened.121 

Figure 7-5 Debris-Flow Response of Basins Burned by the 2002 Coal Seam and 
Missionary Ridge Fires 

 
Image from “Debris-Flow Response of Basins Burned by the 2002 Coal Seam and Missionary Ridge Fires, Colorado” by Susan H. 

Cannon, Joseph E. Gartner et al. 
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Figure 7-6 The Anatomy of a Landslide 

 
Illustration provided by United States Geological Survey Fact Sheet 176-97 

Canyon bottoms, stream flows, and any areas near the outlet of a canyon are particularly prone to 

landslides.  Multiple debris flows that start higher up in a canyon may funnel into the main canyon outlet. 

 Debris flows commonly begin in swales, or depressions, along steep slopes. 

 Road cuts or other altered areas of slope are also particularly prone to debris flows. These types of 

debris flow are common during rain storms and can occur easily and more often than debris flows 

from natural slopes. 

Areas where surface runoff is channeled are common sites of landslides and other debris flow 

Wildfire and heavy rain is not the only cause of debris flows in the state of Colorado. On the outskirts of 

Grand Junction, the construction of suburban homes reactivated an old landslide and caused extensive 

damage to at least 10 homes. Utilities below the perimeter of the slide were also at risk.  The project 

and a number of new homes had to be abandoned.  This man-made landslide could have been 

prevented with the use of available geotechnical data; aerial photo analysis showed that evidence of the 

previous landslide existed on the site as early as 1954.  
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Figure 7-7 US Geologic Society: Landslide Overview Map of Conterminous United States 
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7.4.11 Erosion and Deposition 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Slight Regular Certain Slight 

 

General Summary: Erosion refers to a naturally occurring process by which material is removed from 

the Earth's surface.  Deposition refers to the depositing or settling of these materials in a new location.  

The geologic and atmospheric erosive processes that cause initial erosion, also typically increase the rate 

of subsequent erosion, causing an acceleration of erosion and deposition over time.  In Colorado, 

erosion is usually initiated by water or wind flows.  Erosion related to streamflows is termed riverine 

erosion.  Human activities like agriculture and construction which involve rearrangement of drainage 

channels, irrigation, exposure of earth or removal of vegetation, can contribute to erosion.  Heavy rain 

and rapid streamflow, and heavy winds can contribute to erosion.  Floodwaters can rapidly carry large 

volumes of rock and earth from one location and deposit them elsewhere.  Dry and exposed agricultural 

areas as well as fire burn areas are particularly susceptible to wind erosion.  Softer and drier earth 

materials like sand and silt are most susceptible, while hard granites and solid rock formations are less 

susceptible.  Onset is generally gradual, but sudden emergence of contributory conditions like swift 

water flows through diverted drainage culverts may rapidly erode drainage channels and earth berms, 

resulting in road washouts and other rapidly-developing damage.  Highly engineered structures like 

bridges and roadways can be structurally undermined by the erosion of earth foundation, and seriously 

damaged or destroyed. 

Potential Impacts:  Riverine erosion can cause 

land loss, marine transportation problems, and 

harbor and waterway sedimentation.  

Agricultural runoff can contribute to reduction of 

water quality and ecological damage.  Wind 

erosion contributes to topsoil loss, root 

exposure, and other agricultural problems.  

Erosion can contribute to dust storms, which 

hinder ground transportation and increase 

stresses on motorized vehicles and agricultural 

and industrial machinery.  Deposition of dust 

particles on mountain snowpack can result in 

unseasonably early snowmelt.         

Potential Energy Sector Impacts: Slight.  Wind and water erosion can contribute to isolated infrastructure 

damage or failure, but are unlikely to produce serious simultaneous impacts over a significant geographic 

area.  Planning, mitigation, and monitoring efforts can reduce the probability of significant impacts to 

energy infrastructure and assets.  Rapid erosion and deposition can follow other atmospheric or 

hydrologic hazards like windstorms and flooding, and should be considered among possible byproducts 

of these hazards.    

Deposition downstream from an erosion zone 

after the Buffalo Creek Fire in Pike National Forest  
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Erosion and Deposition in Colorado: Two months after the May 1996 Buffalo Creek Fire in Pike National 

Forest, flooding and erosion transported 30 times the annual rate of coarse sediment into the Strontia 

Springs Reservoir.  At the time, the Strontia Springs Reservoir supplied the city of Denver with 75% of its 

drinking water.  The Denver Water Department spent years cleaning up the reservoir after water quality 

tests proved that the burned materials and sediment were degrading water quality.  In 2010, the Waterton 

Canyon Recreation Area was closed and the Strontia Reservoir dredged to remove the remaining 

sediment.  A 9 mile long pipeline was installed to carry the hundreds of thousands of tons of sediment 

down to the mouth of Waterton Canyon. In April 2012, nearly 16 years after the Buffalo Creek Fire and a 

decade after the Hayman Fire, the 75 ton dredge was removed and the project was finally completed. 

In 1998, Pikes Peak Highway was at the center of a 

lawsuit between the Sierra Club and the City of 

Colorado Springs and the USDA Forest Service.  The 

unpaved highway was built without proper water 

control structures. Storm water eroded the road and 

carried thousands of tons of gravel and sediment 

down to natural watersheds every year.  Over time, 

hundreds of gullies formed and increased the rate of 

erosion.  The lawsuit was settled when the City of 

Colorado Springs and the US Forest Service agreed to 

pave the road. Paving began in 2001 and was 

completed in October 2011.122  

7.4.12 Avalanche 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Moderate Regular Certain Slight 

 

General Summary: Avalanche refers to snow, ice, and debris flowing rapidly down slope.  Avalanches 

are almost exclusively caused by external stresses on existing snowpack.  Onset is rapid.  Possible 

triggers include but are not limited to:  precipitation, seismic activity, radiative and convective heating, 

sudden impacts caused by rockfall, icefall, wildlife, or backcountry recreationists, road or rail activity, 

timber and mining activity, and explosive blasting.  Avalanche paths can be modeled, and high risk areas 

identified.  Avalanches are geographically limited in scope, but pose substantial destructive potential 

due to the mass, volume, and speed of sliding snow and debris, as well as the air pressure wave which 

may build in front of the slide and impact persons and structures as it discharges into the run-out and 

debris deposit zones.   

Potential Impacts: Colorado leads the United States in avalanche deaths.  Avalanches occur frequently 

in the high mountain ranges of Colorado, typically occurring in remote and unpopulated areas, and 

causing no damage or fatalities.  Nevertheless, avalanches pose a severe danger to persons, vehicles, or 

structures in their path, and cause damage and fatalities on an annual basis.  Survival rates drop 

The Pikes Peak Watershed Erosion Control and 
Restoration Project: removing over 270 cubic 
yards of sediment from the Glen Cove wetland 
area.  Image from the Rocky Mountain Field 
Institute 
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precipitously when victims cannot be extracted within 15-35 minutes.  Avalanches may damage or 

destroy portions of highways and railroads, and bury, crush, or sweep vehicles from roadways and 

railways.  Moderate avalanches may produce snow pressures sufficient to damage or level forests, and 

cause moderate to severe damage to most structures in their path.  Air pressures produced by a 

moderate avalanche are sufficient to damage walls and blow out doors and windows.  Severe 

avalanches may produce snow and air pressures sufficient to severely damage or completely destroy 

any structures in its path, and move large objects like boulders and heavy equipment substantial 

distances.  Damage assessment, snow clearing, and debris cleanup can be difficult and costly in 

avalanche zones.  Mitigation measures like erection of barriers and controlled blasting are likewise 

expensive. 

Table 7-7 Avalanche Impact Pressure and Damage 

Impact Pressure (lbs/f2) Potential Damage 
40-80 Breaks windows 

60-100 Push in doors, damage walls and roofs 

200 Severely damage wood frame structures 

400-600 Destroy wood frame structures, break trees 

1000-2000 Destroy mature forests 

>6000 Move large boulders 
 

Potential Energy Sector Impacts: Slight.  While avalanches can produce severe impacts in affected areas, 

these areas are limited primarily to high mountain slopes and valleys along avalanche runs.  Likewise, 

while residential and commercial development is discouraged in avalanche zones, some critical energy 

and telecommunications assets must be located in avalanche zones.  By necessity, some service roads to 

critical energy and telecommunications components may also be located in avalanche zones, and impacts 

to service roads may hinder access for maintenance and emergency response.  Any infrastructural 

component located in an avalanche zone may be subject to damage or destruction in the absence of 

mitigative avalanche barriers or other specialized construction.        

7.4.12.1 Avalanche in Colorado: 

Peru Creek 2011: In late April 2011, a series of 

avalanches destroyed 100 year-old trees and 

a 40 year-old high voltage transmission tower 

(show in the image on the right) near Peru 

Creek and the town of Montezuma in Summit 

County.  The Colorado Avalanche Information 

Center had already warned of an increased 

danger of avalanche as sensors were 

recording snowpack levels at more than 160-

200 percent of average.  Quick warming led to 

unpredictable avalanches in areas which had 

not experienced these types of events for 

hundreds of years.  
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Winter 2012 The winter seasons of 2012 through 2014 have been equally as dangerous as 2011.  High 

snowpack in the mountains combined with a rapid warming trend during the last half of the winter led to 

6 avalanche-caused deaths during the first three months of the year. In comparison, during the 2014 

season, there were half that number.  

Table 7-8 2014 Colorado Avalanche Statistics 

Activity Caught Buried Killed 
Skier † 6 2 2 
Snowboarder † 1 0 0 
Snowmobiler 0 0 0 
Snowshoer/Climber/Hiker 3 1 1 
Total 10 3 3 

Source: http://avalanche.state.co.us/accidents/colorado/ 

 

Figure 7-8: Colorado Avalanche by Year 

 

Source: http://avalanche.state.co.us/observations/avalanches/ 

Energy Asset Inventory and Avalanche123: The following maps analyze data from historic avalanche 

occurrences, avalanche paths, and the 10 recreation prediction area zones that are used by the 

Colorado Avalanche Information Center (CAIC) to forecast avalanches.  This information is then 

compared to the Energy Asset Inventory Ranking of each county in a high risk or potential avalanche 

area. Areas with a known high risk for avalanche are weighted more heavily than those with potential 

risk. 
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Regions highlighted in red are high risk 

avalanches areas. 

Regions highlighted in red are identified as 
potential/unknown risk avalanche areas.   

This map shows the Energy Asset Inventory 

Ranking of each county in a high risk or 

avalanche potential area.  

Eagle, Summit, and Clear Creek Counties 

are at the top of the list for potential and 

high risk of avalanche to energy assets.  
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7.4.13 Expansive Soils 

Geographical Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Moderate Periodic Very Likely Slight 

 

General Summary: Expansive soils refer to soils and underground rock which expand or contract in 

volume due to the introduction or removal of water and pressure.  Soil expansion may be caused by 

natural processes like droughts and precipitation, or can be caused by construction and other human 

activities involving excavation and the intentional or unintentional introduction of water to previously 

dry subsurface rocks and soils.  

Likewise, sub-surface bedrock may 

expand and heave, causing similar and 

sometimes more severe damage.   

The sub-surface hydrologic and 

geologic processes that contribute to 

soil expansion and heaving bedrock in 

particular can be challenging to 

predict without careful survey.  

Certain types of soils and 

underground rock are more 

susceptible to expansion upon the 

introduction of water.  Soils high in 

certain clay particles are particularly 

susceptible, and may expand by more 

than 10% by volume upon the 

introduction of water.   

Potential Impacts: While they very 

rarely threaten life safety, expansive 

soils are a regular cause of property 

and infrastructure damage in the 

United States.  Expansion can exert 

substantial vertical or shearing force on foundations and underground structures.  Once expanded, soils 

may or may not revert to original volume upon drying.  All types of residential, commercial, industrial, or 

government construction may be impacted in susceptible areas, with impacts ranging from severe 

damage to subterranean structures like basements and foundations, heaving or shearing of roads and 

other highway structures, and disruption of pipelines, underground drainage, sewage lines, utility lines, 

utility tunnels, steam tunnels, and subterranean mining and storage facilities. 

Potential Energy Sector Impacts: Slight.  While soil expansion can present with a moderately rapid 

onset, and can cause severe structural damage in some cases, it can often be mitigated or prevented 

A 1972 map predicting the location of expansive soils  
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with sound surveying, construction, and maintenance practices.  Energy assets and facilities located in 

susceptible areas may be seriously impacted and subterranean infrastructure like pipelines and utility 

tunnels may be particularly impacted.  However, because soil expansion very rarely involves 

simultaneous severe impacts over a wide geographic area, potential impacts to energy assets are 

relatively infrequent, isolated, and often preventable.   

Expansive Soils in Colorado: Soil expansion may occur 

anywhere in Colorado, but portions of Crowley, Elbert, Lincoln, 

Moffat, and Routt counties have soils particularly conducive to 

expansion.  Bedrock heaving is generally limited to areas of 

the central Front Range, particularly effecting Douglas and 

Jefferson counties.              

According to the Colorado Geologic Society, expansive or 

swelling soils may be one of Colorado’s more significant 

geologic hazards. Damage from expanding soils costs billions of 

dollars world-wide each year, more than all other natural 

disasters combined. The map below demonstrates just how 

widespread this hazard is in Colorado.  Most of Colorado is prone to swelling soils of a slight, moderate 

or abundant degree.  In the past, expansive soils have damaged structures at Colorado State University 

in Pueblo and prevented the construction of a State Prison in Fremont, Colorado. This phenomenon has 

caused damage to countless roads and structures throughout the state. 

Figure 7-9 Expansive Soils Map 

 

Expanding soils buckle many roads in 

Colorado. Image from the Colorado 

Geological Society 
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7.4.14 Subsidence 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Moderate Periodic Certain Slight 

 

General Summary: Subsidence 

refers to the sinking of surface 

land over natural or human-made 

subterranean voids.  Subterranean 

voids may be created by a variety 

of human activities including the 

pumping of groundwater or 

petroleum, underground mining, 

and draining.  Natural causes of 

voids include sinkhole 

development, sediment 

compaction, collapsing and 

settling soils, permafrost melting, and 

other geologic and hydrologic 

phenomena.  Onset may be very rapid, or may develop slowly over a period of years.   

In Colorado, many of the most serious subsidence have been over mining works, and subsidence caused 

by soil collapse tends to occur in drier areas as groundwater and seepage causes destabilizing hydro-

compaction of previously dry soils.  Subsidence can produce serious damage or destruction of 

structures, roadways, and utility infrastructure.  Conditions conducive to subsidence exist over much of 

Colorado, with the Front Range, Western Slope, and high mountains around Eagle County being most 

often impacted.  Undermined areas are at particular risk, but subsidence potential can be assessed in 

many potential problem areas.  

Potential Impacts:  Subsidence can rapidly or slowly displace underground or surface structures several 

feet.  Large ground displacements can damage or destroy roads and other infrastructure, and disrupt or 

re-route surface drainage channels.  Displacements may be filled, only to sink further below surface as 

the void continues to develop.  Damage to subterranean and surface structures may range from minor 

damage to foundations and utility lines, to total loss.    

Potential Energy Sector Impacts: Slight. Energy sector activities like mining and liquid fuels extraction 

can contribute to subsidence conditions.  Impacts to service roads can limit accessibility for maintenance 

and emergency response activities.  Pipelines, electrical transmission lines, substations, and some 

Subsidence caused by mining. Image from the Colorado 

Geological Survey 
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generating facilities may be moderately to severely damaged, but these impacts are typically isolated 

and localized when they occur.          

Subsidence in Colorado: In response to 

rapid population growth in the area, the 

Colorado Geological Survey and USGS 

Geologic Mapping Team mapped the 

Interstate 70 corridor and determined that 

soil stability problems occur all along the 

region.  The hydro-compaction of low-

density sediments like sandy silt can cause 

subsidence as the soil becomes saturated 

with and forms large, destructive cavities. 

The following image shows a sinkhole near 

Carbondale, Colorado where the hydro-

compaction of deposits and underground piping from water erosion caused a large void about 80 feet 

across and 10 feet deep. 

7.4.14.1 Natural Subsidence  

February 2003, Colorado Mountain College, Roaring Fork Campus near Spring Valley:  The Colorado 

Mountain College physical plant staff responded to a report of a 25 foot diameter sinkhole opening up on 

the campus soccer field.  Employees filled the hole with road waste but returned to a reopened sinkhole 

at 35 feet in diameter.   An investigation revealed a layer of Eagle Valley Evaporite at 65 feet below the 

surface of the sinkhole.  

7.4.14.2 Coal Mine Subsidence 

December 2008, Erie County, Colorado:  A 50 foot diameter/30 foot deep subsidence hole was reported 

in December 2008 from a field west of Erie slated for future residential development.  The mine map used 

to determine the location for this development was incorrect and another small sinkhole soon opened up 

west of the original.  Both holes were filled by the Abandoned Mines Program. 

Colorado School of Mines 2005: The Colorado School of Mines in Golden, Colorado has a number of 

subsidence issues related to abandoned mines. Street damage occurred in 2005 near sorority houses 

above the athletic fields and a water main rupture made the situation worse. 

 

 

7.4.15 Drought 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

US- Regional/Statewide Severe Periodic Very Likely Negligible 

 

A large sinkhole at the Colorado Mountain College. 
Image from the Colorado Geological Survey 
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General Summary: Extended periods of low water supply are referred to as Drought.  Drought is a 

regularly recurring hazard in virtually all locations in the State of Colorado, and across wide regions of 

the western, mid-western, and southern United States.  Drought may present quickly at any time of 

year, or may develop gradually over a period of months.  Drought may occur over entire US regions to 

include Colorado, or may be localized to a relatively small region within the State of Colorado.  Droughts 

may be short term or long term in duration.  

Potential Impacts: Drought may produce 

an average of 3-4 deaths per year, and is 

not projected to substantially impact most 

critical services or facilities.  However, 

drought may strain water resources and 

produce significant economic impacts 

within the agricultural sector, and if severe 

enough to require municipal or industrial 

water use restrictions, may produce 

economic impacts within additional market 

sectors including but not limited to: 

mining, liquid fuels extraction, heavy 

manufacturing, and retail services.  

Drought occurring in some areas may 

increase the risks and potential impacts of 

wildfires in wildland-urban interfaces. 

Energy Sector Impact Score: Negligible.  

Depending on the impacted area's electric 

power mix and a range of circumstantial 

factors, the impacts of drought can vary considerably.  The energy sector relies substantially on water 

resources, with more than 39% of all water withdrawals in the U.S. being for electrical generation.  

However, the majority of energy sector water use is full cycle, and therefore returns the water to the 

environment, making the energy sector vulnerable to drought, but not a significant contributor to 

secondary drought impacts.  Transmission and distribution infrastructure are generally not impacted, 

but thermal power plants and plants utilizing water or steam turbines can lose generating capacity.  

Severe droughts most typically occur during peak electrical demand season, sometimes exacerbating 

impacts to the energy sector.  According to simulations, in a severe drought year, hydroelectric 

generation across the WECC system can theoretically drop by up to 30%.  If drought is severe enough to 

result in water shortages or serious water management issues, hydroelectric, coal, and nuclear 

generating facilities can also be impacted, as they rely on significant surface and ground water resources 

for turbine generation or cooling.  Within the WECC system, more than 94% of generating facilities that 

draw surface or ground water for cooling are coal fired, and less than 6% of the water drawn for 

generation facility cooling is for natural gas facilities.  In Colorado, as within the WECC system, the 

prominence of natural gas in the western United States electric power mix can effectively mitigate 

against drought, provided good coordination between operators exists.  It is expected that natural gas 

generating output could therefore be increased to cover the load during severe drought conditions in 
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Colorado or throughout the WECC system, however, this may have secondary consequences such as 

shortage or price increase in the natural gas and electricity markets, as natural gas generation is ramped 

up substantially to compensate for loss of capacity in hydroelectric, coal, or nuclear generation facilities.  

Because hydroelectric, coal, and nuclear generation rely heavily on water supply, regions and states with 

electric power mixtures heavily reliant on hydroelectric, coal, and/or nuclear generation may be 

moderately to severely impacted, particularly if they do not have excess natural gas generation 

capacities available to compensate. Additionally, in agricultural areas that produce feedstock for biofuels 

drought can have a far reaching effect on liquid fuels if yields decrease.          

Table 7-9 Significant Droughts in Colorado 

Dates Impact Areas & Severity 

1890-1894 East of the mountains; severe 

1898-1904 Southwestern Colorado, very severe 

1930-1940 Widespread, prolonged, and severe drought--- The “Dust Bowl” 

1950-1956 Front Range; severe 

1974-1978 Statewide; driest winter ever recorded in the High Country (1976-77) 

1980-
1981
  

Mountains and western slope; inspired the “Colorado Drought Response Plan”   

2000-2003 Statewide, multi-year; very severe  
 

7.4.15.1 Drought in Colorado 

1930-1940 Dust Bowl: An unusually moist 

weather pattern dominated the Great Plains in 

the decades leading up to 1930.  Hundreds of 

thousands of settlers flocked to the region to take 

advantage of fertile farmlands. Beginning in 1930, 

a prolonged drought caused top soils to erode, 

with the resulting dust storms and desertification 

leading to the displacement of over 500,000 

American citizens.  In Colorado, the Dust Bowl 

drought was the longest lasting drought in the 

state’s history; developing in 1931 and peaking by 

1935.    

Modern agricultural techniques preserve top soils and anchored vegetation.  A 21st century Dust Bowl is 

highly unlikely. However, an extended drought is possible with the potential for depleting water 

reservoirs and increasing the risk of wildfire.  

2002 Drought:  The figure below is the National Drought Monitor Drought Severity Map for August 27, 

2002.  Drought conditions in every county were classified as either “D3- Extreme” or “D4-Exceptional”.   

In April 2002 the Colorado Drought Mitigation and Response Plan activated all eight Drought Impact 

Task Forces for the first time in the history of the program.   
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Figure 7-10 National Drought Monitor Severity Map 

 
 

The Colorado Energy Office and local utilities identified high-risk power transmission lines while mitigation 

efforts were undertaken to reduce the risk of wildfire in these areas.  At the time, all of the state’s 

transmission lines were rated “minus 1” meaning that power continuity was assured if any single 

transmission line was impacted. Snow pack run-off levels were also monitored closely to measure the 

impact of the 2002 drought on downstream hydroelectric production.  

Colorado’s agriculture industry suffered large losses as a result of the 2000-2003 drought.  Damages were 

estimated at $150 million for ranchers and $300 million for farmers.  A Secretarial Emergency Disaster 

Declaration from the USDA was awarded to all 64 counties for the first time in over 20 years.  In addition, 

the state of Colorado faced one of the worst wildfire seasons in the state’s history in 2002 with 3,409 

wildfires and $70 million in insurance losses.  

Energy Asset Inventory and Drought124 Using the 2010 Colorado Hazard Risk Analysis, twenty-five high 

drought risk counties in Colorado were ranked by comparing their energy asset inventory to their drought 

risk ranking.   
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Table 7-10 County Ranking Of Energy Asset Inventory in Identified High Risk Drought 
Counties 

County Drought 
Risk 

Transmission 
Score 

Pipeline 
Score 

Substation 
Score 

Plant Score Hazard Score 

Weld High 4 4 4 4 16 

Adams High 2 2 3 3 10 

Logan High 2 1 2 2 7 

Montrose High 2 1 2 2 7 

Boulder High 1 1 2 3 7 

Morgan High 2 1 2 2 7 

Denver High 1 1 2 2 6 

Arapahoe High 2 1 2 1 6 

Douglas High 2 1 2 1 6 

Lincoln High 2 1 1 2 6 

Washington High 2 1 1 1 5 

Kit Carson High 2 1 1 1 5 

Phillips High 1 1 1 1 4 

Sedgwick High 1 1 1 1 4 

Delta High 1 1 1 1 4 

Gunnison High 1 1 1 1 4 

Clear Creek High 1 1 1 1 4 

Cheyenne High 1 1 1 1 4 

Conejos High 1 1 1 0 3 

Saguache High 1 1 1 0 3 

Broomfield High 1 1 1 0 3 

Teller High 1 1 1 0 3 

Gilpin High 1 1 1 0 3 

Costilla High 1 0 1 1 3 

Hinsdale High 1 0 1 0 2 
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Drought Risk by County 

Counties in red have the highest Drought Hazard 

Ranking according to the 2010 Colorado Hazard 

Risk Analysis.  

Counties in orange and yellow have Medium and 

Low Risk respectively. 

 

High Drought Hazard Counties 

Counties in red are classified as High Drought 

Hazard Risk  

High Drought Risk Counties Ranked by Hazard 
Score 
 
Weld County (in red) has the highest energy 
asset inventory in a county classified as having a 
“High Drought Risk” 
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7.4.16 Hailstorms 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 

Moderate Regular Certain Negligible 

 

General Summary: Hailstorms refer to weather systems that produce precipitation in the form of ice.  

Hail with a diameter less than 1 inch (quarter sized) is considered non-severe, and occurs frequently in 

Colorado.  Hail is typically rapid onset.  The National Weather Service considers hail with a diameter in 

excess of 1 inch to be severe, with the potential to cause significant damage or injury.  In the State of 

Colorado, severe hailstorms occur most frequently from April-August during the afternoon or evening, 

and in eastern sections of Colorado which are part of a multi-state area known as "Hail Alley," damaging 

hail can occur as early as March and as late as October.  Front Range, eastern, and northeastern portions 

of Colorado are most susceptible to hailstorms, with less than 10% of damaging hail falling west of the 

continental divide.  In Colorado, hailstorms result in $25 million+ in damage approximately three times 

per year.       

Table 7-11 Hail Severity by Classification, Size, and Description 

Non-Severe Hail Severe Hail  
1/4”      Pea 
1/2"      M&M 
3/4”      Penny 
7/8”      Nickel 

1”              Quarter 
1 1/4”       Half Dollar 
1 1/2"       Walnut/Ping Pong Ball 
1 3/4”       Golf Ball 
2”              Hen Egg/Lime 
2 1/2”       Tennis Ball 
2 3/4”        Baseball 
3”               Teacup/Large Apple 
4”               Grapefruit 
4 1/2"        Softball 
4 3/4"-5”   Computer Cd-Dvd 

Source: National Weather Service & Colorado Natural Hazards Mitigation Plan 2011 

Potential Impacts:  Hailstorms do not threaten lives to the extent that other natural hazards do, and 

hailstorms do not typically result in the disruption of critical services, but are among the costliest 

hazards in terms of property damage.  Road vehicles, structures, aircraft, livestock, and crops are most 

susceptible to hail damage.  Ground transport is rendered more dangerous, and can be slowed or 

temporarily halted.  Even small volumes of hail can produce substantial damage to crops.  Aviation 

assets can rapidly sustain damage when exposed to hail.  Serious injuries and fatalities are rare, but can 

occur.         

Potential Energy Sector Impacts: Negligible.  May cause cosmetic or minor to moderate damage to grid 

components, and may slow or halt regular maintenance activities.  Hailstorms may occur concurrently 
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with other atmospheric hazards like thunderstorms, tornadoes, and windstorms, potentially 

compounding the challenges of response to these hazards. 

Hail in Colorado: The state of Colorado lies within the boundaries of “hail alley” and receives the most 

hail from mid-April through mid-August. According to the Rocky Mountain Insurance Information 

Association, hail has caused over $3 billion in insured damage in the past 10 years. The following map 

shows severe weather reports in Colorado for the year 2011. Each green dot represents a report of hail.  

Figure 7-11 Severe Hail Reports in Colorado 2014 

 
Source:   

http://www.spc.noaa.gov/climo/online/monthly/states.php?month=00&year=2014&state=CO 

Summer 2009: The 2009 hail season was one of the costliest seasons for 

hail damage in Colorado. Three separate incidents combined to produce 

a total of over $1.3 billion in insurance claims.  

 June 6-15(Denver Metro)  $353.3 million 

 July 20 (Denver Metro) $767.6 million 

 July 29 (Pueblo) $232.8 million 

 

The July 29 storm in Pueblo damaged up to 15,000 cars and 6,000 

houses as areas southeast of the city experienced tennis-ball sized hail. 

The July 20 storm hit the Denver metro area hard, causing nearly $800 

million in damage and disrupting power for 50,000 customers through 

the night as downed tree limbs damaged power lines.  The image to the 

left shows Xcel Energy employees removing pressure to the line as a 

damaged tree leans heavily against a power line. 

July 11, 1990: The July 11th hailstorm was the costliest single hailstorm in the state’s history. In 2010 

dollars, this storm caused $1.04 billion in damage. Hail as large as baseballs pounded metro Denver and 

July 21, 2009. Photo by John 
Leyba: Denver Post  

http://www.spc.noaa.gov/climo/online/monthly/states.php?month=00&year=2014&state=CO
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47 people were injured at Denver’s Elitch Garden’s amusement park. Hail clogged storm sewers and 

caused 3-6 feet of flooding in Arvada. 

7.5 Human Caused Hazards 

Human-Caused Hazards (sometimes called anthropogenic hazards) refer to potentially destructive 

phenomena with their origins in human activity.  Human-caused hazards are characterized by an element 

of human negligence, intent, or error, or the failure of a human-designed system, in the hazard's origins.  

Human-caused hazards may be highly complex, and may involve a series of unpredictable primary and 

secondary impacts. 

Human-caused hazards which occur as a result of actions intended to produce substantial negative 

impacts to human life, property, or activities, are sub-categorized as Deliberate.  Deliberate human-caused 

hazards include criminal activities like terrorism, 

sabotage, arson, cyber-attack, and other 

intentionally destructive activities with the 

potential to negatively impact human 

populations.   Deliberate human-caused hazards 

constitute a particularly challenging sub-category 

of hazards.  International and domestic trends in 

technology, trade, infrastructure development, 

transportation, communications, manufacturing, 

finance, and many other sectors, contribute to 

higher economic efficiency and many other 

benefits, but can also lead to increased 

interdependencies and vulnerabilities that hostile 

organizations like criminal syndicates and 

terrorist organizations, adversarial nation-states, 

or even highly motivated individuals may seek to 

exploit.   

Because deliberate human-caused hazards are 

intended to exploit vulnerabilities and 

interdependencies, the organizations and 

individuals responsible for deliberate human-

caused hazards typically attempt to leverage 

strategic asymmetric conflict dynamics to 

produce the greatest damage at the lowest cost 

to the perpetrator.  These strategic asymmetric 

conflict dynamics often render deliberate human-

caused hazards particularly difficult to forecast 

and mitigate. 

Crime versus Terrorism: 
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In contemporary international security terminology, both criminals and terrorists fall into a broader 

category of Violent Non-State Actors, or VNSAs.  Both are included in the VNSA category because:  1) 

neither type of organization represents a state or government, and 2), both engage in violence, property 

destruction, or the threat of violence and property destruction in pursuit of their objectives.  Likewise, 

both activities are unambiguously illegal, and therefore render any deliberate hazard to critical 

infrastructure a matter of criminal investigation and legal prosecution, with resulting implications for 

hazard management and response.  However, while crime and terrorism often involve similar methods 

and techniques, they differ in their origins, motivations, and incentive structures.  Organized crime is 

characterized as organized and often violent illegal activity intended to produce material benefits for a 

closed population, while terrorism is characterized as organized and violent illegal activity undertaken in 

pursuit of broader ideological or political goals, often in an attempt to influence or benefit a larger 

population.   

The following list reflects four illustrative similarities and differences between criminal and terrorist 

behavior: 

 Both May Be Organized: Both criminal and terrorist groups may be sophisticated and highly 

organized, or may be loosely networked, multi-cellular, organic, or individualist in structure.  

 Both Are Illegal: Criminal and terrorist groups clearly engage in illegal activity, often involving 

premeditated violence. 

 Different Motivations: While a terrorist group may seek financial benefit in the course of pursuing 

broader political, social, ideological, or theological goals, it is not primarily motivated by financial 

interests, and will generally seek to generate revenue only as a means to a greater end. In 

contrast, criminal organizations exclusively pursue financial interests over broader political or 

ideological goals.  This demarcation between profit-seeking criminal groups and ideologically-

motivated terrorist groups is sometimes referred to as the transactional versus transcendent 

divide. 

 Different Constituencies: While terrorist groups or individuals often present their actions as 

intended to benefit a disaffected constituent population, or as intended to compel broader 

changes in social, political, or economic systems through force and the threat of force, organized 

criminal activities are intended to benefit only a closed group of constituents: those directly 

invested in the criminal organization and its activities.  This delineation between organized 

political violence and criminal activities has many implications for prevention and response 

strategy. 
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Actor Motivations Strategic Approach Target Selection Operational Approach 

 
 
 

Terrorist 
 

 
Political/Ideological 

 
Ideological objectives 
significantly influence 
organization’s purpose 
and approach 

 
Provocative/Attention-Seeking 

 
Pursues operations which produce 
maximum attention and 
political/social influence.  May accept 
increased operational risk to achieve 
greater political impact 

 
 
Maximize 
symbolic or 
destructive 
impact 

 
 Symbolic targets 
 Maximize public 

impact 
 Aggressive 

clandestine tactics 
 Political demands 
 

 
 
 
 
 

Criminal 

 
Financial 

 
Profit-maximization and 
evasion of law 
enforcement strongly 
influences 
organization’s purpose 
and approach 
 

 
Attention Avoidant/Risk-Adverse 

 
Seeks to minimize attention and risks 
to organization.  Interested in business 
sustainability over achievement of 
ideological goals. 

 
 
Maximize 
profits while 
minimizing risk 

 
 Targets selected 

based on profit 
potential and risk 
profile 

 Public impact 
unimportant or 
avoided 

 Avoidant clandestine 
tactics 

 Financial demands 
 

 

The demarcation between "transactional" criminal actors exclusively interested in financial gain, and 

"transcendent" terrorist actors who see themselves as engaged in a grand ideological struggle, is not 

always clear.  

Ideologically motivated organizations regularly engage in profit-generating criminal behavior in order to 

acquire resources for their larger ideological struggle, and some particularly powerful or competent 

criminal organizations have engaged in limited political or ideological violence as well.  For example, the 

Taliban are an ideologically motivated Islamist/Nationalist organization which has engaged in terrorist 

attacks.  The Taliban also derive a substantial portion of their financing through the illicit heroin trade.  

The fact that the Taliban's fundamentalist Islamist ideology eschews the trade and abuse of heroin, is 

ultimately insufficient to counteract the Taliban's practical interest in the tremendous profits the drug 

trade can provide, and the many ways in which this revenue can strengthen the organization and further 

serve its political and ideological interests.  Likewise, powerful criminal organizations may engage in 

limited political violence intended to delegitimize law enforcement and state power, intimidate the public 

into compliance with its operations, prevent or discourage prosecutions, or to generally secure a favorable 

operating environment by demonstrating destructive capabilities and demanding concessions.  Among 

criminal syndicates, such expansions into political violence often follow law enforcement crackdowns.  

Examples are numerous:  various Italian mafia groups, Colombia's Medellin Cartel, and the numerous 

cartels involved in Mexico's ongoing Drug War, have engaged in political terrorism in response to 

government crackdowns.    
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The motivational differences between criminal and terrorist actors has relevance to important elements 

of the attacker's strategic approach, these may include:  target selection, willingness to negotiate terms, 

desire to evade law enforcement, need for public legitimacy, desire to acquire and retain financial 

benefits, and attention-seeking or desire for media coverage.  Fortunately, many of the security 

processes and techniques intended to deter, prevent, and mitigate criminal behavior, can also deter, 

prevent, and mitigate terrorist behavior, and vice versa. 

7.5.1 Criminal Exploitation of Critical Infrastructure: 

Organized criminal threats against critical infrastructure (CI) and CI operators are comparatively rare.  

However, when they do occur, they typically reflect the profit-motivation of a criminal enterprise.  Crimes 

of blackmail, theft, extortion, larceny, embezzlement, illicit trafficking, corporate espionage, sabotage, 

and data theft, may target critical infrastructure operators or exploit critical infrastructural vulnerabilities.  

The complexity of critical infrastructural systems and the dispersion of authority and oversight over these 

systems among a complex network of public and private sector operators and jurisdictions can produce 

security vulnerabilities potentially exploitable for profit by criminal actors. 

Examples of this include criminal activities such as: 

 The exploitation of complex supply chains, shipping, and tracking procedures to steal legitimate 

cargo in transit, or transport illicit cargo through apparently legal channels. 

 The leveraging of knowledge about critical infrastructure operations or business, to sabotage 

critical facilities or systems for pay by a third party, or to threaten such sabotage as an extortion 

scheme. 

 The theft of proprietary or sensitive data, or customer data, and the threat to disseminate such 

data as an extortion scheme or for payment by a third party. 

 The penetration of a critical infrastructure operator's physical or IT security systems, and the 

threat of disruptions to operations or disclosure of information as an extortion scheme. 

 The intentional destruction of key data or IT systems, or the threat of such destruction, as an 

extortion scheme or as a component of un-organized criminal behavior. 

 Targeting of employees, staff, or executives for blackmail, extortion, or bribery, and potential 

enlistment of employees as accessories or directors of criminal activities. 

 Systematic sabotage of wholesale and retail products as an extortion scheme. 
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 Large scale theft of critical data or assets for profit, unintentionally resulting in diminished ability 

to operate critical infrastructure, or respond to unrelated hazards. 

Each of the examples above can be differentiated from terrorist activity in that they are clearly 

and almost-exclusively profit motivated.  The profit motivation of criminal organizations has 

significant impacts on choice of target, operational objectives, methods selected to evade 

investigators, and patterns of violent behavior, to name only a few potentially significant factors. 

Implications for critical infrastructure protection are 

numerous.  While sophisticated and well-resourced 

criminal enterprises often possess greater potential to 

disrupt critical infrastructure operations than terrorist 

groups, a criminal organization's motivation to 

sustainably generate profit while evading law 

enforcement is a disincentive to overly provocative or 

conspicuously violent behavior.  Therefore, the 

strategic approach of a criminal group targeting 

critical infrastructure operators will typically be non-

attention seeking, interested in operational security 

and evasion of law enforcement, and profit 

motivated.   

These constraints on criminal behavior are a 

product of criminal incentive structure:  a criminal 

actor wants to make money and escape to enjoy it, 

and is largely uninterested in pursuing any broader 

ideological objective.  As a result, criminal 

organizations targeting critical infrastructure 

operators tend to gravitate toward theft, 

extortionate crimes, and other exploitations of CI 

vulnerabilities through which revenue can be 

generated. 

Implications for countermeasures are likewise numerous:  Criminal organizations are profit and survival 

oriented, therefore countermeasures that increase the risks of apprehension, or the costs and 

challenges of successful evasion, often tend to be more effective against criminal threats than terrorist 

threats.  Likewise, countermeasures that decrease criminal return on investment, either through 

increasing the costs of a criminal operation, or decreasing its potential benefits to the criminal actor, will 

also dis-incentivize the targeting of critical infrastructure and critical business operations and assets.  

However, in contrast with terrorist organizations, which are typically interested in achieving some 

measure of public credibility or legitimacy, organized criminal enterprises are neither attention-seeking 

nor legitimacy-seeking.  Countermeasures intended to decrease public support for a criminal 

organization, delegitimize a criminal organization in the eyes of the public, or to portray the organization 

as incompetent or non-credible, would therefore not be expected to significantly impact criminal 

behavior. 

Critical infrastructure operators may be targeted 
for extortion.  In 2004, a criminal organization 
planted explosives at multiple key locations in 
France's critical TGV rail network, demanding 
untraceable delivery of $5 million or destruction 
of rail assets and potential loss of life.  Security 
management attempted to comply with monetary 
demands while simultaneously applying strong 
investigative pressure, and screening large 
portions of the TGV network for explosive 
devices.  While costly, these countermeasures 
eventually resulted in the extortion group 
withdrawing its demands without destruction of 
property or loss of life, and without receiving 

payment of the demanded ransom. 
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Unlike many terrorist activities, criminal activities exploiting critical infrastructural vulnerabilities are not 

intended to produce widespread psychological impacts.  This may have implications for targeting and 

operational method:  whereas a terrorist organization may select targets or operations in pursuit of 

maximum media attention, public impact, or communicative value, criminal organizations tend to 

prioritize revenue generation and evasion of law enforcement, and therefore tend to select targets with 

greater internal impact to the critical infrastructure operator or its dependent clients, and less interest 

in public impact or challenging of law 

enforcement. 

Terrorist Exploitation of Critical 
Infrastructure: 
Terrorist organizations ultimately 

intend for their operations to produce 

a larger political or social impact.  The 

interest in producing maximum 

political and social impact is often 

carefully balanced against an 

occasionally contradictory interest in 

maximizing public credibility of the 

organization, and maximizing 

legitimacy of the organization's 

ideological causes.  While terrorist 

objectives may at times appear 

irrational, the specific methodologies 

and tactics a terrorist organization 

utilizes are usually the result of careful 

calculation. 

Terrorist organizations may be willing to 

assume increased risk in order to 

maximize the destructive impact of 

their operations.  This has implications 

for terrorist objectives, strategy, tactics, 

and target selection.  For example, a 

criminal organization may engage in corporate espionage in order to steal proprietary data for illicit sale, 

or to extort their target for payment, whereas a terrorist organization may engage in similar corporate 

espionage tactics to gain the information and access necessary to attack or sabotage critical infrastructure 

and cause maximum damage.  Unlike most criminal threats, this terroristic threat may involve provocative 

attacks without warning or attempts at extortion.   

Similarly, criminal hostage-taking for ransom, or threats against critical infrastructure for extortion 

payment, are usually undertaken in a serious attempt to secure payment.  Under this transactional logic, 

provocative or escalatory criminal violence is dis-incentivized, as the criminal organization wishes to 

appear as a credible negotiating partner in order to secure payment and evade capture.  In contrast, 

Attacks Against CI-Subsector Operators
1970-2010

Airports/Airlines
(7)

Food or Water
Supply (1)

Telecommunicatio
ns (1)

Utilities (11)

Method of Attack Against CI Operators in 
United States: 1970-2010

Incendiary (11)

Melee (5)

Sabotage
Equipment (10)

Source: 
http://www.start.umd.edu/gtd/search/Results.aspx?charttype=pie&chart
=weapon&casualties_type=b&casualties_max=&start_yearonly=1970&
end_yearonly=2014&dtp2=all&country=217&attack=7&target=6,9,16,19
,21 

 

  

http://www.start.umd.edu/gtd/search/Results.aspx?charttype=pie&chart=weapon&casualties_type=b&casualties_max=&start_yearonly=1970&end_yearonly=2014&dtp2=all&country=217&attack=7&target=6,9,16,19,21
http://www.start.umd.edu/gtd/search/Results.aspx?charttype=pie&chart=weapon&casualties_type=b&casualties_max=&start_yearonly=1970&end_yearonly=2014&dtp2=all&country=217&attack=7&target=6,9,16,19,21
http://www.start.umd.edu/gtd/search/Results.aspx?charttype=pie&chart=weapon&casualties_type=b&casualties_max=&start_yearonly=1970&end_yearonly=2014&dtp2=all&country=217&attack=7&target=6,9,16,19,21
http://www.start.umd.edu/gtd/search/Results.aspx?charttype=pie&chart=weapon&casualties_type=b&casualties_max=&start_yearonly=1970&end_yearonly=2014&dtp2=all&country=217&attack=7&target=6,9,16,19,21
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while terroristic hostage-taking and extortion plots have also followed a transactional logic at times, 

they may also reflect a transcendent logic which values the government and media attention that the 

attack will gain the organization.  Under this transcendent logic, traditional constraints on violence 

against hostages or destruction of property without warning are potentially removed.  Whereas a 

criminal hostage taker or extortionist may wish to conclude negotiations quickly in order to secure profit 

objectives, and has little use for media attention except to raise the pressure on law enforcement to 

prevent a violent outcome; a terrorist hostage taker may purposefully draw out negotiations or make 

unrealistic demands until media can arrive to publicize the violent outcome that the attackers had 

planned from the outset. 

Like criminals, terrorists are aware of complex critical infrastructural interdependencies, and seek to 

exploit them.  However, the provocative nature of terrorist strategy often translates into a higher 

prioritization of violent and destructive tactics.  A few examples of terrorist threats to critical 

infrastructure follow: 

 Physical attacks against CI operator assets, facilities, or personnel utilizing explosives, 

incendiaries, small arms, booby traps, or any number of manufactured or improvised 

conventional weapons. 

 Sabotage of critical infrastructure, facilities, or systems intended to cause maximum disruption. 

 Theft of CI operator data, or penetration of CI systems, in order to facilitate maximum impact of 

subsequent attacks. 

 Attack on facilities which hold symbolic value for the terrorist organization, the target, or the 

public. 

 Follow-on attacks targeting personnel and assets responding to a previous attack or threat. 

 Physical attacks against CI operator assets, facilities, or personnel utilizing unconventional 

weapons or weapons of mass destruction (WMD), which may include toxins, poisons, radiological 

devices, chemical weapons, nuclear devices, biological agents, or any number of unconventional 

weapons or weapons designed to produce large scale destruction or casualties. 

 Surveillance, dry runs, and penetration tests of CI operator infrastructure, systems, security, and 

procedures to maximize probability of successful attack. 

 Targeting of executives, policymakers, staff, or other personnel with connections to CI operations. 

 Cyber-attacks intended to disrupt CI operations or damage CI components and assets. 

Targeting of assets based on potential for maximum disruptive impact or media attention. 

In the United States, well-planned and coordinated attacks against critical infrastructure operators have 

been rare.  The Global Terrorism Database 

lists a total of eighteen significant (non-

cyber) terrorist operations targeting 

transportation, water supply, food supply, utility, and telecommunications infrastructure assets and 

Figure 7-12 Attacks Targeting Utilities in the U.S. 
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facilities from 1970-2014.  Though attacks on critical infrastructure within the United States are rare 

overall, utilities and aviation operators are overrepresented as targets of terrorist attacks on critical 

infrastructure operators in the United States.   

With this stated, attacks on utilities have 

generally declined since the peak of 

domestic terrorism activity against critical 

infrastructure during the 1970s.  Though 

militant environmental groups in the 

United States do not appear to seek 

substantial human casualties, they are 

overrepresented in attacks involving 

destruction of utility and CI operator 

assets.  Likewise, Islamist militant groups 

and individuals are overrepresented in 

attacks on US aviation assets, and right 

wing extremist groups and individuals are 

overrepresented in attacks on law 

enforcement and government facilities. 

These patterns are not suitable for reliable 

forecasting, but may inform CI operator 

security policies and countermeasures.  

For example, a credible threat originating 

from a militant environmental group 

would not typically be expected to result 

in target selection for mass casualties, and 

is more likely to involve sabotage of 

vulnerable equipment and components, 

particularly via arson or incendiary device.  

Likewise, a credible threat originating with 

a fundamentalist religious terrorist group 

like al-Qaeda is more likely to involve 

target selection for maximum casualties 

and public impact, sometimes through 

spectacular methods intended to produce 

maximum media attention.  Accordingly, al-Qaeda has targeted aviation assets for attack.  These assets 

are critical infrastructural, high profile, and contain the potential for high casualties.  

Because environmental groups have been overrepresented in attacks on utilities in the United States, 

methods traditionally embraced by these groups such as sabotage and arson have been 

overrepresented as well.  The overrepresentation of melee weapons in attacks against critical 

infrastructure is exclusively indicative of al-Qaeda's unusual and tactically effective reliance on melee 

weapons in the coordinated attacks of September 11, 2001, and may not reflect a general trend.  

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 

 

Figure 7-13 Attacks Targeting Critical 
Infrastructure in the U.S. 
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Equipment sabotage may be accomplished through a variety of methods.  The majority of sabotage 

attacks in the United States have involved tampering or arson rather than explosives.    

While only 26 major incidents of terrorist attack against critical infrastructure operators have been 

recorded in the Global Terrorism Database, the data implies a much stronger historical basis for critical 

infrastructural attacks outside the United States.  Between 1970 and 2010, there were 4457 incidents 

against critical infrastructure operators worldwide.  Explosive attacks intended to kill personnel or 

destroy property are overrepresented as the method of choice for attacks against critical infrastructure 

operators outside the United States.  Note that this survey of attacks against critical infrastructure 

operators is limited to physical, rather than cyber-attack. Information specific to cyber threats is 

provided in the eponymous reference section.  

Figure 7-14 Attacks Worldwide Targeting Critical Infrastructure 

 
Source: Global Terrorism Database, 2015 

 

 

 

Terrorist attacks typically follow a loosely defined cycle of preparation, implementation, and escape.  

The full attack cycle is defined below: 

1. Initial Planning & Target List Development:  The terrorist organization will begin general 

logistical planning and develop a list of potential targets. 
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2. Initial Surveillance & Target Selection:  The 

organization will begin surveillance and 

evaluation of a selection of potential targets.  

Once a target or targets have been selected, 

logistical and operational planning becomes 

increasingly customized for the targets 

selected. 

3. Surveillance: Organization may escalate 

surveillance of selected targets in preparation 

for attack.  More advanced techniques may 

include technical surveillance measures or 

penetration testing of the target or a 

location/asset with similar characteristics to 

the target. 

4. Rehearsal: Organization engages in dry runs and final rehearsals. 

5. Attack: The terrorist operation is carried out. 

6. Escape & Exploitation: Terrorists and/or handlers and managers attempt to escape 

apprehension, and exploit any gains in information or position resulting from the attack.  This 

stage is applicable even in most cases of suicide attack in which handlers, trainers, logistical 

personnel, or managers must evade apprehension to engage in future attacks.  

Each of these stages exposes terrorist personnel to increasing levels of risk.  Effective intervention and 

prevention is possible at any stage of the attack cycle, but becomes substantially more difficult at stages 

five and six.   

Each stage of the attack cycle involves different indicators that can potentially expose the plot to law 

enforcement or intended victims, and some profiling indicators may provide law enforcement and 

critical infrastructure operators an approximation of how far the terrorist organization has proceeded on 

the attack cycle timeline.  It is worth noting that many of the early phase indicators are not necessarily 

illegal behaviors, and may have a legitimate explanation.  When indicators are ambiguous, further 

monitoring of potential suspects is often recommended until a more accurate determination can be 

made.   
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Examples of Potential Profiling Indicators and Counterstrategies by Attack Phase 

Attack 
Phase 

Potential Indicators Potential LE/CI Operator Response 

Stage 1:  Planning & 
Target List 

 Theft or unauthorized access to CI data, particularly 
data involving vulnerabilities 

 Data mining 
 Penetration of CI systems 
 Consultation of obscure documents and sources on 

CI 
 Dispersal of information gathering efforts to avoid 

scrutiny 

 Law enforcement/CI stakeholder 
surveillance, reporting, and 
monitoring 

Stage 2: Initial 
Surveillance   
Target Selection 

 Suspicious trespassing/surveillance of potential CI 
targets 

 Systematic trespassing/surveillance of multiple 
potential CI targets 

 Active counter-surveillance efforts 
 Human engineering, hacking, or other clandestine 

efforts to gain physical or virtual access to CI 
facilities or systems 

 Systematic surveillance of specific CI sub-sectors or 
specific types of assets and facilities 

 Construction or acquisition of weapon components 
or precursor materials.  

 Increased surveillance, reporting, 
and CI operator information 
sharing 

 CI operator security/counter-
surveillance measures 

 CI Operator security/threat 
assessment 

 Increased CI operator vigilance 
 

Stage 3:      
Surveillance 

 Systematic clandestine surveillance of specific target 
assets or facilities 

 Acquisition of uniforms, credentials, vehicles, or 
other logistical resources to facilitate physical 
penetration or access to target 

 Physical or virtual penetration testing 
 Construction or acquisition of specific weapons or 

tools necessary to carry out attack 
 Planning and preparations for attack and 

exploitation phases 
 Time trials 
 Diversionary tactics to surveil response capabilities 

 Intensified surveillance, 
reporting, and Law 
Enforcement/Stakeholder 
information sharing and 
coordination 

 CI Operator security increase 
 Increased CI operator counter-

surveillance  
 Preparation for intervention 
 Intervention 

Stage 4:      
Rehearsal 

 Surveillance abruptly decreases or terminates 
 Prepositioning of resources 
 Increase stealth 
 Diversionary tactics to increase law enforcement 

interest in other plots or targets 

 Intensified CI operator vigilance 
and security increase 

 Continual Law 
Enforcement/Stakeholder 
information sharing 

 CI Operator threat-customized 
mitigation 

 Preparation for intervention 
 Intervention 

Stage 5:      Attack  Indicators are situation-dependent  Law Enforcement, Stakeholder, 
or CI Operator protective 
operations, response, and 
recovery 

Stage 6:      Escape 
& Exploitation 

 Destruction/disposal of evidence 
 Planting of evidence intended to mislead 

investigators 
 Physical escape along pre-coordinated routes 
 Ties cut between surveillance/logistics/operations 

cells 
 Assumption of new identity/cover/legend 
 Sacrifice of personnel least likely to survive, or most 

likely to escape conviction 

 Evidence + records preservation 
 Stakeholder/CI Operator 

investigative support to law 
enforcement 

 Stakeholder damage assessment, 
after action reporting, lessons 
learned, and 
preventive/mitigative efforts 
against future attack 
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 Public information/credit seeking/false or 
misleading credit seeking 

 

In analyzing deliberate threats to critical infrastructure, it is also necessary to differentiate between 

methods disruption of critical infrastructure as a primary objective, and methods that kill CI operator 

personnel or cause destruction of operator assets as a secondary objective.  While major attacks against 

non-CI operators can impact or disrupt critical infrastructural operations, the most practical methods for 

attack against critical infrastructure may differ from the methods selected against civilians and non-CI 

business and government assets.  Some of these differences in method and target selection are 

described in more detail in the individual hazard reference sections.     

7.5.2 Cyber Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized/National 
 

Severe Rare Moderately 
Likely 

Catastrophic-
Systemic 

 

General Summary:  Cyber Attack refers to the intentional breach or exploitation of information 

technology networks and systems in order to cause damage or disruption.  Virtually all critical 

infrastructure sectors rely heavily on networked IT systems to monitor and coordinate operations.  

Modern energy delivery systems utilize a variety of networked components:  Supervisory Control and 

Data Acquisition (SCADA) Systems enable centralized monitoring and control of energy transport and 

delivery processes and components.  Energy Management Systems (EMSs) are a variety of applications 
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that monitor and optimize performance in energy generation and transmission systems, and are often 

attached to SCADA systems as an energy systems-specific application suite.  Distributed Control Systems 

(DCSs) are control systems in which controller elements are decentralized throughout the physical 

infrastructure, and are heavily networked for communication and monitoring.  Programmable Logic 

Controllers (PLCs) are microprocessor based devices which control automated processes and machinery.  

Intelligent Electronic Devices (IEDs) are microprocessor based devices which control power system 

components like circuit breakers, transformers, and capacitor banks.  A Remote Terminal Unit (RTU) is a 

microprocessor based device which interfaces with SCADA or other control systems to transmit 

telemetry data to the control system, and receive commands from the control system which it then 

relays to physical infrastructure components. 

While the increased networking of energy 

generation, transport, and distribution 

systems has produced substantial increases in 

efficiency, reliability, and real-time 

monitoring and control, these advances may 

also introduce a series of vulnerabilities to 

disruption via cyber-attack.  Critical 

infrastructural vulnerabilities may also 

overlap between businesses IT systems.  For 

example, an operator's financial accounting or 

inventory management system may be less 

secure than critical infrastructure control 

systems, and if the systems are networked, an 

adversary may be able to exploit access to the 

less secure system, to gain backdoor access to 

the more secure system.  Dispersed employee 

access to IT systems through smart phones 

and other wireless devices, increases the 

potential for an adversary to exploit points of 

access.  

A variety of actors may attempt to exploit IT 

security vulnerabilities.  Nation-States are 

increasingly focusing resources on developing 

cyber-warfare capabilities.  Russia, China, 

North Korea, Israel, Iran, and the United 

States, among others, have all systematically 

pursued cyber-warfare and cyber-defense 

capabilities, with purpose-built units and 

cyber-commands.  A variety of non-state actors, organizations, and individuals may also present as cyber 

adversaries.   

While cyber-attacks capable of seriously disrupting 
energy infrastructure operations have been 
comparatively rare, a highly sophisticated and well-
coordinated attack targeting control and monitoring 
systems could result in systemic disruption within 
and between the energy sector and other critical 
infrastructure sectors.  In 2009, a 900 ton turbine at 
Russia's Sayano-Shushenskaya hydroelectric plant 
was ripped from its frame due to a rapid water 
pressure increase combined with a faulty vibration 
sensor which did not report the danger to the 
monitoring system.  The sudden loss of the turbine 
resulted in a subsequent transformer explosion and 
serious damage to the facility.  Seventy-five were 
killed in the accident, prices rose across the Russian 
energy market, and rebuilding is estimated to cost 
$1.3 billion. 
While not a case of cyber-attack, the type of failure 
and resulting damage experienced in the Sayano-
Shushenskaya Accident may be indicative of 
potential results of serious cyber-attack on industrial 
facilities in the United States.  A highly sophisticated 
cyber-attack might produce similar impacts 
simultaneously across multiple critical 
infrastructural sectors and geographic regions.    
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Terrorist organizations have shown interest in developing concrete cyber-attack capability, but terrorist 

and terrorist-sympathizer exploitation of IT systems and vulnerabilities have primarily revolved around 

the leveraging of information technology to enable clandestine communications and recruitment, and to 

gain unauthorized access to information when possible.  However, sophisticated terrorist organizations, 

particularly those with an element of state-sponsorship, are certainly capable of less-sophisticated 

attacks like Distributed Denial of Service (DDOS), and have demonstrated interest in more serious 

offensive cyber capabilities.   

Exploitation of infrastructure operator IT security vulnerabilities by domestic, or, more frequently, 

foreign competitors is not uncommon.  When corporate intelligence and security specialists contracted 

by competitor organizations attempt to secure unauthorized access to sensitive or proprietary 

information at a target company, their actions cross from legitimate business intelligence and security 

operations, into criminal industrial espionage.  Likewise, nation-state intelligence services have 

Insider Threats:  Real Vulnerabilities and Simple Countermeasures 

 
Some of the most serious potential security vulnerabilities involve inside access to IT systems rather than a more ambitious and technically 
challenging breach from outside the system.   
 
The problem may originate with employees intentionally breaching IT systems to blackmail and extort the company for money, privileges, 
or job security, to steal from the company, to cover-up embezzlement or other wrongdoing, or may be intended to penalize the company 
for a perceived slight.  Likewise, employees must be trained to vigilantly follow information security guidelines, or they may be vulnerable 
to "human engineering," a type of internal or external breach intended to exploit employees' natural willingness to inadvertently share 
critical security information.  
 
Many of the most damaging cases of "hacking" have required little technical capability due to the effectiveness of human engineering 
combined with basic IT penetration testing and intelligence collection techniques in gaining the prerequisite information necessary to 
simply log into a critical system through designated access points using genuine credentials. 
 
Fortunately, countermeasures to these kinds of insider threats often do not require major expenditure on additional IT security 
technologies, but can be addressed cost-effectively through appropriate security procedures, training, redundancy, and access 
management.        
 
In February 2010, over 100 automobiles in the Austin area suddenly stopped functioning, locked out their owners, or began uncontrolled 
honking.  The problem was attributed to the actions of a disgruntled dealership employee who learned a co-worker's login information for 
the dealership's vehicle monitoring software.  The employee also caused serious disruption to the dealership's financial and inventory 
records using the co-worker's administrative privileges. 
 
In July 2008, many public sector offices in the city of San Francisco ground to a standstill, as the city's networked computer system had 
administratively locked out all users.  The lockout was attributed to Terry Childs, a disgruntled city computer engineer who had designed 
the city administration IT networks, and possessed sole knowledge of the passwords necessary to end the lockout.  Childs was arrested, but 
would not reveal his administrative passwords.  The City of San Francisco promptly spent $1.5 million dollars in an unsuccessful attempt to 
break into the network via brute force attack and backdooring.  Eventually, Childs revealed the passwords after receiving the personal visit 
from the mayor that he demanded. 
 
On July 30, 1996, employees at Omega Engineering, a defense contracting and design firm, were shocked to discover that more than a 
thousand crucial design and production programs as well as virtually all essential company records, had been deleted.  Back-up records 
were also found to have been wiped .  The culprit was rogue programmer Timothy Lloyd, who had leveraged his administrative privileges to 
inject malicious code into the company's databases, and gained physical access to back-up media and clandestinely deleted them.  Lloyd 
planned and orchestrated his attack in anticipation of Omega terminating his employment, and deliberately designed the code to activate 
after he had left the company.  The security breach cost Omega more than $10 million, and was a serious blow to the quickly-growing 
company. 
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occasionally been discovered engaging in corporate espionage to the benefit of their respective 

countries' domestic industries. 

Hackers are private individuals who seek to exploit vulnerabilities in IT systems often for financial gain, 

thrills, curiosity, political activism, or reputation.  Hackers range in competence between 

unsophisticated "script kiddies" who are not capable of writing their own malicious code, but who can 

utilize code written by others, to highly sophisticated "Grey Hat" and "Black Hat" hackers whose training 

and background rival the best "White Hat" IT security specialists.  Hackers often act alone, but may form 

loosely coordinated organizations and affinity groups capable of engaging in coordinated penetrations.  

"Anonymous" is a contemporary example of a loosely-coordinated group of hackers capable of 

successfully engaging in data theft and disclosure as well as larger-scale simultaneously-coordinated 

DDOS attacks. 

Organized crime penetrates IT security for financial gain, or in limited circumstances, to gain access to or 

alter information.  Hackers affiliated with criminal syndicates have targeted business data, customer data, 

financial records, research data, law enforcement data, inventory management systems, and other 

potentially valuable information for exploitation or sale.  Criminal syndicates and affiliated hackers may 

also be contracted by nation-states for smaller-scale or less-sophisticated cyber-attacks.  Criminal hackers 

can sometimes be differentiated from activist hackers based on target selection, sophistication, and type 

of attack.  Activist hackers may select targets they specifically wish to embarrass or damage, and steal 

data for public disclosure.  Criminal actors will typically steal data for disclosure to private black market 

buyers or internal exploitation, rather than release to media.  Information and systems targeted may differ 

accordingly.  A competent independent hacker unaffiliated with any organization, may be capable of 

significant data theft and unauthorized access, but typically will not have an extended network of 

accomplices capable of physically accessing or exploiting facilities utilizing stolen data.  Conversely, a 

criminal or terrorist organization may engage in coordinated physical and cyber operations, for example, 

physical collection of customer or employee RFID data or credit card data and cloning of cards to gain 

unauthorized access to facilities or financial accounts, access to databases and control systems to damage 

infrastructure, and divert or degrade services in conjunction with physical attack or penetration. 

Disgruntled employees have occasionally engaged in damaging cyber-attacks.  Disgruntled employees 

may breach IT systems for financial gain, personal grievance or dissatisfaction, political activism, or to 

punish employers for a perceived slight.  Employees with "insider" access or specialization in IT security 

systems may possess all the prerequisites to engage in damaging cyber-attacks against an organization.  

Disgruntled employees may carefully plan their operations in advance, often leveraging information 

gleaned from well-meaning but careless colleagues who inappropriately disclose seemingly-harmless 

information about IT systems. 

Potential Impacts:  Cybercrime, cyber-warfare, and cyber-attack may utilize a wide range of technical 

methods, at varying degrees of sophistication and potential impact.  While less sophisticated incidents of 

cybercrime and casual hacking are extremely frequent, sophisticated cyber-attacks capable of seriously 

disrupting critical infrastructure and services have been comparatively rare and could be considered a 

High Impact/Low Probability (HILP) event.  Some of the more serious alleged cases are perpetrators either 
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affiliated with nation-states and sophisticated criminal and "hacktivist" organizations or idiosyncratic 

insider threats by employees. 

The cumulative economic impact of criminal data theft is high.  In 2009, IT Security firm McAfee surveyed 

800 Chief Information Officers at major international companies, and estimated that these companies 

alone lost $4 Billion in intellectual property, and spent $600 million repairing and securing networks after 

breaches.  McAfee estimated that the cumulative impact across the global economy now exceeds $1 

Trillion per year.  Confirmed examples of sophisticated infrastructure attack with disruptive impacts are 

much less frequent, but their potential remains.  As with other potentially mass-destructive methods of 

attack, attribution may be important to deterrence.  If an adversary is capable of sophisticated 

infrastructure attack while remaining anonymous, deterrence is degraded.  However, Nation-States are 

the potential adversary most capable of engaging in serious infrastructure attack, and Nation-States are 

likewise the most vulnerable to counter-attacks on critical infrastructure, whereas a geographically 

dispersed clandestine organization like a criminal syndicate or terrorist organization, would not be as 

vulnerable to deterrence, and may in fact enjoy greater freedom to engage in cyber-attack with lower 

risk.  Fortunately, as of this document's publication, few non-state organizations have proved capable or 

willing to engage in major cyber-attack targeting critical infrastructure.   

Virtually all critical infrastructure sectors are dependent on SCADA systems, networked databases, 

networked communications, and other potentially vulnerable IT systems.  SCADA systems are utilized to 

control processes in water treatment and delivery, energy generation, transport, and distribution, 

hydroelectric facilities, and pipeline operations.  Networked records and databases are critical to public 

health, finance, essential government services, and law enforcement.  Networked tracking, routing, and 

dispatch systems are critical to transportation, agriculture, emergency management and response, mail 

service, and commodity delivery.  Complex control systems are utilized by a wide range of heavy industries 

like mining, heavy manufacturing, and refining.  Networked shipping/receiving and inventory 

management systems are essential across many industries.  Serious disruption within one sector may 

produce escalating or cascading failures within and between interdependent critical infrastructure 

sectors.   

Potential Energy Sector Impacts: Catastrophic-Systemic.  Intrusions into a smart grid system, intelligent 

electronic device/smart device substation controller, SCADA system, or IED could be as severe as physical 

sabotage.  Pipelines, generating facilities, substations and transformers, and other major components can 

be severely damaged or destroyed, with secondary impacts distributed across respective networks.  A 

sophisticated cyber-attack might target multiple assets simultaneously for increased disruption, or might 

combine cyber-attack with physical attack. If well-planned, an attack of this sophistication could produce 

catastrophic-systemic disruptions.  
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Table 7-12 A Selection of High Profile Cyber-Attacks 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Attack Adversary Type Attack Type Impacts 

Brazil Blackout of 
2007 

Hackers/Unknown 
(Unconfirmed) 

SCADA/Control 
Systems 

Blackout impacting 3 million in Sao Paulo 
suburbs 

 
Russia/Georgia 
War of 2008 

 
Nation-State 

 
SCADA/Control 
Systems, DDOS 
attack 

Pipeline + fuel delivery disruption during 
armed conflict, disruption of Georgian 
government websites and networks 

 
Farewell Dossier 
Incident of 1982 

 
Nation-State  

 
SCADA 

CIA “Logic Bomb” introduced to Soviet 
SCADA software seriously damages 
Siberian natural gas pipeline 

 
Stuxnet 

 
Nation-State (Unconfirmed) 

 
SCADA/Control 
Systems 

Well-engineered and narrowly-targeted 
payload disrupts centrifuge operations for 
Iranian nuclear materials refinement 

 
 
 
April 2009  
LOIC Attack 

 
 
 
 
Hackers 

 
 
 
 
DDOS Attack 

Members of online hacker group 
“anonymous” undertake massive 
coordinated DDOS attack, knocking offline 
or degrading performance for websites 
belonging to the US Department of 
Justice, the FBI, Universal Music Group, 
the Recording Industry Association of 
America, and the Motion Picture 
Association of America  

 
Omega Logic 
Bomb, 1996 

 
Disgruntled Employee 

Malicious Code/Logic 
Bomb/Physical 
destruction of back-
up media 

Disgruntled programmer deletes virtually 
all essential company information, 
resulting in more than $10 million in 
recovery costs 

 
Operation Orchard 

 
 
Nation-State (Unconfirmed) 

 
 
Unknown 

Israeli cyber-warfare teams allegedly 
introduce malware payloads to Syrian air 
defense systems, rendering them 
ineffective during Israeli over-flight 
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7.5.2.1 Cyberwarfare 

Cyberwarfare refers to politically motivated hacking to conduct sabotage and espionage.  It is a form of 

information warfare.  It can be described as actions by a nation-state to penetrate another nation's 

computers or networks for the purposes of causing damage or disruption.  It is essentially the fifth 

domain of warfare and just as critical to military operations as land, sea, air, and space. 

In 2009, President Barack Obama declared America's digital infrastructure to be a "strategic national 

asset," and in May 2010 the Pentagon set up its new U.S. Cyber Command (USCYBERCOM) center to 

defend American military networks.  The European Union has set up the European Network and 

Information Security Agency (ENISA) with plans to significantly expand ENISA's capabilities.    

The United Kingdom has also set up a cyber-security and "operations centre" based in their Government 

Communications Headquarters (GCHQ).  In the U.S. however, Cyber Command is only set up to protect 

the military, whereas the government and corporate infrastructures are primarily the responsibility 

respectively of the Department of Homeland Security and individual private companies.  Numerous key 

sectors of the U.S. economy, along with that of other nations, are currently at risk, including cyber 

threats to public and private facilities, banking and finance, transportation, manufacturing, medical, 

education and government, all of which are now dependent on computers for daily operations.  In 2009, 

President Obama stated that "cyber intruders have probed our electrical grids."  

7.5.2.2 Cybercrime 

Guardsmark, a world-wide publication noted for The Lipman Report® states  

“A persistent, ongoing problem, cybercrime generates sizable out-of-pocket costs for 

individual and corporate victims alike. The impact of cybercrime on people and 

commerce can be substantial, with consequences ranging from a mere inconvenience to 

devastating financial ruin. Cybercrime incidents have climbed steadily over the past 

decade; a recent cybercrime report claims that more than one million people become 

victims of cybercrime each day, and estimates the financial cost of cybercrime is larger 

than the combined global black market for cocaine, heroin and marijuana.”125 

Seemingly overnight, social networks have become the primary vehicle for terrorist recruitment, 

indoctrination and coordination.  International terrorist organizations have shifted their Internet activity 

focus to social networks - and are asking users to join and support armed groups that have been 

included in the West's list of declared terror organizations.  Shockingly, roughly 90 percent of organized 

terrorism on the Internet is being carried out today through social media.  By using these tools, 

organizations are able to actively recruit new "friends" - supporters - without geographical limitations or 

significant risk of exposure.   

The private sector owns 85 percent of all critical infrastructures in America and employs more cyber 

experts than the federal government.  There is a great need for national legislation to require companies 

- who sometimes are tempted to stay silent for public and investor relations purposes - to report 

significant cyber breaches to law enforcement and consumers.  Forty-seven states already have 

reporting requirements but vary greatly from state to state. 
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7.5.2.3 Energy Sector Cyber Invasion 

The federal government admits that the electric power transmission is susceptible to Cyberwarfare.  DHS 

works with industry to identify vulnerabilities and to help industry enhance the security of control system 

networks.  It is crucial to build cyber security capabilities as the next generation of “smart grid” networks 

are developed. The North American Electric Reliability Corporation (NERC) has issued a public notice that 

warns that the electrical grid is not adequately protected from cyber-attack. The following examples 

demonstrate recent cyber-attacks on the energy sector: April 2009, reports surfaced that China and 

Russia had infiltrated the U.S. electrical grid and left behind software programs that could be 

used to disrupt the system.  

 June 2010, Stuxnet virus attacked an Iranian Nuclear Power Plant targeting the cooling 

system water pumps. 

 May 8, 2012, officials acknowledge a campaign of cyber-attacks has been targeting US 

natural gas pipeline operators raising security concerns about vulnerabilities in key 

infrastructure.  

Yahoo News http://news.yahoo.com/us-probing-cyber-attacks-gas-pipelines-030017169.html  

Massive power outages caused by a cyber-attack, could disrupt the economy, distract from a 

simultaneous military attack, or create national trauma likened to “a digital Pearl Harbor.”  It is a 

combination of cyber weaponry and traditional intelligence.  

7.5.2.4 Power System Operations 

Power system operations pose many security challenges that are different from most other industries. 

In particular, there are strict performance and reliability requirements that are needed by power system 

operations.  

 Operation of the power system must continue 24×7 with high availability (e.g., 99.99% for 

SCADA and higher for protective relaying) regardless of any compromise in security or the 

implementation of security measures that hinder normal or emergency power system 

operations.   

 Power system operations must be able to continue during any security attack or compromise (as 

much as possible).  Power system operations must recover quickly after a security attack or the 

compromise of an information system.   

 Testing of security measures cannot be allowed to impact power system operations. 

7.5.2.5 Power System Reliability 

Power System Reliability is keeping electricity flowing to customers, businesses, and industry.  For 

decades, the power system industry has been developing extensive and sophisticated systems and 

equipment to avoid or shorten power system outages.  These existing energy management systems and 

equipment, enhanced and expanded, should remain as key cyber security solutions.  

 

 

http://news.yahoo.com/us-probing-cyber-attacks-gas-pipelines-030017169.html
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Figure 7-15 Core Attributes of Cyber Security 

 
 

7.5.2.6 Cyber Attack Consequences and Interdependencies 

The consequences of an intrusion into a smart grid system, Intelligent Electronic Device (IED)/smart 

device substation controller, SCADA system, controller or IED could be as severe as physical sabotage.  

Once a cyber intruder gains access, there is potential to: 

 Shut down the SCADA system, either immediately or in a delayed manner 

 Steal or alter metering and management data gathered by the SCADA system 

 Shut down a substation, or any portion of a subsystem controlled by the compromised IED, 

either immediately or in a delayed manner 

 Change protection device settings to degrade reliability of the IED and, subsequently, the 

electric service provided by the substation 

 Gather control and protection information that could be used in a subsequent attack 

 Change or perturb the data in such a manner as to trigger an inappropriate action by an IED 

 Plant malicious code that could later trigger a delayed or coordinated attack 

Use the SCADA system as a backdoor into the corporate IT system to obtain customer credit and 

personal identity information used in electronic theft 

Cyber security experts have demonstrated that certain customer-premise located "smart meters" can be 

successfully attacked, and the impact of such attacks includes the ability to disrupt the electricity grid.  

In addition, certain control systems, if exploited, could result in serious damages and disruption.  On 

March 2007, the U.S. Department of Defense launched an experimental cyber-attack that caused a 
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generator to self-destruct.  The experiment was conducted in the Department of Energy Idaho Lab, 

where a replica of a power plant control system was hacked, making a generator shake and shut down 

in smoke. This kind of attack, coordinated in a large scale could damage the electric infrastructure for 

months.   

Another concern with smart grid deployments is the new intersection between utilities networks and 

home area networks as a result of smart metering, as criminals could leverage the utilities network to 

break into home networks or vice versa.  A concern expressed by some Colorado Utilities is Smart Grid 

technologies collect and use significant amounts of customer usage data that could be used by criminal 

elements to track residential and business customer patterns; for example: sleep schedules, Internet 

usage, personal traffic habits, etc.  

The U.S. Central Intelligence Agency (CIA) reported that cyber-attacks have caused power outages that 

affected multiple cities outside the United States.  In a written statement provided to Thomas Clayborn 

of Information Week, CIA senior analyst Tom Donahue confirmed  

"We have information, from multiple regions outside the United States, of cyber 

intrusions into utilities, followed by extortion demands. We suspect, but cannot confirm, 

that some of these attackers had the benefit of inside knowledge. We have information 

that cyber-attacks have been used to disrupt power equipment in several regions outside 

the United States. In at least one case, the disruption caused a power outage affecting 

multiple cities.  We do not know who executed these attacks or why, but all involved 

intrusions through the Internet."   

Cybersecurity industry experts theorize that the prospect of cyber-attacks crippling multicity regions 

within the United States prompted the CIA to go public with this classified information.  

According to the 2009 report "In the Crossfire: Critical Infrastructure in the Age of the Cyber War", 

critical infrastructure (electricity, gas, water) information technology security executives estimated the 

average cost to utilities of 24 hours of downtime from a cyber incident to be $6.3 million.  Apart from 

cost, the most widely feared loss from attacks is damage to reputation, followed by the loss of personal 

information about customers.  The effects of a cyber-attack on energy infrastructure stretch beyond the 

utility's operations.   

The Georgia Tech Emerging Cyber Threats 2011 Report indicates that a primary threat of cyber-attack is 

the disconnection of power for a large segment of the population, and the disabling of infrastructure 

devices, requiring a physical visit to every device to reconnect power.  There is also an economic threat 

in the form of power theft by sophisticated criminals who exploit the utilities' increased connection to 

the internet.   

A cyber-attack on a utility control system may have effects beyond those of the attacked infrastructure 

itself.  Infrastructures are interdependent, which means that a failure in a utility infrastructure will have 

cascading impacts on almost all industries in a community, because all industries require electrical 
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power in some manner.  Infrastructure continuity disruption can also become an economic disaster.  A 

sustained loss of electric power, for example, may cause economic activity to come to a near halt. 

The consequences of infrastructure disruptions are complicated and difficult or impossible to measure in 

many cases and may vary greatly in their consequences. An outage at a single generator during a period 

with adequate reserve capacity is unlikely to disrupt service.  On the other hand, a large blackout that 

lasts a long time will have larger consequences that affect nearly all infrastructures and individuals.  The 

Northeast Blackout of 2003 provides an example of the impact on extended energy outages.  This 

limited blackout affected more than 55 million people, effectively shut down business, transportation, 

cities and schools, caused 11 deaths and cost an estimated $6 billion in lost production.  While that 

blackout was due to a confluence of non-malicious events, similar consequences might be achievable by 

a large-scale, coordinated, cyber-attack.  Advanced Information and communication technologies are 

also driving improvements in multiple public sector services; including eGovernment, cloud computing, 

telehealth, intelligent transportation systems and positive train control.  As these systems are heavily 

reliant upon electricity, extended outages from a major cybersecurity incident can have a devastating 

effect on these and other sectors of an economy. 

 eGovernment:  The use of information and communication technologies to promote more 

efficient government by allowing better delivery of public services, improved access to 

information and increased accountability of governments to its citizens  

 Intelligent Transportation Systems: Integrated information, telecommunications and computer 

based technologies used to make infrastructure and vehicles safer, smarter and interconnected  

 Positive Train Control:  Integrated command, control, communications, and information 

systems for controlling train movements with safety, security, precision, and efficiency  

Telehealth:  Delivery of health-related services and information via telecommunications and 

information technology devices 

7.5.2.7 Confidentiality and Privacy of Customers 

As the smart grid reaches into homes and businesses, and as customers increasingly participate in 

managing their energy, confidentiality and privacy of their information has increasingly become a 

concern.  Unlike power system reliability, customer privacy is a new issue. 

7.5.2.8 The Smart Grid Vulnerability Assessment 

As with any assessment, a realistic analysis of the inadvertent errors, acts of nature, and malicious 

threats and their applicability to subsequent risk-mitigation strategies is critical to the overall outcome.  

The Smart Grid is no different.  It is recommended that all organizations take a realistic view of the 

hazards and threats and work with national, regional, and local authorities as needed to glean the 

required information, which, it is anticipated, no single utility or other Smart Grid participant would be 

able to assess on its own.  Table 7-13 summarizes the categories of adversaries to information systems. 

These adversaries need to be considered when performing a risk assessment of a Smart Grid 

information system. 

Despite the very real capability of state-sponsored cyber-attacks and mass coordinated attacks, the 

most serious threat is from internal sources, whether intentional or unintentional. A major concern for 
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the utilities industry is the insider threat, whereby disgruntled employees utilize cyber tactics to defraud 

utilities or perhaps, cause power outages.  The human factor must always be considered the weakest 

element within any security posture.   Failure in, lack of, inadequacies or deficiency in policies and 

procedures can lead to security risks.  Inadequately trained workforce will not be aware of the policies 

and procedures necessary to secure organizational information and equipment, resulting in the 

potential for weaknesses to be exploited 

Table 7-13 Categories of Adversaries to Information Systems 

Adversary Description 

Nation States State-run, well organized and financed. Use foreign service 

agents to gather classified or critical information from 

countries viewed as hostile or as having an economic, 

military or a political advantage. 

Hackers A group of individuals (e.g., hackers, phreakers, crackers, 

trashers, and pirates) who attack networks and systems 

seeking to exploit the vulnerabilities in operating systems or 

other flaws 

Terrorists/ 

Cyberterrorists 
Individuals or groups operating domestically or 

internationally who represent various terrorist or extremist 

groups that use violence or the threat of violence to incite 

fear with the intention of coercing or intimidating 

governments or societies into succumbing to their demands  

Organized Crime 

 

Coordinated criminal activities including gambling, 

racketeering, narcotics trafficking, and many others. An 

organized and well-financed criminal organization 

Disgruntled 

Employees 

 

Angry, dissatisfied individuals with the potential to inflict 

harm on the Smart Grid network or related systems. This can 

represent an insider threat depending on the current state of 

the individual’s employment and access to the systems 

Careless or poorly 

trained employees 

Those users who, either through lack of training, lack of 

concern, or lack of attentiveness pose a threat to Smart Grid 

systems. This is another example of an insider threat or 

adversary 
 

7.5.2.9 Vulnerability Classes 

The NISTR 7628  Guidelines for Smart Grid Cyber Security lists five classes of potential vulnerabilities 

with descriptions of specific areas that can make an organization vulnerable as well as the possible 

impacts to an organization should the vulnerability be exercised.  NISTR 7628 defines a vulnerability 

class as a category of weakness which could adversely impact the operation of the electric grid. 

“Vulnerability” is a weakness in an information system, system security procedures, internal controls, or 

implementation that could be exploited or triggered by a threat source. 

The following potential vulnerabilities in Smart Grid infrastructure were created from many sources of 

vulnerability information, including NIST 800-82, Guide to Industrial Control Systems Security, and 800-

53 Rev. 3, Recommended Security Controls for Federal Information Systems and Organizations, Open 
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Web Application Security Project (OWASP) vulnerabilities, National Vulnerability Database Common 

Weakness Enumeration (CWE) vulnerabilities, attack documentation from Idaho National Laboratory 

(INL), input provided by the NIST CSWG Bottom-Up group, and the North American Electric Reliability 

Corporation Critical Infrastructure Protection Standards (NERC CIP) standards. However, the list is not 

exhaustive. Rather, it is just a starting point for more detailed vulnerability identification. 

People, Policy & Procedure  

Policies and procedures are the documented mechanisms by which an organization operates, and people 

are trained to follow them. Policies and procedures lay the groundwork for how the organization will 

operate.  This section discusses cases where a failure in, lack of, or deficiency in policies and procedures 

can lead to security risks for the organization.  An organization’s policies and procedures are often the 

final protective or mitigating control against security breaches, and those policies and procedures should 

be examined closely to ensure that they are consistent with both the inherent business objectives and 

with secure operations.  Colorado utilities believe that Phishing, human/social engineering attacks tend 

to be more likely infiltration points than manufacturer introduced malware.  This is especially true 

during a high stress or emergency situation when security protocols could be inadvertently relaxed or 

compromised to get back to business as usual. 

Platform Software/Firmware Vulnerabilities  

Software and firmware are the programmable components of a computing environment. Errors or 

oversights in software and firmware design, development, and deployment may result in unintended 

functionality that allows attackers or other conditions to affect, via programmatic means, the 

confidentiality, integrity, and/or availability of information. These errors and oversights are discovered 

and reported as vulnerability instances in platform software and firmware.  Discovery and reporting of 

vulnerability instances occur continuously and the Common Vulnerability and Exposures (CVE) 

specification establishes a common identifier for known vulnerability instances. [§6.6-5] The Common 

Weakness Enumeration (CWE) [§6.6-4] and the Vulnerability Categories defined by OWASP [§6.6-1] are 

two taxonomies which provide descriptions of common errors or oversights that can result in 

vulnerability instances.  Using the CWE and OWASP taxonomies as a guide this subsection describes 

classes and subclasses of vulnerabilities in platform software and firmware.  

 

Platform Vulnerabilities  

Platforms are defined as the software and hardware units, or systems of software and hardware, that 

are used to deliver software-based services.  The platform comprises the software, the operating system 

used to support that software, and the physical hardware. Vulnerabilities arise in this part of the Smart 

Grid network due to the complexities of architecting, configuring, and managing the platform itself.  

Platform areas identified as being vulnerable to risk include the security architecture and design, 

inadequate malware protection against malicious software attacks, software vulnerabilities due to late 

or nonexistent software patches from software vendors, an overabundance of file transfer services 

running, and insufficient alerts from log management servers and systems. 

Network 
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Networks are defined by connections between multiple locations or organizational units and are 

composed of many differing devices using similar protocols and procedures to facilitate a secure 

exchange of information.  Vulnerabilities and risks occur within Smart Grid networks when policy 

management and procedures do not conform to required standards and compliance polices as they 

relate to the data exchanged.  Network areas identified as being susceptible to risk and with policy and 

compliance impacts are: data integrity, security, protocol encryption, authentication, and device 

hardware.  

7.5.2.10 Types of Cyber Attacks 

The Georgia Tech Report identified the further proliferation and sophistication of botnets as three top 

trends in cyber-attacks. Botnets are collections of software agents that run automatically to compromise 

large numbers of machines for malicious activity including spreading spam, stealing log-in credentials 

and personal information or distributing malware to others, attacks on pervasive devices such as "smart 

meters" and social networking - The report highlights smart grid security and privacy issues and reveals 

the existence of an active community that is specifically targeting power systems.  Complicating 

traditional cyber defense tactics is the fact that cyber criminals now have automated tools capable of 

releasing very large volumes of malware with extreme variety and sophisticated features.  

7.5.2.11 Cyber Security Objectives  

For decades, power system operations have been managing the reliability of the power grid, in which 

power availability has been the primary requirement, with information integrity as a secondary but 

increasingly critical requirement.  Confidentiality of customer information is also important in the 

normal revenue billing processes and for privacy concerns. 

 Availability is the most important security objective for power system reliability.  The time 

latency associated with availability can vary from sub-4 milliseconds for protective relaying, to 

hours and days for collecting longer term data.  A loss of availability is the disruption of access 

to or use of information or an information system.  

 Integrity for power system operations includes assurance that data has not been modified 

without authorization, the source, time stamp, and the quality of the data is known and 

authenticated. A loss of integrity is the unauthorized modification or destruction of information 

Confidentiality is the least critical for power system reliability.  However, confidentiality is 

becoming more important, particularly with the increasing availability of customer information 

online 

7.5.2.12 Cyber Security Preparedness & Defense 

The security defense strategies listed below are an amalgam of ‘best practices’ culled from several 

sources in order to develop a set of security requirements that address the needs of utilities and Smart 

Grid projects:  

Smart Grid Best Practices 

 Access Control:  The focus of access control is ensuring that resources are accessed only by the 

appropriate personnel, and that personnel are correctly identified.  Mechanisms need to be in 

place to monitor access activities for inappropriate activity. 
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 Awareness and Training:  Smart Grid information system security awareness is a critical part of 

Smart Grid information system incident prevention.  Implementing a Smart Grid information 

system security program may change the way personnel access computer programs and 

applications, so organizations need to design effective training programs based on individuals’ 

roles and responsibilities. 

 Audit and Accountability:  Periodic audits and logging of the Smart Grid information system 

need to be implemented to validate that the security mechanisms present during Smart Grid 

information system validation testing are still installed and operating correctly. These security 

audits review and examine a Smart Grid information system’s records and activities to 

determine the adequacy of Smart Grid information system security requirements and to ensure 

compliance with established security policy and procedures.  Audits also are used to detect 

breaches in security services through examination of Smart Grid information system logs.  

Logging is necessary for anomaly detection as well as forensic analysis. 

 Security Assessment and Authorization:  Security assessments include monitoring and 

reviewing the performance of Smart Grid information system.  Internal checking methods, such 

as compliance audits and incident investigations, allow the organization to determine the 

effectiveness of the security program.  Finally, through continuous monitoring, the organization 

regularly reviews compliance of the Smart Grid information systems. If deviations or 

nonconformance exist, it may be necessary to revisit the original assumptions and implement 

appropriate corrective actions. 

 Configuration Management:  The organization’s security program needs to implement policies 

and procedures that create a process by which the organization manages and documents all 

configuration changes to the Smart Grid information system. A comprehensive change 

management process needs to be implemented and used to ensure that only approved and 

tested changes are made to the Smart Grid information system configuration. Smart Grid 

information systems need to be configured properly to maintain optimal operation. Therefore, 

only tested and approved changes should be allowed on a Smart Grid information system. 

Vendor updates and patches need to be thoroughly tested on a non-production Smart Grid 

information system setup before being introduced into the production environment to ensure 

that no adverse effects occur. 

 Continuity of Operations:  Addresses the capability to continue or resume operations of a Smart 

Grid information system in the event of disruption of normal system operation. The ability for 

the Smart Grid information system to function after an event is dependent on implementing 

continuity of operations policies, procedures, training, and resources.  The security 

requirements recommended under the continuity of operations family provide policies and 

procedures for roles and responsibilities, training, testing, plan updates, alternate storage sites, 

alternate command and control methods, alternate control centers, recovery and reconstitution 

and fail-safe response. 

 Identification and Authentication: The process of verifying the identity of a user, process, or 

device, as a prerequisite for granting access to resources in a Smart Grid information system. 

 Information and Document Management:  Generally a part of the organization records 

retention and document management system. Digital and hardcopy information associated with 

the development and execution of a Smart Grid information system is important and sensitive, 
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and need to be managed.  Smart Grid information system design, operations data and 

procedures, risk analyses, business impact studies, risk tolerance profiles, etc., contain sensitive 

organization information and need to be protected. This information must be protected and 

verified that the appropriate versions are retained. 

 Incident Response:  Entails the preparation, testing, and maintenance of specific policies and 

procedures to enable the organization to recover the Smart Grid information system’s 

operational status after the occurrence of a disruption. 

 Smart Grid Information System Development and Maintenance:  Security is most effective 

when it is designed into the Smart Grid information system and sustained, through effective 

maintenance, throughout the life cycle of the Smart Grid information system. Maintenance 

activities encompass appropriate policies and procedures for performing routine and preventive 

maintenance on the components of a Smart Grid information system. This includes the use of 

both local and remote maintenance tools and management of maintenance personnel. 

 Media Protection:  Policy and procedures for limiting access to media to authorized users.  

Security measures also exist for distribution and handling requirements as well as storage, 

transport, sanitization (removal of information from digital media), destruction, and disposal of 

the media.  Media assets include compact discs; digital video discs; erasable, programmable 

read-only memory tapes; printed reports; and documents. 

 Physical and Environmental Security:  Encompasses protection of physical assets from damage, 

misuse, or theft.  Physical access control, physical boundaries, and surveillance are examples of 

security practices used to ensure that only authorized personnel are allowed to access Smart 

Grid information systems and components. Environmental security addresses the safety of 

assets from damage from environmental concerns. 

 Planning:  The purpose of strategic planning is to maintain optimal operations and to prevent or 

recover from undesirable interruptions to Smart Grid information system operation. The types 

of planning considered are security planning to prevent undesirable interruptions, continuity of 

operations planning to maintain Smart Grid information system operation during and after an 

interruption, and planning to identify mitigation strategies. 

 Security Program Management:  Lays the groundwork for securing the organization’s enterprise 

and Smart Grid information system assets.  Security procedures define how an organization 

implements the security program. 

 Security Personnel:  Addresses security program roles and responsibilities implemented during 

all phases of staff employment, including staff recruitment and termination. The organization 

screens applicants for critical positions in the operation and maintenance of the Smart Grid 

information system. The organization may consider implementing a confidentiality or 

nondisclosure agreement that employees and third-party users of facilities must sign before 

being granted access to the Smart Grid information system. The organization also documents 

and implements a process to secure resources and revoke access privileges when personnel 

terminate. 

 Smart Grid Information Systems and Services Acquisition:  Covers the contracting and acquiring 

of system components, software, firmware, and services from employees, contactors, and third 

parties.  A policy with detailed procedures for reviewing acquisitions should reduce the 

introduction of additional or unknown vulnerabilities into the Smart Grid information system. 
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 Smart Grid Information System and Communication Protection:  Consists of steps taken to 

protect the Smart Grid information system and the communication links between Smart Grid 

information system components from cyber intrusions.  

 Smart Grid Information System and Information Integrity:  Maintaining a Smart Grid 

information system, including information integrity, increases assurance that sensitive data have 

neither been modified nor deleted in an unauthorized or undetected manner. 

Each utility deploys its own cybersecurity measures, technologies and policies.  It is not the intent of the 

Plan to be prescriptive in addressing vulnerabilities or attacks.  Many security measures and 

technologies for utilities are still in the early adopter phase, as organizations seek to defend their 

infrastructure from compromise by malware.  Utilities are beginning to increase work around 

authentication, encryption and ensuring the integrity of their computing infrastructure.  They are also 

deploying scalable, difficult-to-detect, automated analysis system to obtain actionable malware 

intelligence and leverage the intelligence in meaningful ways.  

However, there is general recognition in the industry that there is still a long way to go in terms of 

developing comprehensive, formal security plans and procedures. There is increasing agreement among 

utility industry participants that cybersecurity requires a community-based defense approach that 

includes collaboration between utilities, government, technology vendors and security researchers.   

Sharing of intelligence on the overall "threatscape" is a key component.   Cyber security is a complex 

issue that requires leaders in sharing of information between utility industry leaders.  Government 

organizations that possess classified information about potential threats will need to regularly sanitize 

or declassify and share this actionable intelligence with the private sector in order to effectively defend 

against cyber-attacks. 

To address the increased vulnerabilities associated with Smart Grid deployments, the Energy 

Independence and Security Act of 2007 (EISA) provided the National Institute of Standards and 

Technology (NIST) and Federal Energy Regulatory Commission (FERC) with responsibilities related to 

coordinating the development and adoption of smart grid guidelines and standards.  The U.S. 

Government Accountability Office (GAO) in turn was tasked with assessing the extent to which NIST 

developed smart grid cyber security guidelines; evaluate the FERC’s approach for adopting and 

monitoring smart grid cybersecurity and other standards and identify challenges associated with smart 

grid cyber security.   

In its January 2011 Electricity Grid Modernization report to the U.S. Congress, GAO indicated that NIST's 

August 2010 version of  smart grid cybersecurity guidelines had addressed key cybersecurity elements, 

such as an assessment of cybersecurity risks associated with smart grid systems and the identification of 

security requirements (i.e., controls) essential to securing such systems.  However, GAO's report found 

that NIST did not address the risk of attacks that use both cyber and physical means.  Although NIST 

officials responded to the GAO report by committing to update the NIST guidelines to address the 

missing elements, and have drafted a plan to do so, the plan and schedule are still in draft form. GAO's 

position is that until the missing elements are addressed, there is an increased risk that smart grid 

implementations will not be secure as otherwise possible. 
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The GAO report identified six key challenges to securing smart grid systems:  

 Aspects of the regulatory environment may make it difficult to ensure smart grid systems’ cyber 

security. 

 Utilities are focusing on regulatory compliance instead of comprehensive security. 

 The electric industry does not have an effective mechanism for sharing information on cyber 

security.  

 Consumers are not adequately informed about the benefits, costs, and risks associated with 

smart grid systems.  

 There is a lack of security features being built into certain smart grid systems  

 The electricity industry does not have metrics for evaluating cyber security.  

The following areas need to be addressed in follow-on CSWG activities.  

In 2010, FERC began a process to consider an initial set of smart grid interoperability and cybersecurity 

standards for adoption, but has not developed a coordinated approach to monitor the extent to which 

industry is following these standards.  While EISA gives FERC authority to adopt smart grid standards, it 

does not provide FERC with specific enforcement authority.  This means that standards will remain 

voluntary unless regulators are able to use other authorities to enforce them.   Additionally, FERC has 

not developed an approach coordinated with other federal, state and local regulators to monitor 

whether industry is following the voluntary smart grid standards it adopts.  

In recent testimony before a Senate Committee, FERC's Joe McClelland described the current gaps in 

coverage in grid protections and offered suggestions to address them.  He indicated that FERC currently 

does not have sufficient authority to require effective protection of the grid against cyber or physical 

attacks.  Currently, the Commission’s jurisdiction and reliability authority is limited to the “bulk power 

system,” as defined in the Federal Power Act (FPA),   The current interpretation of a “bulk power 

system” also excludes some transmission and all local distribution facilities, including virtually all of the 

grid facilities in certain large cities, thus precluding Commission action to mitigate cyber or other 

national security threats to reliability that involve such facilities and major population areas.  He also 

expressed his opinion that the current regulatory process is too slow; and the procedures used by NERC 

do not provide an effective and timely means of addressing urgent cyber or other national security risks 

to the bulk power system, particularly in emergency situations. Certain circumstances, such as those 

involving national security, may require immediate action, while the reliability standard procedures take 

too long to implement efficient and timely corrective steps. 

In Colorado there appears to be an informal network amongst some utilities staff for information 

sharing regarding cyber-attacks, and Information Security product vendors form a pseudo information 

sharing environment.  However, there is no formal information sharing network between the utilities 

and State or Federal agencies.  The Colorado Division of Homeland Security and Emergency 

Management does not receive reports on cyber-attacks on utilities nor do they maintain a log of electric 

power outages or disruptions unless the event is a state declared event in which “WebEOC”, a software 

system designed for disaster tracking, is used.  This issue is one highlighted under Potential Initiatives in 

the Mitigation Action Plan table located in Book 2 - Mitigation Strategy. 
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Colorado utilities indicate that they are comfortable with sharing information with State and Federal 

regulators; however, they are not comfortable with the potential for misinformation to be disseminated 

through the rapid speed of social and media networks. How that information is used can potentially 

harm a utility’s reputation... 

The Colorado Energy Office and the PUC recognizes the many initiatives underway to develop national 

standards or guidelines.  Outcomes of these or other relevant initiatives may be incorporated into the 

Plan as a normal course of monitoring and updating of the Plan. 

7.5.2.13 Recommendations 

 Monitor NIST Cyber Standards and associated Grid Reliability legislation 

 Participate in a Colorado Cyber Security Energy Focus Working Group 

 Attend Cyber Security Conferences and Training opportunities 

7.5.3 Major Transportation Accident or Disruption 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Local/Global Severe Rare Rare Severe 

 

General Summary:  Major transportation 

disruption refers to significant disruption 

of passenger or freight transport between 

locations and transport modes, through 

natural hazard, intentional act, or 

accidental cause.  Most modern economic 

activity now relies heavily on complex 

transportation and logistics systems.  

Technological developments have 

revolutionized the speed, safety, and 

efficiency of passenger and freight 

transport in recent decades.  Complex 

logistics management systems enable 

businesses to utilize Just In Time (JIT) 

delivery, which maximizes returns on 

investment by reducing carrying costs on 

in-process or stored inventory.   

Sophisticated inventory management 

systems enable shippers and receivers to 

streamline and speed up shipping 

processes with greater precision and 

decreased loss of inventory in transit.  

Developments in shipping like intermodal 
Source: Global Terrorism Database, 2015 
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cargo containerization and mechanized loading and unloading processes have rapidly increased the 

efficiency and volume of domestic, regional, and global trade.  Increased efficiency and safety in 

passenger and freight aviation have contributed significantly to economic development in the US and 

abroad.  Advances in transportation management and technology have increased the role of intermodal 

transport.  Intermodal transport involves the use of multiple modes of transport to deliver passengers or 

freight.  Developments in intermodal transport have increased the average geographic distance 

between production and consumption of goods, while decreasing costs through economies of scale. 

While advances in efficiency, management, and transportation technology have rapidly increased the 

scale and scope of global trade, reliance on intermodal transport, JIT shipping, and complex routing and 

dispatching systems can increase the potential for major transportation disruption.  Increased scale of 

transport can increase the scale of impact when major transport routes are disrupted.  Intermodal 

transport facilities can increase the potential for significant casualties or escalating disruptions because 

intermodal hubs often locate large volumes of critical assets from multiple transport sub-sectors in one 

potentially vulnerable location.  Just In Time delivery systems increase the potential for retail and 

wholesale shortages when transport is disrupted.  Complex routing systems can be exploited for criminal 

or terroristic purposes, as transportation assets are utilized to smuggle illicit goods, weapons, or people. 

Successful attacks on transportation assets and 

infrastructure have been rare in the United 

States, but the 2001 attacks on the World Trade 

Center and Pentagon made clear the potential 

destruction that threats or exploitations of the 

transport sector can cause.  In the United States, 

intentional attacks against transportation assets 

and infrastructure have declined since their peak 

in the 1970s, and been periodic and lower 

volume since the 1990s.  A majority of attacks 

against transport sector operators in the United 

States have focused on passenger aviation.  Al-

Qaeda affiliated groups and sympathizers have 

demonstrated particular interest in both 

passenger and freight aviation.  Less frequently, 

aviation and rail assets have been attacked by 

left or right-wing domestic terrorist 

organizations and militant ethno-nationalist 

groups as well.  No attack on transport sector 

operators or assets within the US have been 

optimized for infrastructure disruption, with 

adversaries tending to concentrate on 

maximizing civilian casualties, symbolic impact, 

or media attention.   

One quarter of globally traded goods pass through the 
Strait of Malacca (pictured above) between Malaysia and 
Indonesia annually on over 50,000 vessels.  The strait 
narrows at several choke points, one of which is only 
1.5 nautical miles wide.  Similarly, the Strait of Gibraltar 
connecting all maritime commerce between the Atlantic 
and Mediterranean coast, narrows to only 7 miles, and 
the Strait of Hormuz at the mouth of the Persian Gulf, 
carries 20% of the world's oil annually and narrows to 21 
nautical miles.   
Disruption of maritime commerce in any of these 
strategic chokepoints would substantially increase the 
costs of energy and goods in the global market.  The 
Strait of Malacca has suffered a high volume of maritime 
piracy in recent years, but recent naval crackdowns 
have decreased the incident significantly rate over time.  
Nevertheless, the potential remains for serious 
disruption of global shipping if a militant group or other 
actor were to sabotage a large oil transporter in the 

Strait's chokepoints. 
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Natural hazards and accidents may also seriously impact transportation sector operations, but the 

complexity of the global transport system can also mitigate routine hazards, or hazards with localized or 

even transient regional impacts.  Nexuses and interdependencies with other critical infrastructure 

sectors are common, and resulting vulnerabilities are apparent.  Intermodal transportation hubs require 

telecommunications, energy, and government assets to support transport operations.  Serious 

disruptions to other sectors may degrade transport sector capabilities, and transport disruption can 

degrade other critical infrastructure sector operations in turn, as well as slow delivery and increase costs 

of consumer goods, commodities, and energy.               

Potential Impacts:  In most developed countries, transportation sector operations account for between 

6%-12% of gross domestic product.  However, cross-sector interdependencies render the true costs of 

transport disruption more difficult to quantify.  Transport disruption can impact the costs and challenges 

of commodity delivery and personal transportation, severely degrading economic activity in disrupted 

areas.  While transportation sector consolidation and centralized management can increase the costs of 

disruption, they can also mitigate the impacts of disruption and increase resilience by providing a 

complex network of transport options which can adapt to transport needs.   

As transport systems are first developed, they provide high 

marginal returns on investment as new geographic areas 

become accessible.  As transportation systems become 

heavily developed, they provide diminishing marginal 

returns on investment, but higher efficiencies and greater 

multi-mode resilience.  For example, the heavily developed 

road transport system in the United States moves 

commodities less efficiently by weight than rail systems, but 

disruption of a major rail route will tend to produce greater 

secondary impacts than disruption of a road route due to 

the greater number of alternate routes available through 

the more developed and consolidated road system.  

Likewise, the US aviation system is remarkably safe per 

passenger and freight mile traveled, and compares 

favorably to road travel, which alone accounts for 90% of 

property losses and loss of life in US transport.  However, 

the disruptive and economic impacts of a single fatal incident on the road transport system is several 

orders of magnitude lower than the disruptive impact of a single fatal incident within the more 

centralized and higher passenger density aviation system. 

Intermodal containerization revolutionized 
global trade by allowing goods to be 
packaged for transport in standardized 
containers that can be transferred between 
sea, rail, and road vehicles with automated 
industrial machinery.   
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Figure 7-16 Major Truck Flows To, From, and Within Colorado - 2010 

 
Source: U.S. Department of Transportation, Federal Highway Administration, Office of Freight Management and Operations, 

Freight Analysis Framework 

 

Potential Energy Sector Impacts: Severe.  All critical infrastructural sectors are dependent on the 

transportation sector to varying degrees, and vice versa.  Transportation is the most energy-consuming 

infrastructure in the United States.  The majority of the transportation sector's energy consumption is in 

refined liquid fuels, though increased use of electric road and rail vehicles may increase electrical 

consumption for transport in the future.   

Interdependencies between transportation and energy production are particularly likely to produce 

escalating or cascading impacts.  Refinement of liquid fuels for use by transportation assets is 

dependent on the transportation of unrefined fuels via pipeline, sea, road, and rail.  Medium to long-

term disruption of natural gas pipeline or electrical power to natural gas generation facilities can curtail 

natural gas production, leading to decreased heavy oil production and subsequent degrading of road, 

rail, and maritime freight transport.  Disruption of oil pipelines or power delivery to oil pipelines can lead 

to decreased production of refined fuels essential for road transport and aviation.  

Likewise, major disruption of maritime trade can produce shortages or price spikes in oil and natural gas 

necessary for electrical generation and liquid fuels refinement.  Disruption of rail can produce localized 

or regionalized shortages of coal and liquid fuels.  Disruption of road transport networks can produce 

localized or regionalized shortages of liquid fuels necessary for road and air transport, and can increase 
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the costs and difficulty of accessing and servicing infrastructure.  However, though interdependencies 

within global and domestic intermodal transportation networks can multiply impacts and produce 

escalating and cascading effects in the event of major disruption, the increasing sophistication and 

consolidation of intermodal transport networks may also mitigate impacts, decreasing the potential for 

catastrophic-systemic failures in the transportation sector.  

  
Figure 7-17 Colorado Airports 
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7.5.4 Physical Attack  

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized/US-Regional Moderate Regular Very Likely Moderate 

General Summary:  Physical Attack refers to attacks on assets or personnel utilizing sabotage or man-

portable weaponry.  Sabotage has long been a method of asymmetric warfare utilized by guerillas, 

activist groups, terrorist organizations, and infrequently by lone individuals, and involves the physical 

damage, destruction, or disruption of infrastructure components and facilities.  Depending on the target 

selected and desired impacts, a wide variety of tools and methods may be used by saboteurs.  Physical 

attack involving man-portable weaponry may focus on personnel, or in some cases, on components and 

materiel.  Man-portable weaponry favored by potential adversaries may include small arms, anti-

materiel rifles, incendiary devices or accelerants, bladed weapons, incapacitating agents, and a variety 

of other non-explosive weapons. 

Figure 7-18 Interstate Rail Freight Flows to and From Colorado 
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In the United States, sabotage has typically been engaged in clandestinely, with its perpetrators 

attempting to evade law enforcement, whereas physical attackers may or may not expect to evade law 

enforcement, and are more likely overall to barricade, take hostages or threaten sabotage, fight law 

enforcement and civilians, or otherwise forego serious attempts at evasion or stealth during or after 

their attack.  The combination of physical 

attacks to commandeer a facility and the 

threatened or actual carrying-out of sabotage 

at the commandeered facility, remains a 

possibility and has occurred infrequently 

abroad.  Physical attack or sabotage may 

intentionally target civilians and intend for 

maximum casualties, or may be intentionally 

limited in scope and designed to inflict damage 

or disruption to targeted infrastructure 

without resulting in human casualties.  The 

specific approach to physical attack and 

sabotage is highly dependent on the identity 

and intentions of the perpetrating organization 

or individual. 

Sabotage in the United States has been rare, and 

has declined overall since it first spiked in the 

early 1970s, and spiked again in the mid-1980 

through mid-1990.  Sabotage against critical 

infrastructure in the United States has focused on 

utilities, telecommunications, and transportation.  

Left-wing and environmental organizations have 

tended to focus on telecommunications and 

utilities, with favored methods being disassembly 

or destruction of components using tools, 

equipment, or vehicles, and arson.  Sabotage by 

left-wing and environmental groups in the United 

States has generally been low casualty or no-casualty, 

and the targeting and attack methods of 

environmental groups in the United States appear to reflect an interest in maximizing symbolic or 

physical impact, while limiting human casualties.  Of course, nothing precludes a more militant 

environmental terrorist group from developing a desire to cause substantial human casualties in the 

future, but while environmental groups in the United States are among the most common perpetrators 

of utility infrastructure sabotage, they have not produced significant utility disruption or human 

casualties from 1970 to 2012. 

Right-wing extremist groups have also engaged in sabotage and physical attack against critical 

infrastructure, but have tended to focus on law enforcement, government facilities, and transportation 

systems.  Though right-wing extremist organizations and sympathizers have not often been successful at 

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 
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physical attacks on infrastructure, their target selections 

and attack methods have been more likely to cause 

human casualties.  Unlike environmental extremist 

groups, right wing and religious extremist organizations 

appear to select targets for greater human casualties.   

As might be expected, environmental organizations have 

tended to select targets and methods that avoid 

catastrophic environmental damage, however, the 

potential for a militant religious group or other 

apocalyptic organization to cause large scale 

environmental damage through methods like pipeline 

sabotage remains a concern.   

Less frequently, professional criminal organizations may 

threaten or carry out sabotage as a method 

of extortion, but physical attack on critical 

infrastructural facilities or personnel by 

professional criminal organizations would 

be highly unusual.  Likewise, smaller scale 

physical attack is sometimes carried out in 

the form of workplace violence by 

disgruntled employees or disturbed 

individuals, but an attack of this type would 

be more likely to target personnel rather than 

critical infrastructural assets.  

Potential Impacts:  Any accessible component, 

facility, or employee/associate, may be 

sabotaged or physically attacked.  Sabotage 

and physical attack may be sophisticated and 

reflect highly specialized knowledge of 

facilities and systems attacked, or may be 

opportunistic and hastily planned.  Arson can destroy facilities, vehicles, infrastructure components, and 

other assets.  Well-coordinated physical attack 

by a trained and determined adversaries 

utilizing small arms, has the potential to 

produce moderate to severe, but localized casualties 

and disruption.  Well-coordinated physical attack 

Anti-Materiel rifles like the Barrett M90 shown 
here are capable of seriously damaging or 
destroying grid components from approximately 
2000 yards.  A coordinated attack utilizing anti-
materiel rifles simultaneously at multiple critical 
locations would have the potential to cause 
substantial disruption to energy infrastructure.  
Anti-materiel rifles, though relatively costly, are 
available in civilian and black markets.  
Fortunately, rifles of this type have very rarely 
been used for criminal or terroristic violence in 

the United States. 

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 
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utilizing anti-materiel rifles can damage 

and disrupt telecommunications and 

utilities components and disable vehicles.  

Physical attack targeting critical 

infrastructure operator executives or 

personnel have the potential to cause 

significant disruption to the affected 

operator/s, but would be unlikely to result 

in systemic impacts unless combined with 

additional sabotage or attack methods.     

Potential Energy Sector Impacts:  

Moderate.  Forms of physical attack 

intended to maximize casualties, like 

assault with small arms, are not attractive for application against physically dispersed energy 

infrastructure and facilities, except as a prelude 

to sabotage or as part of a casualty-maximizing, 

rather than infrastructure-disrupting operation.  A competent and knowledgeable adversary 

organization utilizing anti-materiel rifles or incendiary devices could strategically damage and destroy 

grid components while at least temporarily evading law enforcement, causing significant disruption to 

energy sector operations within the State of Colorado.  A "worst case scenario" involving physical attack 

and sabotage of hydroelectric facilities, pipelines, liquid fuels storage facilities, or nuclear facilities, could 

result in substantial human casualties and very costly environmental and economic impacts.   

Fortunately, such a scenario falls beyond the capabilities or intentions of most domestic militant 

organizations within the United States, and would be difficult to clandestinely plan and carry out 

without challenge from security personnel or law enforcement.  Nevertheless, a competent and well-

coordinated adversary might be capable of causing significant disruption via physical attack, sabotage, 

or a combination of the two methods.     

7.5.5 Explosive Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Severe Periodic Moderately 
Likely 

Severe 

 

General Summary: Explosive hazard refers to the use of conventional explosive materials to damage or 

destroy grid components, assets, or facilities, or to injure and kill energy sector personnel with the 

objective of disrupting energy sector operations.  Pyrotechnic and incendiary devices are sometimes 

characterized as explosive devices, though they work through different physical principles than 

conventional explosives, and are included in the "Physical Attack" category of this reference guide.  

Conventional explosives are chemical or pressurized gas compounds which contain high potential for 

energy release.  When high explosive charges are detonated, they produce light, heat, sound, and 

Source: Global Terrorism Database, 2015 
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pressure expansion faster 

than the speed of sound.  

Explosive fragmentation 

devices are designed to 

disperse shrapnel ahead 

of the blast wave to 

increase anti-materiel 

and anti-personnel 

effects, while non-

fragmentation devices 

such as thermobaric 

weapons cause damage 

primarily through 

overpressure.   

There are a wide variety 

of explosive compounds, 

some of which are highly sensitive, and can be detonated directly through the introduction of relatively 

small amounts of heat or pressure, and some of which are insensitive and highly stable, and must be 

detonated through the primary detonation of another explosive.  Relatively sensitive and unstable 

explosives which can be detonated directly are referred to as primary explosives, and relatively insensitive 

and stable explosives which must be detonated by other explosives are referred to as secondary 

explosives.   

Both types of explosives are 

capable of producing significant 

damage and injury with sufficient 

quantity and placement.  Many 

industrially-manufactured 

explosive compounds are 

permeated with chemical 

markers which render them 

detectable to explosive-sniffing 

dogs and explosive screening 

devices, likewise some screening 

devices are configured to detect 

a selection of improvised 

compounds.  However, some industrially-

manufactured explosives and improvised 

explosive compounds are difficult to detect 

through rapid screening methods.  Sophisticated criminal enterprises or militant organizations may divert 

from legal markets or otherwise acquire reliable and ready-to-use industrially manufactured explosives 

which require little customization or packaging before delivery, but less sophisticated organizations and 

Source: Global Terrorism Database, 2015 

 

Figure 7-19 Common IED Materials 
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individuals often attempt to manufacture improvised explosive devices from precursor chemicals and 

otherwise legal materials, leading to longer preparation timelines.   

 
Precursor compounds are necessary for explosive manufacture, but some of these precursor 

compounds are dual-use and cannot 

be fully controlled.  Monitoring of 

logistical and preparatory attack 

phases and disruption of operational 

planning by law enforcement can be a 

legitimate and effective preventive 

action.  Crime Prevention Through 

Environmental Design (CPTED) and 

facilities security techniques, involve 

personnel training, planning, 

screening, and procedures, standoff 

distance, and facility hardening 

against explosive threats, and can be 

effective risk reduction and 

mitigation strategies.   

Explosives can be introduced in a 

variety of forms for which 

countermeasures are costly.  Impacts depend on payload size, construction, placement, and 

composition.  Blast and shrapnel effects typically radiate equally in all directions from detonation, but 

are attenuated by the size and density of obstructions.  Shaped charges or explosively formed 

penetrators utilize this principle to produce more powerful and directed blast waves capable of 

damaging or destroying armored vehicles and hardened structures.  Vehicle-borne devices can carry 

larger quantities of explosive material, and generally do more damage.  

The use of explosives by criminal or political organizations typically reflects a multiphase process 

involving logistical coordination, device acquisition or manufacture, target selection, target surveillance, 

packaging, and delivery.  As with other types of terrorist plots, an attack utilizing explosives may be most 

effectively disrupted before the packaging and delivery phases, after which point disruption of the 

terrorist operation becomes more difficult.  Explosive devices may be delivered by a variety of transport 

methods.  Attacks involving explosives often reflect sophisticated coordination and planning capabilities, 

and targets and payloads may be selected to leverage infrastructural vulnerabilities, maximize casualties 

or property destruction, or produce secondary impacts such as detonation of nearby fuels, conversion of 

nearby materials to shrapnel, blast wave focusing, or follow-on attacks targeting first responders.   

Explosive attacks are relatively infrequent within the United States, and have been in general decline 

since the peak of explosive use by domestic terrorist organizations in the 1970s.  Electrical infrastructure 

has been targeted effectively for explosive attack by terrorist and insurgent organizations abroad, but 

direct attacks utilizing explosives against utilities in the United States have been rare.  Nevertheless, 

Source: Global Terrorism Database, 2015 

 



271 
7 Hazard Typology 

explosive attacks have been a consistent option for domestic and international terrorists targeting the 

United States in the past, and the potential for explosive use against critical infrastructural assets within 

the United States remains significant and is unlikely to rapidly decline. 

 
Table 7-14: Explosive Payload Size and Minimum Evacuation/Standoff Distances 

 

Source: http://www.dhs.gov/sites/default/files/publications/prep_ied_fact_sheet.pdf 
 

Potential Impacts: Explosive devices may have widely varying impacts depending on size, composition, 

construction, placement, and application.  A large vehicle-borne payload could potentially damage or 

destroy critical assets as large as industrial facilities, office buildings, or small office complexes.  

Explosives are sometimes utilized by more sophisticated terrorist organizations as components of 

coordinated multi-target attacks.  Depending on the criminal or militant organization's target selection 

process, targets may be selected to maximize casualties, property destruction, impact to infrastructure 

and services, or media attention.  

Potential Energy Sector Impacts: Severe.  All explosives are a serious hazard to personnel located within 

minimum standoff distances, regardless of payload size.  Small payloads may be sufficient to critically 

damage assets such as substations, transformers, or transmission towers.  Mid-range to large vehicle-

borne explosive payloads pose a serious hazard to large facilities.  However, vulnerabilities differ 

substantially depending on facility construction and standoff distances, and must be evaluated via case 

by case facility security surveys.  Nevertheless, substantial systemic disruptions could be produced by a 

coordinated explosive attack against key components at multiple grid locations.  Such an attack would 

reflect unusual sophistication and aggressiveness for a domestically-based terror attack against US 

critical infrastructure operators, but remains a potentially severe hazard if employed by competent and 

coordinated adversaries.   

http://www.dhs.gov/sites/default/files/publications/prep_ied_fact_sheet.pdf
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7.5.6 Biological Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Global/National 
 

Catastrophic Extremely 
Rare 

Extremely 
Rare 

Moderate 

 

General Summary:  Biological Attack refers to the use of infectious biological agents and toxins like 

bacteria, viruses, and fungi to kill or incapacitate living organisms.  Biological weapons may be applied 

against personnel, livestock, or crops, and high persistence agents may produce area denial effects that 

require compulsive quarantines and decontamination before an area or population can be serviced.  

There is a wide range of weapon-izable biological agents.  Most biological warfare agents occur in 

nature, and are optimized in laboratory environments for dispersal.  The effectiveness of biological 

agents in producing incapacitation among a population is dependent on infectivity, virulence, 

persistence, and countermeasure availability.  Infectivity refers to the biological agent's ability to 

establish an infection across multiple hosts.  Virulence refers to the agent's ability to cause disease in 

the host once infection is established.  Persistence refers to a biological agent's ability to survive and 

maintain infectivity under storage, transport, or when released into an environment.  Pre and post-

attack countermeasures may include disruption of plots, prophylactic or reactive vaccination, anti-

bacterial or anti-viral medications and treatments, protective gear and quarantine, and epidemiological 

information-sharing that allows more rapid monitoring and tracking of potential pandemics and 

biological attacks. 

Advanced biological weapons have generally been a Nation-State asset, but some non-state actors have 

shown interest and capabilities in developing and deploying biological weapons.  The United States and 

Soviet Union engaged in substantial bio-weapons research and development during the Cold War 

period.  The Soviet Union, in particular, focused its efforts on maximization of bio-weapon lethality and 

infectivity to personnel through genetic augmentation of naturally-occurring biological agents, while the 

United States focused primarily on bio-weapons defense and anti-agriculture/anti-livestock agents, but 

also developed significant offensive capabilities before suspending offensive bio-weapons research upon 

signing the Biological Weapons Convention.  Biological weapons development is now largely prohibited 

under the Biological Weapons Convention, which has 165 signatories including the United States, Russia, 

China, and India.  Notably, the Soviet Union continued to develop genetically engineered offensive 

weapons subsequent to signing the Biological Weapons Convention, but now appears to have 

suspended most or all of its offensive bio-weapons research and development.  In most signatory states, 

biological weapons stockpiles are either in long-term storage, or have been eliminated.  There are 23 

nation-states that are not signatories.  With some exceptions, most non-signatory states lack substantial 

biological weapons development programs and delivery capabilities. 

The technological prerequisites to biological weapons development vary considerably depending on 

agent selected and intended use.  Some agents require highly advanced laboratory environments and 

industrial production facilities, while others can be developed in a low-tech environment.  The primary 

technical obstacle to biological weapons development is not the culturing and development of a 
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dangerous biological agent, but in rendering the agent suitable for weapons use, and transporting and 

deploying the weapon effectively. 

Nation-States have employed biological agents prior to the Biological Weapons Convention.  Japan used 

biological weapons in China during the Second Sino-Japanese War during the World War II period, and 

the United States deployed biological defoliants during the Vietnam War.  During World War I, German 

agents were apprehended attempting to infect US livestock with biological agents.  Defoliant toxins and 

anti-livestock agents have been utilized in several other counter-insurgencies and civil conflicts before 

and during the Cold War period.  In recent decades, terrorist organizations and individuals have 

deployed or attempted to develop biological weapons with limited success.   

In 1984, followers of the religious cult of Bhagwan Shree Rajneesh poisoned ten salad bars in Wasco 

County, Oregon with salmonella, in hopes of incapacitating enough voters to ensure the success of their 

associates in upcoming elections.  751 citizens contracted salmonellosis, but no cases were fatal.  In 

2002, a series of letters tainted with anthrax were sent to the offices of news media and US senators, 

killing five and infecting seventeen.  After an extended and complex investigation, the FBI concluded 

that the sole culprit for the attack was Bruce Ivins, a senior researcher at the US Army Medical Research 

Institute of Infectious Diseases at Fort Detrick, Maryland.  Ivins was alleged to have stolen bio-weapons 

materials from his own laboratory, but 

forensic analysis of the agents used in 

the attack were unable to conclusively 

link the attack strain to the laboratory 

strain.  Ivins is now deceased, and was 

never formally charged.  Al-Qaeda 

affiliates like Al-Qaeda in the Land of 

the Islamic Mahgreb (AQLIM) have 

demonstrated interest in biological 

weapons development.  In 2009, at 

least 40 Islamic militants associated 

with AQLIM were reportedly killed by 

accidental release of pneumonic plague 

bacteria at a clandestine laboratory in 

Algeria.  The militant base was 

subsequently quarantined and sealed. 

Nation-States have maintained bio-weapons capability both as a first strike and deterrent tool.  

Biological agents with high infectivity and virulence in humans may be unattractive as an offensive 

weapon for rational nation-states and non-state actors.  High infectivity and virulence can result in 

uncontrolled spread of communicable diseases to non-target populations, and some biological agents 

cannot be used on dense populations without the potential for indiscriminate regional or global 

pandemic.  Some biological agents are selected for latency, that is, a period between infection and 

symptom formation.  Many biological agents have a significant latency period, with some taking days or 

weeks to develop symptoms.  Latency periods render many biological agents unattractive as battlefield 

Source: Global Terrorism Database, 2015 
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weapons, but increase the likelihood of casualties and rapid geographic spread if employed against 

civilian populations.   

Since World War II, biological weapons have rarely been used, and use has been limited primarily to 

non-state actors, or state actors embroiled in civil war or counter-insurgency operations.  Between 1970 

and 2010, twenty five incidents of biological attack or release by non-state actors have been reported.  

Biological weapons have been attractive to some terrorist groups and militant organizations.  Extremist 

or apocalyptic militant organizations appear more interested than exclusively political terrorist 

organizations, in the development of weapons of mass destruction.  Under ideal deployment conditions, 

some biological agents may in fact prove more lethal and disruptive in practice than chemical or nuclear 

weapons, and therefore represent an opportunity for militant groups seeking mass casualties, panic, and 

high recovery cost.  The ability of some high latency agents to produce rapidly spreading outbreaks of 

communicable disease, or to enable clandestine release of biological agents and subsequent evasion of 

law enforcement, may in part explain the apparently higher appeal of biological warfare agents to 

extremist religious groups than to other types of state or non-state actor, as extremist religious groups 

tend to be less restrained in seeking higher casualty events.  However, the challenges of clandestinely 

acquiring, weapon-izing, transporting, and deploying biological agents for mass casualties can be 

considerable, and the twenty five listed terrorist attacks - from 1970-2010 - utilizing biological agents, 

have cumulatively killed only nine individuals unaffiliated with the plots themselves. 

Potential Impacts:  Impacts of biological attack are dependent on a series on complex factors.  Agent 

selected for use, quality and weapon-ization of agent selected for use, dispersal method, weather, early 

warning, and health care and emergency management response can all affect the level of impact 

brought by biological attack.  A "worst case scenario" in which a highly infectious, virulent, and 

persistent agent with high fatality rates were introduced to a major population via effective dispersal 

devices, could produce extreme human or animal casualties, require large-scale quarantines and health 

sector response, and may escape initial quarantine areas to cause secondary outbreaks in other 

locations.       

Potential Energy Sector Impacts: Moderate.  Like chemical agents, biological agents cannot damage 

infrastructure directly, but in "worst case scenario" can have catastrophic anti-personnel or anti-

livestock impacts with secondary impacts as a result.  Potential anti-personnel impacts include 

compulsory costs of quarantine, protective equipment, prophylaxis, medical treatment, and decreased 

staffing capabilities resulting in lost productivity.    High persistence agents may produce area-denial 

impacts requiring compulsory decontamination before an area or population can be serviced.  The 

geographically dispersed nature of energy infrastructure render biological weapons unattractive for 

direct infrastructure attack, with impacts to energy delivery primarily being a result of potential staffing 

issues, staff treatment costs, lost productivity, and in less-likely cases, compulsory decontamination of 

impacted facilities.  Unless a hostile actor took unusual initiative in deliberately targeting energy sector 

operators for sophisticated biological attack, it is unlikely that energy sector impacts in the case of a 

biological attack would be greater than general impacts to the public or other personnel-intensive and 

geographically-dispersed critical infrastructural sectors like transportation, government services, or 

health-care.                
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Table 7-15 Table of Biological Diseases 

Disease Transmit 
Man to Man 

Latency 
Period 

Illness Duration Lethality Persistence of 
Organism 

Vaccine Efficacy 
(aerosol 
exposure) 

 
Inhalation 

anthrax 

 
No 

 
1-6 days 

 
3-5 days (usually 
fatal if 
untreated) 

 
High 

 
Very stable, spores 
remain viable for 
>40 years in soil 

2 doses efficacy 
against up to 
1,000 LD50 in 
monkeys 

 
Brucellosis 

 
No 

5-60 days 
(usually 1-2 
months) 

Weeks to 
months 

<5% 
untreated 

 Very stable No vaccine 

 
Cholera 

 
Rare 

4 hours-5 
days (usually 
2-3 days) 

 
>1 week 

Low with 
treatment, 
high without 

Unstable in aerosols 
& fresh water; 
stable in salt water 

No data on 
aerosol 

 
Glanders 

 
Low 

10-14 days via 
aerosol 

Death in 7-10 
days in 
septicemic form 

 
>50% 

 
Very stable 

 
No vaccine 

 
Pneumonic 

Plague 

 
High 

 
2-3 days 

 
1-6 days (usually 
fatal) 

High unless 
treated 
within 12-24 
hours 

For up to 1 year in 
soil; 270 days in live 
tissue 

3 doses not 
protective 
against 118 LD50 

in monkeys 

Tularemia No 2-10 days  
(average 3-5) 

 
>2 weeks 

Moderate if 
untreated 

For months in most 
soil or other media 

80% protection 
against 1-10 LD50  

 
Q Fever 

 
Rare 

 
10-40 days 

 
2-14 days 

 
Very low 

 
For months on 
wood and sand 

94% protection 
against 3,500 
LD50 in guinea 
pigs 

 
Smallpox 

 
High 

 
7-17 days  
 

 
4 weeks 

 
High to 
Moderate 

 
Very stable 

Vaccine protects 
against large 
doses in primates 

Venezuelan 
Equine 

Encephalitis 

 
Low 

 
2-6 days 

 
Days to weeks 

 
Low 

 
Relatively unstable 

TC 83 protects 
against 30-500 
LD50 in hamsters 

 
Viral 

Hemorrhagic 
Fevers 

 
Moderate 

 
4-21 days 

 
Death between 
7-16 days 

High for 
Zaire strain, 
moderate 
with Sudan 

 
Relatively unstable: 
depends on agent 

 
No vaccine 

 
Botulism 

 
No 

 
1-5 days 

Death in 24-72 
hours; lasts 
months if not 
lethal 

High without 
respiratory 
support 

For weeks in 
nonmoving water 
and food 

 
3 dose efficacy 
100% against 25-
250 LD50 

Staph 
Enterotoxin B 

 
No 

3-12 hours  
after 
inhalation 

 
Hours 

 
<1% 

 
Resistant to 
freezing 

 
No vaccine 

 
Ricin 

 
No 

 
18-24 hours 

Days- death 
within 10-12 
days for 
ingestion 

 
High 

 
Stable 

 
No vaccine 

T-2 
Mycotoxins 

No 2-4 hours Days to months  Moderate For years at room 
temperature 

No vaccine 

Data from the USAMRIID Medical Management of Biological Causalities Handbook, 4th Edition 2001 
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7.5.7 Dam failure 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-
Regional/Localized 
 

Severe Rare Rare Severe 

 

 

General Summary:  Dam failure refers to the uncontrolled release of water from a hydrologic barrier 

installation due to failure or overtopping.  Dam failure may have a variety of causes:  Seismic activity or 

geologic instability can weaken and degrade dam performance, leading to failure, or can trigger 

rockslides which lead to overtopping.  Internal erosion may cause failure, particularly in earthen dams, 

and extreme inflow caused by 

precipitation, upstream 

flooding, or upstream 

dam failure, can cause 

overtopping or 

failure.  Design error, 

accident, acts of war, 

or deliberate 

sabotage via physical 

means or cyber-attack 

can also cause dam 

failure. 

There are over 80,000 dams in the United States.  The 2007 National Inventory of Dams assigns a "high" 

or "significant" risk to life and property safety for one-third of these dams in the event of failure, with 

"high" risk indicating an expected loss of life upon failure, and "significant" indicating substantial 

property loss but no expected loss of life upon failure.  In 

Colorado there are approximately 1900 dams, with 677 

classified as Class I or Class II. 

Dam failures can develop slowly, due to erosion or other 

geologic factors, or can develop much more rapidly due to 

extreme inflows, rockslides and seismic activity causing 

overtopping, structural or equipment failures, or sabotage.  

Maintenance and management issues can contribute to 

dam failures, or increase risk of failure coincident with 

natural hazards.  Dams may be vulnerable to physical 

sabotage, or may be sabotaged through penetration of SCADA or other control systems to cause failures 

in spillway gates or turbines.  Dams have been deliberately destroyed by military forces in wartime 

operations in the past, and have rarely been targeted by insurgents abroad, with little apparent success.  

Remains of the Gleno Dam, which 
failed due to faulty engineering in 
1923. 

Table 7-16 Classifications of Dams 
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No deliberate attacks on dams have occurred in the United States as of this writing, but a successful 

sabotage or explosive attack would likely produce results consistent with rapid structural failure.     

Table 7-17 Incidents of Dam Failure and Causal Factors 

Incident: Cause of Failure: Description: 
Gleno Dam Failure 
Bergamo Italy -1923 

Sub-Standard Construction Materials & 
Techniques 

Heavy rains rapidly fill reservoir shortly 
after construction, leading to failure.  
Four villages destroyed, 356 killed.    

Lawn Lake Dam Failure 
Rocky Mountain National Park 
Colorado -1982 

 
Erosion Resulting from Lapsed 
Maintenance 

Unmaintained caulking between outlet 
pipe and gate valve results in erosion 
and failure.  3 killed, $31 million in 
damages 

 
 
Upriver Dam Failure 
Spokane, Washington -1982 

 
 
Turbine Failure and Subsequent 
Overtopping of Hydroelectric Dam 

Lightning strikes result in unanticipated 
turbine shutdown.  Failure of back-up 
power prevented opening of spillway 
to alleviate water buildup.  0 killed, $11 
million damage to facility and 
temporary disruption of generation 

 
Vajont Dam Overtopping 
Veneto, Italy -1963 

 
Massive Landslide Rapidly Displaces 
90% of Reservoir and Subsequent 
Overtopping 

Heavy rains trigger massive landslide 
and 820 foot wave which empties 
reservoir without seriously damaging 
dam.  5 towns destroyed, 1900-2500 
killed 

 
 
 
 
Banqiao Hydroelectric Dam Disaster 
Henan, China -1975 

 
 
 
 
Typhoon Rains Cause Heavy Flooding 
and Cascading Dam Failures 

Heavy upstream flooding caused by 
record rains leads to cascading failures 
on smaller upstream dams, resulting in 
overpressure on larger Banqiao Dam.  
Spillway gates could not be fully 
opened due to sediment buildup, and 
orders to destroy the dam before 
catastrophic overtopping occurred 
could not be carried out.  171,000 
killed, 11 million homeless, and 18 GW 
of generating power lost 

 
 
 
 
Sayano-Shushenskaya Hydroelectric 
Dam Accident-2009 

 
 
 
 
Water Pressure Spike Combined with 
Faulty Vibration Sensor Results in 
Serious Facility Damage 

A rapid increase in water pressure 
increased stress on hydroelectric 
turbines.  A faulty vibration sensor 
failed to alert operators, and a 900-ton 
turbine was then ripped from its 
assembly.  Sudden loss of the turbine 
resulted in a transformer explosion and 
serious damage to the facility.  75 
killed, $1.5 billion rebuilding cost 

Köprü Dam 
Adana Province, Turkey - 2012 

A gate in the diversion tunnel broke 
after a period of heavy rain during the 
reservoir's first filling. The accident 
killed ten workers 

The dam's diversion tunnel seal broke 
while the dam was impounding the 
river for the first time. This resulted in 
97,000,000 m3 (78,639 acre·ft) of 
water flooding the downstream area of 
the dam. The accident and subsequent 
flood killed 10 workers. Downstream 
communities received proper warning 
and no one was killed 
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Potential Impacts:  Slowly developing failures can often be mitigated or prevented with sufficient early 

warning.  Rapidly developing failures are typically catastrophic or severe.  Height and speed of resulting 

floodwaters are dependent on a variety of hydrologic and topographic factors, but have reached 

hundreds of feet in major disasters when sufficient volumes of uncontrolled water race through narrow 

topographies.  General impacts resemble flash flood, or in some larger scale failures, tsunami waves.  

Catastrophic failures usually produce severe damage or total destruction to structures and assets as well 

as high mortality in populated areas of the flood zone. 

Potential Energy Sector Impacts: Severe.  Modern engineering, monitoring and coordinating systems, 

and maintenance practices minimize the likelihood of rapidly developing catastrophic or cascading 

failures.  However, rapid failure at hydroelectric facilities can compound flooding impacts with loss of 

generating capacity.  Critical energy assets like transmission and distribution lines and transformers are 

often located in populated and serviceable valleys that constitute potential dam flooding corridors.  

Rapid overtopping or failure can produce floods capable of severely damaging or destroying any energy 

assets in the flood zone.          

Figure 7-20 Colorado Dams 
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Table 7-18 Class I and Class II Dams in Colorado 

County Class I Class II County Class I Class II 

Adams 8 12 Kit Carson 1 0 

Alamosa 0 0 La Plata 8 6 

Arapahoe 8 4 Lake 3 2 

Archuleta 2 8 Larimer 51 40 

Baca 1 0 Las Animas 6 1 

Bent 2 0 Lincoln 1 2 

Boulder 28 21 Logan 3 0 

Broomfield 3 1 Mesa 22 29 

Chaffee 2 2 Mineral 5 6 

Cheyenne 0 0 Moffat 1 3 

Clear Creek 8 5 Montezuma 8 7 

Conejos 2 3 Montrose 9 1 

Costilla 3 1 Morgan 0 6 

Crowley 0 2 Otero 0 7 

Custer 0 1 Ouray 1 0 

Delta 17 13 Park 5 3 

Denver 7 3 Phillips 0 0 

Dolores 1 2 Pitkin 2 7 

Douglas 2 6 Prowers 0 1 

Eagle 8 5 Pueblo 3 4 

El Paso 18 15 Rio Blanco 3 3 

Elbert 0 0 Rio Grange 1 1 

Fremont 3 3 Routt 8 5 

Garfield 6 11 Saguache 0 1 

Gilpin 1 0 San Juan 0 0 

Grand 7 2 San Miguel 5 0 

Gunnison 6 6 Sedgwick 3 0 

Hinsdale 3 4 Summit 5 2 

Huerfano 5 3 Teller 4 10 

Jackson 0 4 Washington 1 0 

Jefferson 22 12 Weld 12 17 

Kiowa 0 2 Yuma 1 7 
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7.5.8 Chemical Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Catastrophic Rare Rare Slight 

 

General Summary:  Chemical attack refers to the application of toxic chemical substances as weapons.  

Chemical weapons may be utilized to achieve objectives ranging from injuring, killing, or incapacitating 

personnel to providing for area denial and 

compulsory decontamination.  Chemical 

weapons are classified by their method of 

impacting the human body, and by their 

persistency, or, the length of time that the 

agent remains effective in an environment.  

While nation-states are most capable of 

utilizing chemical weapons effectively, the 

threat of nation-state chemical attack against 

the domestic United States is considered 

extremely low.  This entry will therefore 

concentrate on the potential for a non-state 

actor to utilize chemical agents in a terroristic 

attack within the United States. 

Nation-states maintain stockpiles of military-

grade chemical agents and effective dispersal systems.  Some 

terrorist organizations have manufactured, or have sought to 

manufacture, military-grade chemical agents, but the 

challenges to clandestine manufacture and effective 

deployment are significant.  Manufacture or acquisition of 

toxic industrial chemicals by a non-state actor utilizing dual-use 

technologies is a more probable scenario than the successful 

clandestine full-cycle manufacture of significant stockpiles by a 

non-state actor.    

Likewise, a competent terrorist group seeking to cause 

significant casualties via chemical warfare, would find a direct 

physical attack and sabotage of  urban industrial chemical facilities less challenging than the full-cycle 

manufacture and deployment of chemical weapons, and such an attack may in fact have far greater 

casualty potential. 

Source: Global Terrorism Database, 2015 

 

Source: Global Terrorism Database, 2015 
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In all cases, the effectiveness of chemical attack is highly 

dependent on agent used, type of dispersal system, 

density of target area, and prevailing weather.  Some 

analysts believe that chemical weapons would be 

unattractive for most terrorist organizations due to the 

challenge of manufacture or acquisition and risks of 

discovery, combined with the difficulty of effective 

deployment and potential for public or law enforcement 

backlash.  Many political terrorist organizations are likely 

to reject chemical weapons in preference for conventional 

weapons which are easier to acquire and employ, and 

often produce equivalent or greater impact, whereas 

some apocalyptic religious organizations have displayed 

an unusual preoccupation with chemical weapons and 

other high profile weapons of mass destruction, combined 

with a lack of restraint brought on by abstract religious 

objectives, rather than concrete political goals.  Analysts 

observe that the diffusion of dual-use industrial chemical 

production technology, and the continued prevalence of 

religious extremist groups, makes realistic the possibility 

of major chemical attack by a non-state actor. 

Potential Impacts:  By method of attacking the human 

body, chemical weapons are typically categorized as 

nerve, asphyxiant/blood, vesicant/blister, and 

choking/pulmonary.  Higher persistency agents may 

remain effective in low concentrations, or may be treated 

with thickeners to enable it to coat surfaces for additional 

area denial effects.  Most lethal chemical agents must be 

dispersed as a powder, aerosol, vapor, or liquid for 

effective introduction through inhalation or contact.  Delivery methods intended to produce inhalation 

hazards tend to produce the most wide-ranging impacts, and tend to produce more rapid absorption of 

lethal dosages, as well as more rapid onset of symptoms. 

Countermeasures, prophylaxis, and treatment are viable for most chemical weapons, but rapidity of 

detection, minimization of exposure, prophylaxis, and treatment are crucial to survival outcomes.  The 

psychological impact of chemical attack on a civilian population can be disproportionate to actual 

lethality.  Likewise, the financial and manpower costs of compulsory decontamination of high density 

urban areas can be high.   

Chemical attacks by terrorists and terrorist organizations have been extremely rare internationally and 

domestically, and have usually been low in lethality due to the difficulty of deploying to lethal 

concentrations.  Nonetheless, effective dispersal of military-grade agents, or successful sabotage of a 

chemical plant in a major industrial area, could realistically result in massive casualties.   
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Potential Energy Sector Impacts:  Slight.  With the exception of relatively few high-persistency military-

grade agents and dispersal systems currently believed to be possessed exclusively by nation-states, 

chemical weapons are unattractive for use against energy infrastructure by terrorist organizations, and 

terrorist organizations capable of acquiring/developing, and then effectively deploying chemical 

weapons are relatively few in number.  Few terrorist organizations have seriously pursued acquisition of 

chemical weapons, but extremist religious groups may have disproportionate interest in chemical 

weapons.  However, most terrorist organizations which have pursued chemical weapons development, 

have demonstrated particular interest in targeting civilians in population-dense areas, rather than 

utilizing chemicals for utility infrastructure attack.  Specific targeting of energy sector facilities or 

infrastructure with chemical weapons appears unlikely.  Attacks against energy sector operators utilizing 

toxic chemicals would likely target personnel and personnel-dense facilities, with area-denial and 

decreased serviceability as potential secondary objectives.  Chemical weapons are not capable of 

seriously damaging infrastructure components, but persistent agents may render infrastructure 

unserviceable by unprotected personnel until decontamination is completed.  In all cases, the primary 

hazard of chemical weapons to energy infrastructure operators is to personnel, rather than critical 

components. 

Table 7-19 Lethal Chemical Agents by Category 

Lethal Chemical Agents by Category 

Category Mechanism of Action Time to Onset of Symptoms* Persistency 

Nerve Interrupts breakdown of the 
neurotransmitter 
acetylcholine, leading to 
central nervous system 
disruption 

Vapor: Very Rapid (>5 
minutes) 
 
Skin: Moderate (2-18 hours) 

VX for military manufacture is a 
persistent contact hazard and 
may be treated with thickeners to 
increase area denial impacts. 
Most other nerve agents are non-
persistent and present an 
inhalation hazard only. 

Asphyxiant/Blood Deprive the body of oxygen 
through damaging red blood 
cells or disrupting cellular 
metabolization of oxygen 

Vapor: Very Rapid (<2 
minutes) 
 
Ingested: Very Rapid (<2 
minutes) 

Non-persistent; an inhalation and 
ingestion hazard only 

Vesicant/Blister Attacks skin, eyes, mucosal 
membranes, and respiratory 
system through chemical 
production of acid burns and 
blistering 

Vapor: Moderate (4-6 hours, 
with eyes and respiratory 
system impacted more 
rapidly) 
 
Skin: Moderate (2-48 hours) 
 
*the onset times listed above 
are for Mustards. Lewisite can 
present very rapidly* 

Persistent, constitutes and 
inhalation and contact hazard.  
May remain a contact hazard 
after the inhalation hazard has 
passed. 
 
May be treated with thickeners 
to increase area denial effects. 

Pulmonary/Choking Similar to vesicants but with 
more acute impacts to the 
respiratory system 

Vapor: Very Rapid 
(immediate) 

Non-persistent; an inhalation 
hazard. 

*Time to onset of symptoms may vary with time to absorption of lethal or incapacitating dose.  Most military doctrine on the 

employment of chemical weapons recommends dispersal concentrations high enough to produce fatal impacts within seconds of 

inhalation exposure.  Terrorist attacks utilizing chemical weapons have rarely reached such high concentrations 



283 
7 Hazard Typology 

Figure 7-21 Terrorist Chemical Weapons Development Chain 
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7.6 High-Impact/Low Probability Events 

7.6.1 Volcanic Activity 

geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Global/National/US-
Regional 
 

Catastrophic Extremely 
Rare 

Extremely 
Rare 

Catastrophic-
Systemic 

 

General Summary:  Volcanic activity refers to geologic activity resulting in ejection of subterranean 

Earth materials onto the Earth's surface and into the atmosphere.  Ruptures in the Earth's surface which 

allow the escape of hot magma, volcanic ash, and gases, are commonly known as volcanoes.  Depending 

on location and magnitude, volcanic eruptions may produce a variety of localized and generalized 

secondary hazards.  Pre-and post-eruption hazards may include earthquakes, fumarole formation, and 

other seismic disruptions.  Localized hazards resulting from eruption may include lava flow, pyroclastic 

flows, and lahars.  Volcanically-induced atmospheric hazards may include ejection of aerosolized ash 

into the atmosphere, and accompanying climatic and environmental impacts such as ashfall, acid rain, 

and temporary (X<10 years) global climate change.  The onset of volcanic activity, particularly for long-

dormant volcanoes, can be difficult to forecast.  Colorado currently has no volcanoes classified as active 

by the US Geological Survey, but like most of the mountain and plains states east of the continental 

divide, can be impacted by potential supervolcanic activity originating in the Yellowstone Caldera.  

Though the potential for supervolcanic activity at Yellowstone is notable for its potentially devastating 

regional and international impacts, the probability of such activity in any given year is calculated at 

0.00014%, rendering supervolcanic activity a high-impact low-probability event.                    

Potential Impacts:  Localized 

hazards like lava flows, pyroclastic 

flows, and lahars tend to trace local 

geography, flowing from their 

points of origin to lower ground.  

While lava flows do not often pose 

major threats to life safety due to 

their limited geographic range and 

slow movement - they rarely 

exceed speeds of 40 miles per hour 

- and can completely destroy all 

dwellings and infrastructure in 

their path.  Pyroclastic flows are 

currents of superheated volcanic 

gases capable of traveling 

downslope at speeds up to 450 

miles per hour, posing an extreme 

danger to life and property in its 

Historical Yellowstone Caldera Ash-Fall Ranges 

USGS: http://pubs.usgs.gov/fs/2005/3024/ 
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path.  Lahars are currents of debris-laden pyroclastic material, mud, and water.  This flowing material is 

fluid while in motion, but gains the consistency of concrete once settled.  Lahars have been observed 

traveling at speeds exceeding 60 miles per hour, and typically cause total destruction to impacted areas.  

Atmospheric dispersion of ash and its accompanying impacts are the volcanic hazards with widest 

geographic distribution by far, and ash-related impacts are the most likely to affect Colorado.  Ashfall 

can produce crop damage and water quality degradation.  Ash deposits can coat road and runway 

surfaces, which must be cleared for safe usage.  Ash ejected into the stratosphere can disrupt aviation 

operations, particularly jet transport.  Eruptions that exceed magnitude 7.0 on the Volcano Explosive 

Index (VEI) can produce "Volcanic Winter," a temporary global climate change potentially resulting in 

regional or global crop failure and other environmental disruptions.        

Potential Energy Sector Impacts: Catastrophic-Systemic.  Any energy infrastructure, assets, or facilities 

in the path of lava flows, pyroclastic flows, or lahars, are expected to be a total loss.  Exposure of 

infrastructure to these hazards is minimal in most states.  In Colorado, vulnerability to these localized 

volcanic impacts is virtually non-existent.  However, depending on volume of ejected ash and 

environmental conditions, ashfall may pose a particular hazard to electrical infrastructure.  Dry ash, 

even in substantial quantities, tends to cause only minor disruptions to electrical infrastructure, though 

it can cause overheating and other air quality problems for ventilated and air-cooled equipment in 

sufficient quantity, can damage or disable surface vehicles and aviation assets, and can result in roof 

collapse.  Heavy winds and rain can wash away much ash, counteracting many of the impacts of ashfall.  

However, mild precipitation or high humidity conditions can aggravate the impacts of ashfall to 

electrical infrastructure, as mild precipitation merely wets the ash and increases its weight and electrical 

conductivity, without physically washing it from components.  Transmission lines and substation 

insulators coated with wet ash may experience flashover, which can cause component damage.  Wet 

ash is heavy, and can cause line breakage, pole collapse, roof collapse, or vegetation collapse that 

impacts lines and equipment.  Telecommunications infrastructure appears to be particularly resilient to 

ashfall, and telecommunications services may experience fewer disruptions than electrical 

infrastructure.  While the potential for a major Yellowstone eruption resulting in large scale ashfall in 

Colorado is extremely remote, previous eruptions have inundated large parts of Colorado and 

surrounding states west to 

California, north to the Dakotas, 

south to Mexico, and east to the 

Mississippi River.  Even moderate 

ashfall over such a wide area, 

combined with unfavorable 

weather conditions, could 

produce catastrophic-systemic 

impacts on the North American 

electric grid.  Resulting climatic 

issues may substantially impact 

local, regional, and global energy 

demand, complicating long-term 

recovery.           
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7.6.1.1 Volcano in Colorado:  

There is no recent history of volcanic activity in Colorado. However, the eruption of Mount St. Helens 

deposited trace amounts of volcanic ash onto the state of Colorado on May 18, 1980.Human-Caused 

Hazards 

7.6.2 Electromagnetic Pulse (EMP) Attack  

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

National/US-Regional 
 

Catastrophic None Extremely 
Rare 

Catastrophic-
Systemic 

 

General Summary:  Electromagnetic 

Pulse (EMP) Attack refers to the 

generation of powerful bursts of 

electromagnetic radiation in order to 

damage or destroy electronic 

components.  Electro-magnetic pulses 

can be generated via nuclear 

detonation and by a variety of non-

nuclear electro-magnetic generation 

methods like microwave generators 

and explosively-pumped flux 

compression generators.  Nuclear EMP 

weapons are similar in design to 

traditional nuclear and thermonuclear 

weapons but may be optimized for electromagnetic pulse generation.  Nuclear EMP weapons must be 

delivered via ballistic missile, and optimized for high altitude detonation.  Depending on detonation 

altitude, High Altitude Electromagnetic Pulse Weapons (HEMP) can disperse multiphase electromagnetic 

pulses that induce damaging currents that exceed breakdown voltage in conductors, followed by 

geomagnetically induced currents like those encountered during a geomagnetic Storm, but likely to be 

more severe and more widely dispersed.  Non-nuclear EMP devices are much more restricted in 

geographic range, and are not known to have been constructed or acquired by any non-state actor, but 

their construction and deployment involves significantly lower technological prerequisites than for a 

nuclear EMP device. 

No nation-state officially maintains High Altitude Nuclear EMP weapons, though the United States and 

Soviet Union first began researching and testing HEMP effects in the early 1960s.  It is likely that the 

United States maintains deployable HEMP capability, and possible that several other nuclear nation-

states have deployable HEMP capability, or the potential to develop it.  Non-nuclear EMP devices have 

been developed by most nuclear nation-states, and might theoretically be constructed by sophisticated 

non-state organizations.  However, despite the potential attractiveness of EMP to a small number of 

extremist groups, most militant or criminal organizations would find the costs and technical challenges 

of clandestine EMP weapon development and deployment to be prohibitive.   Even sophisticated non-
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state actors might calculate the risks, opportunity costs, and costs to political legitimacy that use of an 

exotic and highly destructive weapon such as an EMP would entail, to be insufficiently understood to 

make EMP development a realistic option for most non-state actors.  Despite the very low probability of 

EMP attack by any actor, the potential for catastrophic disruption of virtually all economic and 

government activity within an extensive geographic range, in 

the case of Nuclear HEMP, or even within a quite localized 

geographic range, in the case of Non-nuclear EMP, cannot be 

entirely discounted due to the potentially extreme scale of 

impact.            

Potential Impacts:  Depending on detonation altitude, a HEMP 

device may damage or disable most unshielded 

microprocessor-based electronics within an area ranging as 

wide as 3000 miles in diameter.  Depending on design and 

delivery characteristics, a non-nuclear EMP would have similar 

impacts over a much more localized area ranging from a few city blocks to an entire metropolitan area, 

but would not produce Geomagnetically induced ground 

currents. 

Virtually all major critical infrastructure and government 

operations outside of some military and continuity of 

government assets and facilities can be severely disrupted by 

EMP.  Road, rail, maritime, and aviation dispatching and control 

systems would be severely impacted, as would many of the 

transport vehicles.  Industry, finance, healthcare, agriculture, 

government services, and other critical sectors are heavily 

dependent on micro-processor based systems, and would be 

degraded or completely disrupted.  Most terrestrial telecommunications assets within the impact area 

would be disabled, and in the case of HEMP detonation, satellite and microwave communication could 

be impacted as well.          

Potential Energy Sector Impacts: Catastrophic-Systemic.  All EMP devices induce over voltages in 

unshielded conductors, and HEMP devices can also produce geomagnetically induced currents 

analogous to the currents that would be experienced in a severe geomagnetic storm.  These currents 

can damage or destroy transformers and pipeline components.  Microprocessor-based monitoring and 

control systems, as well as business IT systems, would be severely disrupted or rendered non-functional.  

Failure in other critical infrastructural subsectors like telecommunications, government services, 

transportation, and finance, could exponentially increase the challenges of recovery.  The wide 

geographic dispersal of severely disruptive impacts in the case of HEMP detonation renders virtually any 

HEMP detonation a potentially catastrophic-systemic threat.  Non-nuclear EMP detonation impacting 

even a moderately-sized portion of a major metropolitan area, would produce catastrophic impacts, but 

would be considerably less likely to result in regional or national systemic failure.        

Non-nuclear EMP devices have been 
constructed by several nation-states for 
testing of EMP mitigation measures on 
critical assets.  Though the most 
potentially destructive forms of High-
Altitude Nuclear EMP weapons (HEMP) 
fall within the technological capabilities 
of only a few nuclear states, less powerful 
Non-Nuclear EMP devices may be within 
the technological reach of a small number 
of non-state actors.  Above: A Boeing E4 
Airborne Command Center Aircraft is 
tested for EMP resistance at a non-
nuclear EMP simulator. 
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7.6.3 Solar Weather/Geomagnetic Storm 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

National/US-Regional Moderate Rare Rare Catastrophic 

 

General Summary: Solar Weather refers to the conditions and phenomena in space and specifically in 

the near-earth environment that may affect space assets or space operations.  It is the conditions on the 

sun and in the solar wind, magnetosphere, ionosphere, and thermosphere that can influence the 

performance and reliability of space-borne and ground-based technological systems and endanger 

human life or health.   It is influenced by phenomena such as solar flare activity - sunspots, ionospheric 

variability – planetary wave and tidal interaction, energetic particle events – coronal and interplanetary 

shock, and geophysical events –large scale volcanoes, tsunamis, extreme weather, and geomagnetic 

Storms (GMS) caused from solar Coronal Mass Ejections (CME). CME shock waves create solar energetic 

particles (SEPs), which are high-energy particles consisting of electrons and coronal and solar wind ions 

(mainly protons).  When CMEs head towards the Earth, these geomagnetic storms create disturbances 

that affect the Earth‘s magnetic field, which are referred to as Geomagnetic Disturbances (GMD).126 

Geomagnetic Storm (GMS) refers to temporary disturbances or disruptions in the interplanetary 

medium with impacts on Earth's magnetosphere.  These disturbances are produced by fluctuations in 

solar wind and other solar weather phenomena such as Coronal Mass Ejections (CMEs).  As a 

geologically active planet, the Earth's rotating core of heavy metals produces a magnetic field that 

shields the atmosphere and surface of the Earth from charged particles produced by the sun.  Spikes in 

solar output can transfer an increased volume of energy into Earth's magnetosphere, resulting in higher 

radiation absorption, disruption of communications between surface radio and microwave receivers and 

orbital platforms, disruption of some types of high frequency surface radio communication, damage to 

orbiting satellites, damage to electrical transmission, generation, and switching equipment, and damage 

to pipelines, among other effects.  Geomagnetic storms powerful enough to cause substantial 

disturbances to telecommunications and energy sector operations are infrequent, but are more likely 

during peak solar cycle.   

Potential Impacts:  Though geomagnetic storms can produce dangerous radiation levels to humans 

located in orbit or beyond Earth orbit, they do not directly impact life safety on the surface of the Earth.  

Nevertheless, geomagnetic storms can produce substantial impacts to critical infrastructure if mitigative 

actions and procedures are not implemented prior to the event.  Temporary impacts to the ionosphere 

can result in disruption to radio broadcast systems which 'bounce' signals off the ionosphere back to 

surface receivers.  Traditional television and commercial radio are not usually disrupted, but high 

frequency aviation, shortwave, and marine bands, as well as amateur radio bands below 30 MHz can be 

disrupted.  Military over-the-horizon radar systems, as well as submarine communications and tracking 

systems, can be rendered ineffective by radio clutter.  Long-haul telephone lines and non-fiber-optic 

undersea cables can be impacted.  Satellite-based navigation systems like GPS can be adversely 

impacted, and mitigative measures like Receiver Autonomous Integrity Monitoring (RAIM) may be only 

marginally effective in maintaining GPS capability during a major GMS event.  Satellites may sustain 
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direct damage to components, or may experience degradations in orbit necessitating boosting to avoid 

atmospheric re-entry and burn up.  Satellite-based communications and imaging systems can be 

disrupted, resulting in blackout of all satellite-based communications during the event. 

Potential Energy Sector Impacts: Catastrophic.  The magnetic fields produced by major GMS events are 

sufficient to produce Geomagnetically induced currents (GIC) in conductors located at or beneath 

Earth's surface.  Operators of long electrical transmission lines are at particular risk, as longer lines are 

better able to conduct Geomagnetic current.  Particularly vulnerable long-line operators are located in 

North America, China, and Australia.  GIC can damage generators and transformers by producing core 

saturation, performance constraints, coil heating, and the tripping of safety devices.  Cascade failures of 

grid components have been produced by past GMS events, resulting in major regional outages.  

Preventive and mitigative measures such as transformer disconnection, temporary blackouts, 

transformer neutral grounding, series compensation, and FACTS devices do exist, but must be 

implemented prior to the event.  GIC can also impact pipeline operations.  Pipeline flow meters can 

receive inaccurate information, and corrosion rates can increase rapidly.  Attempts by pipeline engineers 

to balance for the geomagnetically induced current can be counterproductive if monitoring equipment 

is already receiving inaccurate information.  Though most minor GMS events produce no major electrical 

outages, and serious outages have typically been limited to single geographic regions during past events, 

a major GMS event could produce widespread damage to critical telecommunications and energy 

infrastructure in multiple countries or energy markets simultaneously.  Depending on countries 

impacted, supply chain inadequacies and logistical challenges could elevate the impacts of a major GMS 

event from Catastrophic to Catastrophic-Systemic.  For additional information on GMS, see Book 3 - Risk 

and Vulnerability Assessment in the Exercises subsection, under Inter-State Exercise – Geomagnetic 

Storm. 

7.6.3.1 GMS Characteristics 

The force of geomagnetic field disturbances is measured by the magnitude of magnetic field change 

measured in NanoTeslas per minute (nT/min).  An nT is one billionth of a Tesla, which is the 

International System of Units (SI) derived unit of magnetic flux density – the change of volt-seconds 

measured in the coils of a fluxmeter.  Gamma is the non-SI unit of measure equal to a NanoTesla.  

Terrestrial effects of space weather events are determined by several coronal mass ejection (CME) 

variables - which include particle magnitudes, velocity and polarization with respect to the earth’s 

magnetosphere.  An unfortunate combination of these variables can lead to extreme geomagnetic 

disturbances on earth – the most famous being the Carrington Event of 1859.  NOAA’s Space Weather 

Prediction Center (NOAA-SWPC) classifies geomagnetic storms on a 5 point “G” scale:  minor, moderate, 

strong, severe, or extreme.  The NOAA Space Weather Scales are shown in Table 7-20 
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Table 7-20 NOAA Space Weather Scales 

Geomagnetic Storms: disturbances in the geomagnetic field caused by gusts 

in the solar wind that blows by Earth. 

http://www.swpc.noaa.gov/NOAAscales/index.html#geomagneticcStorms  

G1 G2 G3 G4 G5 

Solar Radiation Storms: elevated levels of radiation that occur when the 

numbers of energetic particles increase. 
http://www.swpc.noaa.gov/NOAAscales/index.html#SolarRadiationStorms  

S1 S2 S3 S4 S5 

Radio Blackouts: disturbances of the ionosphere caused by X-ray emissions 

from the Sun. 

http://www.swpc.noaa.gov/NOAAscales/index.html#RadioBlackouts  

R1 R2 R3 R4 R5 

Source: http://www.swpc.noaa.gov/noaa-scales-explanation 

7.6.3.1.1  GMS Events:  

 May 5, 2012: Observed a medium-strength sun storm that forecasted a G3 storm impact to 

Earth from May 12 through May 18.  It was downgraded to a G1.  Refer to the Space Weather 

Scales above for detailed information about the impacts at these levels. The activity of the event 

was expected to disrupt flights, GPS systems, and power grids, but these effects were not felt 

and may have been overestimated in this instance. 

 Halloween Storms of 2003: Space weather from these enormous solar storms slammed into 

Earth’s magnetic field from October 19 through November 7.  Aircraft had to be re-routed, it 

affected satellite systems and communications, and it also caused a power outage in Sweden for 

about an hour.  The Solar and Heliospheric Observatory (SOHO) satellite, a collaboration 

between NASA and the European Space Agency (ESA), failed temporarily.  NASA’s Advanced 

Composition Explorer (ACE) satellite experienced damage, and instruments aboard many 

spacecraft had to be shut down temporarily. 

 The 1989 HydroQuebec collapse was triggered by a storm of about 480 nT/min, but other 

storms have been measured at around 2000 nT/min (e.g., in the lower Baltic). Six million people 

were without power for up to nine hours that it took to bring the system back to 83 % of 

capacity.  The    1859 storm would be in the neighborhood of 5000 nT/min. – or ten times the 

level of the 1989 Quebec storm.  It took 17 hours for the GMS to reach Earth where it normally 

takes approximately 72 hours.  Telegraph systems across Europe and North America failed 

shocking operators and igniting pylon and paper fires, stunning Aurorae was seen world-wide. 

7.6.3.1.2  Current Situation 

GIC flow concentrates in the higher voltage portions of the bulk power system.  Operational procedures 

have been developed in many regions to increase spinning reserves, reduce demands on heavily loaded 

lines, and more evenly distribute the flow of power across the system in advance of a GMD.  

Nonetheless, recent trends are complicating the challenge including: operating the bulk power system at 

higher capacities with less reserve margin; building higher voltages with greater connectivity on the bulk 

transmission system; and the need to add more transmission capacity to accommodate intermittent 

wind and solar generation.  As a result, the accuracy of solar weather predictions becomes more 

important in anticipating extreme solar events and avoiding false alarms. 

http://www.swpc.noaa.gov/NOAAscales/index.html#GeomagneticStorms
http://www.swpc.noaa.gov/NOAAscales/index.html#GeomagneticStorms
http://www.swpc.noaa.gov/NOAAscales/index.html#G1
http://www.swpc.noaa.gov/NOAAscales/index.html#G2
http://www.swpc.noaa.gov/NOAAscales/index.html#G3
http://www.swpc.noaa.gov/NOAAscales/index.html#G4
http://www.swpc.noaa.gov/NOAAscales/index.html#G5
http://www.swpc.noaa.gov/NOAAscales/index.html#SolarRadiationStorms
http://www.swpc.noaa.gov/NOAAscales/index.html#SolarRadiationStorms
http://www.swpc.noaa.gov/NOAAscales/index.html#S1
http://www.swpc.noaa.gov/NOAAscales/index.html#S2
http://www.swpc.noaa.gov/NOAAscales/index.html#S3
http://www.swpc.noaa.gov/NOAAscales/index.html#S4
http://www.swpc.noaa.gov/NOAAscales/index.html#S5
http://www.swpc.noaa.gov/NOAAscales/index.html#RadioBlackouts
http://www.swpc.noaa.gov/NOAAscales/index.html#RadioBlackouts
http://www.swpc.noaa.gov/NOAAscales/index.html#R1
http://www.swpc.noaa.gov/NOAAscales/index.html#R2
http://www.swpc.noaa.gov/NOAAscales/index.html#R3
http://www.swpc.noaa.gov/NOAAscales/index.html#R4
http://www.swpc.noaa.gov/NOAAscales/index.html#R5
http://www.swpc.noaa.gov/noaa-scales-explanation
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Civilian space weather monitoring is primarily the responsibility of the NOAA-SWPC in Boulder, 

Colorado. .  The SWPC can identify CME’s within minutes of their appearance on the surface of the sun, 

but it is difficult to accurately determine whether their trajectory is directly or tangentially toward earth.  

Their strength and arrival time is typically within one to three days from the initial CME.  Reasonably 

accurate forecasts are not available until the impact reaches NOAA’s Deep Space Climate Observatory 

(DSCOVR) satellite, a sentinel satellite sitting about 1 million miles from Earth toward the Sun.  This 

enables the SWPC to give a 15-60 minute warning of the likely strength of the storm.127  The 

requirement for a solar wind monitor at L1 (Lagrangian orbit number 1), a location on the Earth/ Sun 

line where gravitational forces can be balanced to maintain a stable orbit, approximately  1.5 million km 

upstream of the Earth,  would allow  a 20-60 minute warning of geomagnetic disturbances at Earth 

(depending on velocity).  The DSCOVR satellite, launched in February 2015, is replacing the 17 year-old 

Advanced Composition Explorer (ACE) satellite.128 

Power grid operators can take defensive measures to protect the grid against geomagnetic induced 

currents when alerted to an impending GMS by the SWPC.  Monitoring incoming ground currents in real 

time is essential to critical grid infrastructure protection.  More importantly, a number of longer-term 

investments could be made to reduce the vulnerabilities of the bulk power system (e.g., more robust 

EHV transformer designs, adding series capacitors to the system); however, such investments are 

expensive causing other offsetting problems (e.g., series capacitors shift currents to other parts of the 

system and increase demands for reactive power).  Preparedness measures to protect from GMS are 

complex and expensive.  Through the GMS exercise, many planning opportunities were made available 

for future exploration and a heightened interest was evident. 

7.6.3.1.3  Threat Description 

Extreme Space Weather (ESW) is not a new problem, but the combination of ESW with a modern 

electric grid is a new problem.129   

Over 746 solar-induced geomagnetic events have been measured in the past 46 years.  They occur on a 

fairly regular basis, with only moderate or larger storms being noticed by the public due to radio or 

satellite interference, GPS navigation loss, or observed aurora borealis.     

Fortunately no geomagnetic storms large enough to cause sustained regional power outages have been 

experienced since high voltage transmission power grids have been in use since, the mid 1950s.  None of 

the storms since 1950 qualify as extreme with respect to the important variation of magnetic field over 

time.  The last large storm shown on the graph above was in February, 1942.  Radar and 

communications were disrupted during World War II.   The 1921 storm was extreme as well - impairing 

railroad infrastructure and radio communications. 

The most notable recent severe geomagnetic storm is the Hydro Quebec power black-out of 1989.    Six 

million people were without power for the nine hours needed to bring the system back to 83% of 

capacity.  The Hydro Quebec collapse damaged two large step-up transformers due to over-voltage 

conditions.  The outage was contained in the Quebec interconnection, although about 200 anomalies 

were felt throughout the North American bulk power system over the next 24 hours, including 

destruction of a large transformer at a nuclear plant in New Jersey. 
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7.6.3.1.4  Geomagnetic Storm Probability 

Due to the rarity of extreme space weather events such as the Carrington Event of 1859, these events 

prove difficult to study. It is difficult to predict when they will occur and to predict an event similar to 

the Carrington Event would prove nearly impossible.130  

Despite these challenges of extreme space weather event estimation - two researchers, Jeffery Love at 

United States Geologic Service and Pete Riley at Predictive Sciences, have successfully produced 

probability calculations of a Carrington Event.  Their estimation techniques and assumptions differ, but 

results are consistent.   

Love estimates a most likely probability of one or more Carrington Events, with magnitude exceeding   

-1760 n/T, to be 6.3% per decade (Figure 7-22).  Using data from, roughly the same time interval of 

observation - mid 1800’s until current - Love estimates the probability of a megaquake (at any location 

on earth) to be 6.7% per decade.   

In Love’s estimation, the Carrington Event and megaquake probabilities are similar, as are their 

confidence intervals.  Since risk is a function of both probability and impact, the Carrington Event 

provides a greater risk to society as a whole than a megaquake – given its global infrastructure effects 

(power, navigation, aviation, communications) versus the geographically more limited impacts of 

earthquakes (e.g. 2011 Tohoku earthquake). 

Figure 7-22 Jeffery Love Probability Estimation Results 

 
Note: The methodology used in Book 3A – Hazard Typology, Quick Reference Guide uses a different methodology specific to the 

energy sector rather than risk to the society as a whole. 
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Pete Riley, of Predictive Science, used an estimation technique of mathematical extrapolation from 

frequently observed geomagnetic storm events during the space age to derive a Carrington Event 

probability.  Riley determined that the best data fit for observed geomagnetic storm events is a power 

law distribution.  Extreme events thus have a more likely rate of occurrence than intuitive (e.g. normal 

distribution) probabilities.  Riley estimates a 12% probability of a Carrington Event exceeding -850 nT per 

decade. 

Figure 7-23 Pete Riley Probability Estimation Results 

 
Note: Pete Riley’s probability estimation has similar elements as the methodology used in Book 3A – Hazard Typology, A Quick 

Reference Guide; however, they are not the same.  The methodology used in Book 3A is specific to the energy sector. 

Riley estimated a Carrington magnitude of roughly half that of Love’s.  His result was that the most likely 

probability of occurrence is double that of Love’s.  Results are roughly consistent between the two 

studies, given differing assumptions of a Carrington magnitude. 

These probability estimations are useful to policy and investment decision makers in order to calibrate 

the risk of extreme space weather events against those of other natural disasters that are currently 

assessed and planned for.  Geomagnetic storm risk per decade (probability and impact of extended 

power infrastructure damage) exceeds most other currently managed natural hazards. 
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7.6.3.1.5  Geomagnetic Storm Vulnerabilities to U.S. Power Systems 

Solar magnetic storms create geomagnetic disturbances and induce ground currents, which can lead to 

large quasi-direct current interference in the bulk power system.  System voltage collapse (due to 

reactive power demand) and widespread equipment failure of transformers and protective devices may 

result – causing prolonged blackouts or power rationing.  Either failure or impairment (e.g. dielectric 

deterioration) of high voltage transmission assets can result in power losses that may take months or 

years to replace and repair.  High voltage transformers are typically custom-designed, cost several 

million dollars, and have manufacturing lead times of one or more years – usually from non-US 

manufacturers.   

Many old and new (high efficiency) transformer designs used in the North American grid are susceptible 

to half-cycle saturation, overheating and dielectric degradation or failure – due to ground induced 

currents (GIC).  Monitoring equipment for the detection of GIC and resulting half-cycle saturation 

(producing harmonic distortion) is not widely implemented in the U.S. grid.   There are currently no GIC 

monitoring or protective (hardening) standards for the U.S. bulk power system, which is the topic of 

Federal Energy Regulatory Commission (FERC) Docket No. AD12-13-000, “Geomagnetic Disturbances to 

the Bulk Power System.”  A large body of agency and industry organization studies (e.g.  National 

Academy, NERC, IEEE, EPRI, EIS, CRO, Oak Ridge, and Homeland Security) have been published on the 

geomagnetic storm grid vulnerability problems and failure mechanisms in the past four years.  

Figure 7-24 Geomagnetic Induced Current 

 
Source:  http://www.ofcm.noaa.gov/swef/2012/Presentations/c-Session_3/03-02pugh.pdf 

http://www.ofcm.noaa.gov/swef/2012/Presentations/c-Session_3/03-02pugh.pdf
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Figure 7-25 GIC Risk Factor 

 
http://event.arc.nasa.gov/swsw/pdf/Kappenman_AMES_Oct16.pdf 

7.6.3.1.6  Vulnerabilities 

Grid Design Failure Criteria: A storm of this magnitude would do substantial damage to the North 

American grid, to include Colorado.  The threat is that a GMS can develop almost instantaneously over 

continental-size areas.  This can create “near simultaneous, correlated, multi-point failures” in the bulk 

power grid (Metatech-R-319 pg. 1-31).  Currently the grid is designed primarily to meet n-1 failure 

criteria (For multiple transmission lines delivering power to the same point, if one of the lines goes out of 

service, the remaining lines must be able to carry both the load they were carrying before the event, plus 

the load carried by the line that is out of service) designed to manage the next worst failure after failure 

of the most vulnerable component on the grid.  It is not designed to meet the kind of almost 

instantaneous failures across many parts of the system that a severe GMS could trigger. 

Risk: The greatest impacts of a GMS are typically felt in higher latitudes, but are also influenced by a 

number of other factors, such as deep earth conductivity, which varies from region to region.  More 

relevantly for emergency planning, the risk of damaging GIC has been substantially compounded by the 

expansion and increase in voltage of the bulk power grid over recent years.  The high-voltage 

transmission grid couples almost like an antenna through multiple ground points to the CEO-electric 

field.  Because of their higher latitudes, and more extensive and higher voltage transmission lines, the 

http://event.arc.nasa.gov/swsw/pdf/Kappenman_AMES_Oct16.pdf
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greatest risks of devastating grid damage are in the Northeast and to a somewhat lesser extent in the 

Northwest United States.  Nonetheless, a severe storm would impact Colorado both directly as well as 

indirectly because of loss of ability to import power, due to outages and equipment damage throughout 

the North American grid.  

Geomagnetic Disturbance (GMD): The primary systemic risk resulting from a severe GMD is damage to 

generating station and substation equipment, which then can cause cascade failures on the remainder 

of the system.  This equipment is extremely difficult to replace.  A prolonged period of time would be 

required to fully restore the bulk power system to normal operation.  More threateningly, high GIC 

cause transformers to overheat and potentially suffer catastrophic failure.  This is especially true of 

extra-high voltage (EHV) transformers.  Physical damage to EHV transformers on a large scale would 

result in prolonged outages as they cannot be field-repaired and procurement cycles typically range 

from one to several years, depending on manufacturer demand. However, the FAST Act, signed in Dec. 

2015, requires Department of Energy to develop a strategic transformer reserve with large transformers 

(>100 MVA) and emergency mobile substations.131     Furthermore, many components are manufactured 

overseas, with little manufacturing capability remaining in North America.  Such an event could create a 

serious backlog of orders as multiple companies attempt to replace transformers simultaneously.  

Substation components to a lesser degree are also manufactured abroad.  Unprecedented long-term 

energy emergency management issues would prevail. 

SCADA Systems Jeopardy: A lesser focus has been on SCADA systems damage from an immediate onset 

of high GIC.  Some observers believe this could jeopardize timely response and recovery efforts, 

however, SCADA systems equipment could be repaired or replaced more quickly than could EHV 

transformers.  Thus, damage to SCADA systems would create short-term power disruption, where 

damage to EVH transformers and substation components would cause a long-term crisis. 

Research and Analysis: The Metatech Corporation developed detailed analyses examining the potential 

impact of a severe GMS on the U.S. bulk power system, Geomagnetic Storms and Their impacts on the 

U.S. Power Grid, January 2010.  They simulated a 4800 nT/min disturbance, which would likely saturate 

transformers and impose a reactive demand triggering widespread voltage collapse and a short-duration 

blackout.  Of greater concern, their analysis indicates that the GIC would put over 350 transformers at 

risk of irreparable damage.  Colorado would be at risk of losing 30% of its EHV transformers.   

As an indication of the risk to EHV transformers, the Hydro Quebec collapse damaged two large step-up 

transformers due to over-voltage conditions.  The outage was contained in the Quebec interconnection, 

although about 200 anomalies were felt throughout the North American bulk power system over the 

next 24 hours as the storm extended south into the U.S., including damage to a large transformer at a 

nuclear plant in New Jersey. 

A more recent storm caused a regional blackout in Sweden in October 2003 and caused permanent loss 

of 15 EHV transformers in the Eskom system in South Africa.   

Interdependencies:  Increasing dependence on natural gas instead of coal for generation could quickly 

impact power availability, though it appears that the natural gas distribution system is more resilient in 

the face of power disruption than vice versa. 
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 Case Study: During February of 2011, New Mexico experienced severe weather that impacted its 

electric and natural gas utilities. A prolonged period of cold led to the freezing of pipes and gas 

lines as well as to equipment malfunctions. 

 Economic indications:  The need for quick ramp rates to balance fluctuating wind and solar 

 Loss of power will impact ability to pump liquid fuels requiring back-up power generation  

– Limited on-site supply 

– Database of State assets with/without back-up power generation does not exist  

– Almost no fuels storage capacity for State facilities 

 Loss of power affects virtually every critical infrastructure sector including: 

– Energy 

– Emergency Services 

– Government Facilities 

– Dams 

– Water 

– Food and Agriculture 

– Banking and Finance 

– Information Technology 

– Communications 

– Transportation Systems 

– Healthcare/Public Health 

– Defense 

– Commercial Facilities 

– Postal and Shipping 

– Critical Manufacturing 

– Chemical 

– Nuclear Reactors 

– National Monuments and Icons 
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7.6.3.1.7  Potential Costs 

An estimate of $1 to $2 trillion during the first year alone was given for the societal and economic costs of a “severe 

geomagnetic storm scenario,” with recovery times of 4 to 10 years. Economic cost of the August 2003 Northeast 

blackout was $4 -10 billion. 

7.6.3.1.8  Colorado Risk of GMS 

Colorado power is supplied through both high voltage connections within the state and to adjacent states (Figure 7-26) 

An estimated 30% of EVH transformers used in Colorado may be at risk of permanent loss or damage in an extreme 

geophysical storm - as presented at the October, 2011 NASA Ames Research, “Space Weather Risks and Society 

Workshop” (Figure 7-27).  The Rocky Mountain region was one of the most disturbed geomagnetic field environments 

during the geomagnetic storm of March 13-14, 1989 (Figure 7-28) 

Figure 7-26 High Voltage Connections 

 
Source:  Metatech Corporation for Oak Ridge National Laboratory, “Geomagnetic Storms and Their Impacts on the U.S. Power Grid,” 2010 

Scenario: 45 Degree Electrojet over East Coast 

The above regions outlined are susceptible to system collapse due to the effects of the GIC disturbance in a “100 year” 

geomagnetic storm.  The black lines indicate extra-high-voltage transmission lines and major substations. The red dots 

indicate the locations and magnitude of the geomagnetically induced currents that would flow across the network. 
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Figure 7-27 At-Risk Transformers 

 
Note: Colorado has one of the highest percentage estimates of at-risk EHV transformer assets in the Western United States.   

Source: http://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20140004898.pdf 

Colorado was one of the most disturbed geomagnetic field environments on March 13-14, 1989. 

 

 

 

 

 

 

 

 

http://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20140004898.pdf
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Figure 7-28 GMS Impacts on U.S. Power Grid 

 
Source:  Metatech Corporation for Oak Ridge National Laboratory, “Geomagnetic Storms and Their Impacts on the U.S. Power Grid,” 2010.    

http://www.fas.org/irp/eprint/CEOmag.pdf  

7.6.3.1.9 Power Grid Outages by GMS 

Lockheed Martin Advanced Technology has correlated a large number of solar event measurements with documented 

(NERC and DOE data) North American power outages during a 19 year study period.  Their new research publication is in 

review as of June 2012.   Published in the NERC-DOE power outage reports over the 19 year period studied (1992 

through 2010),  no outages were attributed to solar weather as a primary or contributing cause of power outages.  

“This is to be contrasted to our finding that ~60 grid disturbances large enough to require reporting to DOE and NERC 

should be attributable to major solar flares, with at least another ~60 cases related to other space weather around the 

time of major flaring over that same period.”132  

“Non-catastrophic disturbances in the US power grid (reported to and by NERC & DOE) occur regularly subject to 

“normal” space-weather conditions:  …” 

“The average cost to the U.S. economy of grid disturbances attributable – but not officially attributed – to relatively 

common solar activity is as high as $4 billion.”133 

 

http://www.fas.org/irp/eprint/geomag.pdf
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Figure 7-29 Grid Disturbances Daily Count 

 
Source: http://www.swpc.noaa.gov/sites/default/files/images/u33/SWxWeek_Presentation_SolarFlarePowerGridOutages_SDMitchell_Final%20(2).pdf 

 

The correlation of grid disturbances with major solar flaring reveals a weakness in the US power grid not recognized.  

The dotted histogramdisplays daily count of grid disturbances, and the solid histogram shows the5-day running average 

of grid disturbances. The red line is the zero line – disturbances 1 day before flare occurs.  Gray boxes arethe period of 

enhanced grid disturbance frequency. 

7.6.3.1.10 GMS Risk Mitigation:  Warning and Planning.  Grid Monitoring. 

The NOAA Space Weather Prediction Center (SWPC) in Boulder, CO provides a valuable space weather warning service 

to power grid operators, aviation, satellite operators, communications and other critical users, but an early warning 

system that can be used to prevent grid asset damage does not yet exist.    

Ideally, a space weather warning system could be used by power system operators to take protective measures for 

critical assets in the event of an incoming extreme geomagnetic storm event.   

NOAA Space Weather solar observations are made using multiple terrestrial telescopic and satellite platforms.  “Fast 

transit” CME events (such as the Carrington Event) take between 15 and 22 hours in transit between the sun and earth.  

The DSCOVR satellite can measure incoming magnitudes and polarization of severe space weather events – less than 30 

minutes before a “fast transit” impact with the earth’s magnetosphere. 

Even if this very short measurement and warning interval could be managed by power system operators, there are two 

major problems with current predictive capabilities:  survivability and false positives/ missed positives.  Regarding 

survivability, there is doubt that the DSCOVR satellite would survive the initial storm of energetic particles in an extreme 

CME event.    

http://www.swpc.noaa.gov/sites/default/files/images/u33/SWxWeek_Presentation_SolarFlarePowerGridOutages_SDMitchell_Final%20(2).pdf
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The best geomagnetic storm detection model tested produces over 20% false positives and misses 20% of true positives.  

This error rate would be difficult to use in making a critical decision to force network black-outs or shut-downs.  Such 

actions could produce network instability, economic damage and potential loss of life – from human produced black-

outs.    

New satellite assets and improvements in detection and estimation modeling science are needed (and have been 

proposed) in order to create a reliably accurate grid asset protection mechanism from space weather observations.  The 

current NOAA operational warning capabilities are valuable to grid operators only as a “stand-up” and “stand-down” 

warning system – to alert personnel and operating practices (e.g. maintenance) to the potential of a moderate, strong, 

severe or extreme space weather event.  Reliable and actionable prediction of geomagnetic storm event incidence is 

currently beyond our scientific and investment maturity.  Although substantial research progress is being made by 

multiple groups and agencies, a decision for national investment has not yet been made. 

7.6.3.1.11 Mitigating Grid Asset Failures 

A viable, actionable protective solution today would be to monitor grid assets for early failure indications (e.g. sudden 

reactive power demand, GIC currents, and harmonics), and take early corrective actions (including disconnects and 

generation shut-down procedures).  Transformer asset protection response times needed are believed to be within 10 

seconds – requiring automation instead of human decision making.  Unfortunately, these capabilities are not required, 

standardized, nor widely implemented in the U.S. power grid.  This is both a public policy and investment decision 

regarding power system security that has yet to be made. 
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Figure 7-30 Power Interdependencies with Other Critical Infrastructures 

 
 

 

Source:  OECD/IFP Futures Project on Future Global Shocks, “Geomagnetic Storms,” CENTRA Technology, Inc., on behalf of Office of Risk 

Management and Analysis, United States Department of Homeland Security, 2011.  http://www.oecd.org/dataoecd/57/25/46891645.pdf 

This infrastructure interdependency illustration diagrams that as time goes on, the impact of disruptions to different 

critical infrastructures increases.  While some sectors are able to maintain continuous operations for a short period of 

time, such as drinking water or health care facilities, eventually these too feel the effects of extended periods without 

power and their service quality declines as a result. In the case of power outages lasting over one month, then critical 

outages emerge in sectors that have public safety implications, such as drinking water, wastewater, emergency services, 

and health care.134  GMS Event Management Planning 

The establishment of North American geomagnetic storm grid hardening standards will most likely lead to many years of 

monitoring/control and equipment and network upgrade investments to the North American bulk power system.  In 

2015, FERC proposed to approve a new reliability standard addressing the vulnerability of electric transmission systems 

to geomagnetic disturbances (GMD) to support continued reliable operation of the nation’s Bulk-Power System. The 

reliability standard if approved would require applicable parties to complete vulnerability assessment to have criteria for 

acceptable steady state voltage performance during a benchmark event, and to complete a vulnerability assessment 

once every 60 calendar months.135 

http://www.oecd.org/dataoecd/57/25/46891645.pdf
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The risk of geomagnetic storm damage or impairment to Colorado power availability is immediate and on-going.  One or 

more extreme space weather events (Carrington equivalent) are estimated at between 6% and 12% per decade by 

researchers at USGS and Predictive Science, respectively.   

FEMA has stated publicly that managing a wide-scale, long-term outage of the bulk power system is beyond the scope of 

their resources and encourages regional and local plans. 

A prudent solution to consider could be to protect the economic livelihood and safety of Colorado citizens through 

planning for state and regional emergency power rationing, in coordination with WECC and utility operators serving the 

state.  Critical power users need to be identified, prioritized and incorporated into the plan.  Emergency management 

services, hospitals, transportation fuel, gas, water and sanitation are some of the critical power users that should be 

reviewed and prioritized. 

The resulting Colorado power restoration and allocation plan should be communicated and agreed upon among all 

stakeholders.  The plan should include the following components: 

 Discovery of proprietary utility customer contracts  

 Discovery of vulnerable transmission links (At-risk EHV transformer estimation)  

 Participation of the PUC 

 Clarification of Roles and Authorities 

 Risk Assessments 

 Conduct Technical Studies 

 Prioritization of Assets 

 Identification of Interdependencies 

 Evaluations and Tests 

 Development and Promotion of Guidelines 

 Communicate Funding Needs 

7.6.3.1.12 Potential Mitigation Initiatives 

A number of protocols were suggested by NERC to reduce the risks of GMS and electromagnetic pulse (EMP), a high 

altitude nuclear detonation, which would have similar effects as geomagnetic disturbances.  They include: 

 Create a task force of industry, equipment manufacturers, and risk experts to identify a cost-effective “top ten” 

mitigation list 

 Pursue continued support from government authorities  

 Develop a long-term research roadmap 

 Develop advanced methods to ensure that operators are given region-specific, timely, and accurate information 

regarding the expected duration, intensity and geographic footprint of impending GMDs 

 Develop an alert procedure to inform the electric sector of threat levels 

Since the study, NERC has developed a working-relationship with the SWPC and a GMS working group of major utilities 

are attempting to better quantify the risks and to clarify the likely effectiveness of preventative steps.  Limited 

manufacturing capacity for transformers exists in North America requiring offshore procurement with delivery time up 
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to 24 months.  The “Spare Transformer Equipment Program” (STEP) run by the Edison Electric Institute and the 

Department of Homeland Security Science & Technology Directorate Recovery Transformer Project, are important 

initiatives where ongoing efforts to improve these programs should continue.  With respect to the entire grid, remedial 

measures to reduce GIC levels are needed and cost-effective.  The installation of supplemental transformer neutral 

ground resistors to reduce GIC flows is relatively inexpensive, has low engineering tradeoffs, and can produce 60-70 

percent reductions in GIC levels for storms of all sizes.  Installation of series capacitors can also be a cost-effective 

remedy for reducing GIC.  The Eastern grid has very few series compensators where the Western grid has substantially 

more, but none in Colorado.   

7.6.3.1.13 Recommendations 

 Establish Pros and Cons for a “black start” scenario protocol for system restoration when all generation is 

completely shut down and a significant number of assets face some degree of physical damage. 

 Encourage major systems operators develop protocol for operating in a conservative state should a major GMD 

event be expected.  Conduct exercises and drills. 

 Continued research through the Electric Power Research Institute  

 Monitor EPRI’s SUNBURST publication 

 Consider the antenna effect when adding transmission to the bulk power system. 

 Potential concern when adding long transmission lines to bring remote wind or solar power to main Colorado 

load centers 

 “Grid Reliability” and Infrastructure Defense Act (HR 5026) passed the House, but not the Senate: continue to 

monitor grid reliability legislation 

 Develop a High Impact/Low Probability Events Framework 

http://www.sintef.no/project/Vulnerability%20and%20security/Publications/Papers/0094_Framework%20HILP

_CIRED-WS_Lyon2010.pdf  

7.6.4 Earthquake 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-Regional Catastrophic Rare Rare Catastrophic 

General Summary:  Earthquake refers to vibrations and displacements produced by movement of seismic faults, or less 

frequently, by volcanic, magmatic, or human activity.  Earthquake magnitude refers to total energy released, while 

earthquake intensity refers to specific impacts within a defined area.  The Richter Scale and Modified Mercalli Scale are 

commonly used to classify earthquake magnitude and intensity, respectively.  Earthquakes may be preceded by 

foreshocks, or may occur with little or no warning.  Earthquakes are frequently followed by aftershocks of somewhat 

lesser magnitude.  Earthquakes are generally triggered by seismic activity, but human activities like mining, liquid fuels 

extraction, fluid injection, and reservoir impoundment can be contributing or causal factors.  Proximity to the epicenter 

is correlated with increased intensity, but impacts can be unevenly distributed, with some areas further from the 

epicenter more heavily impacted than other areas closer to the epicenter.  Earthquakes with significant (X>3.0 Richter) 

destructive potential are most probable in areas of the central and southern high mountains and west of the continental 

divide, with the eastern edge of the San Luis Valley at the base of the Sangre de Christo range, and the Sawatch fault at 

http://www.sintef.no/project/Vulnerability%20and%20security/Publications/Papers/0094_Framework%20HILP_CIRED-WS_Lyon2010.pdf
http://www.sintef.no/project/Vulnerability%20and%20security/Publications/Papers/0094_Framework%20HILP_CIRED-WS_Lyon2010.pdf
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the eastern margins of the Sawatch Range having the highest potential for activity.  Nevertheless, earthquakes may 

occur anywhere in the state.   

The Denver metro area and Front Range foothills have occasionally been impacted by relatively minor (X<3.0 Richter) 

earthquakes, but could potentially experience infrequent but dangerous and costly events of 6.5 magnitude in or near 

metropolitan areas.  While relatively low-probability, an earthquake centered on one of the faults along the Front Range 

metropolitan area could potentially result in billions of dollars in damage, substantial infrastructural disruption, and 

hundreds of fatalities.  The eastern plains are rarely impacted, and virtually no earthquake activity occurs in the 

northeastern quarter of the state.       

Potential Impacts: Shaking, vibration, ground 

rupture, and soil liquefaction are primary effects.  

Local geological, geostructural, and geographic 

features can produce disproportionately 

powerful effects termed local amplification.  

Ground shake is a hazard for all rigid 

constructions including residential, commercial, 

industrial, and government properties.  Ground 

rupture can pose a severe risk to large 

engineering structures such as dams, bridges, 

aqueducts and water pipelines, liquid fuels 

pipelines, mines, generating stations, and similar 

structures.  Depending on other geologic factors, 

soil liquefaction may occur, and this can pose a 

severe hazard when it occurs beneath large and 

populated structures.  Airport runways can be 

compromised.  Earthquakes may be a primary 

hazard which causes or compounds secondary 

hazards.  For example, earthquakes have caused 

massive rockslides into rivers and reservoirs, 

causing floods, dam failures, and overtopping.  

Earthquakes may be causal, contributing, or aggravating factors to tsunamis, landslides, rock falls, ice falls, avalanches, 

mudslides, fires, flooding, and soil liquefaction.  Each of these secondary hazards are likewise associated with a series of 

unique impacts.            

Potential Energy Sector Impacts: Catastrophic.  While the probability of a severe or catastrophic earthquake is lower in 

Colorado than in some western states, the potential for a severe or catastrophic quake does exist in some areas.  

Impacts within Colorado would likely be regional, with defined areas of moderate, severe, or catastrophic impact, 

surrounded by areas of progressively lower impact.   

Colorado Geological Society 
Earthquakes in Colorado: 1962-2007 and Quaternary Fault lines that 
have evidenced movement in the past 1.6 million years 
Source: http://coloradogeologicalsurvey.org/wp-
content/uploads/2013/08/Earthquake_Map_20081.pdf 

 

http://coloradogeologicalsurvey.org/wp-content/uploads/2013/08/Earthquake_Map_20081.pdf
http://coloradogeologicalsurvey.org/wp-content/uploads/2013/08/Earthquake_Map_20081.pdf
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Any un-reinforced or unmitigated energy sector asset, 

component, or facility in affected areas could be 

damaged or destroyed.  Transmission and distribution 

lines may be downed, and substations damaged or 

disabled.  Generating stations and other facilities could 

sustain substantial damage, dams and hydroelectric 

facilities could be damaged, ruptured, or overtopped 

due to rock fall or secondary hydrologic activity.  

Pipelines and liquid fuels storage tanks could rupture, 

leading to fuel loss, ecological damage, and urban fires 

or wildfires.  Situation reporting and damage 

assessment may be slowed by telecommunications 

disruption, and access for response and recovery may 

be hindered by damage to fleet vehicles, roadways, or 

aviation assets and facilities.        

Earthquakes in Colorado: The first earthquake to cause 

damage in Colorado occurred on November 7, 1882. It measured in at 6.6 on the Richter scale and was felt as far east as 

Salina, KS and as far west as Salt Lake City, UT. In Denver electricity was lost when an iron bolt that connected an engine-

driving pulley was broken.  The costliest earthquake in Colorado occurred on August 9, 1967 when a magnitude 5.3 

earthquake caused $1million in damage to the Denver Metro area.  This particular event was the result of a deep 

injection of liquid waste at the Rocky Mountain Arsenal. Throughout the 1960’s, hundreds of minor tremors and 

earthquakes occurred in and near the Rocky Mountain Arsenal.   

More recently, on April 22, 2011, a 5.2 magnitude earthquake struck Las Animas County in southern Colorado causing 

over $300,000 in damage.  Most of the damage occurred to older structures that were constructed of materials that 

were not designed for earthquake-prone regions (stucco, adobe, and loose brick).   

 

 

 

 

 

 

 

 

USGS & Cooperator Colorado Geological Society 

Quaternary Fault Lines in Colorado 
Fault lines that have evidenced movement in the past 1.6 
million years 
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Figure 7-31 Denver Metro Area Quaternary Faults 

 
Source: USGS & Cooperator Colorado Geological Society 

*2324 Golden Fault 

*2326 Graben Fault near Golden 

*2328 Rampart Range Fault 

*2327 Ute Pass Fault Zone 

*2317 East-Side Chase Gulch Fault 

 

7.6.5 Nuclear Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

State-Regional Catastrophic None (by NSA) Extremely 
Rare 

Catastrophic 

 

General Summary: Nuclear attack refers to the intentional detonation of a device deriving its destructive force from 

nuclear reactions.  Nuclear weapons may be fission or fusion based, the technical differences in design are relevant 

primarily in terms of yield and the technical difficulties of manufacture; with fusion or thermonuclear devices requiring 

considerable technical capability to manufacture, and yielding greater destructive force by payload size.  In military 

applications, nuclear warheads may be delivered by a variety of means including ballistic missile, cruise missile, gravity 

munitions, artillery shell, mine, surface to surface missile, and man-portable tactical case. 
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Military-grade nuclear weapons are 

referred to as tactical or strategic.  

Tactical warheads are designed for 

battlefield applications, and tend to be 

lower-yield, lighter weight, more 

portable, and deliverable by shorter-

range methods such as artillery shell, 

vehicle delivery, mine, or hand-

transport.   

Strategic weapons are comparatively 

high-yield, and are designed to 

produce the heavy and wide-scale 

destruction necessary to virtually halt 

government operations and 

productive activity within major 

metropolitan areas or strategic 

centers.  Strategic weapons differ 

from tactical weapons in yield, size, 

weight, portability, component 

materials, and delivery systems, and generally require nation-state resources to manufacture and deploy.    

Because the manufacture of even a basic "gun barrel" type of tactical fission device requires sophisticated logistical, supply 

chain, manufacturing, and technical capabilities, the open or clandestine full-cycle manufacture of a deployable nuclear 

weapon has been accomplished by only a handful of governments, and would be a serious challenge to any non-state 

actor.  As the prospect of unprovoked nuclear attack against the United States by a nuclear power utilizing strategic nuclear 

devices is currently considered remote, and the full-cycle manufacture of a nuclear weapon would be difficult for a non-

state actor, this entry will concentrate on the potential for a tactical nuclear device to be manufactured by a terrorist 

group from weapon-ready materials obtained on the illicit market, or delivered to a terrorist group by a hostile 

government.   

In the case of terrorist attack utilizing an improvised or military grade tactical nuclear weapon, mode of delivery would 

likely be via physical transport of the weapon to an urban center via road, rail, or aviation assets, or assembly of the 

weapon at its point of detonation in an urban center, rather than through a military delivery system such as a cruise or 

ballistic missile.  The demands of clandestine manufacture virtually guarantee that a warhead produced by a non-state 

actor would go untested until deployment.                             

Potential Impacts: Nuclear detonations produce powerful blast and heat, and varying outputs of radiation, radioactive 

fallout, and electro-magnetic pulse and should be considered as a High Impact/Low probability event.  These impacts are 

dependent on weapon design, mode of delivery, and environmental factors near detonation.  Warheads theoretically 

deployable by a non-state terrorist organization could range from relatively low-output man-portable tactical devices 

ranging between 1-20 kilotons, to smaller strategic devices decoupled from their military-grade delivery systems, 

potentially ranging between 100 kilotons-3 megatons.  Some debate persists regarding the likelihood of a terrorist 

Figure 7-32 Physics of a Nuclear Blast 



310 
7 Hazard Typology 
 

organization acquiring a deployable nuclear device, 

and whether terrorist organizations would be willing 

to detonate a nuclear device if they did successfully 

acquire one, rather than use their possession of a 

nuclear device for leverage in negotiating concessions.  

Most terrorist organizations are unlikely to acquire a 

nuclear device, and may be unlikely to detonate a 

nuclear device even upon acquisition.  However, a 

terrorist organization willing and able to deploy a 

nuclear device is likely to select targets for maximum 

casualties, public impact, and/or symbolic impact.  

Detonation of a nuclear weapon by a terrorist 

organization is more likely to occur in a high-profile ur 

ban area with significant economic, social, and 

government activity, rather than a lower-density 

suburban or rural area where more significant 

infrastructure disruption can be sought in exchange for a lower overall area denial, property damage, casualty rate, and 

impacts to government and business operations.         

Potential Energy Sector Impacts: Catastrophic. While destructive impacts of nuclear devices are highly variable 

depending on type of device and the method and location of delivery, virtually all above-ground energy infrastructure, 

facilities, and offices within blast and thermal damage ranges would be destroyed or severely damaged.  Unprotected 

personnel within blast, thermal, and ionizing radiation thresholds would experience high casualty rates.  Moderate to 

high-yield military-grade devices delivered via airburst would potentially release a pulse of electromagnetic radiation the 

effects of which on energy and telecommunications infrastructure would be similar to a rapid-onset and extremely 

severe geomagnetic storm event.  Ground burst delivery is more likely to be utilized by a terrorist organization, and may 

produce similar electromagnetic impacts on infrastructure, but on a much smaller geographic scale.  Irradiation of areas 

within and surrounding the blast zone would produce area-denial impacts, producing casualties and increasing the risk 

and difficulty of accessing and servicing impacted areas.  Underground assets such as pipeline and communications 

nodes would be damaged or destroyed depending on blast proximity and total overpressures.  The targeting of a major 

urban center may result in severe or catastrophic impacts to local or regional energy sector and government operations 

depending on location of primary and secondary coordination and control facilities relative to blast, thermal, and 

radiation zones.  
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7.6.6 Radiological Attack 

Geographic Extent General 
Impacts 

Previous 
Occurrences 

Future 
Probability 

ESIS 

Localized Moderate None(via RDD) Rare Slight 

General Summary:  Radiological Attack refers to the use of radioactive materials to injure or kill personnel, or to 

produce area-denial effects via radioactive contamination.  Radioactive attacks may include physical delivery of 

contaminants to discrete target areas, or by use of radiological dispersal devices to spread radioactivity over a wider 

area.  Radiological dispersal devices, commonly referred to as "dirty bombs" or "salted bombs," are weapons intended 

to disperse radioactivity via conventional explosive and nuclear warhead detonation, respectively.  Salted bombs are 

military-grade nuclear warheads customized to produce large quantities of radioactive fallout.  There are no open source 

records indicating that Salted Bombs are currently maintained by any government, and both conventional and nuclear 

radiological dispersal devices are today considered impractical and undesirable as military weapons.  In addition, the 

technological and nuclear supply chain prerequisites for the construction of a salted bomb render the potential of 

acquisition and use of a salted bomb by criminal or terrorist groups extremely remote.   

Therefore, in this hazard entry, the term 

"radiological dispersal device" will apply to "dirty 

bombs" which utilize conventional explosives to 

disperse radioactivity.  Radioactive materials may 

also be physically delivered as a powder or metal, 

or atmospherically dispersed as a gas or aerosol. 

Physical delivery of radioactive materials without 

explosive dispersion exclusively constitutes the 

historical record of radiological terrorist 

attack.  Although some terrorist actors 

have allegedly plotted to fabricate and employ 

radiological dispersion devices, open source 

records do not indicate that terrorist efforts to 

construct and use a dirty bomb have ever succeeded.  The fortunate lack of historical cases of RDD use, render modeling 

and estimates of RDD construction, deployment, and impacts, to be somewhat speculative.   

Likewise, due to the low dispersion, relatively low contamination levels, and lack of area-denial effect of non-explosive 

radiological attacks for which there are historical cases, radiological attacks worldwide without a dispersal device have 

primarily been limited to disorganized lone wolf attacks against symbolic offices and individuals, and sophisticated 

assassination attempts. 

Potential Impacts:  A well-constructed RDD, deployed effectively under favorable conditions, could produce significant 

disruptive and area denial effects.  Estimates of levels and extent of radiological contamination vary widely depending 

on device type, construction, and on a variety of environmental factors that can be difficult to model.  Recent studies 

indicate that effective emergency management and public health management in the wake of an RDD attack could 

minimize long-term hazards to human health, limiting most of the impacts of RDD use to the damage caused by the 

Source: Global Terrorism Database, 2015 
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conventional explosive detonation, economic damage to contaminated areas, and the socio-psychological and 

emergency management costs of cordoning and decontaminating exposed areas and their residents, and managing 

subsequent traffic into affected areas to prevent unacceptable exposure.  Though precursor materials for the 

manufacture of an RDD are potentially available through licit and illicit channels, the challenges of clandestinely 

acquiring precursors as well as the technical knowledge and fabrication tools while evading law enforcement, are 

significant.  Transport of a higher-lethality RDD over significant distances to deliver it would require heavy shielding 

materials to avoid detection.  This shielding would have to be removed prior to detonation, exposing the device to 

detection and its deliverers to significant radiation.    

Potential Energy Sector Impacts:  Slight.  Radiological attack is not an attractive method by which to disrupt critical 

infrastructure operations.  The greatest costs incurred by radiological dispersal devices are a product of the economic 

and psychological results of contaminating an area of dense population and economic activity.  The radiological impacts 

of the devices themselves are not any more damaging to critical infrastructure than the conventional explosive payload 

utilized for the dispersal, serving only to complicate recovery efforts if critical infrastructure were to be damaged in the 

explosive detonation.  Further, a terrorist organization considering the prospects of critical infrastructural attack would 

be likely to conclude that the risks and drawbacks of utilizing a radiological weapon exceed any likely disruption to 

infrastructure, and that more effective methods of attacking critical infrastructure can be pursued with lower risk and 

resource investment.  However, a highly successful attack utilizing an RDD within a dense urban environment would 

likely produce contamination requiring quarantine or extraordinary precaution when accessing critical components, 

therefore increasing costs and decreasing access to infrastructural components by CI operators.       
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Administrative Maximum Facility (ADX) ....................... 34 
Advanced Composition Explorer (ACE) ....................... 190 
Advanced Metering Infrastructure (AMI) ................... 148 
Al-Qaeda in the Land of the Islamic Mahgreb (AQLIM)

 ................................................................................ 293 
Alternating current (AC) ................................................ 90 
American Reinvestment and Recovery Act of 2009 

(ARRA) ....................................................................... 35 
Automated meter reading (AMR) ............................... 151 
Barrels per day (bpd) .................................................. 132 
California Local Energy Assurance Planning (CaLEAP) .. 47 
Code of Federal Regulations (CFR) ................................ 28 
Colorado Avalanche Information Center (CAIC) ......... 244 
Colorado Department of Agriculture (CDA) ................ 365 
Colorado Department of Labor and Employment’s Oil 

and Public Safety Division (CDLE OPS) .................... 137 
Colorado Department of Public Health and Environment 

(CDPHE) ..................................................................... 61 
Colorado Department of Public Services (CDPS) .......... 53 
Colorado Department of Transportation (CDOT) ......... 53 
Colorado Energy Assurance Emergency Plan (CEAEP) .... 9 
Colorado Energy Office (CEO) ....................................... 15 
Colorado Resiliency and Recovery Office (CRRO) ......... 45 
Combined heat and power (CHP) ............................... 102 
Common Vulnerability and Exposures (CVE) .............. 182 
Community Development Block Grant-Disaster 

Recovery (CDBG-DR) ................................................. 45 
Comprehensive Preparedness Guide (CPG 101) ........... 36 
Continuity of government (COG) .................................. 77 
Cooperatives (Co-op) .................................................... 92 
Coronal Mass Ejections (CME) .................................... 188 
Crime Prevention Through Environmental Design 

(CPTED).................................................................... 290 
Crisis Action Guide (CAG) ................................................ 9 
Distributed Generation (DG) ....................................... 149 
Deep Space Climate Observatory (DSCOVR) ............... 190 
Department of Energy Resources (DOER) ..................... 45 
Department of Local Affairs (DOLA)............................ 365 
Department of Natural Resources (DNR) .................... 365 
Department of Revenue (DOR) ................................... 134 
Digital Economy (DE) ................................................... 158 
Direct current (DC) ........................................................ 90 
Distributed Control System (DCS) ............................... 275 
Distributed Denial of Service (DDOS) .......................... 276 
Distribution Automation (DA) ..................................... 149 

Division of Homeland Security and Emergency 
Management (DHSEM) ............................................... 9 

Electromagnetic pulse (EMP)...................................... 175 
Extra-high voltage (EHV) ............................................. 196 
Electric Reliability Organization (ERO) .......................... 21 
Electric Vehicle (EV) ...................................................... 46 
Emergency Management Assistance Compact (EMAC) 79 
Emergency managers (EMs) ......................................... 20 
Emergency Response Coordinator (ERC) ...................... 29 
Emergency Support Function (ESF) ................................ 9 
Energy Assurance (EA) .................................................. 10 
Energy Assurance Advisory Group (EAAG) ............... 9, 28 
Energy emergency (EE) ................................................. 27 
Energy Independence and Security Act of 2007 (EISA)

 ................................................................................ 186 
Energy Information Administration (EIA) ..................... 35 
Energy Sector Impact Score (ESIS) .............................. 208 
Enhanced Fujita (EF) ................................................... 216 
Extreme Space Weather (ESW) .................................. 190 
Fabrication and Essential Services (F&ES) .................. 158 
Federal Emergency Management Agency (FEMA) ....... 28 
Federal Energy Regulatory Commission (FERC)............ 19 
Federal Motor Carrier Safety Administration (FMCSA) 39 
Federal Power Act (FPA) ............................................. 187 
Future Probability (FP) ................................................ 209 
General Impacts (GI) ................................................... 208 
Geographic Extent (GE) .............................................. 209 
Geomagnetic Disturbances (GMD) ............................. 188 
Geomagnetically induced currents (GIC) .................... 260 
Geomagnetic Storms (GMS) ....................................... 188 
Greenhouse gases (GHG) ............................................ 366 
Government Communications Headquarters (GCHQ) 176 
High-hazard flammable trains” (HHFT)....................... 336 
High Altitude Electromagnetic Pulse Weapons (HEMP)

 ................................................................................ 306 
High–Impact/Low-Probability (HILP) ............................ 85 
Home Heating Emergency Assistance through 

Transportation Act (HHEATT) ................................... 38 
Homeland Security & All-Hazards Strategic Framework 

(HSASF) ..................................................................... 31 
Independent Power Producer (IPP) ............................ 102 
Individual Assistance (IA) .............................................. 79 
Information technology (IT) ........................................ 350 
Intelligent Deployable Augmented Wireless Gateway 

(iDAWG) .................................................................... 87 
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Intelligent Electronic Device (IED) ............................... 178 
Investor Owned Utility (IOU) ........................................ 91 
Joint Information System (JIS) ...................................... 15 
Just In Time (JIT) .......................................................... 280 
Liquid Fuels Emergency Action Plan (LFEAP) .................. 9 
Liquid Petroleum Gas Vehicle (LPGV) ........................... 46 
Local Government Energy Assurance Planning (LEAP)

 ................................................................................ 164 
Los Angeles Air Force Base (LA AFB .............................. 46 
Megawatt (MW) ............................................................ 93 
Megawatt-hours (MWh) ............................................... 47 
Memoranda of Understanding (MOU) ......................... 80 
Meter data management system (MDMS) ................. 151 
Multi-Agency Coordination Center (MACC) .................. 51 
National Association of Regulatory Utility 

Commissioners (NARUC) ......................................... 148 
National Association of State Energy Officials (NASEO)10 
National Fire Protection Association (NFPA) ................ 26 
National Incident Management System (NIMS) ............. 9 
National Infrastructure Protection Plan (NIPP) ..... 27, 151 
National Renewable Energy Laboratory (NREL) ............ 34 
National Response Framework (NRF) ................... 29, 358 
Natural Gas Vehicles (NGVs) ......................................... 46 
New York State Energy Research and Development 

Authority (NYSERDA) ................................................. 46 
NOAA’s Space Weather Prediction Center (NOAA-SWPC)

 ................................................................................ 189 
Non-governmental organizations (NGOs)..................... 28 
North American Electric Reliability Corporation (NERC)

 .................................................................................. 97 
Office of Economic Development and International 

Trade (OEDIT) .......................................................... 365 
Office of Electricity Delivery and Energy Reliability (OE)

 .................................................................................. 35 
Open source intelligence (OSINT ................................ 210 
Open Web Application Security Project (OWASP) ...... 182 
Outage Management System (OMS) ............................ 19 
Petroleum Administration for Defense District (PADD)

 ................................................................................ 138 
Prevention of Significant Deterioration (PSD) ............ 367 
Previous Occurrences (PO) ......................................... 209 

Programmable Logic Controller (PLC) ......................... 275 
Public Assistance (PA) ................................................... 79 
Public Service of Colorado (PSCO) ................................ 91 
Public Utilities Commission (PUC) ................................ 15 
Receiver Autonomous Integrity Monitoring (RAIM) .. 259 
Regional Air Quality Council (RAQC) ............................. 46 
Regional Response Coordination Center (RRCC) .......... 66 
Regional Transportation District (RTD) ......................... 68 
Remote Terminal Unit (RTU) ...................................... 275 
Renewable Energy Standard (RES) ............................... 38 
Resource Ordering Status System (ROSS)..................... 79 
Return on investment (ROI) .......................................... 28 
Smart Power Infrastructure Demonstration for Energy 

Reliability and Security (SPIDERS) ........................... 103 
Solar and Heliospheric Observatory (SOHO) .............. 189 
Spare Transformer Equipment Program .................... 205 
Special Flood Hazard Area (SFHA) .............................. 228 
State Emergency Operations Center (SEOC) ................ 10 
State Emergency Operations Plan (SEOP) ...................... 9 
State Energy Emergency Response Plan (SEERP) ....... 357 
State Heating Oil and Propane Program (SHOPP) ...... 145 
State Preparedness Report (SPR) ............................... 206 
Supervisory control and data acquisition (SCADA) ....... 19 
Threat Hazard Identification and Risk Assessment 

(THIRA) .................................................................... 206 
Training and Exercise Plan (TEP) ................................. 205 
Training and Exercise Planning Workshop (TEPW) ..... 205 
U.S. Central Intelligence Agency (CIA) ........................ 179 
U.S. Cyber Command (USCYBERCOM) ........................ 175 
U.S. Department of Energy (DOE)................................... 9 
U.S. Government Accountability Office (GAO) ........... 186 
Vehicle-to-grid (V2G) .................................................... 46 
Volcano Explosive Index (VEI) ..................................... 258 
Web-based Emergency Operations Center (WebEOC) 16 
Western Area Power Administration (WAPA) .............. 21 
Western Area Power Administration Colorado-Missouri 

Region (WACM) ........................................................ 96 
Western Electricity Coordinating Council (WECC) ........ 19 
Working Group (WG) .................................................. 366 
Weapons of mass destruction (WMD) ....................... 269 
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ID Organization Last First Primary 
Telephone 

Secondary 
Telephone 

Email Type of 
Org/Position 

1 CEOi Carollo Susan 303-866-
6585 

720-450-
0855  

susan.carollo@state.co.us  
 

Media 
Relations  

1 CEOi Hodge Cabell 303-866-
2204 

  cabell.hodge@state.co.us  
 

Policy Advisor 

1 CEOi Maurer Wes 303-866-
2064 

  Wes.maurer@state.co.us  
 

Transportatio
n Program 
Manager 

1 CEOi McReynolds Michael 303-866-
3873 

  Michael.mcreynolds@state.c
o.us  

 

Policy Advisor 

1 CEOi Worley Chris 303-866-
2614 

  chris.worley@state.co.us  
 

Director of 
Policy and 
Research 

1 PUC - Risk Assessment 
Specialist 

Duran Larry 303-894-
2538 

303.870.35
56 

lawrence.duran@state.co.us Risk 
Assessment 

Specialist 

1 PUCii Jack Ron 303-894-
2865 

303-386-
6283 

ron.jack@dora.state.co.us   

1 PUC Public Information 
Officeriii 

Bote Terry  303-894-
2827 

  Terry.bote@dora.state.co.us    

1 DHSEM - Planning 
Sectioniii 

Kimble Kerry  720-852-
6604 

303-472-
4046 

Kerry.Kimble@state.co.us   

1 DHSEM Operations  Sorensen Chris  720-852-
6626 

 

720-413-
6184 

chris.sorensen@state.co.us  Section Chief 

1 DHSEM Public 
Information Officer 

Trost Micki 720-852-
6630 

303-472-
4087 

brandon.williams@state.co.u
s 

  

1 Division of Homeland 
Security and 
Emergency 

Management 

Duty Officer   303-279-
8855 

    24-hour 
contact 

1 DORA/COPUCii,iii,iv Dean Doug 303-894-
2206 

303-475-
0951, 720-
236-9768 

Doug.dean@dora.state.co.us Public 
Utilities 

Commission 
– Director 

1 CEO Hartman Todd 303-866-
2262 

303-513-
3639 

  Media 
Relations 

1.5 CDLE Public Info. 
Officeriii 

Thoennes Bill 303-318-
8004 

720-289-
7771 

bill.thoennes@state.co.us Public 
Information 

Officer 

1.5 CDOT Hazmat 
Managerii, iii 

Flarkey Andy  303-512-
5520 

  andy.flarkey@dot.state.co.us   

1.5 CDOT Public Info. 
Officeriii 

Stegman Stacey 303-757-
9362 

303-902-
7356 

stacey.stegman@dot.state.c
o.us 

Public 
Information 

Officer 

mailto:susan.carollo@state.co.us
mailto:cabell.hodge@state.co.us
mailto:Wes.maurer@state.co.us
mailto:Michael.mcreynolds@state.co.us
mailto:Michael.mcreynolds@state.co.us
mailto:chris.worley@state.co.us
mailto:chris.sorensen@state.co.us
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1.5 CDOT-Aeronauticsiii,iv Vallin Travis 303-261-
4418 

303-877-
1211 

Travis.vallin@dot.state.co.us    

1.5 CDOT-Emerg. 
Managementii,iv  

Hunt Elbert 303-917-
6527 

303-809-
9069 

Elbert.hunt@dot.state.co.us  Emergency 
Prep. 

Coordinator 

1.5 CDOT-Equipment 
Services Manageriii 

Bell Ralph  303-512-
5513 

303-522-
5312 

ralph.bell@dot.state.co.us Equipment 
Services 
Manager 

1.5 CDOT – Office of 
Emergency 

Managementi 

Ray Chad 303-512-
4034 

 chad.ray@state.co.us  
 

Director 

1.5 CDOT – Light Duty Fleet 
Manager 

Kreitner John 303-757-
9653 

720-415-
0146 

john.kreitner@state.co.us   

1.5 CDOT  - Heavy Duty 
Fleet Manager 

Volkert Chris 303-512-
5513 

 Chris.volkert@state.co.us  

1.5 CDOT – Managementi  Lester Kyle 303-512-
5218 

 Kyle.lester@state.co.us  

1.5 CDPHE 24hr Contactiii CDPHE 
Emergency 

Line 

  877-518-
5608 

      

1.5 CDPHE-Air Pollution 
Controliii,iv  

Tourangeau Paul  303-692-
3114 

877-518-
56-8 

Paul.Tourangeau@state.co.u
s 

Air Pollution 
Control 
Division 

1.5 CDPHE-Air Pollution 
Control Divisioniii,iv  

Kaufman Garrison 303-692-
3269 

877-518-
5608 

Garrison.Kaufman@state.co.
us 

  

1.5 CDPHE-Air Pollution 
Control Divisioniii,iv  

Livo Kim 303-692-
3134 

877-518-
5608 

Kim.Livo@state.co.us   

1.5 CDPHE-APCD Public 
Information Officeriii 

Dann Christop
her 

303-692-
3281 

303-921-
8606 

Christopher.dann@state.co.
us  

  

1.5 CDPS Motor Carrier 
Safetyiii,iv  

Savage Mark  303-273-
1875 

303-916-
3091 

mark.savage@cdps.state.co.
us 

Captain 

1.5 CDPS/CSP Public 
Informationiii, 

Clem Lance 303-239-
4415 

303-842-
9344 

lance.clem@state.co.us   

1.5 Dept. of Labor and 
Employmenti,iii 

Emergency 
Line 

  303-475-
0304 

    Operations 

1.5 Dept. of Public Health 
& Environmenti 

Emergency 
Line 

  1-877-518-
5608 

    24-hour 
contact 

1.5 Dept. of Public Health 
& Environmenti 

Livo Kim 303-692-
3134 

877-518-
5608 

  Air Pollution 
Control 
Division 

1.5 State Patrol – Support 
Servicesii,iv  

Rants Kevin 303-273-
1661 

 kevin.rants@state.co.us  
 

Director 

1.5 Dept. of Regulatory 
Agenciesi 

Botte Tery 303-894-
2827 

    Public 
Utilities 

Commission 

mailto:chad.ray@state.co.us
mailto:john.kreitner@state.co.us
mailto:kevin.rants@state.co.us


323 
7 Appendices 
 

1.5 State Patrol – Fleet 
Manageri 

Griggs Karen 303-273-
1661 

720-660-
7564 

karen.griggs@state.co.us  
 

Fleet 
Manager 

1.5 Division of Oil & Public 
Safety, CO Dept of 

Labor and Employment 
i,iii,iv  

Albuquerque Mahesh 303-318-
8502 

DLE-OPS 
Emergency 
Line 303-
475-0304 

Mahesh.Albuquerque@state
.co.us 

Director 

1.5 Emergency Line CDLE-OPS   303-475-
0304 

      

2 CEPP and InfraGuard Gablehouse Tim 303-572-
0050 

303-489-
8903 

tgablehouse@gcgllc.com   

2 AAA Propane Salesv     303-781-
5952 

303-425-
7623 

  Distributor 

2 Acorn Petroleumiii, vi,v  Ochs Charlie 719-635-
3551 

  cochs@acornpetroleuminc.c
om  

  

2 Action Gasiii,vi,v  Brown Charlie 970-887-
3371 

970-531-
8033 

cbrown@ipropane.com  
 

  

2 Affordable Propanev     720-256-
2226 

    Distributor 

2 Agfinityv Runge  Paul 970-454-
4080 

720-685-
1978  

prunge@agfinityinc.com    Distributor 

2 All American Propanev     303-646-
4925 

    Distributor 

2 All Star Gas Inc of 
Boulderv 

    303-642-
1121 

    Distributor 

2 Alta Fuelsvi,xi Sammons Jim 719-589-
2312 

      

2 Amerigas and President 
of the Colorado 

Propane Gas 
Associationiii,vi,v 

Younglund Marshal 303-688-
9946 

303-549-
6185 

Marshal.Yonglund@amerigas
.com 

  

2 Anton Coopv, vii Kenny Chet 970-383-
2411 

 

 chetkenney@antoncoop.co
m  
 

 

2 Apollo Propanev Westman  Kristin 719-683-
2400 

 

    
kw.apollolp@gmail.com   

 

President 

2 Aspen-Pitkin Countyx Elwood Jim 970-429-
2851  

  jime@co.pitkin.co.us Dir. of 
Aviation 

2 Atmos Energyvii Ries Jennifer 303-831-
5667 

 Jennifer.Ries@atmosenergy.co
m  

 

2 Bailey Propanev  Kingery Scott 303-838-
5411 

    President 

2 Black Hills Energy Stoffell Fred 303-566-
3386 

 

303-517-
6109 

Fred.Stoffel@blackhillscorp.co
m  

 

2 Blue Rhino 
Corporationv 

    800-258-
7466 

    Distributor 

mailto:karen.griggs@state.co.us
mailto:cochs@acornpetroleuminc.com
mailto:cochs@acornpetroleuminc.com
mailto:cbrown@ipropane.com
mailto:prunge@agfinityinc.com
mailto:chetkenney@antoncoop.com
mailto:chetkenney@antoncoop.com
mailto:kw.apollolp@gmail.com
mailto:Jennifer.Ries@atmosenergy.com
mailto:Jennifer.Ries@atmosenergy.com
mailto:Fred.Stoffel@blackhillscorp.com
mailto:Fred.Stoffel@blackhillscorp.com
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2 Brennan Oiliii,vi  Brennan Charlie 970-247-
9145 

      

2 Centinnealx Oilslagers Robert 303-790-
0598 

  rolislangers@centennial-
airport.com 

Director 

2 CHSv Nolin  Donn 970-848-
8265 

970-848-
5432 

donn.nolin@chsinc.com  
jim.nolin@chsinc.com  

 

 

2 Co Propane Associii,vi,v Carlisle Sarah 303-882-
6161 

      

2 Colorado Fuel 
Manufacturersiii,iv,viii 

Morris Ed 970-858-
5295 x5701 

970-216-
8036 

emorris@coloradofuels.com    

2 Colorado Motor 
Carriers Associii,iv  

Fulton Greg  303-433-
3375 x102 

  greg@cmca.com   

2 Colorado National 
Guardi 

Hopkins Major 
Brey 

720-250-
1283 

303-349-
4226 

Joseph-hopkins@us.army.mil  Strategic 
Planning 

2 Colorado Oil and Gas 
Assoc.iii  

Collins Meg 303-861-
0362 

  Meg.collins@coga.org    

2 Colorado Petroleum 
Associv,viii 

Dempsey Stan 303-860-
0099 

303-324-
1890 

stan@coloradopetroleumass
ociation.org 

  

2 Colorado Plains/Akronx Hayes Randy 970-345-
2397 

     

2 Colorado Plains/Akronx Reese George 970-345-
2397 

  akrontwon@centurytel.net Mayor 

2 Colorado Propane Gas 
Associationviii,v 

Carlisle Sarah 303-882-
6161 

  Scarlisle@npga.org    

2 Colorado Propane Gas 
Associationiv,viii,v 

Youngland  Marshal 303-688-
9946 

   Marshal.Younglund@amerig
as.com  

State Trade 
Association 

2 Colorado Springsx Stover Troy 719-550-
1910  

  tstover@springsgov.com   

2 
Colorado Springs 

Utilitiesvii 
Kuhr Steven 

719-668-
3622 

 
 skuhr@csu.org   

2 Colorado Springs 
Utilities Emergency 
Management Duty 

Officer vii 

24/7 Hotlines  
719-668-

5321 
719-668-

8800 
  

2 Conoco/Philips 
Pipelineiii 

Tullio Todd 580-767-
4891 

405-371-
1477 

Todd.tullio@conocophilips.c
om 

  

2 Conoco/Philips 
Terminal Manageriii 

Gross Amy 303-376-
4381 

720-278-
4459 

Amy.gross@conocophilips.co
m 

  

2 Conoco/Philips 
Wholesale Accounts 

Manager-COiii,iv, vi  

Shellhorse John 303-346-
9316 

  John.shellhorse@conocophili
ps.com 

  

mailto:donn.nolin@chsinc.com
mailto:jim.nolin@chsinc.com
mailto:Marshal.Younglund@amerigas.com
mailto:Marshal.Younglund@amerigas.com
mailto:skuhr@csu.org
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2 Conoco/Phillips 
Regional Sales 

Manager-Propaneiii,vi 

Porth Mark  888-494-
2134 

  mark.e.porth@conocophillip
s.com  

  

2 Cortezx Machen Russ 970-565-
7458  

  cortezairport@yahoo.com Airport Mgr 

2 Cross Propane Gas & 
Supplyv 

    970-384-
2222 

    Distributor 

2 CWPMAiv,viii Larson Mark  303-422-
7805 

303-941-
7830 

mlarson@cwpma.org   

2 CWPMA-Government 
Affairsiv,viii 

Bailey Grier 303-422-
7805 

303-902-
0132 

gbailey@cwpma.org   

2 Denver Internationalx Lee Steve 303-342-
2206  

  lees@dia.denver.co.us Ops Mgr. 

2 DJ Petroleumiii,vi,xi Morrison Don 719-775-
2846 

      

2 DOLE/OPSiii Noel Steve 303-318-
8509 

303-475-
0304 

steve.noel@state.co.us Environment
al Protection 

Specialist 

2 Duran Oiliii,vi Duran Ray 719-846-
9822 

      

2 Durango/La Plata 
Countyx 

Dent Ron 970-382-
6069  

  dentrb@ci.durango.co.us Dir. of 
Aviation 

2 Duty Officer and  List 
serveii, iii,iv 

DHSEM    303-279-
8855 

      

2 Eagle County Regionalx Siefers Ovid 970-524-
8246  

  ovid.seifers@eaglecounty.us Director 

2 Eagle Oilv  Brant 970-332-
0683 

 eagleoil99@hotmail.com   

2 Ed Glaser Propanev Gabehart Don 303-887-
3920 

303-621-
2130 

dgabehart@myedl.com  
 

 

2 Secure the Grid 
Coalition – EMP Task 

Force for National and 
Homeland Security 

Rhoades Glenn 303-912-
0096 

 glennrhoades@comcast.net  Secure the 
Grid Coalition 

2 EnCanaiii           Producer 

2 EnCana Environment & 
Safetyiii 

Gale  Byron  720-876-
3900 

      

2 EnCana Oil Gov 
Relationsiv,viii 

McClure Don 303-623-
2300 

720-201-
2178 

    

2 EnCana Regional 
Propane Sales 

Managervi 

Deghero Greg  720-876-
3669 

      

2 Energy Analysts 
Internationaliii,viii 

Leto Joe  303-469-
5115 

303-956-
6797 

jjleto@eaiweb.com   

2 Enxx Propanev     719-269-
100 

    Distributor 

mailto:eagleoil99@hotmail.com
mailto:dgabehart@myedl.com
mailto:glennrhoades@comcast.net
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2 Feather Petroleumiii,vi Frieling Kent 970-242-
5205 

      

2 FEMA Region 8ix Regional 
Response 

Coordination 
Center 

  303-235-
4779 

      

2 Ferrell Gasv Hoover Tom 719-260-
0363 

719-582-
0557 

  Distributor 

2 Fraley & Companyiii,vi Fraley Dave 970-565-
8538 

800-392-
6939 

dfraley@fraleyandcompany.
com  

  

2 Front Range (Watkins)x Heap Dennis 
R. 

303-261-
9100 

  dheap@ftg-airport.com Director 

2 Frontier Oil (Gov 
Relations & 

Environmental Affairs-
Denveriii,iv,viii 

Faudel Gerald 303-714-
0100  x162 

303-570-
5489 

gfaudel@frontieroil.com   

2 Frontier Oil Industry 
Relations/PIO 
(Houston) iii,  

Boyd Kristine 713-957-
7950 

713-647-
1171 

kboyd@frontieroil.com   

2 Fruita Consumers Coop 
Assnv 

Miracle  Darryl 970-270-
6177 

  darryl@fruitacoop.com   Distributor 

2 Ft. Collins/Lovelandx Gordon Dave 970-962-
2852  

  gordod@ci.loveland.co.us Mgr 

2 Garfield County 
Regionalx 

Condie Brian 970-625-
1091 

  director@requestrifle.com Airport Mgr 

2 Glaser Energy Groupv     719-687-
1180 

    Distributor 

2 Glaser Energy Groupv     719-596-
4765 

    Distributor 

2 Gray Oiliii,vi  Darby Steve 303-857-
2288 

      

2 Gray Petroleum Powell Tina 303-857-
2288 

303-901-
5408 

tina@grayoil.net   

2 Greeley/Weld Countyx Reisman Michael 
A. 

970-336-
3000 

  reisman@gxy.net Airport Mgr 

2 Gunnisonx Lucas Kathie 970-641-
2304  

  klucas@co.gunnison.co.us Airport Mgr 

2 Hill Petroleumiii,vi  Flot Perry 970-352-
9208 

 

970-539-
0765  

pflot@hillpet.com  
 

  

2 Hygiene Propane 
Servicev 

 

 Miranda 303-776-
6197 

 hygienepropane@yahoo.co
m  
 

 

2 Independent 
Petroleum Assoc. of the 

Mt. Statesiii, 

Kimball Spencer 303-852-
6604 

  skimball@IPAMS.org   

mailto:darryl@fruitacoop.com
mailto:pflot@hillpet.com
mailto:hygienepropane@yahoo.com
mailto:hygienepropane@yahoo.com
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2 Intermountain Rural 

Electric Associationvii 

Kopp Mike   MKopp@irea.coop   

2 JC Propanev  Cobb Sherry 970-874-
5381 

  sherry@jcpropane.com  
 

Propane 
Marketer 

2 Kit Carson 
(Burrlington)x 

Hutton Mark 719-346-
5352 

  amaviation@rebeltec.net Asst. City 
Adm. 

2 La Junta Valley Tirev Martinez Jerry 719-469-
9161 

719-384-
5497 

jerrymartinez1210@yahoo.c
om  

 

 

2 Lamarx Pfeilsticker Bill 719-336-
1303 

  bill.pfeilsticker@ci.lamar.co.
us 

Airport Mgr 

2 Magellan Pipelineiii,viii Heine Bruce 918-574-
7010 

918-645-
8989 

Bruce.heine@magellanlp.co
m 

  

2 Magellan Pipelineiii,viii Lybarger Kenneth  918-574-
7315 

918-625-
2071 

lybarger@magellanlp.com   

2 Mar Gasv     719-547-
4444 

    Distributor 

2 McFarland Oiliii,vi MacFarland Randy 719-539-
4641 

      

2 Meeker/Rio Blanco & 
Rangelyx 

Lopez Sam 970-878-
9430 

970-878-
4769 

sk.lopez@hotmail.com  County 
Airport 

Coordinator 

2 Mission Modeiii, Edson Robert  303-904-
1754 

303-929-
6717 

robert.edson@missionmode.
com 

  

2 Montrosex Lloyd Arnold 970-249-
3433 

    Airport Mgr 

2 Northern Energyv     303-258-
3365 

    Distributor 

2 Norup Gas Inc. v Niles Derrel 719-783-
9338 

719-543-
7736 - 
Pueblo 

norupgas@hotmail.com   

2 NPGA State Director, 
also owner of Action 

Gasiii,vi,v  

Blackwell Robert  303-838-
9880 

303-562-
6458 

blackwell@ipropane.com   

2 Offen Petroleumiii,vi  Gallagher Bill 303-297-
3835 

  bgallagher@offenpet.com     

2 Palmer Oil 
Companyiii,vi,xi 

Palmer Pat 719-339-
4323 

      

2 Parish Oiliii,vi  Parish Greg 970-249-
4984 

      

2 Perry Stokes (Trinidad)x Fresquez Leslee 719-846-
4777 

  leslee.fresquez@yahoo.com  Proj. Coord. 

2 Pioneer Propanev     970-874-
9100 

    Distributor 

2 Polar Gasv     303-659-
1806 

    Distributor 

2 Poudre Valley COOPvvii Schnabel Stacy 970-217-
6391 

970-221-
5300x5 

sschnabel@pvcoop.com  
 

 

mailto:MKopp@irea.coop
mailto:sherry@jcpropane.com
mailto:jerrymartinez1210@yahoo.com
mailto:jerrymartinez1210@yahoo.com
mailto:norupgas@hotmail.com
mailto:sschnabel@pvcoop.com
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2 Pueblox Martinez Tom 719-553-
2760  

  tmartinez@pueblo.us  Airport Mgr 

2 Regional Response 
Coordination Centeriii, 

FEMA R8   303-235-
4779 

      

2 Rex Oil Companyiii,vi  Balenseifen Eric 800-824-
1909 

(303) 455-
1767 

E.balenseifen@rexoilcompan
y.com 

  

2 Rocky Mntn 
(Broomfield)x 

Maenpa Kenneth 303-271-
4850 

  kmaenpa@flyrmma.com Airport Mgr 

2 Rocky Mountain 
Propane - Commerce 

Cityv 

    303-297-
9112 

    Distributor 

2 Roggen Farmers 
Elevator (PDC) v 

Joyce Jimmy 303-644-
3251 

970-590-
1169 

jjoyce@roggenfarmerselev.c
om  

 

2 San Isabel Servicesv 
Propane 

    719-547-
1214 

    Distributor 

2 San Luis Valley 
(Alamosa)x 

Shioshita Barry 719-589-
4848 

    Airport Mgr. 

2 Scholl Oiliii,vi,xi Scholl Arlan 970-854-
3300 

      

2 Schrader Oiliii,vi,xi Schrader Steve 970-484-
1225 

      

2 SEOC Operations     720-852-
6600 

    Operations 
Section Chief 

2 Sinclair  Pipelineiii Brown John 307-328-
3643 

800-321-
3994 

jbrown@sinclairoil.com   

2 Sinclair Gov. Affairsiv  Ensign Clint 801-524-
2767 

  censign@sinclairoil.com   

2 Sinclair Oil Terminaliii Wells Rex 303-287-
0267 

800-321-
3994 

rmwells@questoffice.net   

2 Sinclair Oil Wholesale 
Manageriii,vi  

Wright Linn 303-783-
5000 

303-783-
5011 

lwright@sinclairoil.com   

2 Encana Oil & Gasiii Hock Doug 720-876-
5096 

303-328-
7048 

Doug.hock@encana.com   

2 Sinclair Oil-VP for 
Marketingiii 

Blackmore Bud 801-524-
2790 

801-554-
7562 

Bud.blackmore@sinclair.oit   

2 Source Gas Pickett Jason   Jason.Pickett@sourcegas.com   

2 State COOPiii,vii Smiley Kent  303-866-
3830 

720-335-
1973 

kent.smiley@state.co.us CO Continuity 
Planning Dir. 

2 State Fleetii,iv  Hale Art 303-866-
5531 

303-866-
5222 

art.hale@state.co.us Fleet 
Manager 

2 Stevens Field (Pagosa 
Springs)x 

Alfred Kate 970-731-
3060 

  airport@archuletacounty.org Airport Mgr 

2 Suburban Propanev     800-776-
7263 

    Distributor 

mailto:jjoyce@roggenfarmerselev.com
mailto:jjoyce@roggenfarmerselev.com
mailto:Jason.Pickett@sourcegas.com
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2 Suncor 
Communications Duty 

Phoneiii 

    403-852-
7587 

      

2 Suncor Emergency 
Managerviii 

Barnett Ward 303-286-
5849 

303-807-
2715, 303-
413-2942 

(pager) 

wbarnett@suncor.com    

2 Suncor Government & 
Stakeholder 

Relationsiii,iv,viii 

Ludwig Paul  303-793-
8069 

303-941-
0140 

pludwig@suncor.com   

2 Suncor Senior 
Communications 
Officer   (PIO) iii 

Burnett  Lisha  303-286-
5836 

303-570-
2540 

lburnett@suncor   

2 Swallow Oiliii, Swallow Kirk  970-625-
1467 

      

2 Telluridex Nutall Richard 970-728-
5313 

  tex@telluridecolorado.net Airport Mgr 

2 Tri-State Generation 
and Transmission 

Sayles Dave   dsayles@tristategt.org   

2 Valero 
Representativeiii,iv,viii  

Rees Totsy 303-534-
8999 

303-944-
7722 

totsyr@aol.com   

2 Vance Brand 
(Longmont)x 

Barth Tim 303-651-
8431 

    Airport Mgr 

2 Wagner Welding 
Supplyv 

    303-776-
1491 

    Distributor 

2 Walker Field/Grand 
Junctionx 

Tippetts Rex 970-276-
5004  

  rtippetts@walkerfield.com Airport Mgr 

2 Wallace Oiliii,vi Wallace Jim 719-384-
5424 

      

2 Western Petroleumiii,vi Butler Al 970-945-
6214 

  abutler@westpet.net  
 

  

2 WYCO Pipeline 
Associationiii 

Jeffries Brian 303-619-
3906 

      

2 Xcel Energyvii Ziska Matt   Matthew.r.ziska@xcelenergy.c
om  

 

i  Colorado State Agencies 

ii  State Agency Contacts 

iii  Liquid Fuel Community Contacts 

iv  Energy Assurance Advisory Group (EAAG)Contacts 

v  Propane Contacts 

vi  Distributers and Wholesaler Contacts 

vii  Utilities Contacts 

viii  Rapid Liquid Fuels Assessment Contacts - Private Sector 

ix  Federal Agency Contact 

x  Commercial and Major Colorado Airport Contacts 

xi  Regional Marketers and Distributers

mailto:dsayles@tristategt.org
mailto:abutler@westpet.net
mailto:Matthew.r.ziska@xcelenergy.com
mailto:Matthew.r.ziska@xcelenergy.com
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Appendix C: Legal Authorities for Energy 

Assurance Planning 
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Figure 8-1 Legal Authorities for Energy Assurance Planning 
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Appendix D: Recent Colorado Legislation and 

Activities supporting Energy Assurance 

Planning 
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Below are selected State and Federal legislation and Executive Orders related to energy emergency and 

resiliency that have been enacted or declared following the publication of the previous version of the 

2012 CEAEP.  For the full legislative framework see Appendix C. 
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Date Organization Title Executive Summary Source 

2/29/2012 
Colorado 
Governor 

Executive 
Order B 

2012-002 

Create a task force of state and local 
agencies and industry to protect public 
health, environment, and wildlife, and 

avoid duplication and conflicts of 
jurisdictions for oil and activities to 

encourage responsible development 

 

6/5/2013 
Colorado 
Governor 

Senate Bill 
13-252 

An act concerning measures to 
increase Colorado's renewable energy 

standard so as to encourage the 
deployment of methane capture 
technologies - this bill requires 

cooperative utilities to generate 20% of 
their electricity from renewables. 

https://www.colorado.
gov/pacific/energyoffic
e/renewable-energy-

standard 

6/5/2013 
Colorado 
Governor 

Executive 
Order D 

2013 005 

Creating an Advisory Committee to the 
Director of the Colorado Energy Office 
on the Effectiveness of SB13-252, the 

Increase Colorado’s Renewable Energy 
Standard so as to Encourage the 
Deployment of Methane Capture 

Technologies 

https://www.colorado.
gov/pacific/governor/a

tom/18301 

6/6/2013 
Colorado 
Governor 

Executive 
Order D 

2013 006 

Amending Executive Order B 2013-005 
regarding the Advisory Committee to 
the Director of the Colorado Energy 
Office on the Effectiveness of SB13-

252, the Increase of Colorado’s 
Renewable Energy Standard so as to 

Encourage the Deployment of 
Methane Capture Technologies 

https://www.colorado.
gov/pacific/governor/a

tom/18306 

6/11/2013 
Colorado 
Governor 

Executive 
Order D 

2013-008 

Implementing the Wildfire 
Preparedness Plan for 2013 and 

Designating Monies in the Wildfire 
Preparedness Fund for Wildfire 

Preparedness Activities 

https://www.colorado.
gov/pacific/governor/a

tom/18366 

6/12/2013 
Colorado 
Governor 

Executive 
Order D 

2013-009 

State of disaster emergency due to the 
Royal Gorge Fire in Fremont County, 

Colorado and making resources 
available to fight the fire and address 

the disaster emergency 

https://www.colorado.
gov/pacific/governor/a

tom/18371 

6/12/2013 
Colorado 
Governor 

Executive 
Order D 

2013-010 

State of disaster emergency due to the 
Black Forest Fire in El Paso County, 

Colorado and making resources 
available to fight the fire and address 

the disaster emergency 

https://www.colorado.
gov/pacific/governor/a

tom/18376 

6/12/2013 
Colorado 
Governor 

Executive 
Order D 

2013-011 

State of disaster emergency due to the 
Klikus Fire in Huerfano County, 
Colorado and making resources 

available to fight the fire and address 
the disaster emergency 

https://www.colorado.
gov/pacific/governor/a

tom/18381  

https://www.colorado.gov/pacific/governor/atom/18381
https://www.colorado.gov/pacific/governor/atom/18381
https://www.colorado.gov/pacific/governor/atom/18381
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6/13/2013 
Colorado 
Governor 

Executive 
Order D 

2013-012 

State of disaster emergency due to the 
Big Meadows Fire in Grand County, 

Colorado and making resources 
available to fight the fire and address 

the disaster emergency and 
authorizing the use of the National 

Guard 

https://www.colorado.
gov/pacific/governor/a

tom/18386 

6/24/2013 
Colorado 
Governor 

Executive 
Order D 

2013-016 

Amending the Declaration of Disaster 
Emergency Due to the Royal Gorge Fire 

in Fremont County, Colorado 

https://www.colorado.
gov/pacific/governor/a

tom/18406 

6/26/2013 
Colorado 
Governor 

Executive 
Order D 

2013-017 

Declaring a Disaster Emergency Due to 
the West Fork Fire Complex in Mineral, 

Rio Grande, and Hinsdale Counties 

https://www.colorado.
gov/pacific/governor/a

tom/18411 

6/27/2013 
Colorado 
Governor 

Executive 
Order D 

2013-018 

Declaring a Disaster Emergency Due to 
the Lime Gluch Fire in Jefferson County 

https://www.colorado.
gov/pacific/governor/a

tom/18416 

6/27/2013 
Colorado 
Governor 

Executive 
Order D 

2013-019 

Amending the Declaration of Disaster 
Emergency Due to the Black Forest Fire 

in El Paso County 

https://www.colorado.
gov/pacific/governor/a

tom/18421 

7/2/2013 
Colorado 
Governor 

Executive 
Order D 

2013-020 

Amending the Declaration of Disaster 
Emergency Due to the West Fork Fire 
Complex in Mineral, Rio Grande, and 

Hinsdale Counties 

https://www.colorado.
gov/pacific/governor/a

tom/18426 

7/25/2013 
Colorado 
Governor 

Executive 
Order D 

2013-022 

Reauthorizing and Amending the 
Declaration of Disaster Emergency for 

the West Fork Fire Complex in Mineral, 
Rio Grande, and Hinsdale Counties 

https://www.colorado.
gov/pacific/governor/a

tom/18436 

8/16/2013 
Colorado 
Governor 

Executive 
Order D 

2013-023 

Declaring a Disaster Emergency Due to 
the Flooding in El Paso County 

https://www.colorado.
gov/pacific/governor/a

tom/18441 

8/16/2013 
Colorado 
Governor 

Executive 
Order D 

2013-024 

Declaring Disaster Emergency Due to 
the Red Canyon Fire in Garfield County 

https://www.colorado.
gov/pacific/governor/a

tom/18446 

9/9/2013 
Colorado 
Governor 

Executive 
Order D 

2013-025 

Extending the Declaration of a Disaster 
Emergency Due to the Flooding in El 

Paso County 

https://www.colorado.
gov/pacific/governor/a

tom/18451 

9/13/2013 
Colorado 
Governor 

Executive 
Order D 

2013-026 

Declaring a Disaster Emergency Due to 
the Flooding in Adams, Arapahoe, 

Broomfield, Boulder, Denver, El Paso, 
Fremont, Jefferson, Larimer, Logan, 
Morgan, Pueblo, Washington, and 

Weld Counties (Front Range Flooding) 

https://www.colorado.
gov/pacific/governor/a

tom/18456 

9/19/2013 
Colorado 
Governor 

Executive 
Order D 

2013-027 

Amending the Declaration of Disaster 
Emergency Due to the Flooding in 

Adams, Arapahoe, Broomfield, 
Boulder, Denver, El Paso, Fremont, 
Jefferson, Larimer, Logan, Morgan, 

Pueblo, Washington, and Weld 
Counties (Front Range Flooding) 

https://www.colorado.
gov/pacific/governor/a

tom/18461 
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9/26/2013 
Colorado 
Governor 

Executive 
Order D 

2013-028 

Making Available Additional Resources 
and Extending the Declaration of 
Disaster Emergency Due to the 
FLooding in Adams, Arapahoe, 

Broomfield, Boulder, Clear Creek, 
Denver, El Paso, Fremont, Jefferson, 

Larimer, Logan, Morgan, Pueblo, 
Sedgwick, Washington, and Weld 

Counties 

https://www.colorado.
gov/pacific/governor/a

tom/18466 

10/8/2013 
Colorado 
Governor 

Executive 
Order D 

2013-030 

Amending the Authorization of 
Disaster Emergency to Include 

Additional Counties Affected by the 
Historic Flooding of September, 2013 

https://www.colorado.
gov/pacific/governor/a

tom/18476 

11/6/2013 
Colorado 
Governor 

Executive 
Order D 

2013-031 

Extending the Declaration of Disaster 
Emergency Due to Historic Flooding of 

September, 2013 

https://www.colorado.
gov/pacific/governor/a

tom/18481 

12/3/2013 
Colorado 
Governor 

Executive 
Order D 

2013 032 

State of emergency over imminent 
storm, all state agencies shall take 

actions, required including provisions 
for appropriate state and equipment 

https://www.colorado.
gov/pacific/governor/a

tom/18486 

12/9/2013 
Colorado 
Governor 

Executive 
Order D 

2013-033 

Extending and Amending the 
Declaration of Disaster Emergency Due 
to Historic Flooding of September 2013 

https://www.colorado.
gov/pacific/governor/a

tom/18491 

2/7/2014 
Colorado 
Governor 

Executive 
Order D 

2014 003 

State of disaster emergency 
suspending hours-of-service 

regulations to transport propane 
winter heating fuel 

https://www.fmcsa.do
t.gov/sites/fmcsa.dot.g
ov/files/docs/Colorado

-2-7-14.pdf  

3/21/2014 Fed. Gov 
Public Law 

113-90 

Heat Heating Emergency Assistance 
Through Transportation Act (HHEATT) - 

emergency exception to remain 
effective until 5/31/14 

https://www.govtrack.
us/congress/bills/113/

hr4076 

6/30/2014 Fed. Gov 
Public Law 

113-125 

Reliable Home Heating Act - loosens 
some transportation regulations to 

deal with a home heating fuel shortage 
in some states, FMCSA can recognize 
30-day emergency period by a state 

governor 

https://www.congress.
gov/bill/113th-

congress/senate-
bill/2086 

09/08/14 
Colorado 
Governor 

Executive 
Order B 

2014 005 

COGCC to create a task force to resolve 
issues and provide policy 

recommendations for state and local 
regulations on oil and gas operations 

https://www.colorado.
gov/pacific/governor/a

tom/18521 

09/12/14 
Colorado 
Governor 

Executive 
Order B 

2014 006 

Amendment: task force consist of 6 
industry, 6 local gov. and conservation 
community, 7 of various interest for a 

total of 21 

https://www.colorado.
gov/pacific/governor/a

tom/18526 

10/20/2014 
Colorado 
Governor 

Executive 
Order D 

2014-018 

Extending the Availability of Funds for 
Recovery Efforts Due to the West Fork 

Fire Complex 

https://www.colorado.
gov/pacific/governor/a

tom/18616 

https://www.fmcsa.dot.gov/sites/fmcsa.dot.gov/files/docs/Colorado-2-7-14.pdf
https://www.fmcsa.dot.gov/sites/fmcsa.dot.gov/files/docs/Colorado-2-7-14.pdf
https://www.fmcsa.dot.gov/sites/fmcsa.dot.gov/files/docs/Colorado-2-7-14.pdf
https://www.fmcsa.dot.gov/sites/fmcsa.dot.gov/files/docs/Colorado-2-7-14.pdf
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12/8/2014 Fed. Gov 
Public Law 

113-269 

Propane Education and Research 
Enhancement - direct DOC to more 

accurately calculate consumer propane 
costs and for industry to use resources 

to mitigate price spikes 

https://www.gpo.gov/f
dsys/pkg/PLAW-

113publ269/pdf/PLAW
-113publ269.pdf 

12/12/2014 
Colorado 
Governor 

Executive 
Order D 

2014-019 

Amending the Declarations of Disaster 
Emergency Due to the Waldo Canyon 
Fire in El Paso County and Extending 

the Availability of Funds 

https://www.colorado.
gov/pacific/governor/a

tom/18621 

12/12/2014 
Colorado 
Governor 

Executive 
Order D 

2014-020 

Amending the Declarations of Disaster 
Emergency Due to the Royal Gorge Fire 
in Fremont County and Extending the 

Availability of Funds 

https://www.colorado.
gov/pacific/governor/a

tom/18626 

12/12/2014 
Colorado 
Governor 

Executive 
Order D 

2014-021 

Amending the Declarations of Disaster 
Emergency Due to the High Park Fire in 

Larimer County and Extending the 
Availability of Funds 

https://www.colorado.
gov/pacific/governor/a

tom/18631 

12/12/2014 
Colorado 
Governor 

Executive 
Order D 

2014-022 

Amending the Declarations of Disaster 
Emergency Due to the Black Forest Fire 

in El Paso County and Extending the 
Availability of Funds 

https://www.colorado.
gov/pacific/governor/a

tom/18636 

12/18/2014 Fed. Gov 
Public Law 
No: 113-

269 

Propane Education and Research 
Enhancement Act of 2014 - Amends 
the Propane Education and Research 

Act of 1996 to direct the Propane 
Education and Research Council to 

develop for propane distributors and 
consumers training programs on 

strategies to mitigate negative effects 
of future propane price spikes. Directs 
the Secretary of Commerce to use the 
refiner price to end users of consumer 

grade propane as published by the 
Energy Information Administration 

when preparing the annual analysis of 
changes in the price of propane 
relative to other energy sources. 

https://www.congress.
gov/bill/113th-

congress/house-
bill/5705?q=%7B%22se
arch%22%3A%5B%22e
nergy%22%5D%7D&re

sultIndex=36 
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4/30/2015 Fed. Gov 
Public 

Law No: 
114-11 

Energy Efficiency Improvement Act of 
2015 - The bill amends the Energy 

Independence and Security Act of 2007 
to require the Department of Energy 

(DOE)'s Office of Energy Efficiency and 
Renewable Energy to study the 

feasibility of: (1) significantly improving 
energy efficiency in commercial 

buildings through the design and 
construction of spaces within the 
buildings with high-performance 

energy efficiency measures; and (2) 
encouraging owners and tenants to 
implement those measures. A high-

performance energy efficiency 
measure is a technology, product, or 
practice that will result in substantial 
operational cost savings by reducing 

energy consumption and utility costs. 

https://www.congress.
gov/bill/114th-

congress/senate-
bill/535?q=%7B%22sea
rch%22%3A%5B%22en
ergy%22%5D%7D&res

ultIndex=19 

5/15/2015 
Colorado 
Governor 

Executive 
Order D 

2015-003 

Implementing the Wildfire 
Preparedness Plan for 2015 and 

Designating Monies 

http://www.colorado.g
ov/pacific/sites/default
/files/atoms/files/D%2

02015-
003%20Wildfire%20Pr
eparation%20%28Impl
ementing%20the%20

Wildfire%20Preparedn
ess%20Plan%20for%20
2015%20and%20Desig
nating%20Moneys%20i
n%20the%20Wildfire%
20Preparedness%20Fu
nd%20for%20Wildfire
%20Preparedness%20

Activities%29.pdf  

2/6/2014 
Colorado 
Governor 

Executive 
Order D 

2014-002 

Executive Order Extending the 
Declaration of Disaster Emergency for 

the Historic Flooding of September, 
2013 

https://www.colorado.
gov/pacific/governor/a

tom/18536 

1/30/2014 
Colorado 
Governor 

Executive 
Order D 

2014-001 

Executive Order Extending the 
Declaration of Disaster Emergency for 

the Historic Flooding of September, 
2013 

https://www.colorado.
gov/pacific/governor/a

tom/18531 

3/7/2014 
Colorado 
Governor 

Executive 
Order D 

2014-006 

Executive Order Extending the 
Declaration of Disaster Emergency for 

the Historic Flooding of September, 
2013 

https://www.colorado.
gov/pacific/governor/a

tom/18556 
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5/12/2014 
Colorado 
Governor 

Executive 
Order D 

2014-008 

Executive Order implementing the 
Wildfire Preparedness Plan of 2014 

and designating monies in the Wildfire 
Preparedness Fund for wildfire 

preparedness activities 

https://www.colorado.
gov/pacific/governor/a

tom/18566  

5/30/2014 
Colorado 
Governor 

Executive 
Order D 

2014-009 

Executive Order declaring a disaster 
state of emergency due to the "West 
Salt Creek Landslide" in Mesa County, 

Colorado and making resources 
available to assess and address the 

disaster emergency. 

https://www.colorado.
gov/pacific/governor/a

tom/18571  

6/20/2014 
Colorado 
Governor 

Executive 
Order D 

2014-012 

Executive Order rescinding and 
replacing funding provisions of prior 

executive orders concerning the 
historic flooding of September 2013 

https://www.colorado.
gov/pacific/governor/a

tom/18581 

6/6/2014 
Colorado 
Governor 

Executive 
Order D 

2014-011 

Executive Order declaring an imminent 
threat to the lives and property of the 
people of the State of Colorado due to 

the impending wildfire season and 
ordering transfer of funds into the 

State's Resource Mobilization Fund to 
address fires as rapidly as they arise 

https://www.colorado.
gov/pacific/governor/a

tom/18586 

7/30/2014 
Colorado 
Governor 

Executive 
Order D 

2014-015 

Employing the National Guard and 
authorizing the Executive Director of 
the Department of Public Safety to 
encumber funds from the Resource 

Mobilization Fund for the purpose of 
assisting with the response to the 

Bullet Fire 

https://www.colorado.
gov/pacific/governor/a

tom/18601 

7/9/2014 
Colorado 
Governor 

Executive 
Order D 

2014-013 

Employing the National Guard and 
authorizing the Executive Director of 
the Department of Public Safety to 
encumber funds from the Resource 

Mobilization Fund for the purpose of 
assisting with the response to the Eight 

Mile Fire 

https://www.colorado.
gov/pacific/governor/a

tom/18591 

7/9/2014 
Colorado 
Governor 

Executive 
Order D 

2014-014 

Employing the National Guard and 
authorizing the Executive Director of 
the Department of Public Safety to 
encumber funds from the Resource 

Mobilization Fund for the purpose of 
assisting with the response to the 

Spruce Fire 

https://www.colorado.
gov/pacific/governor/a

tom/18596 

8/27/2014 
Colorado 
Governor 

Executive 
Order D 

2014-016 

Employing the National Guard and 
authorizing the Executive Director of 
the Department of Public Safety to 
encumber funds from the Resource 

Mobilization Fund for the purpose of 
assisting with the response to the 

Tonahutu Fire 

https://www.colorado.
gov/pacific/governor/a

tom/18606 

https://www.colorado.gov/pacific/governor/atom/18566
https://www.colorado.gov/pacific/governor/atom/18566
https://www.colorado.gov/pacific/governor/atom/18566
https://www.colorado.gov/pacific/governor/atom/18571
https://www.colorado.gov/pacific/governor/atom/18571
https://www.colorado.gov/pacific/governor/atom/18571
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5/8/2015 

Pipeline and 
Hazardous 
Materials 

Safety 
Administratio

n 

Final Rule 

The final rule defines certain trains 
transporting large volumes of 

flammable liquids as “high-hazard 
flammable trains” (HHFT) and 

regulates their operation in terms of 
speed restrictions, braking systems, 

and routing. The rule also adopts 
safety improvements in tank car design 
standards, a sampling and classification 

program for unrefined petroleum-
based products, and notification 

requirements. 

https://www.federalre
gister.gov/articles/201

5/05/08/2015-
10670/hazardous-

materials-enhanced-
tank-car-standards-

and-operational-
controls-for-high-
hazard-flammable 

3/2/2015 

Colorado Oil 
and Gas 

Conservation 
Commission 

Final Rules 

The rules will better protect oil and gas 
facilities subject to flooding and 
require more preparation from 

operators to reduce potential impacts. 
The rules formalize “best management 

practices” when operating within a 
floodplain 

https://cogcc.state.co.
us/Staff_Reports/2015
/201504_StaffReport.p

df 

1/6/2015 Fed. Gov 

FAST Act - 
Provisions 

to the 
Federal 

Power Act 

The FAST Act gives DOE powers to 
address energy emergencies, including 
the following: 
- designating critical electric 
infrastructure 
- sharing data with Canada and Mexico 
and working with them during energy 
emergencies 
- addressing cyber security concerns 
- collaborating with Department of 
Homeland Security 
- developing a strategic transformer 
reserve with large transformers 
(>100MVA) and emergency mobile 
substations. 

 

https://www.congress.
gov/114/bills/hr22/BIL

LS-114hr22enr.pdf 

 

  

https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
https://www.federalregister.gov/agencies/pipeline-and-hazardous-materials-safety-administration
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Appendix E: Concept of Operations ESF #12 
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Emergency Support Function #12 (Energy) 

State Emergency Operations Plan 
 
LEAD AGENCIES:  Public Utilities Commission (PUC); Colorado Energy Office (CEO) 
 
SUPPORTING AGENCIES:  Department of Public Safety; Department of Transportation; Private Energy 
Sector 
 
I. PURPOSE 
 

A. To facilitate the mitigation, restoration and provide State situational awareness of Colorado’s 
critical energy infrastructure following a major disaster, emergency, or other significant event 
requiring State and/or Federal agency response and protection.  This includes: 

 
1. Electricity generation, transmission and distribution infrastructure.  
2.  Liquid fuel transport, distribution and supply. 

 
B. The CEO/ PUC will act as a single point of contact and liaison providing direct coordination with 

all other State, regional and Federal departmental response elements as requested by the 
affected utility(s) and/or fuel supplier(s).  Additionally, these agencies will: 
 
1. Facilitate two way communication and coordination between utilities and the State.   
2. Brief the Governor’s Office and the pertinent State agencies in the event of an emergency 

given the assessment of: 

 Information on system(s) damage; 

 Estimations on the  outages or fuel shortages within the affected areas; 

 Estimations on the time needed for restoration. 
 

C. County officials shall be notified through the Division of Homeland Security and Emergency 
Management (DHSEM). 

 
D. Additionally, this ESF proactively works toward meeting requests for assistance from local 

electric utilities, fuel suppliers, refiners, and deliverers to facilitate fuel, heating, generation and 
transmission restoration and mitigation efforts.  This is achieved through meetings with the 
various utilities and fuel suppliers to identify potential needs in the event of an emergency.  In 
the case that the CEO or PUC determines that there is a significant likelihood of fuel shortages or 
system outages, the agency would work with industry contacts to investigate the situation 
proactively and identify alternatives that could reduce the impacts of shortages or outages.   

 
II. SCOPE 

 
A. Facilitate briefing of Governor’s Office on critical electric, natural gas, gasoline, diesel, propane 

and coal system infrastructure damage and outages, including estimations on the impact and 
anticipated restoration timeframe. 
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B. Coordinate requests from electric utility(s) and generation fuel(s) suppliers for assistance (from 
State agencies) to facilitate critical infrastructure protection and restoration. 

C. Within the primary and support agencies are a variety of assets and resources that may be used 
in response to any event involving the electric system and/or multi-hazard problems.  ("Multi-
hazard" includes acts of God, radiological materials, weapons of mass destruction (WMD), and 
terrorism incidents.)  

 
D. Damage to the electric system in one region may affect other regions relying on the same 

interconnected system. Consequently, electricity outages within Colorado can be caused from 
events occurring within Colorado or within the surrounding interstate region. 

 
III. SITUATION 

 
A. An emergency or disaster, either natural or manmade, may disable key electric and liquid fuels 

generation/production, distribution and delivery facilities resulting in local, statewide and 
possibly regional (e.g., Western United States) blackouts and/or brownouts.  Additionally the 
fuel supply system used for generation may be interrupted. 

 
B. Sudden, widespread blackouts or fuel shortages could result in public alarm and anxiety given 

the timing of the event (i.e., winter / summer) and potential duration (i.e., days/weeks/months). 
 
C. A widespread electricity outage can cause shortages in generation fuel supplies and vice versa.   
 
D. Gasoline and diesel shortages can be caused by supply, refining, and distribution problems.  

These fuels are need by utilities to facilitate restoration efforts through dispatch of repair 
vehicles.  These fuels are also needed by first responders (e.g., law enforcement or health 
officials) in the event an armed response is required. 

 
E. The only energy resources in which the State is self-sufficient are electricity and natural gas.  It 

must be noted however, that electric service within Colorado can be adversely affected by 
outages in other regions of the Western United States given the interconnected nature of the 
electric system.  All other energy supplies require some level of imports. 

 

IV. PLANNING ASSUMPTIONS 
 

A. There may be widespread and possibly prolonged electric power failures or liquid fuel shortages 
 
B. The transportation and telecommunications infrastructures may be affected. 
 
C. Delays in the production, refining, and delivery of petroleum-based products may occur as a 

result of loss of commercial electric power. 
 
D. Deployment of first-responders (e.g., law enforcement or health officials) to various locations 

may be required. 
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E. Notification of public could result in mass gatherings, anxiety and possibly civil unrest, requiring 
crowd control. 

 
F.    Limited access to transportation fuels could impact businesses, the provision of health services, 

and consumer mobility. 
 

 
V. CONCEPT OF OPERATIONS 

 
A. Warning Sources: 

 
1.   News media reports from the Governor’s Office shall address: 

 
a. Affected area 
b. Estimated outage time 
c. Estimated restoration time 
d. Recommendations for survival 

 
2.    U.S. Department of Energy statements and predictions. 
3. Electric utility or transportation fuel sector statements and predictions with any assistance 

requested of the CEO / PUC. 
 

B. Countermeasures include: 
 
1. Act as liaison for State agencies giving assistance to electric utilities or heating and 

transportation fuel providers, as directed by them, to facilitate critical infrastructure 
protection and restoration efforts. 

2. Rely on electric utility industry and transportation fuel provider restoration practices, assist 
utilities when, where and as directed by the utility(s). 

3. Brief State agencies so appropriate social service assistance can be given to those that need 
it. 

 
VI. ORGANIZATION AND RESPONSIBILITIES 

 
A. Organization 

   
All ESF #12 activities will normally be coordinated in the SEOC with communications going to 
and from ESF #12 to various external sources. 

 
B. Responsibilities 

 
1.    State Government 

 
a. Public Utilities Commission 
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(1) Serve as liaison to regulated and unregulated utility companies and State agencies 
to facilitate critical electric infrastructure protection, situational awareness and 
restoration. 

(2) Develop a contact list and calling tree of State agency personnel for use to facilitate 
restoration and protection efforts during emergencies as requested by the electric 
utility sector. 

(3) Provide a representative to the SEOC if requested by the DHSEM. 
(4) Keep DHSEM informed of the electric sector and railroad problems which may cause 

or contribute to extended outage(s).   
(5) Participate in planning for short - term and long - term emergency management, 

restoration and protection operations, and the development of supporting 
operational plans, SOPs, checklists, or other job aids in concert with existing first-
responder standards. 

(6) Coordinate with the DOE, NERC3, NARUC and other electricity sector agencies and 
develop procedures for responding to regional outages as a result of malicious 
act(s). 

(7) Furnishing available personnel, equipment, or other resource support as requested 
by DHSEM or the ESF primary agency and provide representation in the SEOC; 

(8) Participating in training and exercises aimed at continuous improvement of 
prevention, protection, response, and recovery capabilities; 

(9) Identifying capabilities required to prevent or respond to new or emerging threats 
and hazards, or to improve the ability to address existing threats. 

(10) Serve as a back-up to the CEO if requested during a liquid fuel shortage. 
 

b. Colorado Energy Office 
 

(1) Serve as liaison to liquid fuels producers / distributers and State agencies to 
facilitate critical liquid fuels infrastructure protection, situational awareness and 
restoration. 

(2) Develop a contact list and calling tree of State agency personnel for use to facilitate 
response and situational awareness efforts during emergencies as requested. 

(3) Coordinate with PUC and electric utility sector to determine needs for gasoline and 
diesel fuel used in their and their contractor’s maintenance and construction vehicle 
fleets. 

(4) Provide assistance/guidance to other State agencies regarding access to gasoline 
and diesel fuel as requested.  

(5) Serve as a back-up to the PUC if requested during an electrical or natural gas 
outage. 

 
 
 
 

                                                           
 

3 NERC is an acronym for the North American Electric Reliability Corporation.  This agency is responsible for oversight of the bulk electric system 
ensuring it is reliable. 
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c. Division of Homeland Security and Emergency Management 
    

(1) Activate the SEOC 
(2) Inform CEO / PUC of any development during an emergency/disaster that may 

affect energy status; 
(3) Decide if ESF #12 should be activated  
(4) Provide information to county/local governments on the status of the energy crisis 

and measures required to cope with the situation. 
 

d. Other State agencies will provide:  
    

(1) Assistance in the alleviation of the electrical outage.   
(2) Representation in the SEOC. 

 
e. County and local governments should: 

 
(1) Discuss county / local vulnerability to an electrical outage shortage with utility 

providing service;  
(2) Plan for county / local outages;   
(3) Prepare outage management plans; 
(4) Request State assistance where necessary in preparation for an emergency event 

and after an event once specific, unforeseen needs are identified. 
 
VII. FINANCIAL MANAGEMENT 
 

A. ESF #12  
a. Work with the State logistics Section/ State ESF 7 for the procurement of resources 

required by PUC / CEO.   
b. ESF 7 will report such finances directly to the Finance Section of the SEOC.   
c. PUC / CEO will report financial matters related to existing resources procured during the 

event to the Finance Section of the SEOC.  
d. During a response, PUC / CEO will record and track its own expenditures and seek 

reimbursement from the appropriate resource after the event.  
 

B. All requests for resources given the ESF #12 will be processed in accordance with PUC / CEO 
policy and protocols established by the SEOC. 
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Appendix F: Liquid Fuels Assessment Forms 
State of Colorado Liquid Fuel Status and Request for Assistance Form, Public Sector 
State of Colorado Liquid Fuel Status and Request for Assistance Form, Private Sector 

FEMA Force Account Labor Summary Record 
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State of Colorado Liquid Fuel Status and Request for Assistance Form 
Public Sector 

This form is for use by the Colorado Energy Office and other state agencies to assess the status of the liquid fuels community 
during an emergency /disaster situation and to identify needs for state assistance in the restoration of industry operations. 
 

Contact Information DATE: 

Department: 
 

Requesting Action or Assistance? (check one) 
Yes                                    NO 

Address: 
 

Description: 

Point of Contact Name: 
 

Preferred Contact Info: 
 

Primary Telephone: 

Secondary Telephone: 

Email: 
 

Supply Status of Impacted Oil or Fuels 
Fuels Category Maximum 

Supply 
Normal 
Supply  

Suspended 
Supply 

Current 
Supply 

Comments 

Crude      

Motor Fuels: Gasoline      

Motor Fuels: Diesel      

Propane      

Aviation Fuel      

Emergency Generator 
Fuel Supply 

     

Emergency Fuel 
Purchase Agreement 

     

 

Cause of Supply Interruption 
Cause Yes No NA Comments 

Transportation     

Power/Electricity     

Technological     

Other:     
 

Special Considerations 
Issue Yes No NA Comments 

Special Needs 
Populations 

    

Retail Shortages or Gas 
Station Lines 

    

Other: 
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State of Colorado Liquid Fuel Status and Request for Assistance Form 
Liquid Fuel Industry 

This form is for use by Colorado Energy Office and other state agencies to assess the status of the liquid fuels community during 
an emergency or disaster situation and to identify needs for state assistance in the restoration of industry operations. 
 

Contact Information Industry Group 
(check all that apply) 

DATE: 

Business/Organization: 
 

Pipeline/Terminal Requesting Action or Assistance? (check one) 
Yes                                    NO 

Address: 
 

Refiner Description: 

Point of Contact Name: 
 

Bulk Storage/ 
Master Distrib. 

Preferred Contact Info: 
 

Wholesale 

Primary Telephone: 
 

Transport 

Secondary Telephone: 
 

Retail 

Email: 
 

Other: 

 

Supply Status of Impacted Fuels 
Fuels Category Maximum 

Supply 
Normal 
Supply  

Suspended 
Supply 

Current 
Supply 

Re-Export Comments 

Crude 
 

      

Motor Fuels: Gasoline 
 

      

Motor Fuels: Diesel 
 

      

Propane 
 

      

Aviation Fuel 
 

      

Emergency Generator 
Fuel Supply 

      

Emergency Fuel 
Purchase Agreement 

      

 

Cause of Supply Interruption 
Cause Yes No NA Comments 

Transportation     

Power/Electricity     

Technological     

Other     
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Appendix G: Liquid Fuel Policy Options 
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Policy Context 
The State of Colorado faces a number of liquid fuel security challenges, some common to the nation as a 
whole and some specific to the state.  At the national level, the growing dependence on imported oil is 
being compounded by increased just-in-time supply chain management practices in the industry, which 
have substantially reduced stocks relative to demand.  The vulnerability of the system to disruptions is 
further intensified because, prior to the recession, nation-wide refineries had been running at or above 
sustainable maximum levels.   Refinery operating rates are again expected to bump into capacity limits 
as the economy recovers.   These trends reduce the resiliency of the national liquid fuel system in 
responding to energy emergencies. 
 
Colorado’s vulnerability to energy shocks is exacerbated by the fact that the state sits at the end of the 
petroleum pipelines that supply crude and refined product to the state.  Upstream states are in a 
position to pre-empt the limited supplies during emergencies. Colorado also depends primarily on a 
single oil refinery to turn crude into usable product for about one-third of the state’s gasoline andhalf its 
diesel requirements136.  The state lacks adequate strategic storage reserves to buffer significant supply 
disruptions.  Its geography and potential for severe weather events increase the risks of serious local 
supply disruptions even if sufficient fuel is available in other parts of the state. 
 
In the event of a disruption in liquid fuel supplies, Colorado faces an immediate threat of retail fuel 
shortages and rapid price spikes resulting from panic or precautionary buying.  Colorado drivers use 
about 5 million gallons of gasoline per day and total gasoline storage averages about 25 million gallons – 
or five days’ worth of fuel.   About 5 million vehicles are registered in Colorado.  At an average of about 
15 gallons per tank, an increase in precautionary buying resulting in average fill levels from half- to 
three-quarters of a tank, would lead to a one-time surge in purchases of 15-20 million gallons.  If this 
surge happens quickly, it would virtually exhaust all the fuel in storage and lead to major shortages and 
gas lines unless retail stations raised their prices dramatically to bring demand into balance with supply. 
 
This type of shortage situation presents a no-win situation for policy makers.  If price rises are limited 
either because of government-imposed price controls or fears by retail gas stations of prosecution for 
price gouging, then long lines and consumer anger are likely.  Conversely, if retail stations are 
encouraged or allowed to raise prices to the levels necessary to balance demand, poorer segments of 
the population and those with long commutes will suffer disproportionately and politicians will be 
blamed for not preventing the price increases.  
 
As a result, energy shortages are likely to lead to gasoline lines, resulting in fuel wastage (idling in line 
can consume about half a gallon an hour) and public demands for action.  This will put state government 
leaders under intense pressure to propose corrective measures even though some commonly-suggested 
measures are likely to be ineffectual and may even risk making the short-term situation worse. 
 
Potential Policy Options and CEO Actions 
 
Despite the experience of major disruptions and the public anger when supplies run short, there is 
surprisingly little rigorous analysis of the likely relative effectiveness (or lack thereof) of various response 
policies under different energy emergency scenarios.  The most extreme test case occurred in late 1973 
with the OPEC oil embargo, which caused major fuel shortages, long gas lines, and rapidly rising prices.  
At that time, the federal government instituted price and allocation controls, but left most of the 
implementation up to the individual states.  Sixteen states responded to the gas lines by instituting 
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some form of the so-called “Oregon Plan” rationing based on odd-even days of the week and 
corresponding license plate numbers.  The limited available analysis of the odd-even day allocation 
program, however, suggests that the program was either ineffective or even counter-productive in 
reducing demand and gas lines.4 
 
Under the nationally-mandated fuel allocation program at the time, the federal government required 
the individual states to implement “set-aside” programs (typically 3 percent of the total available 
supply) to ensure that vital services were maintained.   The set-aside program was necessary because 
price controls kept supplies below demand levels for extended periods of time.  Whether such a 
program would be worth the costs without extended periods of federal price controls is problematic.  
There are, however, no readily-available analyses indicating when and under what conditions such set-
aside programs would make sense or how they should best be structured to maximize efficiency and 
equity. 
 
General appeals to “remain calm” will not be sufficient and, if anything, may increase public anxiety. 
Accordingly, any announcements should be substantive and accurately describe the level of bulk and 
other stocks in the state and the readiness of the state to implement policies to increase supplies and 
meet demand as necessary. 

 
Scenario 1 Recommended Policy Actions: Pre-Emergency 
 
The primary policy objective at this stage will be to discourage anticipatory “topping off” that would 
further strain supplies if a supply disruption actually occurs.  Depending on the lead-time available, CEO 
should also start preparing to implement various policies in case the situation deteriorates.  Designated 
CEO staff should update contact lists and the baseline information templates (as described in Task 2).  If 
CEO has entered into a stand-by contract with an energy consulting firm, update the risk assessment 
model and/or arrange for briefings to evaluate the expected impacts on the likely timing, severity, 
duration, and implications of the fuel emergency for the state of Colorado. 
 
Scenario 2 Recommended Policy Actions:  Regional Distribution Disruption 
 
Regional disruptions in the availability of fuel are most likely to result from natural or human-induced 
events that occur with little or no advance warning.  With the possible exception of an industrial-caused 
outage of a major refinery, regional distribution disruptions will probably be caused by events that will 
also impact other essential services and require coordinated emergency responses.  As a result, CDHSEM 
will probably activate the Emergency Operations Center (EOC) and the CEO would be part of a larger 
response and recovery team led by DEM.  CEO’s role in these cases will be to provide timely information 
on the location and causes of fuel shortages (as described in Task 2) so that the agencies restoring 
electricity, transportation access, information technology (IT) and providing other emergency services 
can be appropriately tasked and scarce resources (including fuel) most effectively allocated.   
 

                                                           
 

4 See Metzger and Goldfarb “The Effectiveness of Odd-Even Gasoline Rationing”, Atlantic Economics Journal, 
December 1983, pp49-58. .  This study was the only one found that systematically evaluated the effectiveness of 
the program and even it was more of an academic modeling exercise than an empirical assessment. 
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If emergency and infrastructure recovery efforts are being hampered by lack of fuel, CEO should inform 
CDHSEM and local distributors (usually through local CDHSEM personnel) of those shortages.  In some 
cases, local governments have stand-by agreements in place, and even where this is not the case, 
private industry will generally be in the best position to develop alternative fuel delivery strategies to 
meet essential emergency service needs.  CEO’s role will be to identify where the shortages require 
corrective action by public agencies (e.g., restoring power, opening roads, serving vulnerable 
populations) and to inform the appropriate agencies about those needs.  
 
Scenario 3 Recommended Policy Actions:  Major Fuel Shortage 
 
Under conditions of substantial and prolonged shortages (e.g., a week or more) of fuel on a widespread 
basis, the CEO will be called on to take the lead in identifying policies and programs to enhance supply 
and manage demand.  These situations will require in-depth Situation Assessments and careful analysis 
of proposed policy responses.  Given the complexity of the fuel supply chain and the primary role of the 
private sector in organizing the response to a crisis, it will be important to coordinate closely with the 
industry through the EAAG and with the assistance of an energy consulting firm.    
 
Unfortunately, as noted, there has been little analysis of which policies were or were not effective in 
dealing with prior energy emergencies.  As a general proposition, the more prices can be allowed to 
move upward in response to supply shortages, the less severe the shortages and general disruptions will 
be, but the worse the impacts on lower-income groups and those with long commutes. Additionally, 
there is the possibility that individuals, acting under crisis conditions, will not behave as rational 
consumers and will drive the price of fuel up to unjustifiable/insupportable levels. There will be strong 
public pressure to do something to limit unwarranted price increases and to alleviate selective 
hardships.  The goal should be to pick those actions that will have the greatest impact in reducing 
demand while avoiding high administrative costs and unintended consequences. 
 
CEO will also need to coordinate its policy response with other state and federal agencies. DHSEM will 
take the lead in this area. At the state level, the following agencies are likely to be crucial: 

 CDOT is essential in maintaining transportation networks 

 CDPS/CSP serves an essential law enforcement function 

 CDPHE monitors vulnerable populations 

 DHSEM serves an essential coordination function and also has access to a limited number of 
generators 

 
The Department of Energy is the federal lead for ESF #12 and will take responsibility in the event of a 
very large-scale energy emergency. The Colorado Department of Agriculture is likely to be a key partner 
as keeping farms running will be a priority during a fuel emergency. In addition, during winter conditions 
farms will require fuel to heat livestock enclosures (e.g., pigs and chickens cannot tolerate extreme 
cold). 
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Appendix H: Colorado Aviation Facilities and Fuel 
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Colorado Aviation Facilities and Fuel 
 
As a key economic and transportation resource, aviation is a major consumer of liquid fuels.  Airfields 
store and handle a variety of fuels depending on the aircraft being supported: 

 Mogas (motor gas) is used by some piston engine aircraft 

 Aviation Gas (100LL “100 low lead”) is the most common aviation gas 

 Jet-A is the standard fuel used by jet aircraft. 
 
Average 2008 daily sales/delivery in Colorado: 

 Aviation gas=65,000 gallons. 

 Jet fuel=1,330,700 gallons.5 
 
Denver International Airport receives its fuel by pipeline.  Other airfields are served by tanker truck 
deliveries.  Per the Colorado Aviation System Plan-2005 (accessible at http://www.colorado-
aeronautics.org/SystemPlan/Colorado_ExecutiveSummary%201.pdf), Colorado has 75 airports. 

 
 

 

 
 
 
 

 
 
 

 
 
 

For additional information, contact the CDOT-Aeronautics Division at 303- 261-4418 or access an 
interactive version of this map at (http://www.colorado-aeronautics.org/aeromap.htm).  Of these 
airport, thirteen (plus Denver International) have scheduled commercial service and twelve more are 
characterized as “major airports” by the Colorado Department of Transportation-Aviation Division.  The 
following is a list of the commercial and major airports in Colorado. 

 
 
 
 

                                                           
 

5 Source: http://tonto.eia.doe.gov/dnav/pet/xls/pet_cons_prim_dcu_SCO_a.xls#'Data 3'!A1     

Commercial Service 

Airports (passenger 

Service) 

Reliever Airports  

Reliever Airports  

http://www.colorado-aeronautics.org/SystemPlan/Colorado_ExecutiveSummary%201.pdf
http://www.colorado-aeronautics.org/SystemPlan/Colorado_ExecutiveSummary%201.pdf
http://www.colorado-aeronautics.org/aeromap.htm
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Commercial and Major Colorado Airports6 
 

Type Airport Contact Title Phone Email 

Com Aspen-Pitkin County Jim Elwood Dir. of 
Aviation 

970-429-2851  jime@co.pitkin.co.us 

Major Centennial Robert Olislagers Director 303-790-0598 rolislangers@centennial-
airport.com 

Major Colorado Plains/Akron George Reese 
Or 
Randy Hayes 

Mayor 970-345-2397 
 

akrontwon@centurytel.net 

Com Colorado Springs Troy Stover   719-550-1910  tstover@springsgov.com 

Com Cortez Russ Machen Airport Mgr 970-565-7458  cortezairport@yahoo.com 

Com Denver International Steve Lee Ops Mgr. 303-342-2206  lees@dia.denver.co.us 

Com Durango/La Plata County Ron Dent Dir. of 
Aviation 

970-382-6069  dentrb@ci.durango.co.us 

Com Eagle County Regional Ovid Seifers Director 970-524-8246  ovid.seifers@eaglecounty.us 

Major Front Range (Watkins) Dennis R. Heap Director 303-261-9100 dheap@ftg-airport.com 

Com Ft. Collins/Loveland Dave Gordon Mgr 970-962-2852  gordod@ci.loveland.co.us 

Major Garfield County Regional Brian Condie Airport Mgr 970-625-1091 director@requestrifle.com 

Major Greeley/Weld Cnty Michael A. 
Reisman 

Airport Mgr 970-336-3000 reisman@gxy.net 

Com Gunnison Kathie Lucas Airport Mgr 970-641-2304  klucas@co.gunnison.co.us 

Major Kit Carson (Burrlington) Mark Hutton Asst. City 
Adm. 

719-346-5352 amaviation@rebeltec.net 

Major Lamar Bill Pfeilsticker Airport Mgr 719-336-1303 bill.pfeilsticker@ci.lamar.co.
us 

Major Meeker/Rio Blanco & 
Rangely 

Sam Lopez County 
Airport 
Coordinator 

970-878-9430 
970-878-4769 

johnny.titmus@gmail.com 
sk.lopez@hotmail.com  

Com Montrose Arnold Lloyd Airport Mgr 970-249-3433   

Major Perry Stokes (Trinidad) Leslee Fresquez Proj. 
Coord. 

719-846-4777 leslee.fresquez@yahoo.com  

Com Pueblo Tom Martinez Airport Mgr 719-553-2760  jbrienza@pueblo.us 
tmartinez@pueblo.us  

Major Rocky Mntn (Broomfield) Kenneth Maenpa Airport Mgr 303-271-4850 kmaenpa@flyrmma.com 

Com San Luis Valley 
(Alamosa) 

Barry Shioshita Airport Mgr. 719-589-4848   

Major Stevens Field (Pagosa 
Springs) 

Kate Alfred Airport Mgr 970-731-3060 airport@archuletacounty.org 

Com Telluride Richard Nutall Airport Mgr 970-728-5313 tex@telluridecolorado.net 

Major Vance Brand (Longmont) Tim Barth Airport Mgr 303-651-8431   

Com Walker Field/Grand 
Junction 

Rex Tippetts Airport Mgr 970-276-5004  rtippetts@walkerfield.com 

Com Yampa Valley 
Regional/Haden 

Dave E. Ruppel Airport Mgr 970-276-5004 druppel@co.routt.co.us  

                                                           
 

6 Sources: http://www.coloradoairports.org/members_by_arpt.htm  and http://www.colorado-
aeronautics.org/aeroairportsdirectory.htm  

mailto:jime@co.pitkin.co.us
mailto:rolislangers@centennial-airport.com
mailto:rolislangers@centennial-airport.com
mailto:akrontwon@centurytel.net
mailto:tstover@springsgov.com
mailto:cortezairport@yahoo.com
mailto:lees@dia.denver.co.us
mailto:dentrb@ci.durango.co.us
mailto:ovid.seifers@eaglecounty.us
mailto:dheap@ftg-airport.com
mailto:gordod@ci.loveland.co.us
mailto:director@requestrifle.com
mailto:reisman@gxy.net
mailto:klucas@co.gunnison.co.us
mailto:amaviation@rebeltec.net
mailto:bill.pfeilsticker@ci.lamar.co.us
mailto:bill.pfeilsticker@ci.lamar.co.us
mailto:johnny.titmus@gmail.com
mailto:sk.lopez@hotmail.com
mailto:leslee.fresquez@yahoo.com
mailto:jbrienza@pueblo.us
mailto:tmartinez@pueblo.us
mailto:kmaenpa@flyrmma.com
mailto:airport@archuletacounty.org
mailto:tex@telluridecolorado.net
mailto:rtippetts@walkerfield.com
mailto:druppel@co.routt.co.us
http://www.coloradoairports.org/members_by_arpt.htm
http://www.colorado-aeronautics.org/aeroairportsdirectory.htm
http://www.colorado-aeronautics.org/aeroairportsdirectory.htm
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9. Endnotes and References for Further Reading 

9.1 References for Further Reading 
The following is a selected list of publications and related documents that have been assessed in the EA 

Planning process to establish a level of capability for responding to and recovering from an energy 

emergency as well as building energy assurance.  This assessment establishes the alignment of State to 

Federal, State to State, State to local, and State to private sector response and recovery capability.  

Table 9-1: Summary of Publications 

Category Report Name Source/Organization 

State and Regional Plans, 
Reports, and Studies 

2007 State Energy Emergency 
Response Plan (SEERP) 

 

State and Regional Plans, 
Reports, and Studies 

2009 Liquid Fuels Plan – Revised 
2012 

 

State and Regional Plans, 
Reports, and Studies 

State Natural Hazards 
Mitigation Plan (2013) 

 

State and Regional Plans, 
Reports, and Studies 

Colorado Rural Electric Natural 
Hazards Mitigation Plan – 2010 

 

State and Regional Plans, 
Reports, and Studies 

Drought Hazard Response and 
Mitigation Plan 

 

State and Regional Plans, 
Reports, and Studies 

Tri-State Crisis Management 
Procedures  

 

Alignment with National and 
State Planning Mechanisms 

The National Framework for 
Disaster Management 

 

Alignment with National and 
State Planning Mechanisms 

The National Response 
Framework (NRF)  

 

Alignment with National and 
State Planning Mechanisms 

National Homeland Security 
Strategy 

 

Alignment with National and 
State Planning Mechanisms 

U.S. Department of Energy 
Strategic Plan, May 2011 

 

Alignment with National and 
State Planning Mechanisms 

Blueprint for a Secure Energy 
Future - The White House, 2011 

 

Alignment with National and 
State Planning Mechanisms 

Energy Security in the United 
States – Congressional Budget 
Office, May 2012 

 

Alignment with National and 
State Planning Mechanisms 

Local Energy Assurance Plans  

Risk Related Standards, Reports 
and Studies 

Guidelines for Smart Grid 
Cybersecurity - NIST IR 7628, 
September 2014 

 

Risk Related Standards, Reports 
and Studies 

Roadmap to Achieve Energy 
Delivery Systems Cybersecurity - 
2011 
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Risk Related Standards, Reports 
and Studies 

Geomagnetic Storms and Their 
Impact on the U.S. Power Grid – 
Metatech, 2010 

 

Risk Related Standards, Reports 
and Studies 

Global Risk – 2012: an Initiative 
of the Risk Response Network 

 

Colorado Energy Publications Connecting Colorado’s 
Renewable Resources to the 
Markets – SB 07-091 Report, 
Dec. 21, 2007 

 

Colorado Energy Publications Connecting Colorado’s 
Renewable Resources to the 
Markets in a Carbon-
Constrained Electricity Sector -
Renewable Energy 
Development Infrastructure: 
REDI Report  Dec. 2009   

 

Colorado Energy Publications Colorado’s Generation and 
Transmission Baseline Study – 
2009 

 

Colorado Energy Publications A Blueprint for a New Energy 
Economy 

 

Colorado Energy Publications 2010 Utilities Report  

Colorado Energy Publications Deploying Smart Grid in 
Colorado - Colorado Smart Grid 
Task Force, Created by SB 10-
180 

 

Colorado Energy Publications Solar PV and Small Hydro 
Valuation – R.W. Beck/SAIC – 
2011 

 

Colorado Energy Publications Thirty-Five Percent Wind and 
Solar Integration Study 

 

Colorado Energy Publications Colorado Energy Report - 2014  

Colorado Energy Publications KIN Energy Report - 2013  

Climate Initiatives 2015 Colorado Climate Plan: 
State Level Policies and 
Strategies to Mitigate and 
Adapt 

 

Climate Initiatives 2014 Climate Change in 
Colorado Report 

 

Climate Initiatives Colorado Climate Action Plan 
2007 

 

Climate Initiatives Intergovernmental Panel on 
Climate Change Reports 

 

Climate Initiatives Climate Change – Regulatory 
Initiatives 
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In the Community Profile section, some legislative activities were highlighted in relationship to 

renewable energy solutions and the role of the CEO in the management of energy sector issues.  Some 

publications related to those legislative activities are summarized here.  Although the main focus of the 

selected planning mechanisms is to substantiate Colorado’s progress in building energy assurance, they 

also link State agencies’ activities that collectively build overall in-house and regional capability to 

respond and recover from an energy sector disruption. 

9.1.1 State and Regional Plans, Reports, and Studies 

 2007 State Energy Emergency Response Plan (SEERP) 

The predecessor to the Colorado Energy Assurance Emergency Plan was reviewed in full to evaluate any 

existing gaps in the Plan and utilize pertinent data appropriately.   

 

2009 Liquid Fuels Plan – Revised 2012 

Colorado’s Liquid Fuels Emergency Action Plan, which is an emergency crisis action guide in the case of a 

liquid fuels shortage or disruption. 

 

State Natural Hazards Mitigation Plan (2013) 

This Plan is crucial to State assets and associated natural hazard zones.  A risk and vulnerability 

assessment is conducted every five years to update this plan by strict FEMA Hazard Mitigation 

Regulations.  Areas and assets most vulnerable to specific hazards and hazard zones are cited and 

mapped by county.  A mitigation strategy is then developed to address those most at risk.      

Link to Plan: http://www.dhsem.state.co.us/emergency-management/mitigation-

recovery/mitigation/state-colorado-natural-hazards-mitigation-plan  

Colorado Rural Electric Natural Hazards Mitigation Plan – 2010 

This plan is a natural hazards mitigation plan for rural electric providers as part of the State Natural 

Hazard Mitigation Plan that meets or exceeds federal standards while strengthening disaster resilience 

and recovery capabilities of the State’s rural electric providers. Hazards include blizzards, ice storms, 

windstorms, tornadoes, fires, landslides and floods  

Link to Plan: 

http://dhsem.state.co.us/sites/default/files/Colorado%20Rural%20Electric%20Natural%20Hazards%20

Mitigation%20Plan.pdf  

Drought Hazard Response and Mitigation Plan 

A comprehensive risk and vulnerability assessment on the Drought hazard, which is also an annex to the 

State Natural Hazard Mitigation Plan, developing a response strategy and mitigation actions to reduce 

the impacts of Drought.  An element of the Plan examines the impacts on the Energy Sector. 

 

Tri-State Crisis Management Procedures  

This document is a crisis procedure manual for energy emergencies that impact Tri-State Generation and 

Transmission assets and services. 

http://dhsem.state.co.us/sites/default/files/Colorado%20Rural%20Electric%20Natural%20Hazards%20Mitigation%20Plan.pdf
http://dhsem.state.co.us/sites/default/files/Colorado%20Rural%20Electric%20Natural%20Hazards%20Mitigation%20Plan.pdf
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9.1.2 Alignment with National and State Planning Mechanisms 

The National Framework for Disaster Management 

Integrating an Energy Assurance Plan into existing National and State planning mechanisms is complex in 

that “traditional” energy plans normally outline actions to be taken in the effort to accomplish an energy 

conservation goal, efficiency goal, emissions reduction, or a goal to implement renewable energy 

facilities, where an Energy Assurance Plan must incorporate the philosophy of comprehensive 

emergency management best practices into the framework of a traditional Energy Plan.  It is not a 

perfect fit.  Enhancing energy reliability from the perspective of emergency preparedness and response, 

or recovery and mitigation programs can be extremely difficult.  The energy industry with its 

complicated power delivery systems and its interdependencies on sector-specific operations doesn’t 

allow for a simplified process to identify implementable actions during an emergency that will assist 

utilities in power delivery continuity; however blending strategies that includes focusing on potential 

risk and vulnerabilities while building a new energy portfolio will help those that monitor such systems 

to recognize early symptoms of a potential energy disruption.  Strategies that create solid partnerships 

between the utility professional and the emergency management practitioner can provide a workable 

framework to accomplish goals from both perspectives. 

 

The National Response Framework (NRF)  

The NRF defines the; who, what, and how of core response concepts that can be applied at all levels of 

government.  It stresses the importance of planning and the necessity for a resource support network 

with the intention for State and local governments to adopt and apply it.  The NRF is a response policy 

and an operational coordination doctrine intended to accelerate incident assessment and response.  It 

promotes unity and influences the manner in which policy and plans are developed.  The five key 

principles are to (1) engaged partnership, (2) tiered response, (3) scalable, flexible, and adaptable 

operational capabilities, (4) unity of effort through unified command, and (5) readiness to act.  The 

National Incident Management System (NIMS) and the Incident Command System (ICS) are 

management and operational systems that provide a structure for multiple agencies to coordinate 

effectively in an Emergency Operations Center (EOC) and on scene of an incident.  The Emergency 

Management Assistance Compact (EMAC), is a congressionally ratified compact, which is a mechanism 

by which one state can ask for resource assistance from any other state that is an EMAC participant.  An 

essential element of these structure templates is the necessity to clarify the roles and responsibilities of 

all levels of players in disaster operations, which includes: Local Governments; State, Territories, and 

Tribal Governments; Federal Governments; and the Private Sector and Non-Governmental 

Organizations.  Engaging all partners in activities that enhance preparedness greatly increases the 

strength of united capabilities.  In building a comprehensive emergency management program 

establishes a proactive attitude rather than a reactive attitude.      

The development of the Plan is based upon the principles of the NRF and the National Homeland 

Security Strategy, which is supported through other strategies, plans and ongoing efforts.  It further 

compliments the National Infrastructure Protection Plan (NIPP) by serving as a tool to address response 

and recovery activities specific to the energy sector’s critical infrastructure and key resources (CIKR).  

National Priorities and Scenarios were taken into consideration in the design of the Intra-State and Inter-
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State Exercises facilitated for Colorado’s energy sector and emergency management stakeholders.  

Lessons learned were incorporated into the Plan, which provides four strategies detailed in the Action 

Plan Section, which addresses Response, Recovery, Mitigation, and Public Information.  

NRF Website: http://www.fema.gov/national-response-framework  

U.S. Department of Energy Strategic Plan, May 2011 

This Plan focuses on America’s security and prosperity by addressing its energy, environmental, and 

nuclear challenges and seeks to create economic competitiveness through science and technology.  It 

intends to answer the need to minimize nuclear threats while simultaneously building a new nuclear 

framework.  It is a strategy to deploy existing technologies and accelerating new technologies to 

advance national conversation on energy.  It includes a strategy for additional research in subatomic 

physics, climate science, chemicals and materials.  This agency hopes to increase transparency to 

strengthen the energy sector as a whole by partnering with the private sector, and supporting the 

scientific community and its findings.  

DOE Strategic Plan Website: http://energy.gov/sites/prod/files/2011_DOE_Strategic_Plan_.pdf  

Blueprint for a Secure Energy Future - The White House, 2011 

A Blueprint for securing America’s Energy Supplies by expanding safe and responsible domestic oil and 

gas development and production and by leading the world toward safer, cleaner and secure energy 

supplies.  It provides: 

 Consumers with choices to reduce costs and save energy by reducing costs at the pump with 

more efficient cars and trucks and cutting energy bills with more efficient homes and buildings. 

A process to a clean energy future by harnessing America’s clean energy potential, clean energy 

research development, and leading by example with the federal government. 

Link to the Report: http://www.whitehouse.gov/sites/default/files/blueprint_secure_energy_future.pdf  

Energy Security in the United States – Congressional Budget Office, May 2012 

This report provides a snapshot of the vulnerability of Energy Markets and potential impacts of 

disruptions.  It displays energy consumption statistics and comparisons charts, addresses the global 

market oil production capacity, electricity generation spare capacity and flexibility, transportation sector 

impacts, options for reducing energy costs, and promoting policy change to reduce the impact on the 

consumer. 

Link to the Report: http://www.cbo.gov/sites/default/files/cbofiles/attachments/05-09-

EnergySecurity.pdf  

Local Energy Assurance Plans 

Six municipalities received funding for LEAP’s in Colorado; the Cities of Aurora, Denver, Lakewood, 

Wheat Ridge, Aspen, and Durango.  Throughout the State’s EA Planning process, the Denver –Metro 

municipalities have been an active stakeholder in the States efforts to plan for energy assurance.  Aurora 

and Denver have completed their plans with Lakewood and Wheat Ridge near complete.  Each LEAP is 

http://www.fema.gov/national-response-framework
http://energy.gov/sites/prod/files/2011_DOE_Strategic_Plan_.pdf
http://www.whitehouse.gov/sites/default/files/blueprint_secure_energy_future.pdf
http://www.cbo.gov/sites/default/files/cbofiles/attachments/05-09-EnergySecurity.pdf
http://www.cbo.gov/sites/default/files/cbofiles/attachments/05-09-EnergySecurity.pdf
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unique to its own specificities, yet is aligned with the State’s overarching goals.  Through intra-state 

collaboration regional planning opportunities have surfaced; thus, improving capability on a regional 

level. 

The City of Ft. Collins and Colorado Springs were also stakeholders in the EA Planning process.  Though 

their plans are for official city business, they have brought valuable information to the table for this 

process.  The City of Ft. Collins shared the pros and cons of a Smart Meter program piloted in their city 

and Colorado Springs participated in the Cyber Security workshop and exercise providing a cyber 

security working group opportunity to EA stakeholders. 

9.1.3 Risk Related Standards, Reports and Studies 

Guidelines for Smart Grid Cybersecurity - NIST IR 7628, September 2014 

This publication of standards is delivered by the Smart Grid Interoperability Panel-Cyber Security 

Working Group of the National Institute of Standards and Technology Interagency Reports.  It is a 

comprehensive security analysis of the Smart Grid from the bottom up to include logical architecture 

and interfaces.  It offers a set of guidelines that should be considered, at a minimum, for securing a 

Smart Grid environment from cyber-attack. 

Link to Report: http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf  

Roadmap to Achieve Energy Delivery Systems Cybersecurity - 2011 

This report outlines a strategic framework over the next decade among industry, vendors, academia, and 

government stakeholders to design, install, operate, and maintain a resilient energy delivery system 

capable of surviving a cyber incident while sustaining critical functions. 

Link to Report: 

http://energy.gov/sites/prod/files/Energy%20Delivery%20Systems%20Cybersecurity%20Roadmap_final

web.pdf  

Geomagnetic Storms and Their Impact on the U.S. Power Grid – Metatech, 2010 

A comprehensive analysis of the impacts of a Geomagnetic Storm on the Electric Grid. 

Link to Report: http://fas.org/irp/eprint/geomag.pdf  

Global Risk – 2012: an Initiative of the Risk Response Network 

A global Risk Response Network Initiative.  This Initiative is a comprehensive global analysis of the 

vulnerabilities and risks from a global perspective.  In short, the failure of government systems and cyber 

security are among the highest risks with the most uncertain response solution. 

Link to Report: http://www.weforum.org/reports/global-risks-2012-seventh-edition 

9.1.4 Energy Publications 

Connecting Colorado’s Renewable Resources to the Markets – SB 07-091 Report, Dec. 21, 2007 

Colorado Senate Bill 07-091, Report of the Task Force for Renewable Resource Generation Development 

Areas: The Task Force was given the charge to map the renewable resources throughout the State of 

Colorado. This report contains maps of these resources and identifies “Generation Development Areas” 

where the resource can be developed with competition among developers for utility-scale wind and 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf
http://energy.gov/sites/prod/files/Energy%20Delivery%20Systems%20Cybersecurity%20Roadmap_finalweb.pdf
http://energy.gov/sites/prod/files/Energy%20Delivery%20Systems%20Cybersecurity%20Roadmap_finalweb.pdf
http://fas.org/irp/eprint/geomag.pdf
http://www.weforum.org/reports/global-risks-2012-seventh-edition
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solar projects. The report also identifies local development opportunities for geothermal, hydroelectric 

power, biomass, and ethanol. The maps identify existing generation and where high voltage 

transmission is needed to bring renewable resources to the markets. Link to Report:  

http://www.energy.ca.gov/reti/documents/2007-12-21_CO_%20SB91_Task_Force_Report.pdf 

Connecting Colorado’s Renewable Resources to the Markets in a Carbon-Constrained Electricity Sector 

-Renewable Energy Development Infrastructure: REDI Report  Dec. 2009   

This publication ensures Colorado’s ability to move forward with an energy assurance strategy.  It serves 

as a comprehensive analysis of the potential for renewable energy development in Colorado and its 

recommendations for ground-breaking progress to meet the goals of SB 07-91, reducing carbon dioxide 

emissions by 20% by the year 2020.  It is essentially a CO2 reduction plan.  In efforts to do so, the REDI 

report identifies generation development areas and the challenges of bringing renewable power to the 

demand markets.  Initial steps would include the need to greatly increase investment; accelerate 

construction; increase the use of natural gas while reducing the number of coal operated plants; the 

development of a long range transmission plan where a balancing authority would pay special attention 

to Colorado’s wildlife, lands, scenic and natural resources.  Colorado would need robust participation 

incentives.  To develop a strategy, consumption trends were first analyzed.  Three modeling scenarios 

were conducted to project where Colorado would be if: 

1) The current energy demand and consumption rate were to continue;  

2) The expected “reduced” demand and consumption were maintained; and, 

3) A scenario which writes the formula to arrive at the answer by working in reverse.  What will it 

take to actually accomplish those 2020 goals?   

Each scenario pointed to the level of dedication needed to accomplish success.  Changes in regulatory 

and policy structure to reflect new programs would be necessary; Implementing an aggressive demand-

side measures strategy and enforcing it would be challenging but critical; Planning for a carbon 

constrained environment was dependent upon buy-in and compliance from providers as well as 

consumers; The “how-to’s” for balancing power generation and demand; Monitoring flows for heating 

limits; Systems planning, design and maintenance;  Demand-response by changing the timing using 

automated controls - Smart Grid technologies; and benefactors of distributed generation are but a few 

examples of an aspiring successful renewable energy portfolio.  Through each phase of implementation 

consideration to local, state, and federal affairs, private enterprise, energy conservation, efficiency, 

infrastructure, population growth and much more would have to be the operating picture.  A 

Transmission Task Force on Reliable Electricity Infrastructure was established for oversight.   

Link to Report: http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-

Disposition&blobheadername2=Content-

Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blob

headervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&s

sbinary=true 

Colorado’s Generation and Transmission Baseline Study – 2009 

http://www.energy.ca.gov/reti/documents/2007-12-21_CO_%20SB91_Task_Force_Report.pdf
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22REDI+Report+%28Full+Version%29.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251746588129&ssbinary=true
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This study is a portion of the REDI that looks at CO’s generation and transmission infrastructure by 

examining the existing power system, and the factors involved in achieving maximum economic societal 

benefits from electricity production from conventional and renewable resources. 

 Generation: A successful large-scale shift to clean energy which demands a bold commitment by 

utilities, regulators, and policymakers for power to be delivered to consumers efficiently and 

economically. 

 Transmission: The transmission system in Colorado is stressed and is in urgent need of 

improvement investment. Improving transmission capacity is a key to expanding future 

development of wind and other variable renewable resources in Colorado.  

 Senate Bill 07-100: The new law affects Colorado utilities that are subject to rate regulation by 

the Colorado Public Utilities Commission (PUC).  It directs the PUC to allow current recovery of 

the costs of planning, developing and completing the construction or expansion of transmission 

facilities that have been approved by the PUC through a separate rate adjustment clause that 

can be changed annually.  Also allows PUC to grant certificates of public convenience and 

necessity (CPCN) for new transmission facilities serving GDAs needed by utilities in order to 

comply with the Renewable Energy Standard (RES) Amendment 37, HB 10-1001. 

Larger Balancing Authority 

Link to Report: 

http://hermes.cde.state.co.us/drupal/islandora/object/co%3A8449/datastream/OBJ/download/Colorad

o_generation_and_transmission_baseline_assessment.pdf 

A Blueprint for a New Energy Economy 

This publication tells the story of Colorado’s New Energy Economy.  Key elements ensure long-term 

market transformation, which has taken into consideration jobs, protection of the state’s beauty and its 

clean, inexhaustible energy.  Uniting researchers and the private sector through the Colorado 

Renewable Energy Collaboratory to train the next generation of scientists and engineers would reinforce 

the reputation of Colorado as a leader in renewable energy. The National Renewable Energy Laboratory 

(NREL) would partner with Colorado’s three major research universities: the University of Colorado, 

Colorado State University and the Colorado School of Mines. NREL is the only federal laboratory 

dedicated to the research, development, commercialization and deployment of renewable energy and 

energy efficient technologies.  It is “focused on advancing the U.S. Department of Energy’s and the 

nation’s energy goals with areas of expertise including renewable electricity, renewable fuels, integrated 

energy system engineering and testing, and strategic energy analysis.”  (Source: Blueprint for a New 

Energy Economy) 

 

Link to Report: 

http://cnee.colostate.edu/graphics/uploads/BluePrintfortheNewEnergyEconomyColorado.pdf 

2010 Utilities Report 

This report is Colorado’s Electric and Gas Industries publication, which provides a profile on 65 electric 

and gas utilities.  Current statistics are provided in subsequent subsections. 

http://hermes.cde.state.co.us/drupal/islandora/object/co%3A8449/datastream/OBJ/download/Colorado_generation_and_transmission_baseline_assessment.pdf
http://hermes.cde.state.co.us/drupal/islandora/object/co%3A8449/datastream/OBJ/download/Colorado_generation_and_transmission_baseline_assessment.pdf
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Link to Report: http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-

Disposition&blobheadername2=Content-

Type&blobheadervalue1=inline%3B+filename%3D%222010+Utility+Report.pdf%22&blobheadervalue2=

application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251760307078&ssbinary=true 

Deploying Smart Grid in Colorado - Colorado Smart Grid Task Force, Created by SB 10-180 

This publication is the result of a study on the feasibility, cost, and timing of transitioning to a secure, 

resilient, and technologically advanced electric grid known as the “Smart Grid.”  Its focus included: 

 Challenges and Opportunities in Colorado 

 Workforce and Economic Development,  

 Consumer Issues and Data Management,  

 Distributed Energy Resources and Grid Management  

 Technical Specifications 

Grid Operations 

Results suggested: 

 Colorado positioned for Smart Grid implementation 

 Requires coordination and commitments from universities, research laboratories, and electricity 

industry for economic development opportunities 

 Consumer education and outreach needed 

 Smart Grid will make greater use of distributed energy resources, which reduce emissions and 

utilize electricity from renewable resources 

 Technical standards and specifications need to be developed and implemented 

 Increased monitoring, automation, and load-shifting ability, and increased solar participation 

from customers is essential to maintain reliability 

 Smart Grid should be implemented at a gradient depending upon how quickly the transition is 

expected to take place. 

 Winter weather (including heavy snow and ice) is the most frequent and costly natural hazards 

to damage utility CI.  It was also rated by the most REC’s as High or Medium impact by hazards.  

Next two (tied) were Fire and Lightning, with Windstorms close behind. 

Distribution Lines and Transformers were rated as most critical CI to electric infrastructure 

system, with transmission lines and control center close behind 

Link to Report: http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-

Disposition&blobheadername2=Content-

Type&blobheadervalue1=inline%3B+filename%3D%22Smart+Grid.pdf%22&blobheadervalue2=applicati

on%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251769834847&ssbinary=true 

Solar PV and Small Hydro Valuation – R.W. Beck/SAIC – 2011 

This study was an element of the EA Initiative to consider Smart Grid and Distributed Generation 

technologies.  It included: 

http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%222010+Utility+Report.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251760307078&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%222010+Utility+Report.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251760307078&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%222010+Utility+Report.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251760307078&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%222010+Utility+Report.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251760307078&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Smart+Grid.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251769834847&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Smart+Grid.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251769834847&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Smart+Grid.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251769834847&ssbinary=true
http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22Smart+Grid.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251769834847&ssbinary=true
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 Conduct a quantitative analysis of the hourly demand, loads, and the current projected 

renewable resources for the utility partners as a foundation for determining the individual 

production characteristics for solar PV and hydro.  

 Determine the value of distributed generation resources by accumulating the sum of individual 

benefits from energy, avoided capacity, emission reductions, loss savings, grid resiliency, and 

disaster recovery savings.  

 Identify the related cost and other impacts from distributed renewable resources and balance 

them against the identified benefits to assist the utility partners in building their own business 

case(s) for continued implementation of distributed renewable energy resource programs.   

Review each utility’s specific results in a broader and integrated context to identify common 

issues and results that support the CEO in its mission of promoting state-wide energy policies 

The study suggests:  

 High potential for real monetary value to smaller utilities.   

 Majority of utilities can derive benefit – near or long term– in supporting, and in some cases 

incenting, renewable generation in both small hydro and solar PV.   

Solar PV, hydro and other renewable energy systems, even at utility scale, are not a replacement 

for conventional generation, but rather a sound component of a balanced generating portfolio 

to serve Colorado. 

Distributed Generation Benefits: 

Solar PV could improve customer reliability if industry standards allowed “islanding” so that solar PV 

could provide power during a local or system outage.  Existing standards do not allow this practice 

because generation into the power grid without utility knowledge or control poses a safety hazard to 

utility personnel.  This practice would also require sophisticated metering and control systems to match 

the load with the solar PV at any given instance.  AMI and Smart Grid technology could provide the 

communications link to address these concerns and lead to changes in these restrictions.  (See Section 3 

of this Report for discussion of Grid Resiliency and distributed solar PV systems.) 

Thirty-Five Percent Wind and Solar Integration Study 

This Study was “to investigate operational impact of up to 35% energy penetration of wind, PVs, and 

concentrating solar power on the power system operated by the WestConnect group of utilities in AZ, 

CO, NV, NM, and WY. 

 Technical analysis indicates that it is feasible for the WestConnect region to reach 30% wind and 

5% solar energy penetration, provided there are key changes to current practice. 

 Balancing area cooperation 

 Sub-hourly scheduling (because of variability) 

 Access to underutilized transmission capacity 

 Variability of renewable energy impacts its utility 

 Challenges and potential of large-scale integration of wind and solar include 
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 Characterization of the capabilities of the non-renewable generation portfolio in greater 

detail (e.g., minimum turndown, ramp rates, cost of additional wear and tear) 

 Changes in non-renewable generation portfolio (e.g., impact of retirements, characteristics, 

and value of possible fleet additions or upgrades) 

 Reserve requirements and strategies (e.g., off-line reserves, reserves from non-generation 

resources)  

 Fuel sensitivities (e.g., price, carbon taxes, gas contracts and storage, hydro constraints and 

strategies) 

 Load participation or demand response (e.g., functionality, market structures, PHEV) 

 Forecasting (e.g., calibration of forecasting using field experience, strategies for use of short-

term forecasting) 

 Rolling unit commitment  

 Transmission planning and reliability analyses  

 Hydro flexibility  

Link to Report: http://www.nrel.gov/docs/fy10osti/47781.pdf 

9.1.5 Climate Initiatives 

The Plan is designed to understand and be prepared for all risks that may pose a threat to Colorado’s 

energy infrastructure.  The potential challenges from anthropogenic climate change are important 

because they represent a real risk necessitating management.   

2015 Colorado Climate Plan: State Level Policies and Strategies to Mitigate and Adapt  

The Colorado Climate Plan aims to improve Colorado’s ability to adapt to the effects of a changing 

climate and to increase its state agencies’ preparedness by encouraging the adoption of new state 

policies and strategies. The plan was developed by the Department of Natural Resources (DNR), the 

Colorado Department of Public Health and Environment (CDPHE), the Colorado Energy Office (CEO), the 

Colorado Department of Transportation (CDOT), the Colorado Department of Agriculture (CDA), the 

Office of Economic Development and International Trade (OEDIT), and the Department of Local Affairs 

(DOLA), with input from key stakeholders.  

In the year following the release of this report, each participating in the development of this report will 

engage in sector specific public sessions on climate change. 

Link: http://cwcbweblink.state.co.us/WebLink/ElectronicFile.aspx?docid=196541&searchid=243b8969-

739b-448c-bd2d-699af9b7aea0&dbid=0 

2014 Climate Change in Colorado Report 

The 2014 report is a revision of a report previously released in 2008. The 2008 report covered five main 

areas: 

 The observed record of Colorado’s climate (since 1900) 

 A primer on climate models, emissions scenarios, and downscaling 

 The attribution of significant climate trends and events to climate change 

http://www.nrel.gov/docs/fy10osti/47781.pdf
http://cwcbweblink.state.co.us/WebLink/ElectronicFile.aspx?docid=196541&searchid=243b8969-739b-448c-bd2d-699af9b7aea0&dbid=0
http://cwcbweblink.state.co.us/WebLink/ElectronicFile.aspx?docid=196541&searchid=243b8969-739b-448c-bd2d-699af9b7aea0&dbid=0
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 Projections of Colorado’s climate for the mid-21st century  

 Implications of the changing climate for water resources 

  

The 2014 report then expanded the scope of the original reports and improved upon information 

particularly in the sections pertaining to: 

 Establishing the global context for Colorado’s climate (Section 1-2) 

  Practical definitions of weather, climate variability and climate change (Section 1-3) 

  The processes influencing Colorado’s current climate (Section 2-1) 

  Observed snowpack and streamflow trends (Section 2-4) 

  Observed climate and weather extremes (Section 2-6) 

  The paleoclimate of Colorado (Section 2-7) 

  Downscaling approaches used in recent studies (Section 3-5) 

  Linking observed changes in Colorado to global changes (Section 4; formerly titled “Climate 

attribution”)  

Link: http://wwa.colorado.edu/climate/co2014report/Climate_Change_CO_Report_2014_FINAL.pdf 

Colorado Climate Action Plan 2007 

November 2007, the Colorado Climate Action Plan was published laying out a path to reduce 

greenhouse gas emissions 20 percent by 2020 by   

 Provide Greener Electricity 

 Research and Innovation for Coal, Natural Gas and Renewable Energy 

 Recycle/Solid Waste 

 Report Emissions 

 Lead by Example 

 Regional Carbon Emissions Trading 

 Foster an Educated Workforce 

Adapt to Climate Change 

Link to Report:  http://cnee.colostate.edu/graphics/uploads/ColoradoClimateActionPlan.pdf  

Intergovernmental Panel on Climate Change Reports 

The IPCC is a scientific body.  It reviews and assesses the most recent scientific, technical and socio-

economic information produced worldwide relevant to the understanding of climate change.  It is 

comprised of three working groups.  

 The IPCC Working Group I (WG I) assesses the physical scientific aspects of the climate system 

and climate change 

 The IPCC Working Group II (WG II) assesses the vulnerability of socio-economic and natural 

systems to climate change, negative and positive consequences of climate change, and options 

for adapting to it. It also takes into consideration the inter-relationship between vulnerability, 

adaptation and sustainable development. 

http://wwa.colorado.edu/climate/co2014report/Climate_Change_CO_Report_2014_FINAL.pdf
http://cnee.colostate.edu/graphics/uploads/ColoradoClimateActionPlan.pdf
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The IPCC Working Group III (WG III) assesses options for mitigating climate change through 

limiting or preventing greenhouse gas emissions and enhancing activities that remove them 

from the atmosphere. The sectors include energy, transport, buildings, industry, agriculture, 

forestry, waste management. 

Climate Change – Regulatory Initiatives 

 Large emitters of greenhouse gases (GHG) are required by the U.S. Environmental Protection 

Agency (EPA) to begin collecting GHG emissions data under a national reporting system, 

beginning as early as January 1, 2010. The reporting covers approximately 85 percent of the 

nation’s GHG emissions and 10,000 facilities. This reporting rule is called the Mandatory 

Reporting of Greenhouse Gases Rule, promulgated in October 2009. 

Additionally, large stationary sources of GHG are required under the Prevention of Significant 

Deterioration (PSD) and Title V Operating Permit programs to obtain permits for construction or 

operation of their facilities effective January 2, 2011. The EPA has estimated that this will affect an 

additional 550 facilities nationwide, up to 15,550 in total. This permitting related rule is called the 

Prevention of Significant Deterioration and Title V Greenhouse Gas Tailoring Rule, promulgated in June 

2010, and commonly called the Tailoring Rule. 

9.2 Endnotes 

1 Colorado Department of Homeland Security & Emergency Management website, available at 
http://www.dhsem.state.co.us/emergency-management/operations/state-emergency-operations-plan 
2 State Emergency Operations Plan (SEOP) 
3 National Response Framework (NRF) 
4 2010 U.S. Census 
5 United States Census Bureau website, State & County QuickFacts, available at 
http://quickfacts.census.gov/qfd/states/08000.html 
6 "Annual Estimates of the Resident Population for Counties of Colorado: April 1, 2010 to July 1, 2014". 2014 
Population Estimates. US Census, Population Division. April 2015. Retrieved April 16, 2015. 
7 Ibid 
8 Business Insider as stated in the Denver Business Journal , “Colorado’s economy ranked No. 3 in U.S. by Business 
Insider”, March 3, 2015, available here 
http://www.bizjournals.com/denver/blog/broadway_17th/2015/03/colorados-economy-isnt-no-1-anymore-but-
its-still.html 
9 Home Heating Emergency Assistance through Transportation Act (HHEATT) and the Home Heating Act 
10 http://www.state.nj.us/bpu/commercial/erb/ 
11 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
12 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
13 http://www.ct.gov/deep/lib/deep/energy/cep/deep_draft_connecticut_comprehensive_energy_strategy_-
_executive_summary.pdf 
14 http://www.nissan-global.com/EN/NEWS/2015/_STORY/150312-01-e.html  
15 http://www.losangeles.af.mil/news/story.asp?id=123432415 
16 http://energy.gov/articles/how-microgrids-work http://www.forbes.com/sites/kensilverstein/2015/04/22/with-
reliability-and-security-at-stake-microgrids-are-going-mainstream/ 

                                                           
 

http://quickfacts.census.gov/qfd/states/08000.html
http://factfinder.census.gov/faces/tableservices/jsf/pages/productview.xhtml?src=CF
https://en.wikipedia.org/wiki/United_States_Census_Bureau
http://www.bizjournals.com/denver/blog/broadway_17th/2015/03/colorados-economy-isnt-no-1-anymore-but-its-still.html
http://www.bizjournals.com/denver/blog/broadway_17th/2015/03/colorados-economy-isnt-no-1-anymore-but-its-still.html
http://www.state.nj.us/bpu/commercial/erb/
http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf
http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf
http://www.ct.gov/deep/lib/deep/energy/cep/deep_draft_connecticut_comprehensive_energy_strategy_-_executive_summary.pdf
http://www.ct.gov/deep/lib/deep/energy/cep/deep_draft_connecticut_comprehensive_energy_strategy_-_executive_summary.pdf
http://www.nissan-global.com/EN/NEWS/2015/_STORY/150312-01-e.html
http://www.losangeles.af.mil/news/story.asp?id=123432415
http://energy.gov/articles/how-microgrids-work
http://www.forbes.com/sites/kensilverstein/2015/04/22/with-reliability-and-security-at-stake-microgrids-are-going-mainstream/
http://www.forbes.com/sites/kensilverstein/2015/04/22/with-reliability-and-security-at-stake-microgrids-are-going-mainstream/
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17 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
18 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
19 http://www.huffingtonpost.com/daniel-mcgahn/power-grid_b_2192554.html 
20 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
21 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
22 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
23 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
24 http://www.emnrd.state.nm.us/ECMD/RenewableEnergy/documents/Resilient-States.pdf 
25 https://www.cga.ct.gov/2011/rpt/2011-R-0389.htm 
26 http://www.governor.ny.gov/news/governor-cuomo-announces-strategic-fuel-reserve-upstate-new-york-help-
prepare-future-severe 
27http://www.naseo.org/data/sites/1/documents/energyassurance/eaguidelines/State_Energy_Assurance_Guideli
nes_Version_3.1.pdf#page=69 
28 https://www.eia.gov/electricity/capacity/ 
29 http://www.xcelenergy.com/Energy_Portfolio/Colorado_Communities_Served 
30 :http://www.nawindpower.com/issues/NAW1412/FEAT_01_Inside-Colorado-s-Wind-Integration-Success-
Story.html 
31https://www.blackhillsenergy.com/WebRequest/prodserv/display.do?stateId=CO&method=state&section=home 
32 :http://www.nawindpower.com/issues/NAW1412/FEAT_01_Inside-Colorado-s-Wind-Integration-Success-
Story.html 
33 http://canetree.com/~copubpow/index.php/34-about-camu-a-public-power/about-camu 
34 http://canetree.com/~copubpow/index.php/34-about-camu-a-public-power/about-camu 
35 http://www.eia.gov/state/data.cfm?sid=CO#ReservesSupply 
36 https://www.wecc.biz/Reliability/2014LAR_MethodsAssumptions.pdf 
37https://www.wecc.biz/Administrative/WECC_BAMap.pdf 
38 http://www.aerotechnews.com/blog/2016/01/04/2015-marks-science-technology-breakthroughs/ 
39 http://www.eia.gov/dnav/ng/ng_prod_wells_s1_a.htm 
40 http://www.eia.gov/state/?sid=CO 
41 http://www.eia.gov/naturalgas/data.cfm#pipelines 
42 http://www.eia.gov/state/data.cfm?sid=CO#ReservesSupply 
43 http://www.eia.gov/tools/faqs/faq.cfm?id=427&t=3 
44 U.S Energy Information Administration, Monthly Energy Review, Table 1.3 and 10.1 (March 2015), preliminary 
data 
45 http://www.eia.gov/beta/MER/index.cfm?tbl=T10.02B#/?f=A, 
http://www.eia.gov/beta/MER/index.cfm?tbl=T10.02C#/?f=A, . 
http://www.eia.gov/beta/MER/index.cfm?tbl=T07.02B#/?f=A . 
http://www.eia.gov/beta/international/rankings/#?prodact=2-12&iso=CHN&pid=29&aid=12&tl_id=12-
A&tl_type=a&cy=2012, http://www.eia.gov/beta/international/rankings/#?prodact=2-
12&iso=CHN&pid=34&aid=12&tl_id=12-A&tl_type=a&cy=2012 
46 http://www.eia.gov/beta/international/rankings/#?prodact=2-12&iso=CHN&pid=34&aid=12&tl_id=12-
A&tl_type=a&cy=2012 
47 http://www.eia.gov/state/data.cfm?sid=CO#ReservesSupply 
48 http://www.neo.ne.gov/statshtml/205.htm 
49 http://coloradogeologicalsurvey.org/wp-
content/uploads/2013/08/COGeothermalResources_Powerplantsforwebv2.pdf 
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50 EIA, http://www.eia.gov/totalenergy/data/annual/showtext.cfm?t=ptb0811a 
51 IEA, https://www.iea.org/publications/freepublications/publication/technology-roadmap-biofuels-for-
transport.html 
 
52 http://rechargecolorado.org/images/uploads/pdfs/Colorado_Clean_Air_Clean_Jobs_Act_GEO_White0Paper.pdf 
53 http://www.eia.gov/coal/annual/ 
54 http://www.eia.gov/coal/distribution/annual/pdf/o_13foreign.pdf 
55 http://www.eia.gov/state/rankings/?sid=US#/series/48  
56 http://www.eia.gov/coal/annual/xls/table31.xls 
57 http://www.eia.gov/coal/distribution/annual/pdf/acdr_fullreport2013.pdf 
58 http://www.eia.gov/coal/distribution/annual/pdf/acdr_fullreport2013.pdf 
59 http://www.eia.gov/coal/distribution/annual/pdf/acdr_fullreport2013.pdf 
60 http://www.eia.gov/coal/distribution/annual/pdf/o_13state.pdf 
61 http://www.eia.gov/forecasts/steo/report/us_oil.cfm 
62 http://www.colorado.gov/cs/Satellite?c=Page&cid=1213954144067&pagename=Revenue-Main%2FXRMLayout 
63 “Denver/North Front Range Fuel Supply Costs and Impacts.”  Regional Air Quality Council 2011.  Prepared by EAI 
Inc.  Retrieved at 
http://raqc.org/postfiles/reports/fuels_study/DenverNorthFrontRangeFuelSupplyCostImpacts_EAIInc_2011_REV%
202.pdf. 
64 Ibid 
65 http://www.colorado.gov/cs/Satellite?c=Page&cid=1248095303343&pagename=CDLE-OilPublicSafety%2FCDLELayout 
66 http://www.coqa-inc.org/docs/default-source/meeting-presentations/coqa-june-2014-denver-meeting---
suncor-presentation-(2).pdf?sfvrsn=2 
67 Phone call, Suncor Representative Lisha Burnett 
68 http://www.eia.gov/dnav/pet/pet_stoc_st_a_EPM0F_STR_mbbl_a.htm 
69 http://www.eia.gov/dnav/pet/pet_stoc_st_a_EPD0_STR_mbbl_a.htm 
70 http://www.eia.gov/dnav/pet/pet_cons_prim_dcu_SCO_a.htm 
71  “Short on Gas: A look into the propane shortages this winter”, May 1, 2014, Statement of Melanie Kenderdine, 

Director of the Office of Energy Policy and Systems Analysis and Energy Counselor to the Secretary, U.S. DOE, 

Statement before the Senate Committee on Energy and Natural Resources Hearing, 

http://www.energy.senate.gov/public/index.cfm/files/serve?File_id=6ca464d7-5478-411a-8065-3d5c132cc914 
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73 Ibid 
74 Ibid 
75 Ibid 
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Markets, 2015,  p. 17. 
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