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Potential Telephone and Email Scams regarding state taxes
Telephone Scam
The Colorado Department of Revenue would like to alert taxpayers of a possible telephone scam from a
party fraudulently representing themselves as the Colorado Department of Revenue.
The caller may identify themselves as “State Tax Investigation Department." They will state that you may
have a legal case file against your name and Social Security number, have violated banking regulations,
or have cheated on tax credits. They will ask you to wire them a large sum of money, usually through a
convenience store debit/credit card and will require you not to tell anyone or take the matter to court.
This is NOT a call from the Colorado Department of Revenue.
We do not contact taxpayers over the telephone and request credit card numbers through a pre-paid
debit/credit card to pay an outstanding tax balance.
When a taxpayer owes state taxes, the department will send written notification through a series of letters
mailed to the taxpayer’s address. When the taxpayer does not respond, our Tax Auditing and Compliance
Division will attempt to collect the outstanding debt.
We advise against sending any party money who claims they can clear up a tax issue with a convenience
store debit / credit card.
Email Scam
Email messages from the State of Colorado Department of Revenue never have personally identifiable or
financial information in the messages.
In order to verify financial information with the department, a taxpayer is required to log onto Revenue
Online, the state's free tax filing and account management Web service. Any email messages submitted
through Revenue Online between the department and the taxpayer are secure. Responses between the
taxpayer and the department occur within the Revenue Online service.
We do send general tax information by email. Note that the message will be from a State of Colorado
email address (@state.co.us).
How to Report Suspicious Activity
If you receive or your tax client (tax professionals) receives a telephone call or email message telling you
state tax is owed and you are suspicious about the party who is making the contact, you may report it to
our Criminal Tax Investigation Section.
Similar scam alerts have been issued by the IRS. Please refer to the IRS Web page Tax
Scams/Consumer Alerts if the person contacting you states they are from the IRS.

