RECORD OF PROCEEDINGS

ATTENDANCE

DISCLOSURE OF

MINUTES OF A REGULAR MEETING OF
THE BOARD OF DIRECTORS OF THE
PAINT BRUSH HILLS METROPOLITAN DISTRICT
HELD
FEBRUARY 20, 2014

A regular meeting of the Board of Directors (referred to hereafter as “Board”) of
the Paint Brush Hills Metropolitan District (referred to hereafter as “District™)
was held on Thursday, the 20™ day of February, 2014, at 7:00 p-m. at the Paint
Brush Hills Metropolitan District Office, 9830 Liberty Grove Drive, Falcon,
Colorado 80831. The meeting was open to the public.

Directors In Attendance Were:

* Kim Griffin, President

Calvin Pollard
Doug Burrer
Floyd Roberts
John Bruszenski

Also In Attendance Were:
Leon Gomes; Special District Management Services, Inc.

Jennifer Gruber Tanaka, Esq.; White Bear & Ankele, P.C. (via speakerphone)

Disclosure of Potential Conflicts of Interest: The Board discussed the

POTENTIAL
CONFLICTS OF
INTEREST

ADMINISTRATIVE

requirements pursuant to the Colorado Revised Statutes to disclose any potential
conflicts of interest or potential breaches of fiduciary duty to the Board of
Directors and to the Secretary of State. Attorney Tanaka noted that disclosure
statements were filed for applicable Directors at least 72 hours prior to the

‘meeting. Mr. Gomes also noted that a quorum was present and requested

members of the Board to disclose any potential conflicts of interest with regard
to any matters scheduled for discussion at this meeting, and incorporated for the

record those applicable disclosures made by the Board members prior to this

meeting in accordance with statute.

Agenda: Mr. Gomes reviewed with the Board a proposed Agenda for the

MATTERS
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District’s regular meeting,.
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Following discussion, upon motion duly made by Director Bruszenski, seconded

- by Director Pollard and, upon vote, unanimously carried, the Agenda was

approved, as amended.

- Public Comments: Resident Bruce Bausch commented on the poor quality.of

the water and Becky Bonilla noted that the approved minutes for the October
2013 through December 2013 and the agenda for this meeting had not been
posted on the District’s website.

Request for Bill Adjustment: Mr. Gomes informed the Board that the resident
at 9508 Waterbury Drive that had requested an adjustment to her water bill
advised him that her insurance company will be issuing a check for the cost of the
excess water that was used when a pipe burst in her home.

CONSENT
AGENDA

FINANCIAL

MATTERS
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Consent Agenda: The Board considered the following actions:

Acknowledge Manager’s Report

Acknowledge Staff Report

Acknowledge Operations Report

Approve Minutes from the October 10, 2013 special meeting and
January 16, 2014 regular meeting.

e Ratified employment of Kelcey Riggs as an Office Assistant and Bill
Rider, Jr. as a Field Technician.

Following discussion, upon motion duly made by Director Burrer, seconded by
Director Pollard and, upon vote, unanimously carried, the Board approved the
consent agenda.

Claims: The Board considered approval of the payment of claims for the period
ending February 20, 2014, as follows:

General Fund $ 43,127.83
Debt Service Fund $ -0-
Enterprise Fund $ 20,169.60
Total Claims: $ 63,297.43

Following review and discussion, upon motion duly made by Director Pollard,
seconded by Director Bruszenski and, upon vote, unanimously carried, the
Board approved the payment of claims for the period ending February 20, 2014,
as presented.
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Financial Statements: Mr. Gomes reviewed with the Board the unaudited
financial statements for the periods ending December 31, 2013 (revised) and ~

January 31, 2014.

Following review and discussion, upon motion duly made by Director Burrer,
seconded by Director Pollard and, upon vote, unanimously carried, the Board
accepted the unaudited financial statements for the periods ending December 31,
2013 (revised) and January 31, 2014, as presented.

Fixed or Increased Fees, Rates, Tolls, Penalties or Charges for Water and
Sewer Services and Facilities: The Board entered into discussion regarding
fixing or increasing fees, rates, tolls, penalties or charges for water and sewer
services and facilities.

‘R>esolution Nb.w2014-02-01,1&£nendéd and Restated Reso‘lution concénliﬁg{hic’ww o

Imposition of Various Fees, Rates, Penalties and Charges for water and Sewer
Service and Facilities: The Board reviewed and considered adoption of
Resolution No. 2014-02-01, Amended and Restated Resolution concerning the
Imposition of Various Fees, Rates, Tolls, Penalties and Charges for water and
Sewer Service and Facilities.

Following review and discussion, upon motion duly made by Director
Bruszenski, seconded by Director Pollard and, upon vote, unanimously carried,
the Board adopted Resolution No. 2014-02-01, Amended and Restated
Resolution concerning the Imposition of Various Fees, Rates, Tolls, Penalties and
Charges for Water and Sewer Service and Facilities.

Requirements and Ability to Establish Availability of Service Charges:
Attorney Tanaka addressed the Board regarding the requirements and ability to
establish an Availability of Service Charge and discussed with the Board the
provision of a notice regarding the same.

Following discussion, the Board directed the District Manager and legal counsel
to pursue establishing an Availability of Service Charge and to determine whether
the District’s curtent financial obligations qualify for the pledge of these charges.

Enterprise Resolution: The Board discussed and considered authorizing legal
counsel to draft an Enterprise Resolution.

Following discussion, the Board directed legal counsel to draft and Enterprise
Resolution.
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Rules and Regulations: The Board entered into discussion regarding the need
for a new set of Rules and Regulations for the District and considered the
engagement of the District’s legal counsel and engineer to develop the new Rules
and Regulations.

Following discussion, the Board directed the District Manager to work with legal
counsel and the District Engineer to develop new Rules and Regulations.

Independent Contractor Agreement for Engineering Services between the
District and JDS-Hydro Consulting, Inc. (“JDS”): The Board entered into
discussion regarding an Independent Contractor Agreement for Engineering
Services between the District and JDS.

__Following review and discussion, upon motion duly made by Director Burrer,

seconded by Director Roberts and, upon vote, unanimously carried, the Board
approved the Independent Contractor Agreement for Engineering Services
between the District and JDS.

May 6, 2014 Directors’ Election: Mr. Gomes reported to the Board on the status
of the May 6, 2014 Directors’ Election. He noted that the Call for Nominations
Notice was published on February 13, 2014 and that Self-Nomination and
Acceptance forms must be received by the Designated Election Official by
February 28, 2014.

Resolution No. 2014-02-02, FACT Act Resolution for the Prevention of
Identify Theft: Attorney Tanaka reviewed with the Board Resolution No. 2014-
02-02, FACT Act Resolution for the Prevention of Identity Theft.

Following review and discussion, upon motion duly made by Director
Bruszenski, seconded by Director Roberts and, upon vote, unanimously carried,
the Board adopted Resolution No. 2014-02-02, FACT Act Resolution for the
Prevention of Identity Theft. '

Employee Handbook and Job Descriptions: The Board entered into discussion
regarding the Employee Handbook and Job Descriptions.

Following discussion, upon motion duly made by Director Pollard, seconded by
Director Burrer and, upon vote, unanimously carried, the Board approved the
Employee Handbook and Job Descriptions.
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OPERATIONS AND

Request for Proposal (“RFP”) for Development of Site Plan for the District’s

- MAINTENANCE

~Office, Shop and Water Treatment Facility:” Mr. Gomes discussed with the

Board his request that the District’s engineer create an RFP for the
development of a site plan for the District’s office, shop and water treatment
facility.

Following discussion, upon motion duly made by Director Bruszenski, seconded
by Director Pollard and, upon vote, unanimously carried, the Board approved a
First Addendum to the Independent Contractor Agreement with JDS-Hydro
Consultants, Inc. for the creation of an RFP for the development of a site plan for
the District’s office, shop and water treatment facility.

Additional District Vehicle: The Board entered into discussion regarding the

need for an additional District vehicle. The Board directed the District Manager

to begin researching the purchase of another pickup truck for purchase in Apml or
May of 2014.

Development Updates: Mr. Gomes reported to the Board on the development

- Filing 13 A — Three tap fees have been paid.
- Filing 13B — The developers proposed plat is under review by El Paso County
- Scenic View at Paint Brush Hills — The developer is in the process of a zoning

2014/2015 Budget Priorities: Director Pollard reviewed the 2014/2015 Budget

OTHER BUSINESS
updates, noting the following:
change for 91 platted lots.
Priorities with the Board.
ADJOURNMENT
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There being no further business to come before the Board at this time, upon
motion duly made, seconded and upon vote, unanimously carried, the meeting
was adjourned. '

Respectfully submitted,

2/20/2014
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THESE MINUTES ARE APPROVED AS THE OFFICIAL FEBRUARY 20,

2014 MINUTES OF THE PAINT BRUSH HILLS METROPOLITAN DISTRICT

G BELOW:

Kim Gritfin

Flovd Roberts /]
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PAINT BRUSH HILLS METROPOLITAN DISTRICT

Administrative Offices
141 Union Boulevard, Suite 150
Lakewood, Colorado 80228-1898
Tel: 303-987-0835 - 800-741-3254

~ Fax;303-987-2032

MANAGER'’S REPORT
February 20, 2014 Regular Meeting

Agenda Matters Background & Recommendations

Note: The District’s Legal Counsel, Jennifer Gruber Tanaka of White, Bear & Ankele, P.C., will
attend this meeting by speakerphone.

II. ADMINISTRATIVE MATTERS

D. Discuss request from resident regarding her water bill.

The property owner of 9508 Waterbury Drive informed me that her insurance
company will be issuing a check for the cost of the excess water use caused by the
burst pipe in her home,

III. FINANCIAL MATTERS

A. Review and approve the payment of claims for the period ending February 20,
2014, as follows (enclosure):

General Fund: $ 12,812.84
Debt Service Fund: $ -0-
Enterprise Fund: $ 4,375.48
Total: $ 17,188.32
Recommended Board Action: Approve February 20, 2013 claims in the amount
of $17,188.32.

B. Review and accept unaudited financial statements for the periods ending

December 31, 2013 and January 31, 2014.

Background: The unaudited financial statements for December 31, 2013 and
January 31, 2014 were included in your meeting packet.

Recommended Board Action: Accept the December 31, 2013 and January 31,
2014 unaudited financial statements,

C. Review and consider fixing or increasing fees, rates, tolls, penalties or charges for
water and sewer services and facilities.

Special Bistiict
SDMS § Management

Bevices, ne.




I, LEGAL MATTERS

Paint Brush Hills Metropolitan District
Manager’s Report
February 20, 2014 Regular Meeting
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__Background: The January 2014 Customer Letter included a Notice of Proposed

Water Rate Tier Structure Change, The Notice included the proposed rate structure
along with the date, time, and location of this meeting, The Board may open public
comment limited to this matter with a three-minute time limit per person. There
may also be a total time limit for comments,

a, Consider adoption of Resolution No, 2014-02-01, Amended and Restated
Resolution concerning the Imposition of Various Fees, Rates, Penalties and
Charges for Water and Sewer Service and Facilities.

Discuss requirements and ability to establish Availability of Service Charges and
consider provision of notice regarding same,

Ms. Tanaka will address this matter,

A.

Discuss and consider authorizing Legal Counsel to draft an Enterprise Resolution.
Ms. Tanaka will address this matter.

Discuss and consider the development of Rules and Regulations and engagement of
the District’s Legal Counsel and District Engineer regarding the same.

Background: We have not been able to determine if the Rules & Regulation
found in the District Office have been adopted by the Board. In addition, these
Rules & Regulations will require some significant updates. I am asking the Board
to consider the development of a new set of Rules & Regulations that will meet the
needs of the District. We would engage both the District Legal Counsel and the
District Engineer to develop the Rules & Regulations. The District Engineer’s cost
estimate is approximately $1,100.

Recommended Board Action: Direct the District Manager to work with District
Legal Counsel and the District Engineer on the development of District Rules &
Regulations,

Discuss and consider approval of an Independent Contractor Agreement for
Engineering Services between the District and JDS-Hydro Consulting, Inc.

Background: JDS-Hydro Consulting, Inc. was engaged as the District Engineer in
2013. We are requiring the execution of an Independent Contractor Agreement
with JDS-Hydro.

{ Special Distvict
SDMS Management

Bervices, inc.




Paint Brush Hills Metropolitan District
Manager’s Report
February 20, 2014 Regular Meeting

Page 3 of 4

S

" Recommended Board Action: Approve the Independent Contractor Agreement

between the District and JDS-Hydro Consulting, Inc., and authorize the Board
President to execute the agreement on behalf of the District,

Update on the May 6, 2014 Directors’ Election,

The Call for Nominations was published on February 13, 2014, Self-Nomination
forms are due to the Designated Election Official by February 28, 2014 at 5:00 PM.

Discuss and consider adoption of Resolution No. 2014-02-02, FACT Act
Resolution for the Prevention of Identify Theft (enclosure).

Ms, Tanaka will address this matter,

— Diseuss-and- consider-adoption-of Employee-Handbook and-consider approval of

Job Descriptions (to be distributed under separate cover), Enter into Executive
Session, if necessary pursuant to §24-6-402(4)(f) and (b), C.R.S.

Background: The District engaged the services of Michelle Ferguson of Ireland-

- Stapleton to develop an employee handbook and employee job descriptions. These

documents were sent to you for your review and comment.

Recommended Board Action: Adopt Employee Handbook and Job Descriptions.

IV. OPERATIONS AND MAINTENANCE

A,

Discuss and consider Request for Proposal for development of site plan for the
District’s office, shop and water treatment facility.

Background: I have requested a proposal from the District Engineer to prepare
site plans for the District Office, shop, and water treatment facility as follows:

Option 1: Combination office/shop/water treatment facility at the tank site
while allowing space for an additional water tank.

Option 2: Combination office/shop on the southeast corner of Towner &
Londonderry, and water treatment facility at the tank site while allowing
space for an additional tank.

Option 3: Combination office/shop/water treatment facility at the southeast
corner of Towner & Londonderry,

Recommended Board Action: Direct the District Manager to work with the
District Engineer to develop site plans for a planned District Office, shop, and
water treatment facility.

Burvices, Inc.

E Special District
SDMS Management




Paint Brush Hills Metropolitan District
Manager’s Report

February 20, 2014 Regular Meeting
Page 4 of 4

... Non-Agenda Matters

Well #6 — We are awaiting the return of the executed Independent Contractor Agreement from
Layne Christensen,

District Vehicle Repair — The District’s 2000 Ford Ranger will require major repairs due to
overheating. The worst-case repair estimate is $2,580 and the best case would reduce this cost by
$550.

As always, please let me know if you have any questions,

Respectfully submitted,

Leon Gomes
District Manager for the Paint Brush Hills Metropolitan District

Special District
Managersont
Services, inc.

SDMS
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PBHMD Staff Update:

. Staff met with Ross Electric a few tlmes to go over the new SCADA System proposal
more in depth.

. The Ford work truck broke down Wednesday February 5t and is now in the shop due
to a blown head gasket.

. Bill Rider started Monday February 3t and is being trained by Lindt and Knepper.

. Knepper met with the Browns Hill Engineering and Controls Representative for
another possible bid towards the new SCADA System.

. Knepper met with JDS Hydro to discuss in more detail pumphouse 5 and 6

permanent chlorine shed structure issues and overall distribution system clarification.

. Lindt and Knepper performed pressure and flow tests while flushing several district
hydrants.

. Staff received an insurance check for a damaged interconnect flow meter which now
can be replaced.

. Lindt continues to occasionally hand water the entryway and parks during which he
found an inoperable hydrant along the Londonderry entryway.

. Lindt and Knepper inspected new service connections at 11406 Palmers Green, the
first home in Filing 13A.

10. Lindt, Knepper, and Rider attended the Colorado Rural Water Conference most of the

first week of February.




PBHMD 3 Year Sewage Meter Flow Data Summary

Average Monthly Water  Base Water
Month/Year Total Flow (gal) #days/month MGD/Day  Distribution Usage
FEB'11 2,349,000 28 0.084 3,104,340 MEs¥ar a8t}
MAR 11 i 2,344,000 31 0.076 3,288,115 EEe¥ERZA5Y
APRIL '11 1 2,321,000 30 0.077 4,341,041 pES¥ey 88758
MAY '11 . 2,228,000 NOTE: totalizer non-op for 4 days, normalized data for program self sut-down 31 0.083 6,507,255 3.,537. @4@
JUNE 11 2,635,157 NOTE: meter operation sporadic -- see 6.1 calculation sheet 30 0.088 11,930,894
—JULY "1 2,113,044 NOTE: meter operation sporadic -- see 7.71 calculation sheet 31 0.068. 9,892,038
AUG '11 2,805,000 31 0.090 10,200,310 ;
SEPT '"11 2,931,000 30 0.098 6,479,865 8,345
OCT "1 2,920,000 31 0.094 5,031,435 ERC¥ B35
NOV '11 2,799,000 30 0.093 3,290,252 @.,87"34‘5
DEC '11 2,881,000 31 0.093 3,752,396 %!@
JAN 12 2,722,000 31 0.088 3,958,477 3,?3777.,
FEB'12 ! 2,600,000 29 0.090 3,413,525 @,,277;,”
MAR 12 | 2,500,178 NOTE: totalizer non-op for 14 hrs on 3/5, so additional 46,178 gal added 31 0.081: 4,296,923 EEEWIAO8)
APRIL'12 1 2,552,000 30 0.085 6,503,553 EESwrA98Y
MAY '12 2,588,000 31 0.083 8,628,004 EEEWIHASE}
JUNE 12 2,401,000 30 0.080: 13,133,858 EESWiA9B9}
JULY "12 2,595,000 31 0.084 13,453,776
AUG 12 2,672,000 31 0.086. 13,614,907
SEPT "12 2,562,000 30 0.085. 9,867,368
OCT'12 2,588,000 31 0.083. 5,570,803
NOV '12 2,492, 000- 30 0.083' 4,112,477
DEC'12 2,650,000 30 0.088 3,879,285
—JAN"3 "‘2;82'4}000';“ - 31 0.091" 3,985,980
FEB'13 | 2,370,000 28 0.085 2,852,674
MAR '13 2,557,000 31 0.082. 3,913,010
APRIL '13 2,506, 000 30 0.084. 3,471,780
MAY '13 2,575,000 31 0.083 7,985,090
JUNE 13 2,216,000 30 0.074 12,811,130
JULY 13 2,457,000 31 0.079 9,623,130
AUG '13 2,881,000 31 0.093: 7,462,390
SEPT '13 ! 3,192,000 30 0.106° 8,074,420
OCT'13 2,980,000 31 0.096. 5,153,400
NOV '13 2,657,000 30 0.089 3,985,600
DEC'13 2,764,000 30 0.092/ 3,745,750
JAN ™4 2,774,000 NOTE: totalizer non-op for 4 days added 360000 to accoum 31 0.089° 3,753,420 ﬂ@md
Avg.Month: 2,741,699 gal/month 30.4 0.090 (includes 2009/10 data)
Ava/Day: j 90,158 gal/day
PBHMD Muiti-Month Sewage Flows Metered Sewage Flows
16,000,000 - ) . R o o Water Distribution
= = = Base Customer Water Usage
14,000,000 - == == =~ == - < oo ToTooooooooToooooooo o ‘
12,000,000 |
2 10,000,000 4 - - -~ - -f--
k)
© 8,000,000 -
o
o 6,000,000 - - -
hoed
(o]
= 4,000,000 | -- /£
2,000,000 -]
0 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T I‘i
1 3 5 7 9 11 13 15 M|7ntr;19 21 23 25 27 29 3 33 35 37
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Monthly Distribution Totals (in gallons) for PBHMD for Yearly Comparison:
NOTES: Water pumped from the Meridian Ranch Interconnect was included from 2005 forward.
{57 = record distribution for month

= highest and lowest historical months (includes record breaking high in July 2007)

YEAR: 2002: = 2003:  2004: = 2005 2006; 2007  2008; ~ 2009: 2010: 2011; 2012} - 2013; 2014} Average|
MONTH: - .

January 3,037,700 4,599,809 2,035,054; 2,796,989 3,923,210; 4,074,288 2,660,6_52 2,893,173; 3,915,001; 4,120,554; 3,958477: 3,985980i 3,753,420i 3,519,562
February 2,042,515; 3,083,636; 2,774,015i 2,853,215} 3,160,490 3,061,381 3,628,804 3,681,670; 3,282,820; 3,104,340} 3,413,525} 2,852,674 3,069,915
March 2,515,482 4,264,053; 3,374,575{ 2,980,660 2,892,455; 3,470,617i 3,066,080 ""4‘;512,’660 3107474 3288,115; 4,296,923} 3,913,010 3,473,509
April 5,899,947 4,701,190; 3,955,799: 3,946,359”" 8i 4,080,757¢ 5295,061i 3,240,1561i 4,219,505; 4,341,041i 6,503,553i 3,471,780 4,807,065|
May 9,737,644; 9,432,900; 9,336,104; 8,508,738;:41:153;278; 6,192,122 8,797,450; 7,292,827 5!821,752 6,507,255 8,628,004 7,985,090: 8,282,764
June 12,675,351} 7,446,620; 8,985,243; 10,632,692i 13,167,769} 11,714,135} 10,474,426} 9,426,593 1'3,993,5‘41‘ 11,930,894 13,133,858; 12,811,130: 11,357,688
July 10,350,112; 13,320,591 6,441,607; 12,647,081; 8,807,046 14,982,714} 11,571,840i 8,328,430 10,415,987 9,892,038; 13,463,776 9,623,130: 10,820,279
August 13,182,494; 11,416,711 6,135,2507 8,768,863; 9,359,848; 9,003,776; 11,372,075} 7,522,766 7,475,977i 10,200,310 V13,6’1'4~,9,07 7,462,390 9,625,447
September| 7,423,228 ‘6,615,088 9,590,502;-0; 5 5,162,126; 10,807,434; 8,485,059; 5,236,884i 10,371,727; 6,479,865; 9,867,368 8,074,420 8,240,949
October | 4,909,168 7,679,203 5868651 6,066,403 41195270 6992577} 5,147,114i 3,134,196 5741075 5031,435 5570803 5,153,400 5,449,110
November | 2,644,106 3,336,219 2,868,332, 5,6 8i 3,516,186; 2,495,577 2,894,937i 2,233917i 2,704,742 3,290,252 4,112,477; 3,985,600 3,307,589
December | 2,815,689; 3,123,835i 3,301,643i 3,422,020; 3,048,170 2,357,129i 2,816,928 3,208,084; 2,598,946i 3,752,396 '3»,&79;-2875' 3,745,750 3,172,490
TOTALS; 71,133,436; 78,928,875; 64,666,775; 78,999,433 76,415,491; 79,232,507; 76,210,416} 60,611,251; 73,648,547: 71,938,495 90,432,956 73,064,354; 75,106,878
December (prior year), January, February & March

——BASEUSE 3,690,797 2,826,870 2,983,127 3,349,544 3,413,614 2,928,166 3,451,083 3,378,345 3,277,989 3,855,330 3,657,737 1,874,793 3346600
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Resolution No. 2014-02-02

RESOLUTION
OF THE
BOARD OF DIRECTORS
OF THE
PAINT BRUSH HILLS METROPOLITAN DISTRICT

Adopting an Identify Theft Prevention Program

WHEREAS, the Paint Brush Hills Metropolitan District (the “District”) is a quasi-
municipal corporation and political subdivision of the State of Colorado and a duly organized
and existing special district pursuant to Title 32, Colorado Revised Statutes; and

WHEREAS, pursuant to federal law, the Federal Trade Commission adopted
regulations requiring the creation of certain policies relating to the detection, preven‘uon and

~mitigation-of identity theft (“Identity-Theft Rules?); and———+—+——+7+——+———

WHEREAS, the Identity Theft Rules, adopted as 16 CFR § 681.1, require creditors, as
defined by 15 U.S.C. § 1681a(r)(5), to adopt red flag policies to prevent and mitigate identity
theft with respect to covered accounts; and

WHEREAS, 15 US.C. § 1691a defines a ‘Creditor’ as a person who
regularly extends, renews or continues credit, and defines ‘Credit’ in part as the right granted by
a Creditor to a debtor to defer payment of debt or to incur debts and defer its payment or to
purchase property or services and defer payment therefor; and

WHEREAS, the District is a creditor under the Identity Theft Rules by virtue of
providing utility services or by otherwise accepting payment for services in arrears; and

WHEREAS, the Identity Theft Rules define “Covered Account” in part as an
account that a creditor offers or maintains for personal, family or household purposes that
involves or is designed to permit multiple payments or transactions, and specify that a utility
account is a covered account; and

WHEREAS, the District provides water and wastewater services for which payment is
made after the product is consumed or the service has otherwise been provided and, therefore, is
subject to the Identity Theft Rules.

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF DIRECTORS OF THE
DISTRICT AS FOLLOWS:

Baca Grande/Resolutions
1175.0007
Doc. #: 507332-1




Section 1. Adoption of Identity Theft Prevention Program. The District hereby
adopts the Identity Theft Prevention Program set forth in Exhibit A, attached hereto and
incorporated herein.

‘Section2.  Preambles Incorporated. The preambles to this Resolution are hereby
incorporated into this Resolution as if set out fully herein.

Section 3. Severability. If any part, section, subsection, sentence, clause or phrase of
this Resolution is for any reason held to be invalid, such invalidity shall not affect the validity of
the remaining provisions.

Section 4. Effective Date. This Resolution shall become effective as of February 20,
2014, shall be enforced immediately thereafter and shall supersede any previous policy related to
identity theft. This Resolution shall be implemented and administered by the District to conform
with all requirements of the Identity Theft Rules, as modified from time to time.

- [RemainderofPageIntentionallyLeftBlank]r T T




RESOLVED AND ADOPTED this 20" day of February 2014,

PAINT BRUSH HILLS METROPOLITAN
DISTRICT, a quasi municipal corporation and
political subdivision of the State of Colorado

;[Sigﬂ ature Page to Identity Theft Preveiition Progrant Resolution]




EXHIBIT A
IDENTITY THEFT PREVENTION PROGRAM
~ The purpose of the Identity Theft Prevention Program is to comply with 16 CFR § 681.2 in
order to detect, prevent and mitigate identity theft by identifying and detecting identity theft red

flags and responding to such red flags in a manner that will prevent identity theft.

Section 1. Definitions. For purposes of this Program, the following definitions apply -
to the following terms, whether or not capitalized herein:

(1) “Covered account” means:

(@) an account that the District offers or maintains, primarily for personal,
family, or household purposes, that involves or is designed to permit multiple payments
or transactions, such as a utility account; and

o (b)——any other account that the District offers-or maintains for which there isa
reasonably foreseeable risk to customers or to the safety and soundness of the District
from identity theft including financial, operational, compliance, reputation, or litigation
risks.

2) “Credit” means the right granted by the District to a debtor to defer payment of
debt or to incur debts and defer its payment or to purchase property or services and defer
payment therefor.

3) “Creditor” means the District.

4) “Customer” means a person that has a covered account with the District.

(5) “District” means the Paint Brush Hills Metropolitan District.

(6) “Identity theft” means a fraud committed or attempted using identifying
information of another person without authority.

@) “Person” means a natural person, a corporation, government or governmental
subdivision or agency, trust, estate, partnership, cooperative, or association.

(8) “Personal Identifying Information” means a person’s credit card account
information, debit card information, bank account information and drivers’ license information

and for a natural person includes their social security number, mother’s birth. name, and date of
birth.

©) “Red flag” means a pattern, practice, or specific activity that indicates the
possible existence of identity theft.




(10)  “Service provider” means a person that provides a service directly to the District.
Section 2. Findings

(1)  The District is a creditor pursuant to 16 CFR § 681.2 due to its provision or
maintenance of covered accounts for which payment is made in arrears.

(2)  Covered accounts offered to customers for the provision of District services
include water and wastewater services.

(3)  The District’s previous experience with identity theft related to covered accounts
is as follows:

(a)  None.

4) The processes of opening a new covered account, restoring an existing covered
account and making payments on such accounts have been identified as potential processes in

—— which-identity theft couldd occ90r£, — — o L

6)) The District limits access to personal identifying information of its customers to
those employees responsible for or otherwise involved in opening or restoring covered accounts
or accepting payment for use of covered accounts. Information provided to such employees is
entered directly into the District’s computer system and is not otherwise recorded.

(6)  The District determines that there is a low risk of identity theft to its customers
occurring in the following ways (if any):

(a) Use by an applicant of another person’s personal identifying information
to establish a new covered account.

(b)  Use of a previous customer’s personal identifying information by another
person in an effort to have service restored in the previous customer’s name.

(©) Use of another person’s credit card, bank account, or other method of
payment by a customer to pay such customer’s covered account or accounts.

(d)  Use by a customer desiring to restore such customer’s covered account of
another person’s credit card, bank account, or other method of payment.

Section 3. Process of Establishing a Covered Account

(1) Accounts are opened by the District after notification provided by a title
company and/or customer. Account balances follow the property not the customer, and no
additional identifying information for the customer is requested by the District.




(2)  Each account shall be assigned a customer account number which shall be unique
to that account. The District may utilize computer software to encrypt account numbers and
PINs.

Section4. = Access to Cov,er,é,d Account Information

(1) Access to customer accounts shall be password protected and shall be limited to
authorized personnel of the District.

(2) Such password(s) shall be changed by the manager of the department providing
the service for which the covered account is created on a regular basis. Passwords shall be at
least 8 characters in length and shall contain letters, numbers and symbols.

(3)  Any unauthorized access to or other breach of customer accounts is to be reported
immediately to the District Manager and the password changed immediately.

(4)  Personal identifying information included in customer accounts is considered
—confidential and-any request-or-demand-for such-information-shall be immediately forwarded to——

the District Manager.

Section 5. Credit Card Payments

" (1) In the event that credit card payments that are made over the Internet are
processed through a third party service provider, such third party service provider shall certify
that it has an adequate identity theft prevention program in place that is applicable to such
payments.

) All credit card payments made over the telephone or the District’s website shall
be entered directly into the customer’s account information in the computer data base.
Immediately upon processing of the credit card, any information referencing the credit card is
immediately shredded by the District.

3) Customer account statements and receipts for covered accounts shall include only
the last four digits of the credit or debit card or the bank account used for payment of the covered

account.

Section 6. Sources and Types of Red Flags

All employees responsible for or involved in the process of opening a covered account,
restoring a covered account, or accepting payment for a covered account, shall check for red
flags as indicators of possible identity theft. Such red flags include:

(1)  Suspicious documents. Examples of suspicious documents include, but are not
limited to: '

(a) Documents provided for identification that appears to be altered or forged;




(b)  Identification on which the photograph or physical description is
inconsistent with the appearance of the applicant or customer;

- (¢) Identification on which the information is inconsistent with information
provided by the applicant or customer;

(d) Identification on which the information is inconsistent with readily
accessible information that is on file with the financial institution or creditor, such as a
signature card or a recent check; or

(e) An application that appears to have been altered or forged, or appears to
have been destroyed and reassembled.

(3) Suspicious personal identification, such as suspicious address change. Examples of
suspicious identifying information include:

oo (@) ——Personal identifying -information - provided-- by the customer- is not-- -

consistent with other personal identifying information provided by the customer;

(b)  Personal identifying information or a phone number or address is
associated with known fraudulent applications or activities as indicated by internal or
third-party sources used by the District; :

(©) Other information provided, such as fictitious mailing address, mail drop
addresses, jail addresses, invalid phone numbers, pager numbers or answering services, is
associated with fraudulent activity;

(d)  The address or telephone number provided is the same as or similar to the
account number or telephone number submitted by an unusually large number of
applicants or customers; '

(e) The applicant or customer fails to provide all required personal identifying
information on an application or in response to notification that the application is
incomplete;

€3] Personal identifying information is not consistent with personal
identifying information that is on file with the District; or

(2)  The applicant or customer cannot provide authenticating information
beyond that which generally would be available from a wallet or consumer report.

4) Unusual use of or suspicious activity relating to a covered account. Examples
of suspicious activity include:




(a) Shortly following the notice of a change of address for an account, District
receives a request for the addition of authorized users on the account;

(b) A new revolving credit account is used in a manner commonly associated
- with known patterns of fraud patterns. - For-example: -

1) The customer fails to make the first payment or makes an initial
payment but no subsequent payments.

(c) An account is used in a manner that is not consistent with established
patterns of activity on the account. There is, for example:
1) Nonpayment when there is no history of late or missed payments;
or '

(ii) A material change in purchasing or spending patterns.

(d)  An account that has been inactive for a long period of time is used (taking

——into-consideration-the type-of-account;the-expeeted-pattern-of-usage-and-other relevant-— ————

factors);

(e) Mail sent to the customer is returned repeatedly as undeliverable although
transactions continue to be conducted in connection with the customer’s account;

® The District is notified that the customer is not receiving paper account
statements; '

(2) The District is notified of unauthorized charges or transactions in
connection with a customer’s account; or

(h)  The District is notified by a customer, law enforcement or another person
that it has opened a fraudulent account for a person engaged in identity theft.

(5) Notice from customers, law enforcement, victims or other reliable sources
regarding possible identity theft or phishing relating to covered accounts.

Section 7. -~ Prevention and Mitigation of Identity Theft.

(1)  In the event that any employee responsible for or involved in restoring an existing
covered account or accepting payment for a covered account becomes aware of red flags
indicating possible identity theft with respect to existing covered accounts, such employee shall
use his or her discretion to determine whether such red flag or combination of red flags suggests
a threat of identity theft. If, in his or her discretion, such employee determines that identity theft
or attempted identity theft is likely or probable, such employee shall immediately report such red
flags to the District Manager. If, in his or her discretion, such employee deems that identity theft
is unlikely or that reliable information is available to reconcile red flags, the employee shall
convey this information to the District Manager, who may in his or her discretion determine that




no further action is necessary. If the District Manager in his or her discretion determines that
further action is necessary, an employee of the District shall perform one or more of the
following responses, as determined to be appropriate by the District Manager:

~(a) - Contact the customer; -
(b)  Make the following changes to the account if, after contacting the
customer, it is apparent that someone other than the customer has accessed the customer’s

covered account:

(1) Change any account numbers, passwords, security codes, or other
security devices that permit access to an account; or

(i)  Close the account.

(c)  Cease attempts to collect additional charges from the customer and decline
to sell the customer’s account to a debt collector in the event that the customer’s account

~~has been-accessed without-authorization and such-access has caused-additional charges-to—— -

accrue;

(d)  Notify law enforcement, in the event that someone other than the customer
has accessed the customer’s account causing additional charges to accrue or accessing
personal identifying information; or

()  Take other appropriate action to prevent or mitigate identity theft.

(2) In the event that any employee responsible for or involved in opening a new
covered account becomes aware of red flags indicating possible identity theft with respect an
application for a new account, such employee shall use his or her discretion to determine whether
such red flag or combination of red flags suggests a threat of identity theft. If, in his or her
discretion, such employee determines that identity theft or attempted identity theft is likely or
probable, such employee shall immediately report such red flags to the District Manager. If; in
his or her discretion, such employee deems that identity theft is unlikely or that reliable
information is available to reconcile red flags, the employee shall convey this information to the
District Manager, who may in his or her discretion determine that no further action is necessary.
If the District Manager in his or her discretion determines that further action is necessary, an
employee of the District shall perform one or more of the following responses, as determined to
be appropriate by the District Manager:

(@  Request additional identifying information from the applicant;
(b)  Deny the application for the new account;
() Notify law enforcement of possible identity theft; or

(d)  Take other appropriate action to prevent or mitigate identity theft.




Section 8. Updating the Program

~ The Board of Directors shall annually review and, based upon recommendations of
District Counsel and the District Manager, update the Identity Theft Prevention Program along
with any relevant red flags in order to reflect changes in risks to customers or to the safety and
soundness of the District and its covered accounts from identity theft. In so doing, the Board
shall consider the following factors and exercise its discretion in amending the program: '

() The District’s experiences with identity theft;
(b) Updates in methods of identity theft;

() Updates in customary methods used to detect, prevent, and mitigate
identity theft;

(d) Updates in the types of accounts that the District offers or maintains; and

(e) Updates in service provider arrangements.

Section 9. Program Administration

The District’s Senior Level Staff in charge of billing is responsible for oversight of the program
and for program implementation. The District Manager is responsible for reviewing reports
prepared by staff regarding compliance with red flag requirements and with recommending
material changes to the program, as necessary in the opinion of the District Manager, to address
changing identity theft risks and to identify new or discontinued types of covered accounts. Any
recommended material changes to the program shall be submitted to the Board of Directors for
consideration by the Board.

(a) The Senior Level Staff will report to the District Manager at least
annually, on compliance with the red flag requirements. The report will address material
matters related to the program and evaluate issues such as:

1) The effectiveness of the policies and procedures of the District in
addressing the risk of identity theft in connection with the opening
of covered accounts and with respect to existing covered accounts;

(i)  Service provider arrangements;

(iii)  Significant incidents involving identity theft and management’s
response; and

(iv)  Recommendations for material changes to the Program.




2) The Senior Level Staff is responsible for providing training to all employees
responsible for or involved in opening a new covered account, restoring an existing covered
account or accepting payment for a covered account with respect to the implementation and
requirements of the identity Theft Prevention Program. The Senior Level Staff shall exercise his
or her discretion in determining the amount and substance of training necessary. =~ = = =

Section 10.  Outside Service Providers

In the event that the District engages a service provider to perform an activity in
connection with one or more covered accounts, the Senior Level Staff shall exercise his or her
discretion in reviewing such arrangements in order to ensure, to the best of his or her ability, that
the service provider’s activities are conducted in accordance with policies and procedures,
agreed upon by contract, that are designed to detect any red flags that may arise in the
performance of the service provider’s activities and take appropriate steps to prevent or mitigate
identity theft.






