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Preventing refund fraud is a priority for Colorado income tax returns 
 

Denver, CO, January 27, 2016 – The Colorado Department of Revenue (CDOR) wants taxpayers to 
know that it continues to ensure income tax filing information is secure and that taxpayers can expect 
enhanced measures to detect refund fraud this year.  

Criminals have access to an incredible amount of personal data from business and financial sources. 
They may contact you by telephone and email with scams to get you to provide personal information. 
While we are all vulnerable to identity theft year-round, it is especially important to be vigilant during 
income tax filing season. But be aware that if someone already has your personal information, they 
could use it to file a fraudulent income tax return to steal state tax dollars. 

What is the Colorado Department of Revenue doing for you to detect and prevent refund fraud? 

• CDOR is partnering with the Internal Revenue Service and the private-sector tax industry this year 
to create new safeguards for 2016.  

• The Colorado Department of Revenue will request driver license or ID number information on the 
Colorado individual income tax return. This as a result of established national electronic filing 
standards. The Department may also use the driver license or ID information for detection and 
prevention of potential refund fraud. However, if a taxpayer does not provide the information that 
will not stop Colorado income tax return and refund processing because providing the information is 
optional.  

• At CDOR, we have employed the “two-factor” authentication industry standard when taxpayers sign 
up to access their tax accounts in Revenue Online as a means to prevent the personal and tax 
information the Department has from getting into the wrong hands. 

What can you do to prevent refund fraud? 

• File your Colorado income tax return as soon as you can. Of course, be sure you have all the 
documents you need to prove the tax credits and subtractions you are taking so that any refund is 
not delayed because you need to send documents later. But don’t put off filing until later in the 
season once you have all your tax documents. 

(more) 
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• If the IRS (federal income tax) contacts you because it suspects a federal income tax return has 

been filed in your name by someone else, or if the tax software you use indicates a federal return 
has already been filed with your information, contact the Colorado Department of Revenue to alert 
us. A fraudulent Colorado income tax return filing may also be attempted. See the Criminal Tax 
Investigations Web page: https://www.colorado.gov/pacific/tax/criminal-investigations 

• CDOR may contact you by postal mail or by telephone to confirm your identity and your intent to file 
a return if it is determined a potentially suspicious Colorado tax return has been filed with your 
information. Respond to these CDOR inquiries in a timely manner. This will help speed the process 
of getting the refund to which you are entitled.  

• If you are uncomfortable providing information to CDOR by mail or telephone, you may contact us 
to verify that we are making the request or ask the person who is calling you for a name and the 
name of the office at CDOR where they work. You can then visit the Colorado Taxation Web site, 
www.TaxColorado.com, look for the office under the Contact Us link for each tax type, then call the 
office to verify the inquiry. 

Taxpayer Security Awareness and Reporting Identity Theft 

For tips on how you can avoid identity theft and what to do when you believe you may be a victim of 
identity theft, visit the Colorado Department of Revenue’s Taxpayer Security Awareness and Reporting 
Identity Theft Web page: https://www.colorado.gov/pacific/tax/taxpayer-security-awareness-and-
reporting-identity-theft.  

The Colorado Department of Revenue is committed to providing security and customer service to assist 
taxpayers in voluntary compliance with state tax laws. 

# # # 

 

Editors: The Colorado Income Tax News Media Guide for Tax Year 2015, which contains information on what’s 
new with state income tax this year, filing tips and taxpayer resources, is now available on our News Media Web 
page: https://www.colorado.gov/tax/media-center-taxation. 
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