


Instructor & System Contacts

Mark Lombardi 

Water Quality Control Division

Phone: 303-692-3230

Email: mark.lombardi@state.co.us 

CDPHE-NetDMR help

Phone: 303-691-4046

Email: cdphe.wqnetdmrhelp@state.co.us



Getting Help and Information

If you leave a voice message or send an email to get help 

please provide the following information:

1. Who you are and how to reach you

2. Your discharge permit ID or certificate ID 

3. Which version of NetDMR (test or production) you are having 

trouble with

4. Describe the problem including the name of the page you were on 

and what you were trying to do when you had trouble

5. If possible include a screen capture of the error page or the 

problem

We will get back to you with a solution or info!



Capturing Screen Images
There is a screen capture tool built into the Windows operating system. 

Use it to capture an image of the active window on your computer 

1. First, activate your browser window if it is not already active by 

clicking anywhere on the window or tab that shows the problem

2. Resize the window to eliminate anything that does not provide 

information

 The upper right corner of a of program                                 

displayed full screen looks like this:

 The window is resizable when it looks like this:             

 Resize the window by dragging the sides or corners

3. Capture the image by holding down the “Alt”  key        then 

pressing “Print Screen”      .       

4. Paste the image into your email message or an MS Word document 

5. After pasting, resize the image to “original size” or “100%” before 

you send the message & image. 



Snipping Tool

Paste image into a document and save as 

“MyNetDMRsecurityQuestions”

Click2

Click1

Click3

Click4

Click & choose Rectangular Snip5

Click, drag & release6

Copy image7

Save image8



NetDMR training program

1. Introduction to NetDMR

a) e-Reporting Rule 

b) Your NetDMR training plan

c) How NetDMR works

d) Getting NetDMR to work for you

e) What to do with your test-NetDMR Account

f) Becoming a signatory in production-NetDMR

1) ‘Regulation 61.4

2) How to get there

2. Getting started

a) Create NetDMR account

b) Request access to permits

3. Using NetDMR

a) Home page

b) My account page 

d) Administrative tasks

1) Granting/denying access

2) Deleting access

3) Submission confirmation email list

e) Working with your DMRs

1) Searching for DMRs

i. Search types

ii. Monitoring period end date search

iii. Straggler & oddball search

iv. DMRs ready to Sign & submit (hazardous)

v. Submission confirmation code search

2) Search results

3) Electronic DMR features

i. Action commands

ii. Header

iii. NODI Picklists

iv. Body

v. Footer

4) Attachments

i. Naming your files

ii. Secure Online File Storage

a. Documents you can officially submit

b. Documents you can only store in NetDMR

5) Tricky data

i. More about NODI codes

ii. Reporting < PQL or NODI B

iii. Conditional monitoring 

a. Residual Chlorine

b. Oil & Grease

iv. Microbial TNTC

6) Error scan

i. Technical (hard) errors

ii. Compliance violations (soft error)

iii. Explain violations

7) Processing groups of DMRs (from search results 

page)

i. NODI code groups of DMRs

ii. Sign & submit groups of DMRs

8) Tracking DMRs to completion

i. Submission confirmation

ii. Completion confirmation

iii. Potential problems: submission errors and 

warnings

4. Additional resources

a) Web hyperlinks

b) Definitions

Table of Contents

Click these icons to 

return here (contents)
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What is it?

 EPA regulation

 No more paper

 Changes how you report, not 
what you report

aulibarr
Rectangle



Why is it needed

 More efficient government

 Electronic records 

increase transparency 

(CORA/FOIA)

 Data instantly available  

for better decision 

making (floods etc…)



e-Reporting Rule summary
 The intention behind the e-Reporting Rule is to make paper 

obsolete

 With this change in regulations, now is a great time to 

transition to a paperless office





Training 

tasks

Access Introduction

Practice

INTRODUCTION:

Learn how 

NetDMR works 

and prepare to 

begin using 

test-NetDMR

PRACTICE:

Use test-NetDMR to 

develop procedures, 

process, submit, 

and track DMRs

ACCESS: 

Gain access 

to the official 

NetDMR 

system as a 

permit 

signatory



Access

Practice

Getting 

started

Training 
tasks

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Investigate 
your  

authorization 
to sign DMRs

Create an 
official 
account

Request 
signatory 

role

Print, sign, 
mail subscriber 

agreement

Welcome to 
official 

e-reporting

Don’t wait, 
confirm your 

authority 
today!







NetDMR, why was it created?

NetDMR will allow you to stop using paper to 

fulfill two permit compliance requirements

 Submit periodic discharge reports (DMRs)

 Securely store, and maintain records that document 

your permit compliance efforts



Why do we use two versions of NetDMR?

Answer: They are good for different tasks

Test-NetDMR

 New user training 

 Testing new versions of NetDMR 

Production-NetDMR

 Official NPDES reporting and recordkeeping



Why is test-NetDMR good for training?
Answer: No legal consequences or requirements

Therefore…

 Mistakes don’t count

 You can gain experience rapidly, by working through last years 

DMRs and data

 Immediate approval as signatory

 No records review to check qualifications or authorization

 Delegate learning the system to anyone you can work with, who 

has some time and computer skills

 They learn, then guide you 



Accounts & user roles

 One person per account  

 More secure 

 Easier to manage access

 You request access by requesting a role from within your 
account. 

 Each role allows you to do different things 

 Access is controlled by administrators who can…

 Approve your access request

 Deny your request

 Revoke your access





Regulatory Authority (CDPHE) –
• Control signatory access

• Provide training

• Technical support

Regulatory 

Authority 

(CDPHE)

Signatory

Regulatory Authority



Signatory –
• Responsible for data quality!

• Edit, Sign & Submit DMRs

• You can have more than 

one signatory per permit

Regulatory 

Authority 

(CDPHE)

Signatory Signatory 

Permit Signatory



Regulatory 

Authority 

(CDPHE)

Signatory
Permit Administrator –
Automatically bundled 

with signatory

1st Permit Administrator

Permit 

Administrator



Regulatory 

Authority 

(CDPHE)

Signatory
Permit Administrator –
Manage submission 

confirmation email list

Approve, deny & 

revoke access of…

• Administrators 

• Editors 

• Viewers
ViewerEditor

Permit Administrator Tasks

Permit 

Administrator

ViewerEditor

Permit 

Administrator



Regulatory 

Authority 

(CDPHE)

Signatory

Permit 

Administrator

Editor

Editor Tasks

Editor

Editor – prep DMRs for 

submission, enter data, 

verify permit violations, 

& attach documents
Permit 

Administrator



Regulatory 

Authority 

(CDPHE)

Signatory

Viewer

Viewer Access

Viewer

Viewer – View & 

download Copies of 

Record (CORs) 

• Safe role for someone 

with oversight 

responsibilities

• Can’t change data

Permit 

Administrator

Permit 

Administrator



Managing your roles

 When you no longer need access to a permit or do not 

need a particular role you can delete that role, or a 

permit administrator can delete it for you

 Please do not delete your access to a permit just 

because it has been terminated. You still have a 

records retention requirement for that permit for 

several years and may need access to those records



Roles & Responsibilities: summary

Regulatory Authority

 Only the Regulatory Authority (CDPHE) can grant, deny, 

or delete the access of signatories



Roles & Responsibilities: summary

Signatories

 Signatories are responsible for data quality and their 

name is attached to all DMRs submitted through their 

account

 Signatories can prepare DMRs for submission. Abilities 

include entering data, importing data, verifying permit 

violations, attaching documents and entering comments 

to explain violations 

 The signatory role is bundled with both, permit 

administrator, and viewer roles



Roles & Responsibilities: summary

Permit Administrators

 manage the optional submission notification email 

address list

 Grant, deny, revoke access all roles except signatory. 

This includes; other permit administrators, editors, and 

viewers 



Roles & Responsibilities: summary

Editors

 The only completely redundant role. The same abilities 

as a signatory except for the ability to sign and submit 

DMRs



Roles & Responsibilities: summary

Viewers

 View and download CORs (legal proof of DMR submission)

 The viewer role is automatically bundled with all other 

roles but can be requested separately if that is the only 

role needed





Easy Access
Online access 24/7/365

No application to install, pay 

for, or update 

Process and submit DMRs 

from anywhere 

Changes are instantly visible 

to everyone with access
DMR



You Create the Copy of Record (COR)
 Legal proof that you have submitted your 

Discharge Monitoring Report 

 A snapshot of your DMR at the moment it 

was submitted

 Includes who submitted the DMR and 

when

 Created when you submit your DMR

 Permanent, can’t be modified or 

deleted

 Corrections are self documenting, a new 

COR every time you submit



NetDMR Saves Time & Money
 Submit DMRs without running to 

the post office

Online records can’t be misplaced 

or accidentally lost

 Stop wasting time, no more:

 Photocopying DMRs for records 

retention

 Making folders to store them

 Or binders

 Or filing copies 



Free Online Data Storage
Supports your transition to  

paperless record keeping 

DMRs act as online file folders, 

attach documents to them for 

storage

Attachments become part of the 

copy of record (COR) when you 

submit your DMR data

Prepare in advance for inspection, 

attach: lab results, data worksheets, 

etc…

Download as needed



Track the Progress of each DMR
Status tells what work has been done 
with your DMR and controls what you 
can do next

 Ready for Data Entry (blank) 

 Validation Errors (more work to do)

 Validated (DMR can be submitted)

 Signed & Submitted (data sent, COR 

created, email notification sent)

 Completed (data uploaded to 

compliance database, you are done!)



Submission Confirmation (email)
 The signatory is automatically sent a 

confirmation email message when after 

they Sign & Submit one or more DMRs

 The email lists each DMR submitted

 At signing you can choose whether to 

attach the copy of record (COR) of each 

DMR submitted to the email message

 The COR is attached as a ZIP folder that 

contains not only a snapshot of the DMR 

from the moment you signed and 

submitted it, but also all of the documents 

that you attached to the DMR



Custom Notification (email)
 Specific lists of email addresses for 

each permit

 The list of email addresses is managed 

by the permit administrator

 At signing the signatory chooses 

whether to attach the COR (ZIP file) to 

this email message

 Suggested email addresses:
 One or more people you work with, to 

archive a local copy of the COR and QA: 

to notice if the submission fails

 Trustees

 Clients



Completion Notification (email)

Confirms data upload to the 

compliance database (ICIS)

Lists each DMR submitted in that 

group

 Indicates success, warning, or fail 

for each DMR

 Success: reporting requirement fully 

met

 Warning: data uploaded however, 

review extreme data for typos

 Fail: system malfunction, notify your 

regulatory authority



DMR Data Entry Error Checking 

 Technical errors (hard errors)

 Violate business rules of the 

compliance database and must be 

fixed before you can save your work

 Permit compliance (soft errors)

 Limit exceedances 

 Blanks on the DMR

 Changes from permit specifications

 You must fix or acknowledge all 

errors before you can Sign & Submit 

DMR

When you save your work, NetDMR scans DMR for errors



Group DMRs Together for Processing

Group your “no discharge” 

DMRs

 Just a few mouse clicks to 

code them  

 Streamline work flow

Sign & Submit multiple 

DMRs

 One notification email for all 

DMRs in that submission

 Easier tracking 

…up to 100 DMRs at a time



eDMR is easy to work with
 eDMR layout similar to your paper DMR

 Custom built for your permit

 Easy 10 Key data entry, enter data and tab to the next 
field



Data Import (experienced NetDMR users only)
 File format, comma separated value file (CSV)

 Several data management systems with built in utilities 
 Operator10 (AllMax)

 WIMS (Hach)

 Excel (good for prototyping and as a learning tool**)

 Contact “NetDMR help” for assistance in developing & 
troubleshooting your export/import process

** look for Excel file templates and examples in folder “NetDMR_Handouts”

https://www.dropbox.com/sh/3s9wr48ikca3jd4/K6Rj3OTsMT

https://www.dropbox.com/sh/3s9wr48ikca3jd4/K6Rj3OTsMT


Benefits of using NetDMR: review

 Access your NetDMR account from wherever you have an 

internet connection 

 Online submission eliminates the uncertainty, expense and 

logistics hassles of snail mail 

 NetDMR creates and stores legal proof that you have 

submitted your discharge data, as a time stamped, 

electronically signed snapshot of your DMR called a copy of 

record (COR) 



Benefits of using NetDMR: review

 Go paperless by storing all of your NPDES permit 

compliance documents online as attachments to your DMRs

 The error checking function scans your DMR for data entry 

errors every time you save your work

 It finds blank data fields, limit exceedances, and 

technical errors

 All errors must be either fixed or acknowledged before 

the DMR can be submitted



Benefits of using NetDMR: review (cont.)

 An automatic submission confirmation is sent to the email 

inbox of whoever signs and submits a DMR 

 The submission confirmation message lists each DMR that 

was submitted and has one zip file attached to it for each 

DMR submitted that  contains the COR plus all documents 

that were attached to the DMR before submission

 An automatic completion confirmation email message is 

sent to the signatory who submitted DMRs, once the DMR 

data has been uploaded to EPA’s compliance database



Benefits of using NetDMR: review (cont.)

 You can create an optional submission confirmation email 

list for each permit to notify those who are interested 

 You can work with up to 100 DMRs at a time to mark them 

as no discharge and/or to sign and submit them

 You can export data from your data management system and 

import it as a comma delimited text file to your DMRs in NetDMR





Getting 

started

Test-NetDMR 

(practice)
Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Process, submit, and review DMRs for errors)  

Call help line and ask for someone to review a set of 
your DMRs for errors

 Email: mailto:cdphe.wqnetdmrhelp@state.co.us

 Call: 303.691.4046

Practice

mailto:cdphe.wqnetdmrhelp@state.co.us


Getting 

started

Test-NetDMR 

(practice)
Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

1. Practice recommended procedures: 

 search by monitoring period 

 name and attach documents 

 enter comment to explain violations

 resubmitted/corrected DMRs

 Track DMRs to completion

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice



Getting 

started

Test-NetDMR 

(practice)
Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

2. Work out QA checks and balances: who 
will enter data, who verifies data, how 
will you confirm sign and submit

Practice

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs



Getting 

started

Test-NetDMR 
(practice)

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMRPractice

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

3. Explore which mistakes NetDMR 
will and will not warn you of



Getting 

started

Test-NetDMR 

(practice)
Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMRPractice

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs



What to do in test-NetDMR
 Submit DMRs of 1 monitoring period then ask for a review

 Make your mistakes in test NetDMR where they don’t count 

 Get feedback on your submitted DMRs early so you don’t practice 

doing them wrong

 If we find mistakes when we review your DMRs, correct the 

mistakes, document your corrections and resubmit the DMR, so 

you will have an example of how to manage corrections

 Make your practice realistic
 Organize your work group and decide who will do what 

 Develop and rehearse your QA procedures

 Plan and implement a records tracking strategy so you can find 

stored documents quickly and easily



What to do in test-NetDMR (cont)

 Build a portfolio of correct (and incorrect) examples

 Submit a DMR correction  
 Document your corrections and resubmit a corrected DMR

 Submit a DMR with limit exceedances or other permit violations
 Verify and acknowledge violations on the DMR 

 Attach a letter explaining the circumstances of violations

 Discover which permit violations NetDMR will catch for you and 
which ones you will have to look for yourself

 Don’t wait for perfection, graduate to an official account 
sooner rather than later, you can always call the help line if 
you discover any gaps in your knowledge







Colorado Regulations (61.4)

Colorado Regulation 61.4 

 Covers the requirements regarding who can become a signatory 

of NPDES permit documents including who can assume legal 

responsibility for the permit in general and who that person can 

designate as their agent or “duly authorized representative” for 

signing permit compliance documents

 Regulation 61: 
https://www.colorado.gov/pacific/sites/default/files/61_2015

%2806%29.pdf click section 61.4 (1) “Application For a Permit” in 

the table of contents, or scroll down to pages 29 & 30 (a - h)

 Colorado water quality regulations (all)

https://www.colorado.gov/pacific/cdphe/water-quality-

control-commission-regulations

https://www.colorado.gov/pacific/sites/default/files/61_2015(06).pdf
https://www.colorado.gov/pacific/cdphe/water-quality-control-commission-regulations


e-Reporting Rule summary
 The intention behind the e-Reporting Rule is to make paper 

obsolete

 With this change in regulations, now is a great time to 

transition to a paperless office





Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 

Official 
Access

Investigate 
your  

authorization 
to sign DMRs

1. Call 303.691.4046 

2. Ask for confirmation of 

your authorization

Access



Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 
Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access

3. To be approved as a 

signatory for a permit you 

must be both

a. Qualified

b. Authorized



Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 
Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access
4. Qualification is based on  your job 

description and work responsibilities. 

Minimum requirements 

a. Manager in operational control of 

the facility or

b. Manager, responsible for regulatory 

compliance



Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 

Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access 5. Authorization is based on having 

documents on file at CDPHE, signed in ink 

by the person who has assumed legal 

responsibility for the permit that:

a. Describe the qualifications that make 

you eligible to assume one of the 

following responsibilities and…

b. Declares your assumption of legal 

responsibility for  the permit as the 

permittee, or…

c. Assigns to you the responsibility to act 

as an agent of the permittee for the 

purpose of signing permit compliance 

documents on their behalf



Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 

Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access

6. Processes are similar to those for test-

NetDMR with two exceptions

a. you begin from this website 

https://netdmr.epa.gov/

b. The subscriber agreement is critically 

important for approval

Create an 
official 
account

Request 
signatory 

role

https://netdmr.epa.gov/


Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 
Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access

Create an 
official 
account

Request 
signatory 

role

Print, sign, & 
mail subscriber 

agreement

7. The subscriber agreement you 

generate in NetDMR when you 

request the signatory role for a 

permit must:

a. Have all original ink signatures, 

and 

b. Be physically delivered to the 

address shown on page 1 of the 

agreement



Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Gaining 
Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Access

Create an 
official 
account

Request 
signatory 

role

Print, sign, & 
mail subscriber 

agreement

8.  Continue sending paper DMRs until 
you receive official confirmation 
from netdmr-notification@epa.gov that 

you have been approved as signatory

Welcome to 
official 

e-reporting

mailto:netdmr-notification@epa.gov


Practice

Getting 

started

Attend 
webinar

Create a test-
NetDMR 

(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Access

Investigate 
your  

authorization 
to sign DMRs

Create an 
official 
account

Request 
signatory 

role

Print, sign, 
mail subscriber 

agreement

Welcome to 
official 

e-reporting
Gaining 

Official 
Access

Investigate 
your  

authorization 
to sign DMRs

Don’t wait, 
confirm your 

authority 
today!



Resources & facts
 Production-NetDMR (official) website: 

https://netdmr.epa.gov/netdmr/public/home.htm

 A signatory must be the first role approved for any permit 

 Once a signatory has been approved other roles can be requested

 The process of requesting the signatory role in NetDMR generates a 

contract called a subscriber agreement

 You must print the subscriber agreement from your official account, 

sign it in ink, and physically deliver it to CDPHE for consideration 

before access can be granted

 Signatures on the subscriber agreement that are reproduced in any 

way nullify the agreement! (no faxed, emailed, photocopied, 

electronic, or stamped signatures)

https://netdmr.epa.gov/netdmr/public/home.htm


NetDMR 
Training 
Program

Getting Started





Finding “test NetDMR”

The test-NetDMR system is used for 
training new users and testing new 
versions of NetDMR

Don’t, Google it (you won’t find it)

• Copy and paste this URL into a web 
browser https://netdmrtest.epacdx.net

• Bookmark that page!

Q: How do you tell the difference 
between test and production NetDMR?

A: Look for the word “test” in the URL
Yes I see it! --> test NetDMR
No I don’t! --> production NetDMR

https://netdmrtest.epacdx.net/


Two versions of NetDMR

Practice NetDMR:

https://netdmrtest.epacdx.net...

Official NetDMR:

https://netdmr.epa.gov...

You should always know which version of NetDMR you are using.

test! No test!

https://netdmrtest.epacdx.net/
https://netdmr.epa.gov/


NetDMR 

Home 

Page

3rd choose

“Colorado DPH WQCD”

4th Click 

Go
2nd Click 

the box to 

open menu

1st Look for 

“test” to confirm 

version



Login Page
How you know that 

you are in the right 

place!!

Click the 

registration 

hyperlink



Choose

"Permittee 

User”

Provide 

Information
Valid 

email 

address

Answers 

are case 

sensitive

When 

done click 

“Submit”

User name = email



Review 
Information

Answers 

case 

sensitive

Image of active 

window (browser): 

Shift+Alt+PrintScrn

Image of desktop: 

Alt+PrintScrn

Paste image into Word 

doc

Check for 

typos

Click 
“Verify”

Record 

security 

questions

Or try the MS Windows 

“Snipping tool”



Ignore this message! 

It will not take 24 hr

Don’t wait, go to 

your email now! 

Usually takes <1min

Confirmation Email



If you still 

have trouble 

finding it, 

search for this 

phrase: 

“activate your 
NetDMR 
account”If you can’t find it in 

your Inbox check 

the Spam folder! 

Activate Your Account

Look for a message with subject 

line “Activate Your NetDMR 

Account”



Sent from:

netdmr-notification@epa.gov

To keep future 

messages out 

of Spam, add 

the address to 

your contacts

Activate Your Account

mailto:netdmr-notification@epa.gov


Click link!

Confirm your email address



Security 
question 

(case 
sensitive)

Password expires  

every 90 days (can’t 

use previous 9)

Modular Password (example)

Memorable Root: EqW@r
(phonetic spelling “equator”)

Add changeable prefix/suffix

if date is 12/19/2013

Use month & day: 1219

Pad: EqW@r1219

Create Your Password



Ta-Da!… Account Created

Congratulations, now you have a 
“Permittee User” account in NetDMR!

Click here to 

go back to 

login page



Enter User Name 

and Password 

Log Into Your Account



Account Creation: summary
 You should always know which version of NetDMR you are using. Look at the URL (web 

address) if you find the letters “test” you are in:

Practice NetDMR: https://netdmrtest.epacdx.net/

If not:

Official NetDMR: https://netdmr.epa.gov/

 Permits that begin with letters “CO…” can only be accessed from the “Colorado DPH 

WQCD” instance not EPA Region 08

 Choose the user type “Permittee User” not “Data Provider” or “Internal User” if you 

get it wrong contact the help line (see below)

 Security questions and passwords are case sensitive (NetDMR doesn’t care about case 

otherwise)

 Your password will expire every 90 days

 Your practice account has no effect on permit compliance (for good or bad)

 If you need help:

NetDMR help Email: cdphe.wqnetdmrhelp@state.co.us

Phone: 303.691.4046

https://netdmrtest.epacdx.net/
https://netdmr.epa.gov/
mailto:cdphe.wqnetdmrhelp@state.co.us




Request 
Access 

Click 

“Request 

Access”



1st (type ID, no 
hyphen no spaces)

2nd (click)

3rd (choose role 
Signatory first)

4th (add request)

Repeat this cycle 

to add as many 

permits and roles 

as you need 

When done 

Click “Submit”

Roles 

requested

Specify Permit & Choose Role



Employer’s relationship to facility

• If you work for the company that owns the facility choose “Parent” 

• If you work for a company that manages but does not own the facility (contractor) choose 
“Facility”

1st: Select the 
correct  relationship 

type for the 
organization you 

work for (see below)

Subscriber Agreement: Employer-Facility Relationship



Subscriber Agreement: I Have the Authority

Next: Click here, if you are either, legally responsible 

for the permit (permittee), or if documents are on file at 

CDPHE showing that you have been designated as an 

agent on this permit by someone who is legally 

responsible for the permit



Finally:
When 

you are 
done 
Click 

“Submit”

Subscriber Agreement: Qualified but not Authorized

Read Colorado Regulation 61.4 for 

more information about becoming a 

signatory on permit compliance 

documents

Then: Type information into these 

fields about the legally responsible 

person who will be using this 

subscriber agreement to designate you 

as their agent 

Or: Click here if you are 

qualified but not 

currently authorized as 

an agent on this permit

https://www.colorado.gov/pacific/cdphe/water-quality-control-commission-regulations


Test NetDMR

“practice NetDMR” 
• Practice Subscriber 

Agreement is 

unimportant!

• Call 303.691.4046

"NetDMR-test"

Don’t print just 
call

(303) 691-4046 

for access.

Practice Subscriber Agreement



Production 
NetDMR

“Official NetDMR”

• Print it  out!

• Sign (only original 
ink signatures)

• Mail Subscri ber  
Agreement(s)

• Allow 2 weeks for 
processing

“Official 
NetDMR”

print, sign, and 
mail original to 

CDPHE

Official Subscriber Agreement



 The subscriber agreement is not used in test-NetDMR

 Do not print, sign, or mail subscriber agreements that come from test NetDMR

 Call 303-691-4046  instead and ask to have the roles you are requesting 

(usually signatory) approved 

 Clicking the “Print Subscriber Agreement” button only opens it as a PDF 

document. Read it now, or access it later from your “My Account” page by 

clicking its icon

Access Request: test-NetDMR



 You must be authorized to sign permit compliance documents before you will 

be approved as a signatory in production-NetDMR

 To be authorized you must meet the requirements of CO Regulation 61.4

 Click the link below and find Regulation 61. Open it and review Section 

61.4 “Application For a Permit” 

https://www.colorado.gov/pacific/cdphe/water-quality-control-

commission-regulations

Production-NetDMR signatory authorization

https://www.colorado.gov/pacific/cdphe/water-quality-control-commission-regulations


 Everyone who uses NetDMR must have their own account. There are no group accounts 

in NetDMR. 

 All signatures on subscriber agreements must be original ink (no stamps, copies, etc…)

 Your signed subscriber agreement must be physically delivered to the address shown on 

page 1 of the agreement

 You must provide one subscriber agreement created by you from within your NetDMR 

account for each permit that you want to be the signatory on

 Please call to confirm your authorization to sign compliance documents for each permit 

before you request access to them as a signatory

 If you discover that you are not listed on a permit as someone who is authorized to sign 

permit compliance documents but feel you should be, correct our records by submitting 

a contacts change form for that permit with current info. You can find the form here: 

https://www.colorado.gov/pacific/cdphe/wq-permits-most-requested-forms

 Subscriber agreements are linked to permit IDs. If your permit is reissued with a 

different permit/certificate ID, you must request access to the new permit ID just as 

you did originally; including delivering the signed subscriber agreement to the 

department

Production-NetDMR Subscriber Agreement

https://www.colorado.gov/pacific/cdphe/wq-permits-most-requested-forms


NetDMR 
Training 
Program

Using NetDMR





Countdown 

timer
30 minute countdown 
timer. 

 Reset clock or be logged 

out

 To Reset clock

 Change pages

 Press F5 on the keyboard

 Click “Save & Continue” 

when entering data to a 

DMR

Countdown 

Timer



General 
Account 
Commands

Affect your account 

overall

 Return to “Home” page

 Access/edit account info

 Request access to 

permits as signatory, 

permit administrator, 

editor, viewer

 The “User’s Guide” is 

better

 Log out of NetDMR

Account 

Management 

Options



Things to do 

in NetDMR

 Tabs affect your permits

 Presence/absence of a tab 

depends on your roles

 Manage – only administrators

 Search – all

 Unscheduled DMRs – editors & 

signatories

 Import DMRs – editors & signatories

 Update NODI – editors & signatories

 View- administrators 

 Download – access to a blank DMR

Permit 

Management 

Options





Finding My Account
From the top of any 

page click 

“My Account”



My 
Account
Page

You can do two 

things on this page 

 Find information

 Extra copy of 

your subscriber 

agreement

 Change information

 “Edit account”

Click, to edit 

account 

information

Click to open 

your subscriber 

agreement 

(to print a copy)



Edit your 
account

Four step process

1) Click “Edit Account” 

(previous slide)

2) Make changes

3) Save changes 

4) Confirm changes      

(next slide)

…or check 

boxes to  

delete your 

access

…or click here to change 

your security questions 

and/or answers

…or change 

your password

Change your 

personal 

information

When you 

are finished 

click “save” 

then confirm 

on next page



Confirm 
Changes

Four steps to confirm 

changes

1) Scroll to the bottom 

of the page

2) Answer a security 

question

3) Enter your current 

password 

4) Click “Save” 

4th Click 

“Save”

3rd Type 

your 

password 

2nd

Answer a 

security 

question







Managing 
Access: 
approve 
access

Find list of users 

requesting access

Permit 

Administrator 

Duties



Pending requests

“Approve” or 

“Deny” 

access

A comment is 

required if you 

“Deny” access





Managing 
Access: 
delete 
access

Revoke/delete 

the access of an 

existing user

List of 

users with 

access to 

the permits 

you 

Administer



Revoke Access

Check box 

to Revoke 

access

Click 

“Submit”

then 

“Confirm” 

on next 

page 





Finding the 
Submission 
Notification 
List

Submission 
Notification Email 
List

To find 

email 

notification 

list

click 

“Permits”



Permit ID you 

want to create the 

list for

Click Icon

Finding the Submission Notification Email List



Adding Email 
Addresses to  
the Submission 
Notification 
List

Enter email 

addresses

Click “Add”
Click X to 

remove



Signatory Using the Submission Notification List

or “Check All”

Suggested practice: 
Build your email list and 

make it a habit to choose 

“Check All” each time you 

sign DMRs

Check each DMR 

you want to send 

notification about, 









Types of Searches

Searches on fixed permit attributes

 Predictable Results: a specific set of DMRs, no more no less

 Permit ID

 Monitoring period

 Outfall

Searches on attributes generated by NetDMR

 Results depend on what has been done to a DMR

 Status

 Submission confirmation code

 Who saved or submitted DMR



Search Type 
Domains

 Fixed permit 

attribute, search 

features

 NetDMR generated 

attribute, search 

features





Monitoring 
Period  
End Date 
Search

Monitoring period search: 

provides every DMR in 

your account for that 

monitoring period

1. Leave everything set 

to default --“All” 

2. Enter 2 dates

3. Click search

“All” ensures 

all DMRs, for 

all permits, 

06/01/201405/01/2014



Nothing 
Before This 
Date

Pick a date

 Clicking calendar icon 
or type the date into 

the field 

 First date, before end 

of monitoring period



Specify
Nothing 
After This 
Date
Pick a date by clicking a 

calendar icon or type the 

date into the field

 Second date, after end 

of monitoring period

 Don’t let date span 

include more than one 

monitoring period end

date

05/01/2014



Processing 
DMRs for 
submission 

Click “Search”

06/01/2014

Two dates  

one month 

or less 

apart

Two dates  

one month 

or less 

apart

05/01/2014





Status 
Search

 Status searches use this 

feature

 Status searches are best 

used as negative searches 

where you want to find 

exceptions



Ready for Data 

Entry
NetDMR 

Validation Errors

NetDMR 

Validated
Signed and 

Submitted

Completed

Submission 

Errors/Warnings

Blank DMR

Not ready to be signed, “soft” errors must be fixed or 
acknowledged.  

ready to be signed, “soft” errors (if present) 
have been acknowledged.

DMR sent to the EPA. COR created.  Zip file (COR 
plus attachments) sent to email addresses.

Good news, everyone! The EPA received your 
data.

DMR sent to the EPA but should be reviewed due 
to apparent errors.

DMR Status      Explanation

Essential Status Indicators



Straggler & Oddball Search
Find unprocessed 
DMRs
 The objective is to 

find any DMRs that 
were not submitted

 Search for 
everything that is 
not Completed or 
Signed & Submitted

No results = 
good news!

 Be able to explain 
why any DMRs you 
find are there

Hold down the 

“Ctrl” key and click 

each status except 

“Completed” and 

“Signed & 

Submitted”

Then click 

“Search”





Signatories, 
please don’t 

use this tab!

DMRs Ready 

to Submit

 Convenient but 

hazardous

 It can allow DMRs to 

fall through cracks

 Only gives you the 

DMRs that can be 

submitted 

 Does not help you to 

make sure that you 

submit all you are 

required to submit



Why is it a problem?
 It only searches for validated DMRs

 It does not find DMRs you forgot to fill out!

 It gives you every validated DMR whether you should submit it or not. 

• Do not re-submit DMRs just because they are validated. Only 

resubmit them if you need to correct them. 





Search by 
Submission 
Confirmation
Code 

 You must collect and 

save these codes 

somewhere yourself

 Copy the code from 

your list of submission 

codes and paste it to 

this field



Anyone with the 

“Submission Confirmation” 

code can use it to search 

for DMRs/CORs

Click 

“Search”

Searching for 
submitted 

DMRs

Submitted DMRs





DMR/COR Search Results Table

1Row = 1DMR



Status/Next Step(s)

“Next Step(s)”

Options for working 

with individual DMRs

“Status” 

tells what 

has been 

done with a 

DMR and 

controls 

what you 

can do next

Status indicates what has been done and determines options



Search Results: Copies of Record

Three DMRs have 

Legal proof of 

submission (CORs). 

Some DMRs were 

corrected 

(multiple CORs)



Search Results: COR hyperlinks
Completed DMRs have 1 or more CORs

Hyperlinks, give 

easy access to 

Copies of Record 

(COR) 



Search Results: Protect “Completed” flag
Access COR by clicking hyperlink

Protect your “Completed” 

status flags, ignore “Next 

Step(s)” options, unless 

you must submit a 

correction 

Completed = done

Validated could 

mean you forgot 

to submit a 

correction or…



DMR/COR Search Results Table



DMR/COR Search Results Table

We will return 

to the “Search 

Results” page 

later to work 

with groups of 

DMRs



Search Results: Next Step Options

Validated DMR 
can be signed or 
edited further

Completed 

DMROptions

Options

Click “Go”

Begin work on 

a Blank DMR







eDMR 
Commands

 Initiate processes

Affects DMR or how 

it is displayed



eDMR Actions
Action commands act on the whole DMR!
View All –displays whole DMR on one page

Clear Parameters – clears form (does not affect saved data)

Save and Continue – saves current state of DMR, checks for errors & resets clock

Save and Exit – saves DMR & returns to search results page (does check for errors)

Sign and Submit – one way to Sign & Submit an individual DMR

Print Friendly View – formats DMR for better printing (use for QA not recordkeeping)

Cancel/Back to Search Results – delete any unsaved changes return to search results





eDMR 
Header

Permit and DMR 

information. 



eDMR Header Highlights

Collapse/Expand 

header  button



COTRAIN07

• Permit #/ID

• Permitted feature

• Discharge

• Monitoring period end (MPED)

• Parameter Info

• Data Value Fields

• Whole form NODI/”No Discharge”

Paper vs Electronic DMRs





NODI 

Code Description

Recorded as permit 

violation
1 Wrong Flow Yes

2 Operation Shutdown

3 Special Report Attached

4 Discharge to Lagoon/Groundwater

5 Frozen Conditions

7 No Influent

8 Other (See Comments) Yes

9 Conditional Monitoring - Not Required This Period

A General Permit Exemption

B Below Detection Limit/No Detection

C No Discharge

D Lost Sample/Data Not Available Yes

E Analysis Not Conducted/No Sample Yes

F Insufficient Flow for Sampling

G Sampling Equipment Failure Yes

H Invalid Test Yes

I Land Applied

J Recycled - Water-Closed System

K Natural Disaster

L DMR Received but not Entered Regulatory Authority use only

M Laboratory Error Yes

N Not Constructed

Q Not Quantifiable

R Administratively Resolved

S Fire Conditions

V Weather Related

W Dry Lysimeter/Well

X Parameter/Value Not Reported Regulatory Authority use only

NODI 
(No Data 

Indicator)

NODI = No
Data 

Indicator

code
Some codes 

are 

automatically 

recorded as 

permit 

violations

Describes why you don’t 

have data to report

Do not use!Do not use!



Value field /NODI pair

Value 

field 

NODI 

Picklist

Value 

field



Enter Data or Choose a NODI

Never leave 

both blank!

Enter data

Or choose a 

NODI Code



Value field /NODI pairs

Value field 

NODI picklist

pairs

Only value 

fields have 

NODI picklists

Always pairs



Whole Form NODI Pick List

c c

c c

c

cc

c

Whole

Form

NODI 

picklist

Three ways to choose NODI codes

• Whole form (shortcut tool)



Parameter

NODI

Parameter NODI Pick Lists

D D

Three ways to choose NODI codes

• Parameter (shortcut tool)



Value 

field

NODI

Value Field NODI Pick Lists

D

Three ways to choose NODI codes

• Each value field picklist



“List” button 

launches popup 

window with code 

definitions

NODI code 

definitions

“List” button: NODI





eDMR 
Body

Data entry & NODI 

pick lists



Three rows for 

each 

parameter

Parameters in 

horizontal 

bands

Parameter Layout

1st

2nd

3rd



Use value 

qualifier pick 

list to indicate 

<, <=, =, >, >=, 

Estimated

or Too 

numerous to 

count 

Only numbers or 

four special 

characters in 

value fields 

“,” “.” “+” “-”

1st row

1st Row: Value Field & Qualifier



Enter a “0” or a positive 

integer. Only leave blank 

when whole parameter is 

NODI

1st row

Number of samples 

exceeding permit limits

1st Row: # of Ex. (number of excursions)



1st row

1st Row: Pre-populated Pick Lists

Pre-

populated 

with 

expected 

codes



Change to actual

sampling frequency. 

Only a violation if less 

than permit requires

“List” button 

opens Pop-Up 

window with 

code 

definitions

“List” button: Freq. of Analysis



“List” buttons 

launch popup 

windows for code 

definitions

“List” buttons: Units, Sample Type

NODI “List” 

button (safe 

way to access 

code 

definitions)

NODI “List” 

button (safe 

way to access 

code 

definitions)

Don’t change 

“Units” or 

“Sample Type” 

codes (“List” 

buttons do 

provide 

definitions)



Permitted limits, 

Expected Units, 

Frequency of 

analysis and Sample 

type

Permitted limits, 

Expected Units, 

Frequency of 

analysis and Sample 

type

Permitted limits, 

Expected Units, 

Frequency of 

analysis and Sample 

type

Permitted limits, 

Expected Units, 

Frequency of 

analysis and Sample 

type

Compare with 

permit (Should be 

identical to permitted 

limits)

2nd row

2nd Row: Info From Permit (check it!)



NODI code 

pick lists

NODI code 

pick lists

NODI pick 

lists

3rd row

3rd Row: NODI Pick Lists





eDMR Footer

Error Codes,  

Comments & 

Attachments



Data 

entry 

errors

List of attached files

Enter comments to 

describe & explain 

violations; and 

actions taken

Footer Features

1st save your work 

before leaving a 

page
2nd Click to 

append 

documents



Browse computer for files to attach to DMR

• File types: PDF, MS Word, Excel or Zip

• Append files up to 20MB. 

Adding Attachments







Naming Convention
File Names

• No spaces, or these characters (= + & $ # @ ^ % * )

• Structure:  PermitID_FileContentDescription_YYYY_MM
PermitID is essential!  (You are not the only one who needs to access these files)

YYYY = 4 digit Year

MM = 2 digit Month

• Examples:

COX630528_Lab_2015_06.pdf – (lab analytical results)

CO0039426_DMRCov_2014_01.docx – (cover letter, to explain violations)

COG607168_WET_2012_12.docx – (whole effluent toxicity test results)

COG588467_DailyMonitoringLog2015.xlsx

CO0064503_ImagesUpset_2013_09.zip



Naming files so you can find them later
Rules

 A name should communicate the contents of the file

 If you sort files by name similar files should group together because they begin 
with the same information

 Don’t include obvious information but don’t leave off info that is only obvious 
because of the context (ie a file folder name that has essential info that is not 
part of the names of the files within the folder) If you remove the file from its 
context can you tell by the file name what it is and where it belongs?

 Order information in the file name from general to specific

 Permit ID is essential and the most general info in a file name

 Dates are the most specific info and should be the last part of the name (right end) 

 Dates should be typed backwards YYYYMMDD so they will sort like a number

 Don’t put spaces between words use “CamelCase” or underscore “_”

 Use “+” to replace “and”







Documents 
Normally 
Associated 
with DMRs

Expected 

Attachments 

No hard 

copy  by 

snail mail 

required

 Use NetDMR to 
officially submit 

 Cover Letters

 Lab Results

 WET Testing 
Results

 But, only these 3 
document types





Filing 

Cabinet 
Files

NetDMR is 

filing 

cabinet for 

these 

documents 

not 

submission 

method

Submit as 

specified!

 Attach other 

documents to 

your DMRs for 

storage

 You can’t use 

NetDMR to 

submit these 

docs

 Only for 

accessible 

document 

storage







Automatic Violation NODI Codes

No Data (NODI) codes that always indicate noncompliance with your permit.

(Always attach a cover letter that explains the violation. Include info on what happened, why, when, length of 

time in violation, what you did to minimize the impact, and the steps you have taken or are taking to make sure 

that it doesn't happen again)

NODI 

Code
Description

Permit 

violation? 

Explanation 

required?

1 Wrong Flow Yes Yes

8 Other (See Comments) Yes Yes

D Lost Sample/Data Not Available Yes Yes

E Analysis Not Conducted/No Sample Yes Yes

G Sampling Equipment Failure Yes Yes

H Invalid Test Yes Yes

L DMR Received but not Entered RA use only RA use only

M Laboratory Error Yes Yes

X Parameter/Value Not Reported RA use only RA use only



Permitted & Discretionary Violation NODI Codes

No Data (NODI) codes for situations that are either allowed by permit or depending on circumstances, could be a violation at 

the discretion of the Regulatory Authority (RA).

(If your permit defines when you are not required to report data, and you meet those conditions, or if the situation is implied by the 

terms of your permit such as -- your permit covers you for discharges but you did not discharge during that monitoring period, then 

it is a permitted activity and needs no explanation other than the correct NODI code. If it is otherwise or you have any doubts,

attach a cover letter that provides a detailed explanation of what happened. Your explanation should include details about the 

situation, why it happened, when, length of time that you experienced the problem, what you did to minimize its impact, and the 

steps you are taking to prevent it from happening again or interfering with data collection)

NODI Code Description Permit violation? Explanation required?

2 Operation Shutdown No

3 Special Report Attached RA's decision Yes

4 Discharge to Lagoon/Groundwater No, (see permit)

5 Frozen Conditions RA's decision Yes

7 No Influent No

9 Conditional Monitoring - Not Required This Period No, (see permit)

A General Permit Exemption No, (see permit)

B Below Detection Limit/No Detection No Attach lab results

C No Discharge No

F Insufficient Flow for Sampling RA's decision Yes

I Land Applied No, (see permit)

J Recycled - Water-Closed System No, (see permit)

K Natural Disaster RA's decision Yes

N Not Constructed RA's decision Yes

Q Not Quantifiable RA's decision Yes

S Fire Conditions RA's decision Yes

V Weather Related RA's decision Yes

W Dry Lysimeter/Well No



NODI 

Code Description

Recorded as permit 

violation
1 Wrong Flow Yes

2 Operation Shutdown

3 Special Report Attached

4 Discharge to Lagoon/Groundwater

5 Frozen Conditions

7 No Influent

8 Other (See Comments) Yes

9 Conditional Monitoring - Not Required This Period

A General Permit Exemption

B Below Detection Limit/No Detection

C No Discharge

D Lost Sample/Data Not Available Yes

E Analysis Not Conducted/No Sample Yes

F Insufficient Flow for Sampling

G Sampling Equipment Failure Yes

H Invalid Test Yes

I Land Applied

J Recycled - Water-Closed System

K Natural Disaster

L DMR Received but not Entered Regulatory Authority use only

M Laboratory Error Yes

N Not Constructed

Q Not Quantifiable

R Administratively Resolved

S Fire Conditions

V Weather Related

W Dry Lysimeter/Well

X Parameter/Value Not Reported Regulatory Authority use only

Frequently 
used NODI 
Codes

No Influent - use

when reporting no flow into

your facility (e.g., 300-I DMRs) 

No Discharge - use 

when nothing flowed 

out of your 

facility/area of 

responsibility

Discussed next

Discussed next





Practical Quantification Limits (PQL)
 If: the analytical results are less than the lab’s PQL 

• Then: enter that information into your DMR

 If: you would have written “BDL” on your paper DMR.

• Then: choose NODI code “B” in NetDMR

Reporting < PQL or NODI “B”

PQL Guidance
https://www.colorado.gov/pacific/sites/default/files/Policy%20CW-6%20%20PQL%20rev.pdf

https://www.colorado.gov/pacific/sites/default/files/Policy CW-6  PQL rev.pdf
https://www.colorado.gov/pacific/sites/default/files/Policy CW-6  PQL rev.pdf


Use matrix: “< PQL” or NODI “B”
Lab 

Result

Lab 

PQL

State 

PQL

Permit 

Limit

DMR

Value
Violation? Reason

<2 2 5 5 <2 No

3 3 5 5 3 No

6 5 7 5 6 Yes Valid result exceeds permit limit

<8 8 9 5
NODI 

“B”
No

No approved method that meets both 

permit limit and state PQL 

requirements 

<6 6 4 5 <6 Yes
INVALID TEST! Lab must use a method 

that meets permit limit and state PQL 

requirements

<6 6 7
Report 

Only
<6 No

Always attach a copy of the lab results to your DMR when lab result 

is less than either lab PQL or state PQL





Conditional Monitoring – sample analysis is only 
required if you meet some triggering condition. The 
triggering condition is defined in your permit.

Conditional Monitoring





 Triggering condition – Using Chlorine to disinfect effluent  

 If you are not disinfecting with Chlorine then monitoring is not 
required

 If: You would write “NCT” into the value field of a paper DMR

 Then: in NetDMR, leave the value field blank and Pick NODI “9”

Residual Chlorine:  Paper –vs – eDMR





Oil & Grease:  Paper –vs – eDMR
 Triggering condition – Presence of an oil sheen on effluent 

 Visual monitoring O&G  Parameter 84066
 If you did not see oil or an oil sheen then enter the data value “0” into the value field

 Analytical O&G (contingent) Parameter 03582 
 Monitoring contingent on what you saw during visual monitoring

o If: you would write “NR” into value field of a paper DMR

o Then: in NetDMR: Leave value field blank, Pick NODI “9”





Microbial Counts
“Too numerous to count” (TNTC)

• Choose “T” from value qualifier pick 
list 

Microbial Counts:  Paper –vs – eDMR



Microbial Counts: Paper –vs – eDMR

Microbial Counts
“Too numerous to count” (TNTC)

• Choose “T” from value qualifier pick 
list 

• Leave value field and NODI blank







Hard Errors!

Errors processing “Save 

& Continue command

Errors processing 

“Save” command

Can’t save 

DMR with 

“Hard” errors



Parameters 

with one or 

more soft 

or hard 

errors

Parameters 

with one or 

more soft 

or hard 

errors

Parameters 

with one or 

more soft 

or hard 

errors

Parameters 

with one or 

more errors 

(soft or 

hard) 

Errors processing 

“Save”command

Not 

Saved!

Table lists and 

describes all 

errors

DMR 
Error 
Overview

Parameters 

with one or 

more errors 

(soft or 

hard) 



Errors Table

Soft errors indicate 

permit compliance 

violations 

(important)

Hard errors indicate 

data integrity rule 

violations that must 

be fixed (urgent)

Problem 

description

Problem 

location



Technical (hard) errors must be fixed
• Examples:

• Pa rameter value with Data & a NODI code
 A sample value and NODI cannot be provided for same value….

• Whole parameter NODI but excursions not Null
 If a NODI is applied to a parameter, the number or excursions must be blank

• Characters in a numbers field.  
 Value fields may contain numbers and special characters…

Identifying The Problem



Hard Error,

Can’t have 

data and no 

data”!

Oil and Grease 

Visual: no visual 

sheen detected

Conditional 

monitoring, 

keep NODI 9 code

Sampling not 

required, fix hard 

error by clearing 

the value field

If you enter 

a NODI code 

leave 

excursions 

blank

Fixing Technical Errors



Fixing Technical Errors
Fix hard error, 

delete“<“ from value 

field. Open value 

qualifier pick list 

choose <.

Hard error,

only 

numbers and 

,  .  - + in  

value fields





Compliance Violations (soft error)

DMR “Saved”

Review, acknowledge or fix 

“validation errors” 

(soft)



These 

parameters 

are in 

violation of 

permit

Review Soft errors

Soft errors are compliance violations! 

Exceedances.

 Confirm:  typo -or- actual data?  

Blank value fields. 

 What’s missing:  a NODI code -or- the data

Changed units or sample type

 Better have a good reason!



Review Soft Errors, 

•Exceedance 

(Excursion)

•Missing data

Data or Typo?Data or Typo?

Missing data/NODI?

Confirm Accuracy or Fix



Acknowledge Soft 

errors if appropriate

Acknowledge Accurate Soft Errors

• Check each “Acknowledge” box to accept 
exceedances/excursions.

• Save the DMR.

• Status should change from “Not Verified” to  

“NetDMR Validated”.





1. Explain all acknowledged soft errors  
 Use a cover letter if you need more than 3-4 sentences to 

explain

 Explain what happened, why, when, duration, mitigation 

efforts & your plan to prevent future violations

2. Explain changed units, sample frequency & sample 
type codes 
 Except: Sampling more than required (just change code)

Comments & Explanations (violations)



3. Explain all NODI codes used except
 No discharge (NODI “C”)

 No influent (NODI “7”)

 And any other circumstances that are defined in your permit 

• Ex. contingent monitoring (NODI “9”)

4. Document all data < PQL or NODI “B” 
 Attach lab results

Comments & Explanations (missing data)



5. If you have to correct a DMR, 
 Enter a comment or attach a cover letter to explain what you 

changed and why

6. Compliance advisory letter (sent to you)
 Follow the instructions in the letter! 

 If the letter asks you to correct your DMR

• Attach the letter to your DMR

• Enter a comment or attach a cover letter to explain 

what you did and why

Comments & Explanations (resubmission)



7. Only use NetDMR to submit: DMRs, cover letters, lab 

results, WET testing results

 Do not try to use NetDMR to submit any other 

documents/reports/studies than those listed above

 Store any document you wish to by attaching it to a DMR

 Only attach permit compliance related documents

Only Submit DMR, Cover Letter, Lab, WET







NODI Code multiple 

DMRs (up to 100 at a 

time)

Check each DMR you 

want to code with 

the same NODI code

Width of page 

determines 

where “Update 

NODI” appears 

in header

Batch NODI Coding Whole DMRs



DMR/COR Search Results Table
NODI Code multiple 

DMRs (up to 100 at a 

time)

Check each DMR you 

want to code with 

the same NODI code

Width of page 

determines 

where “Update 

NODI” appears 

in header

aulibarr
Rectangle

aulibarr
Line

aulibarr
Line

aulibarr
Line

aulibarr
Line



NODI Code multiple 

DMRs (up to 100 at a 

time)

Check each DMR you 

want to code with 

the same NODI code

Width of page 

determines 

where “Update 

NODI” appears 

in header

Batch NODI Coding Whole DMRs



Import
• Import

1st Reselect 

DMRs to update

3rd Save & Exit 

back to search 

results page

Batch Update NODI

2nd choose 

appropriate 

NODI code





All validated DMRs can 

be signed as a group (up 

to 100 at a time)

Check all DMRs 

that  are ready to 

sign

Sign and 

submit the 

group

Batch Sign 
& Submit



• Check: “Include In Submission” (each DMR you want to sign and submit)

• Check: “Add COR and Attachments to Email Notification” (COR and all 
attachments sent to email list)

• Preview COR: click the View Completed DMR icon.

• Note: Acknowledged soft errors, Attachments 

Sign & Submit



Sign & 
Submit

 Scroll down to & read statement in yellow.
• You are respons ible for data quality
• You are aware of the penalties  for 

submitting false information. 
 Answer the security question & enter your 

password 
 Click “Submit”

Be certain before 

you “click” Only 

place in NetDMR 

without  

confirmation page 

to undo action



Submission Confirmation
• The signed and submitted DMR is now a Copy of Record 

(COR).

• “Submission Confirmation” code is not available once you 
leave this page

• Copy and paste code into spreadsheet (if you want to be 
able to track submissions later using this code)







Submission 
Confirmation 

Email

Download 

these files 

“backup 

copy”

Confirms 

DMRs sent



Name of zip folder identifies 

DMR

(files inside are generically 

named)

“dmrSubmission.pdf”  = COR

All attachments are in the 

folder

Download COR





ICIS 

Database 

has 

received 

data

Processing 
Complete

Notice of successful 

reporting.

No errors detected

You have fulfilled 

reporting 

requirement





Submission Errors & Warnings

Confirmation email 

indicates 

Submission Errors 

& Warnings



Submission Errors & Warnings

Check error 

messages



Submission Errors & Warnings Page



NetDMR 
Training 
Program

Additional Resources



Web Hyperlinks
 NetDMR test – practice site 

https://netdmrtest.epacdx.net/netdmr-web/public/home.htm

 NetDMR production – official site

https://netdmr.epa.gov/netdmr/public/home.htm

 EPA’s “…Permittee and Data Provider User Guide:”
http://www.epa.gov/netdmr/documents/pdf/NetDMRNationalInstalla

tionPermitteeAndDataProviderUserGuideFinal.pdf

 EPA’s online training material for NetDMR – several free online 

courses you can take at anytime 

http://www.epa.gov/netdmr/about/training.html

https://netdmrtest.epacdx.net/netdmr-web/public/home.htm
https://netdmr.epa.gov/netdmr/public/home.htm
http://www.epa.gov/netdmr/documents/pdf/NetDMRNationalInstallationPermitteeAndDataProviderUserGuideFinal.pdf
http://www.epa.gov/netdmr/about/training.html


Handouts

Dropbox: training documents and instructions 
(you do not need an account just to download files )

https://www.dropbox.com/sh/3s9wr48ikca3jd4/K6Rj3OTsMT

 Account Setup – instructions on creating an account and requesting access to permits

 Administrator Instructions – Instructions on how to grant access to other users within 

your organization (Administrators, Editors & Viewers)

 Data Entry Aids – DMR data entry code definitions and attachment naming conventions for 

documents you might attach to your DMRs

 Data Import – formatting templates and instructions for uploading data to NetDMR

 Regulations – excerpts of regulations that describe who is eligible to become a signatory of 

permit documents including DMRs

 Webinar PowerPoint – this presentation

https://www.dropbox.com/sh/3s9wr48ikca3jd4/K6Rj3OTsMT


CDPHE WQCD NetDMR Contacts

CDPHE-NetDMR help 

Phone: 303-692-3230
Email: mark.lombardi@state.co.us

Mark Lombardi

Phone: 303-691-4046
Email: cdphe.wqnetdmrhelp@state.co.us

mailto:mark.lombardi@state.co.us
mailto:cdphe.wqnetdmrhelp@state.co.us


E-reporting rule sites
 The Federal Register: Proposed E-Reporting rule

https://federalregister.gov/a/2013-17551

http://www.gpo.gov/fdsys/pkg/FR-2013-07-30/pdf/2013-17551.pdf

 Information about the rule

http://www2.epa.gov/compliance/proposed-npdes-electronic-

reporting-rule

E-Reporting Rule

https://federalregister.gov/a/2013-17551
http://www.gpo.gov/fdsys/pkg/FR-2013-07-30/pdf/2013-17551.pdf
http://www2.epa.gov/compliance/proposed-npdes-electronic-reporting-rule


• Modern browser:  (IE 7 or 8, Chrome, Firefox, don’t 
know about IE 9).  

• Enable cookies: The site uses cookies that are 
removed when you log off.

• Enable pop-ups: Some buttons launch popup windows 
that provide info. 

Technical Requirements



• CDPHE – Colorado Department of Public Health & Environment

• COR - Copy of Record  A legally enforceable copy of a DMR, one that has been 
submitted to EPA and/or CDPHE

• NODI – No data indicator. A way of indicating why you have no data in a value field

• DMR - Discharg e Moni toring Report

• eDMR – Electronic Discharg e Moni toring Report

• EPA – Environmental Protection  Agency

• ICIS-NPDES – Integrated Compliance Information System; National Pollutant 
Discharge Elimination System. The database of record for air and water pollution data 

• NetDMR – Electronic DMR reporting tool

• NPDES – National Pollutant Discharg e Elimination System

• Permittee – The person(s) who is legally responsible  for permit NPDES permit 
compliance

• WQCD – Water Quality Control Division (of CDPHE)

Definitions



Welcome to 
official 

e-reporting

Request 
signatory 

role

Create an 
official 
account

Develop 
procedures 

practice 
processing 

and 
submitting 

DMRs

Access

Getting 

started

Practice

Attend 
webinar

Training 
tasks

Don’t wait, 
confirm your 

authority 
today!

*

* *

*

*
Create a test-

NetDMR 
(practice) 
account

Request 
access to 
permits in 

test-NetDMR

Submit one 
set of DMRs 

and ask us to 
review them 

for errors

Investigate 
your  

authorization 
to sign DMRs

Print, sign, 
mail subscriber 

agreement
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