ICMP Compliance Checklist: Section 6, SLOT MONITORING SYSTEMS

For Use by Division of Gaming and Independent Compliance Officers (ICOs)
	Legend:
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ICMP – SLOT MONITORING SYSTEMS – B. SYSTEM ACCESS AND CONTROL

1. Licensees must maintain a secure control environment for their information technology network.  This includes, but is not limited to, logical and physical controls of software, hardware, tapes, backups, disks, etc., application controls as well as any additional controls deemed necessary to protect the integrity of all networks, applications, databases and data.  Document in the space provided below how the licensee meets this requirement.

2. Licensees must designate an individual or staff of individuals to perform the information technology (IT) function within the casino.  The IT function must be segregated from gaming operations.  This function cannot initiate, perform, override or review any transactions that occur as a result of gaming activity…The scope of the IT function should include, but not be limited to, system security and controls, standards for network system access, slot monitoring system access, remote access and manufacturer access.  Document in the space provided below the individual(s) who perform the IT functions, whether in-house, contracted, out-of-state, or a combination thereof.
3. System access must be kept current and the licensee must be able to produce a report upon request that lists each user that has access to the system.  Ensure compliance with this requirement.
4. The system access listing must include each user that has access to the system, the users’ position, permissions/parameters assigned, and authorized functions.  This list must also include any non-casino personnel such as vendors and manufacturers that may have access to the system either on site or remotely.  Review the list and ensure all required information is on the list.  Document in the space provided below the results of your review.

5. The licensee must have a thorough understanding of the permissions assigned to each user in order to ensure that each user’s access is appropriate with regard to his/her position.  Explanations for the assigned permissions must be documented.  Interview the IT staff using the listing by randomly selecting different users and asking them to explain various positions.  Choose different positions each testing period.  Document in the space provided below the results of your interview and the individual interviewed. 

The purpose of numbers 6 through 14 is to ensure appropriate control and segregation of duties.  Review the requirements set forth in 1-5 above, select a sample of 10% of users or a maximum of 10 employees in different job duties and verify each has appropriate access authority based on his/her job duties.  Document your findings in each of the spaces provided below.

6. IT administrator access should only be granted to the designated IT function.  Administrator access would include, but not be limited to, the following: access to create new user accounts, add new users to the system, remove users from the system, access to setup system options, access to define/change/edit user parameters, access to edit/change system functionality, and access to alter system internal control.

7. Every user that accesses the system must have an individually assigned user name and password that must be used anytime the system is accessed.  All successful access and failed attempts must be traceable to a specific individual.  At no time shall a generic username and/or generic password be used to gain entry to the system.  It is acceptable to provide a manufacturer with a DEDICATED user account for which any licensed employee of said manufacturer may use to gain access.  This would include access via remote connection.

8. Revenue reporting (e.g., accounting) functions are segregated from revenue collection (e.g., count team) functions.  Users involved with the collection of revenue are prohibited from having access to any revenue or reporting access in the system.  (This is not intended to prohibit count team members from generating the required ticketing reports for the purposes of ticket counts).


9. Revenue adjustment capability is restricted to revenue reporting functions (e.g., accounting).  System users such as the internal compliance officer, general manager, or any other users outside of the accounting department are prohibited from having adjustment ability.

10. Users having transaction initiation and processing functionality are prohibited from having override functionality.  In the event an individual has both processing and override access, the license must have compensating controls for these individuals, to preclude them from using their access inappropriately (e.g., to ensure an adequate segregation of duties for processing overrides).
11. Access to alter any transaction from its initial state as it is being processed will only be granted to supervisory or management personnel.  Altering any transaction requires physical (system authentication using unique and individual username and password) authorization by someone other than the initiator.  If the initiator is a supervisor or manager, another licensed supervisor or manager must authorize and authenticate the transaction. 

12. System Administrator access should be limited to designated IT department/function individuals.  (If such department/function does not exist, an alternate appointee(s) may be designated by the general manager and documented in the casino’s IT policy). 

13. No one is allowed system access to change the status of voided or expired tickets or manually generate tickets.  Review various system and revenue reports to ensure that ticket status was not changed and tickets were not expired or manually generated.

14. System access to void or expire tickets is restricted to the revenue reporting function (e.g., accounting).  Ensure only accounting has permission to void or expire tickets.
15. System access for terminated (voluntary or involuntary) users must be removed as soon as possible, but no more than 72 hours after the terminated employee’s final work shift.  Review the list of all terminated employees who had access to the system, select at least five and ensure they were terminated from the system within the appropriate timeframe.  Document in the space provided below the employees selected, their terminated date and the date of removal from the system.


16. The licensee must have an inventory of all access points to the system, which includes all computer terminals configured to access the system, any handheld wireless devices in operation, and all network/LAN/WAN ports that are available in public areas of the casino.  Review the inventory and ensure it is accurate and up to date.


17. Controls must be in place to ensure all slot monitoring system access points (e.g., computer terminals, handheld wireless devices, network/LAN/WAN ports, etc.) are controlled and access to the system is restricted in accordance with the licensee’s IT policies and the requirements set forth in the ICMP.  Interview an IT employee to ensure compliance with this requirement.
18. An in-depth knowledge of the various systems in operation within the casino must be maintained.  Necessary audit trail reports to reflect the system access activity that has taken place must be available.  Document in the space provide below the name of the audit trail report(s) available and how they are utilized.

19. The licensee must also have a process whereby these reports are reviewed on a systematic basis.  The review must be conducted at least monthly.  This review must identify certain access activities which would include additions, deletions, permission changes and access alterations.  The review must be performed by a licensed individual that has functional knowledge of the system and its access features.  The review should:

a. Identify users added to the system, when they were added, who added them, whether any users were removed from the system, who removed them, when they were removed and if any changes were made to existing user accounts.

b. Identify the processing times for system termination requests from the Human Resource Department to ensure these requests are initiated and the subsequent system access removals are being completed in a timely manner.
c. Identify what access changes are taking place on a periodic basis.

d. Identify any issues that were overlooked.

Pull these reports to ensure they have been reviewed.  Evidence of this review for printed reports requires the reviewer’s date and initial on the first page of the reports.  For reports that are not printed, a log indicating the date, reports reviewed, date range and initials of the individual that reviewed the reports must be maintained. 

20. Application controls must be in place to ensure the accuracy of data input, integrity of system processing and validity of system output.  Some examples of these types of controls include passwords to restrict data input to authorized users, using parameters or reasonableness checks to verify the integrity of system processing, and using control totals on reports for comparison to input figures.  Review the controls in place and document in the space provided below the findings of your review.

21. The licensee must maintain a system log that documents system upgrades, modifications, problems, and all remote access.  Ensure this log is maintained at all times.
22. 
The system log must include, at a minimum:

· Date the maintenance was performed, date problem was identified, or date of remote access;

· Description of maintenance performed, or of problem identified, or the reason for remote access;

· Full name, license number & position of person who identified the problem (n/a if maintenance);

· Full name, license number & position of person who either performed the maintenance, problem investigation & follow-up, or remotely accessed the system; and
· Date & how problem was resolved (n/a if maintenance); or date and type of modification made to the system (if applicable).
Ensure all required information is on the log and all columns are completed.  
23. 
If the licensee utilizes the TITO module, a separate TITO log must be maintained and completed by the various departments affected by ticketing, i.e., cage, accounting, floor, count, etc.  The log is sent via email to the Division on a weekly basis beginning with testing of the system or module and until the completion of the test submittal of the Acknowledgement Letter.  The licensee must continue to maintain the log after the submittal of the Acknowledgement Letter; however, it no longer needs to be emailed to the division.   Subsequent to submitting the Acknowledgement Letter and prior to receiving Division  approval, the licensee must report any significant items to the Division via email immediately.  Subsequent to receiving approval, the licensee must continue to detail all system problems on the system log.  At this time, TITO problems can be incorporated into the system log instead of maintaining separate logs.  If currently testing, review the individual logs.  If written approval has been received, ensure the TITO problems are indicated on the system log.  Document in the space provided below the outcome of your review.

24. Licensees must have written contingency plans in the event of system failure or other event resulting in loss of system data.  Such plans must address backup and recovery procedures and must be sufficiently detailed to ensure the timely restoration of data in order to resume operations after hardware or software failure or other event that results in the loss of data.  These plans are to be distributed to all applicable individuals.  Review the plans and ensure the plans address how to backup data, including all data used to support gaming revenue and the process for recovering data.  Ensure the plans have been distributed to the applicable individuals.
25. 
If a weigh scale interface, currency counter interface, or ticket counter interface is utilized, the licensee must have a written contingency plan that addresses the manner of reconstructing drop/count data in the event the interface malfunctions or fails.  These plans must include procedures for the reconciliation of the interface to the applicable system reports.  Review the plan to ensure actual data reconstruction is included.

26. Audit procedures of system data performed by the licensee’s Accounting Department must be documented in the required Written Accounting Plan.  At a minimum, these audit procedures must address:

a. System statistical report reconciliation procedures.
b. Procedures for ensuring the accuracy of downloaded information and for ensuring an adequate audit trail documenting any changes to the downloaded information.

c. Procedures for reconciling system reports to source documents (e.g., slot and table drop/count paperwork; cage paperwork, etc.)

d. Polices and procedures for reconstructing all data in the event of a system failure or other event resulting in data loss (includes weigh scale and/or currency counter interfaces).

e. Adjustment and override procedures for corrections made to the system for system-captured and system information.  This includes procedures for independent review of adjustments and/or corrections to system-captured and/or system information.  Overrides are defined as changes to system information made at the time of the event.  Adjustments are defined as changes to system information made subsequent to the time of the event.

f. Procedures for identifying and testing new machines brought online subsequent to initial testing.  Written procedures for testing new machines must address how the licensee ensures that all meters, except voucher in and voucher out meters, are incrementing at 99% accuracy.  Voucher in and voucher out meters must increment at 100% accuracy. 

g. Annual system testing policies and procedures.  


Review the Written Accounting Plan to ensure procedures address all of the above items.  Document your findings below.
27. Licensees are required to notify the Division, in writing, upon intent to use an on-line slot monitoring system, ticketing module, slot coupon module, external bonus system or controller, cage system, kiosk or pit system a minimum of 30 days prior to the anticipated go-live date.  Additionally, the licensee must notify the Division of the first day of testing.  Verify the notification(s) was submitted in accordance with the requirement, if applicable during the period under review.  Document the results of your findings below.


28. Licensees must notify the Division prior to the installation of a system, system upgrade, kiosk upgrade, or any system modification.  This includes upgrades from the Slot Machine Interface Board (SMIB) or equivalent system device to the main system server.  The licensee’s notification must be submitted no less than 30 days prior to the installation, upgrade o modification.  In cases of minor upgrades, modifications or emergencies the licensee contact the Division’s Technical Systems Group to request a waiver of the 30 day requirement.  Verify the notification(s) was submitted in accordance with the requirements, if applicable during the period under review.  Document the results of your findings below.







29. If a system installation/upgrade or modification was performed during the period under review, ensure all other ICMP requirements, pertaining to such change, have been adhered to.  Document the results of your findings below.



ICMP – SLOT MONITORING SYSTEMS – E. ANNUAL TEST REQUIREMENTS

Note:  Numbers 1 - 4 are applicable if a licensee HAS NOT been granted a variance from the Technical System Group regarding annual system testing and new machine testing.  If the licensee submitted a variance and received approval to rely on the variance for annual testing, indicate the date of approval.
1. 
On an annual basis (12 months from the date of the Acknowledgement letter and annually thereafter) licensee must test all system modules to ensure accuracy requirements are maintained and security controls remain adequate.  Ensure compliance with this requirement.
2.  
For coin in and coin out meters, licensees must compare soft meter incrementation to system meter incrementation for 100% of machines for one (1) drop period (i.e., two consecutive drops), and until 99% accuracy is achieved by machine and meter, whichever is longer.    NOTE: For TITO-enabled devices without a hopper, the coin out meter reading is not required.  
3.
For On-Line Systems, for each drop in the annual test period, licensees must prepare a MCR that compares the incrementation of soft meters to incrementation of system meters for each machine (coin in and coin out meters only...The MCRs must be prepared as described in ICMP for Initial Testing Procedures.  A separate MCR must be prepared for each meter as well as each drop period.  Differences between soft and system meter incrementation of 1% or more, by machine, must be identified.  If the variance was caused by a clerical error, it must be corrected and supported by the appropriate documentation.  If the variance was caused by a non-clerical error or the meter finals testing it must be investigated with the results of the investigation documented.  The related machine-meter must continue to be tested until 99% accuracy is attained. 
Date(s) of last Annual Test performed: _________________________

4. 
Licensees must prepare a written summary of its testing methodology, test procedures and test results.  The testing methodology must include specifics about the number of machines tested, number and identification of passing/failing machines (by machine and by meter), any recurring problems, pending issues with the system and/or system manufacturer, etc.  Test procedures and results must include a description of the procedures used to check the MCRs  for mathematical accuracy, accuracy of the statistical reports, investigation/resolution of any inaccuracies, and investigation/resolution of machines with variances of one percent or more.  
5. 
The System Questionnaire (in conjunction with the annual test date) is reviewed and updated.  Review the most recent version of the System Questionnaire to ensure it is up-to-date (the same one that is posted on the Division’s website) and reflects current information.
Date the System Questionnaire was last updated: 
_______________


6. 
Licensees must prepare a schedule reconciling the number of machines tested to the number of machines reported on the gaming tax return.  Ensure this reconciliation was performed in conjunction with the annual test date.
7. 
As part of the annual testing, licensees must also review and update, if necessary, their accounting plan to ensure it accurately reflects their audit procedures of system captured data and statistical reports using system information.  Documentation of system maintenance, system-related problems, and remote access must be current.  Additionally, a licensee must ensure its system access listing reflects the appropriate access privileges for each authorized user.  Ensure compliance with these requirements.
ICMP – SLOT MONITORING SYSTEMS – F. ON-GOING REQUIREMENTS

1.
With technology having a critical impact on gaming controls, all on-line and off-line systems need to have documented data flows.  This means the documentation shows the flow of information from the slot machine, through the slot monitoring system, and shows the integrated tables and fields of the database(s) used to create the reports required by the Division.  The documentation provided by the licensee or manufacturer needs to include at a minimum:

a. Documentation of stored procedures, triggers, functions, formulas or any other code that modifies original slot machine data.

b. What tables the stored procedures, triggers, functions, formulas are based upon.
c. A database schema for the slot monitoring system.

Ensure compliance with this requirement.  

2.
All transactions recorded by the system must be backed up by a real time or tape back up device.  Interview IT personnel and circle which applies:    real time      tape back up
3. 
The casino must notify the Division via email each time the system is down for a total of 12 hours or more in any 30-day period.  For example, if the system is down for one hour 12 different times within a 30-day period, the licensee must notify the Division.  Interview IT personnel regarding their understanding of this requirement.  If the system was down for a total of 12 hours in any recent 30-day period, was the Division notified?
4.  Per CLGR 47.1-1607, each licensee must maintain required documentation for three years.  This data must include, at a minimum, revenue (actual) data, meter data, and other pertinent data used to create the required statistical reports.  Ensure the documentation is being retained as required.

5.
Licensees must have procedures in place to ensure new machines brought online or meters that stop communicating subsequent to the initial test period are tested until the 99% accuracy requirement is met (100% if TITO).  New machines are tested for a minimum of one drop period.  Pull a sample of five new machines brought online and verify meter comparison reports were prepared, trace soft meter readings to the corresponding soft meter reading summaries, system meters to system meter reports, and verify each machine meter passed the accuracy requirement prior to the reliance on system information.  If the licensee submitted a variance and received approval to rely upon the variance, indicate if option 1 or option 2 was selected.  Ensure testing was performed per the variance option requested.
6. 
Licensees must manually read and record all required soft meters, at each drop for any machines that are not communicating properly with the system, have stopped communicating properly with the system subsequent to testing the system, prior to submission of their System Testing Acknowledgement Letter, and/or annual testing.  Anytime the automated system fails to communicate accurate meters, licensees must revert to the manual capture and recording of soft meters, and use the soft meters in the generation of the required statistical reports.   Request documentation for the last five machines that lost communication and ensure soft meters were recorded and used for the statistical reports.  Note the machines, dates of communication loss and results of testing.


7. 
Any necessary adjustment to and/or reconciliation of system reports must reflect the soft meter data for such machines.  The licensee’s accounting plan must reflect the appropriate audit and accounting procedures for this requirement.  On a monthly basis, licensees must prepare and maintain, a list of slot machines not connected to the on-line slot monitoring system along with the reason the slot machine is not connected.  Also, included separately on this list are the slot machines connected to the slot monitoring system that do not have all of the required meters.  Document the machine ID number(s) that do not communicate with the system.

ICMP – SLOT MONITORING SYSTEM – G. JACKPOT AND FILL SLIP TESTING

1. If the jackpot payout/fill slip prints the meter values from the system, some limited test procedres should be performed to ensure the accuracy of the meters captured prior to relying on the data.  Review the limited test procedures which were performed, if applicable during the period under review.


2. Test procedures are determined, performed, and documented by the licensee to provide assurance of the accuracy of the meters printed on the slips.  If the licensee chooses to test the validity of the meters printed on the slips, the test and results are documented to include the machine number, type of machine, denomination, the soft meter value, the system meter value, any difference between the soft and system meters, and explanations for any differences in any of the values being compared.  Reviewthe test and results if this was performed during the period under review.
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