BUS THIRD PARTY USER ACCESS REQUESTS &
MODIFICATIONS/REVOCATIONS

USER GUIDE

Third Party User Requests & Modifications/Revocations Introduction

Third Party User Access Requests and Modifications/Revocations are submitted by
Case Management Agencies (CMAs) to request access for their employees to the
Department of Health Care Policy and Financing’s (DHCPF) Colorado Medical
Assistance Program Web Portal (Web Portal) and Benefits Utilization System (BUS).

There are two types of this form:

e Third Party User Access Requests — Required for all NEW users.
e Third Party User Access Modification/Revocation — Required to change user
details, including level of access, or to revoke access for existing users.

The 03/2014 version of these forms should be used. This version can be
completed and signed electronically. Hand-written versions of these forms are
acceptable as long as they are clearly legible.

Requests can be received by the Department in hard copy form by mail, and in
soft copy form as either a fax or an email.

Send completed access request forms to: (select one method)

By Mail: HCPF Information Security Administrator
1570 Grant St. Denver, CO 80203

By Fax: 303-866-2803

By Email: Terry.Burnham@state.co.us
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Third Party User Access Request Instructions — Page 1
1. All areas marked with a red asterisk % must be completed.
2. If the user has no middle initial, “NMI” may be used.

3. Last four digits of user’s Social Security Number (SSN), or another four digit
number, must be provided.

Department of Health Care Policy & Financing

THIRD PARTY USER ACCESS REQUEST

This Request and Agreement will be used to grant acoess to the systems the Department administers or maintains.
The Request must be completed in full, or it cannot be processed. Incomplete applications will be retumed for
additional information which may delay access. PLEASE PRIMNT CLEARLY. No Uszemames will be provided wnii
the User has signed the System User Agreement. Any questions should be directed to the Depariment's
Information Security Officer or Department's Information Security Administrator.

All information provided is used solely for the purpose of providing system access.

UUser Access Start Date:” Access Termination Date:”
If no date is provided, confract term end date will be wsed.

Section 1. User Information

First Mame:" Middle Initial:
Gandar® O male O Female
Telephone Mumber"® Work E-Mail Address:"
four digits of SSN:" or  any other 4 digit numeric identifier:"

information is used solely fo verify Users identity for resetfing passwords.

Department Type:" [ |State Agency [ |Fiscal Agent [ |MA Site [|FE Site [ |Other

If other, please descrbe:

Agency Mame:" Trading Partner ID # {if applicable):
Agency Work Address/City/Zip:"
Work Telephone:” Wiork Email address:”

Section 2. User's Manager | Agency Security Administrator Information

Agency Security Administrator Mame:"

Telephone:” Email address:"

Manager Name:"

Manager Signature:” Diate:”

Telephone:" Ermail address:"

Third Party User Application and Agreement. 03/2014 Page 1of4
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Third Party User Access Request Instructions — Page 2
1. LTC Benefit Utilization System (BUS) must be selected.
Select the correct county code from the drop down list.
Select the correct class of organization from the drop down list.
HCPF Secured Sites Portal must be selected.
Page 2 must be signed and dated by the Agency Contract Manager (usually the Agency
Security Administrator).
6. The BUS Analyst will sign and date the form, as HCPF Contract or Program Manager.
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Department of Health Care Policy & Financing

Section 3. System Access Requested "

Pizase Indicate What SYSISMS yoU 3rs nequesing 300885 10, UIDON raguest and Spprova, 02rat nguin-ony 30oss wik be provices for the
TGoWNG SYSIEMS, UNIESS 3 Special EXception iE reguesisd balow and Auhonzes. CONMICt YOUF SUPSMMSOr 2Nor Secunty At far
PO INFTNZTON 0N SX¥CEpIons I needed.

O mmis D you nead InstaEation: Cves ks [0 Remots Access (only for specified users)
The Medicaid Macagement information Sysiem i the clams processing sysiem. Defauk sccess i nguiny into claiess, provider and clen] dats, prior suShonzafons.
meference [proceduse and nevenee codes), and raies.

[0 wmis-D5S (COGNOS) O View [ CQuery Stadio
The MKIS Dedsion Support Eyshem contains data taken fom the MAME. Defauk access &= inquiry aocess o dalms, provider and dient data, and prior
FUErorEations.

[ cowp Do you need Instaiation: Ores Oz [0 Femote Access {only for specified users)
The Computer Cefput o Laser ik F=port Manager i whens regors from the MMIS 2re s30red for saoy retreval. Detact Broess S 3Cce1s i FEponts gererated
from the Cixims sysiem fincluding the: Provider Ciaim Report), Manspement and Adminisirathe Reporting (WMARL. Managed Care, Client, Provider, and Thind Forty.

[0 POCS (PDCE Acceas form also requirsd)
The Prescription Drug Claim System (S e Clams processing subsystem of the WAES that is ussd for drug claims, Only uzars with specal parmission are aicwssd

access o this subsystem

|:| CEMS ICBIE Accese form aleo required)

The Cokrado Benefss Managemant Sysie= iz Lsed by the counses and IMetical Assistarce Sies to etarming Program sigiDily. Datacs aocess i mgury SCcess
0 mlers, xmnmmmmm cherd refermal, appidcation ntake, inisractve infendew, case assignrmend, =lighily, authorization, prededermination,
=IgListy spans, and mecdcy 10 Cad requeTts. Compiaton of S Computer Based Tramng I FEquines prior i0 acoess baing graned

[0 cBms-Dss (COGNOS) [ View [ Query Studio
The CEMS3 Decision Support 3ystem contains repeort dats taken from the CBMS. Deftuat access & Imied fo rerieval of desgnated pre-defined neports.

[0 Program Eligiblity and Application Kit (PFEAK) [CEMS Access Form also required)
The PEAX application is B Sai senice cnine ol wsed Dy IndRacais i scresn %or pobers al algbalty for Snsistances rograms and check CLETSR? sgbily stuus.

[0 LTC Baneft Utiization System [BUS] (HCPF Secured Sitea Porfal sccess also requined)
The Term Core Beraft Uiifzation Sysiem s wsed by courty and Singie Enfry Frint staff o perform cas= management for oag

001 - Adams _'j ciass Please Sel_~ |
#ccesa) Financial Data System Actsss Form alao requirsd

| Reporting System is the siobewide accoundng syskem used as ihe oficial book of eniry for accountng acsvety. access & ngury
o3 and transsctons FEiEd D the Department.

0 Tso
Tre Top Secret program |5 weed B s=nd dats batwesn specified entties throogh T Slale mainfame sysbem

[0 HCPF Sscured Sitss Porial
The Cosorsdo Department of Haath Care Pobcy and Financing Secured Snes PO DFovides acress 10 the M Asssance Program Sendires o PToieders and
other Third Party weers.
D HCP‘F(:EHS WES PORTAL

Departmend of H=alth Care Polcy and Firancing CBMS Web Porinl provides access io the Colomde Benefls Maragement sysdes commurity for
Mnclml Aszistance Stes, Presumptive ElgibiEy S%es and ofher HOPF confractors determining =5gikity for the Stske medical assistance progmms.

[0 SAVE |Systematic Allen Verfication for EntiBsmenta):
Thiz iz the L. 2. Depatment of Homelsnd Secorty verfcation information system.

[ spectal Exceptions Requsst

[0 oiher Systems Requested:
[May require additional appication 300 approval

necy Contract Duata: ©
m wmm@ammuﬁmmmmmummﬁmummmm

HCPF Contract or Program Managsr 5 ignaturs: Diatac”
sigring, Depariment Confract Manager and or Program Manager atlests that Information provided ' acourate and all access requesied 1
mmmm responsiiiies |

Third Party User Application and Agreement. 03/2014 Page 2of4
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Third Party User Access Request Instructions — Page 3
1. Page 3 of the User Access Request MUST be included with all requests.

Department of Health Care Policy & Financing

SYSTEM USER AGREEMENT

By signing this Agreement, you consent and agree to be bound by all of the terms and conditions
below, and you understand that any failure to comply with the terms and conditions may result in
sanction, which can include temination of your user account. This Agreement applies to any/all
systems you are granted access to by the Depariment of Health Care Policy and Financing.
Completion of this Agreement is required before access will be granted.

System users understand that the Colorado Department of Health Care Policy and Financing
(Department) owns, either solely or jointly with ancther State agency, the system application and all
information that can be accessed through the system. Access to the system is restricted to those
who have been authorized by the Depariment and their Security Administrator (if any) to enter.

System users are responsible for reading and complying with any/all applicable Department
Privacy/Security Policies and Procedures as provided by the Department.

System users shall anly use/discloss records andfor information that is created, received,
maintained, or transmitted within the system as authorized hy the Department, andfor as required o
perform authorized obligaticns and responsibilities.

System users shall limit usefdisclosure of records and/or information conceming Colorado Medical
Assistance Program clients or applicants to the purposes directly connected with the administration,
operation, or oversight of the Colorado Medical Assistance Program.

System users shall not knowingly cause or aliow the addition, modification, destruction or deletion of

any records and/or information accessible through the system, except solely in the course of
performing their authorized work.

System users shall not make unauthorized useldisclosurs of, or knowingly permit unauthorized
access by others to, records andfor information contained within the system.

System users shall maintain an assigned, unique User ID. Users understand that they are
responsibie for any activity that occurs under their individual User 1D In the event that 3 User
suspects that ancther person knows andfor has used hisfher User ID and Password, the User must
noftify hisfher Secunty Administrator immediately. Additionally, it is a security violation for a User o
mask hisfher identity or assume the idenfity of another User.

System users shall practice adeguate Password management by keeping Passwords confidential.
Lisers shall not share their Passwords with anyone else for any reason, and are discouraged from
writing down their Passwords and posting in view of others.

System users understand that the Department may monitor, track, and record all Users and uses of
the system at any time. (This includes all Intemet usage and email, when Department connection is

utilized.)

System users shall not attempt to alter, exploit, or otherwise interfere with the system application.
The State/Department has the right to update the system at any time.

Third Party User Application and Agreement. 03/2014 Page 3 of4
Claims Systems & Operations Division/Information Secunty
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Third Party User Access Request Instructions — Page 4
1. Page 4 must be signed and dated by the new user.

Department of Health Care Policy & Financing

System users shall report any violations, or suspected violations of this Agreement immediately to
their Supervisor andfor Security Administrator.

System users understand that any violation of this Agreement may be cause for sanction including
account termination.

System users who are also State employees shall not use state time, property, equipment, or
supplies for private profit or gain, or for any other use not in the interest of the State of Colorado.

System users who are designated as Security Administrators also have the following
responsibiliies:

Authonzed Security Administrators shall ensure system users are aware of any/all applicable
Depariment Privacy/Secunty Policies and Procedures and any updates/clanfications provided by the
Department.

Authorized Security Administrators shall establish additional appropriate administrative, technical,
procedural, and physical safeguards to ensure the confidentiality, integrity, and availability of
client/applicant records and/for information created, received, maintained, or transmitted within the
gystem.

Authorized Securty Administrators shall ensure all computers used to access the system contain
approprate, updated anti-virus software.

Authonzed Security Administrators shall immediately notify the Department Security Administrator to
ferminate account access for any user no longer authorized to perform required obligations and
responsibilities within the system.

Authonized Security Administrators shall serve as the Department’s contact for any privacy'security
igsue that requires escalation or investigation.

Authonzed Security Administrators shall immediately report alleged or actual privacy/secunty
incidents to the Department Security Administrator. These would include any/all incidents that could
affect the system such as vinus incidents, unauthorized access, improper usefdisclosure of client
records andfor information, and any other activity that may be considered a violation, or suspected
violation, of this Agreement.

The Department reserves the right to editfupdate this Agreement at any time.

ser Mame (First, M, Last):"

User Signature:* Date:"

Please return completed form to:
HCPF Information Security Administrator, 1570 Grant Street, Denwver, CO 80203-1818

Third Party User Application and Agreement. 03/2014 Page 4 of 4
Claims Systems & Operations Division/information Security
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Third Party User Modification/Revocation Request Instructions — Page 1

1.

vk wnN

All areas marked with a red asterisk % must be completed.

The type of user modification must be indicated.

The reason for the change must be indicated.

If the user has no middle initial, “NMI” may be used.

Last four digits of user’s Social Security Number (SSN), or another four digit number,
must be provided.

HCPF Secured Sites Portal must be selected.

LTC Benefit Utilization System (BUS) must be selected.

Select the correct county code from the drop down list.

Select the correct class of organization from the drop down list.

. Page 1 must be signed and dated by the user’s manager.
. Page 1 must be signed and dated by the Agency Contract Manager (usually the Agency

Security Administrator).

12. The BUS Analyst will sign and date the form, as HCPF Contract or Program Manager.

BUS Third Party Access Request User Guide

Department of Health Care Policy and Financing
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Department of Health Care Policy & Financing

Modification/Revocation Request will be used to modify or terminate access to systems the Depariment administers or maintains.
This Request can only be used for those third party users who already have access to DOHCPF systems. "Revocation” means ALL
system access privileges will be revoked. "Modification” means cument sysiem acoess privileges are 1o be modified — aceess o
certain systems can be revoked. sccess to addiional systems can be requested. The Request must be completed in full and signed
by the s Supervisor. Manager must immediately notify the Department Information Security Administrator to terminate

s for any user no longer authorized to perferm required obligations and responsibilities within the system.

Maodification [CIRevocation [ IReactivation [ _|Mame Change [ |Other Change
-

I left blank,'# is assumed o be immediate

Reason for AddifionModification/Mame Change/ReactvationRevocation/t
User First Name:* Middle Iniiak

User Agency’Section:”

User Address"

Work Number:* Email Address:"

or any other 4 digit numenc identifier:?
o venify Liser identily for reseting passwords

Manager Name:"” Telephone Extension:*

System Access to be Modified or Revoked:* (Please indicate which systemns require access modification or revocation and
cumment User ID=. If modification is being requested, please be specific as to what modification is necessary.)

HCPF WEB PORTAL (Secured Sites)

HCPF CBMS WEB PORTAL

MMIS [ Mmis-DSS
COLD (CEMS Access form also required)

PDCS _ (Presenpfion Drug Card System form aiso required)
CBMS (CBMS Access fommalso required) [ CBMS-DSS

O cCoFRS {Financial Sysfem Access form required if requesing COFRS, FDW or Document Direct)

(] LTC Benefit Ulitization System (BUS)  [HGPF Secured Sites Porfal sosess also required) Class Mﬁmé
> County Code 001 -Adams | [ Local User [0 Admiinistrator Clother

Date:”
Agency Security Administrator Si c Date:"
HCPF Contract’/Program Manager Signature:” Date:"

(By signing. Manager attests that information provided is scocurate. sll prior access no longer needed is revoked, and an:
access requested is necessary to perform User’s authorizad responsibilities. )

Third Party Bodification Termination, 04/2014

Page | of 3
Claims Systems & Operations Division/Infarmation Security
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Third Party User Modification/Revocation Request Instructions — Page 2
1. Page 2 must be included with all requests.

ok

_ ‘“{iéqe' 3 Department of Health Care Policy & Financing

STy ?'ﬁi

W (T ) Pl
™
*rg7e ™

»

(Sign Agreement Only If Requesting Additional, Modification, Change or Reactivation)

SYSTEM USER AGREEMENT
By signing this Agreement, you consent and agree to be bound by all of the terms and conditions
below, and you understand that any failure to comply with the terms and conditions may result in
sanction, which can include termination of your user account. This Agreement applies to any/all
systems you are granted access to by the Department of Health Care Policy and Financing.
Completion of this Agreement is required before access will be granted.

System users understand that the Colorado Department of Health Care Policy and Financing
(Department) owns, either solely or jointly with another State agency, the system application and
all information that can be accessed through the system. Access to the system is restricted to
those who have been authorized by the Department and their Security Administrator (if any) to
enter.

System users are responsible for reading and complying with any/all applicable Department
Privacy/Security Policies and Procedures as provided by the Department.

System users shall only use/disclose records and/or information that is created, received,
maintained, or transmitted within the system as authorized by the Department, and/or as required
to perform authorized obligations and responsibilities.

System users shall limit use/disclosure of records andfor information concerning Colorado Medical
Assistance Program clients or applicants to the purposes directly connected with the
administration, operation, or oversight of the Colorado Medical Assistance Program.

System users shall not knowingly cause or allow the addition, medification, destruction or deletion
of any records and/or information accessible through the system, except solely in the course of
performing their authorized work.

System users shall not make unauthorized use/disclosure of, or knowingly permit unauthorized
access by others to, records and/or information contained within the system.

System users shall maintain an assigned, unigue User ID. Users undersiand that they are
responsible for any activity that occurs under their individual User ID. In the event that a User
suspects that another person knows and/or has used hisfher User ID and Password, the User must
notify his'her Security Administrator immediately. Additionally, it is a security violation for a User to
mask his/her identity or assume the identity of another User.

System users shall practice adequate Password management by keeping Passwords confidential.
Users shall not share their Passwords with anyone else for any reason, and are discouraged from
writing down their Passwords and posting in view of others.

System users understand that the Department may monitor, track, and record all Users and uses
of the system at any tme. (This includes all Intermet usage and email, when Department
connection is utilized.)

Third Party Madification Temmination, D4/2014 Page 2 of 3
Claims Systemns & Operations Division/Information Security
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Third Party User Modification/Revocation Request Instructions — Page 3

1. Page 3 must be signed and dated by the user.

LS
é“_:':i{g‘qe’% Department of Health Care Policy & Financing
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System users shall not attempt to alter, exploit, or otherwise interfere with the system application.

The State/Department has the right to update the system at any time.

System users shall report any violations, or suspected violations of this Agreement immediately to
their Supervisor and/or Security Administrator.

System users understand that any viclation of this Agreement may be cause for sanction including
account termination.

System users who are also State employees shall not use state time, property, equipment, or
supplies for private profit or gain, or for any other use not in the interest of the State of Colorado.

System users who are designated as Security Administrators also have the following
responsibilities:

Authorized Security Administrators shall ensure system users are aware of any/all
applicable  Department  Privacy/Security Policies and Procedures and any
updates/clarifications provided by the Department.

Authorized Security Administrators shall establish additional appropriate administrative,
technical, procedural, and physical safeguards to ensure the confidentiality, integnity, and
availability of client/applicant records and/or information created, received, maintained, or

transmitted within the system.

Authorized Security Administrators shall ensure all computers used to access the system
contain appropnate, updated anti-virus software.

Authorized Security Administrators shall immediately notify the Department Secunty
Administrator to terminate account access for any user no longer authorized to perform
required obligations and responsibilities within the system.

Authonzed Securty Administrators shall serve as the Department's contact for any
privacy/security issue that requires escalation or investigation.

Authonzed Secunty Administrators shall immediately report alleged or actual
privacyfsecurity incidents to the Department Security Administrator. These would include
any/all incidents that could affect the system such as virus incidents, unauthonzed access,
improper useldisclosure of client records and/or information, and any other activity that may
be considered a violation, or suspected violation, of this Agreement.

The Department reserves the right to edit/update this Agreement at any time.

User Name (First, MI, Last):

User Signature: Date:*

Third Party Modification Termination, 04/2014 Page 3 of 3
Claims Systems & Operations Division/Information Security
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