Cybersecurity Council Minutes 
6 June 2017
1525 Sherman Street, Room #103

1. Welcome and Introductions - Chair reviewed Council charter and purpose for members.
Attendees:
Simon Tafoya – Chair (Governor’s Designee)
Debbi Blythe – Chief Information Security Officer
Stephanie Copeland – Executive Director Office of Economic Development
Jay Lindell – Aerospace and Defense Industry Champion, Office of Economic Development
Barbara Brohl – Executive Director Department of Revenue
Bob Jaros – State Controller
Doug Dean – Director Public Utilities Commission
Matt Devlin – Deputy State Auditor (designee)
Trace Ridpath – Chair Homeland Security Senior Advisory Council, Cybersecurity Standing Subcommittee
Kevin Klein – Homeland Security Advisor
Isaac Martinez – G6 National Guard (designee)
Adam Zarrin – Governor’s Policy Advisor
Erik Hopfenbeck – Chief of Staff National Cybersecurity Center 
Jerry Eastman – Cyber Analyst Colorado Information Analysis Center (Council Staff Support)

2. Threat Briefing – Jerry Eastman spoke to current cyber threats of note that are impacting Colorado and the nation.
3. NGA Scorecard – Kevin Klein spoke to highlights of National Governors’ Association survey results regarding Colorado cybersecurity efforts in relation to standing among other states.
4. Updates on Ongoing Cybersecurity Efforts in Colorado
      a. Debbi Blythe provided updates on Secure Colorado, state of spending on cybersecurity as a percentage of overall information technology budget and other relevant OIT programs.
      b. Trace Ridpath provided updates on current HSAC Cybersecurity Subcommittee work on State Cybersecurity Response Plan updates.
      c. LTC Isaac Martinez provided updates on current National Guard Cyber Protection Teams and possible future state planning.
      d. Eric Hopfenbeck provided updates on the NCC mission, vision, current deliveries and progress of new facility.
5. Policy Issues for Discussion
[bookmark: _GoBack]      a. Members discussed desire to review national and international cybersecurity best practices regarding interaction with utilities during a cyber incident.
      b. Members discussed possible common cybersecurity language in purchasing and contracting.
      c. Members discussed considerations for supporting investigation and prosecution of cybercrimes in Colorado.
6. Next Meeting – Members agreed to meet in July.

