Protection of Sensitive or Confidential Information

Confidentiality Agreement

Policy and Procedure

Adopted (date)
Purpose

All (Department/institution name) employees are in positions of trust and confidence that are critical to our credibility in providing customer services, accurate communication, and effective working relationships, both internally and externally.  Given the nature of our work, (Department/institution name) employees generate or use a variety of business information that is sensitive or confidential.  Also, due to the office layout, (Department/institution name) employees may inadvertently see or hear sensitive or confidential information that is of a personal nature.  Sensitive or confidential information will hereafter be referred to as” information”.

Examples of Sensitive or Confidential Information.  Certain federal and state laws and related guidelines regulate the disclosure of some information (e.g. Open Records Act, Title VII of the Civil Rights Act of 1964, the Americans with Disabilities Act, the Family and Medical Leave Act, Health Insurance Portability and Accountability Act, and the Age Discrimination in Employment Act).  Confidential information includes but is not limited to medical, disability and accommodation requests, race, gender, age, national origin, religion, sexual orientation, social security numbers, home addresses or telephone numbers, time and attendance records, leave requests, salary history, and earning statements.
Policy

(Department/institution name) considers the confidentiality of information a serious matter and employees are expected to be aware of and adhere to all policies and rules that protect such information.  Information obtained in the course of an employee’s job responsibilities should not be disclosed to persons within or outside the division or work unit except to those with a demonstrated business need.  It is expected that employees will not access, copy, or remove information unless it is required as part of their job.

Procedure

Employee Responsibility:

· Sign the (Department/institution name) Confidentiality Agreement;

· Ensure that all information is properly protected and secured;

· Use good judgment when releasing information;

· Information must be properly disposed of through shredding or other appropriate means; and

· Use good judgment when sending emails and faxes containing confidential information.

All employees are expected to sign the (department/institution name) Confidentiality Agreement and may be required to sign other agreements, depending on work assignments (e.g., systems access and security, counseling ethics).  The consequences for a breach of confidentiality may include corrective or disciplinary action and, in certain circumstances, personal liability.

Properly secure information.  (Department/institution name) employees have the responsibility to ensure that all information is properly protected and secured.  If you are working with information and required to step away from your desk for a moment or if another person enters your work area, documents should be turned over, covered, or put in a desk drawer.  When you leave the work area for a longer period and at the end of the day, information should be secured in a locked drawer or cabinet.  Electronic information should be minimized when someone enters your work area.  Try to position monitors to prevent anyone from viewing information.  Personal computers should be turned off when unattended for long periods and at the end of the day.  Electronic media (diskettes, disk drives, CD-ROMs, tapes, etc.) must be properly secured to prevent unauthorized access.  If you are opening mail, return the document to the original envelope and where appropriate mark it “confidential”.

Use good judgment when releasing information.  Information may be released when you know the requestor and are confident there is a legitimate business need, or is public information of a factual nature.  If you do not know the requestor or are uncertain of the business need for the information, it is acceptable to ask the person to submit their request in writing or to verify the person’s identity.  In the event of a written request considered to be an “open records request” or any request from the media, notify your supervisor immediately as open records requests have deadlines that must be complied with.  The unit supervisor will notify (Department/institution name records custodian).  If the unit supervisor is unavailable, notify (Department/institution name records custodian) and copy or notify the unit supervisor.  

If you overhear or learn of personal information concerning an employee, it should never be communicated to other co-workers unless the employee gives express permission or a co-worker has a legitimate business need to know.

Disposal.  Information must be properly disposed of through shredding or other appropriate means.  When disposing of electronic media, take steps to ensure that any stored data cannot be recovered or read.  When employees leave the unit or (Department/institution name) they must return all confidential information to the supervisor.

Electronic mailing and faxing.  Email and faxes are not confidential transmissions and have the possibility of being viewed by unintended recipients.  Use good judgment when sending emails and faxes containing confidential information.  Verify the accuracy of email addresses and fax numbers and before faxing the information, call the recipient to ensure that an authorized person is there to receive the fax.  If you are the recipient of a fax, make sure you, or an authorized person is standing by to receive the document.  If you receive an email or fax in error, promptly notify the sender.

Faxes and emails containing confidential information must include the statement below in the email or on the fax cover sheet.  The statement must not be used on every transmission, only those actually containing confidential information.

	CONFIDENTIALITY STATEMENT:  The information contained in or attached to this transmission is confidential and may be protected by legal privilege.  It is intended only for the addressee and access to the information in this transmission by anyone other than the addressee is not authorized.  Any unauthorized review, copying, distribution, disclosure, or use of this information is strictly prohibited and may be unlawful.  If you are not the addressee, please notify the sender immediately and properly destroy this transmission without disclosure.




	(DEPARTMENT/INSTITUTION NAME)

CONFIDENTIALITY AGREEMENT
I understand that in the course of my employment with the (Department/institution name), I will receive or become aware of business information that is sensitive or confidential.  This information may be written, electronic, or verbal and come from a variety of sources.  I understand that I am not to access sensitive or confidential information unless it is necessary in order for me to complete my job responsibilities.  I further understand that (Department/institution name) Policy on Protection of Sensitive or Confidential Information applies to information I may inadvertently hear or see that does not directly involve me in an official capacity.  I acknowledge that I must protect all sensitive or confidential information.

I understand that in the performance of my duties I may be requested to provide sensitive or confidential information to others.  I agree to hold in confidence and to not disclose any sensitive or confidential information to any person, including employees of state, federal or local governments, except to those who have an official business reason for the information or public information of a factual nature.  Should I have questions regarding the proper handling and disclosure of confidential or sensitive information, I will immediately notify my supervisor for further clarification and direction prior to releasing the information.

If I willfully and knowingly disclose such information in any manner to any person or agency not entitled to receive information, I understand that I may be subject to adverse action, including corrective or disciplinary action, or in some cases, personal liability.

I acknowledge that I have read, understand, and will adhere to (Department/institution name) Policy on Protection of Sensitive or Confidential Information and the above requirements.

Signature
_______________________________________________________

Print Name
_______________________________________________________

Date Signed
_______________________________________________________

Original to official employee file (human resources)




