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Members of the Legislative Audit Committee:

Included herein is the report of the Statewide Single Audit of the State of Colorado for the fiscal
year ended June 30, 2005.  The audit was conducted under the authority of Section 2-3-103, C.R.S.,
which authorizes the State Auditor to conduct audits of all state departments, institutions, and
agencies.

The purpose of this report is to present the results of the Statewide Single Audit for the year
ended June 30, 2005.  The report includes our reports on compliance and internal control over
financial reporting in accordance with Government Auditing Standards and requirements related to
Office of Management and Budget Circular A-133, and our audit opinion on the Schedule of
Expenditures of Federal Awards.  This report also contains our findings, conclusions, and
recommendations, and the responses of the respective state agencies and institutions.  Our opinion
on the State’s financial statements is presented in the State’s Comprehensive Annual Financial
Report for Fiscal Year 2005, which is available under separate cover. 

This report may not include all of the findings and recommendations related to audits performed
of state institutions and agencies.  Some findings and recommendations are issued under separate
report covers.  However, in accordance with the Single Audit Act, this report includes all findings
and questioned costs related to federal awards that came to our attention through either the Statewide
Single Audit or other audits.

The report is intended solely for the use of management and the Legislative Audit Committee
and should not be used for any other purpose.  This restriction is not intended to limit distribution
of the report, which, upon release by the Legislative Audit Committee, is a matter of public record.
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STATE OF COLORADO
STATEWIDE SINGLE AUDIT

FISCAL YEAR ENDED JUNE 30, 2005

Authority, Purpose, and Scope

This audit was conducted under the authority of Section 2-3-103, C.R.S., which authorizes the
Office of the State Auditor to conduct audits of all departments, institutions, and agencies of state
government.  The audit was conducted in accordance with auditing standards generally accepted in
the United States of America and with Government Auditing Standards issued by the Comptroller
General of the United States.  We performed our audit work during the period March through
December 2005.

The purpose of this audit was to:

• Express an opinion on the State’s financial statements for the fiscal year ended June 30,
2005.

C Express an opinion on the State’s Schedule of Expenditures of Federal Awards for the fiscal
year ended June 30, 2005.

C Review internal accounting and administrative control procedures as required by generally
accepted auditing standards and generally accepted government auditing standards.

C Evaluate compliance with applicable state and federal laws, rules, and regulations.

C Evaluate progress in implementing prior audit recommendations.

We expressed an unqualified opinion on the State’s financial statements for the fiscal year ended
June 30, 2005.  Our opinion on the financial statements is presented in the State’s Comprehensive
Annual Financial Report for Fiscal Year 2005, which is available in hard copy from the State
Controller’s Office and electronically at www.colorado.gov/dpa/dfp/sco/cafr/cafr05/cafr05.htm.  

We issued a report on the State’s compliance with internal controls over financial reporting based
on an audit of financial statements performed in accordance with Government Auditing Standards.
We noted matters involving the internal controls over financial reporting and its operation that we
consider to be reportable conditions and material weaknesses.  

For further information on this report, contact the Office of the State Auditor at 303.869.2800.
-1-

STATE OF COLORADO
OFFICE OF THE STATE AUDITOR REPORT SUMMARY
Joanne Hill, CPA
State Auditor
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• As defined by Government Auditing Standards, reportable conditions involve matters
coming to our attention relating to significant deficiencies in the design or operation of the
internal controls over financial reporting that, in our judgment, could adversely affect the
State of Colorado’s ability to record, process, summarize, and report financial data consistent
with the assertions of management in the financial statements.  Reportable conditions are
described in the accompanying schedule of findings and questioned costs as
Recommendation Nos. 1-38, 67-70, 72-74, and 77-88.   

• As defined by Government Auditing Standards, a material weakness is a reportable condition
in which the design or operation of one or more of the internal control components does not
reduce to a relatively low level the risk that misstatements caused by error or fraud in
amounts that would be material in relation to the financial statements being audited may
occur and not be detected within a timely period by employees in the normal course of
performing their assigned functions.  Material weaknesses are described in the
accompanying schedule of findings and questioned costs as Recommendation Nos. 10, 38,
69-70, 72-74, 77-87. 

We also issued a report on the State’s compliance with requirements applicable to each major
program and internal controls over compliance in accordance with OMB Circular A-133.  We
planned and performed the audit to obtain reasonable assurance about whether noncompliance with
the types of compliance requirements that could have a direct and material effect on a major federal
program occurred.  

• We determined the State did not comply with requirements regarding Eligibility and
Reporting that are applicable to its Medicaid (CFDA Nos. 93.777 and 93.778) and Food
Stamps (CFDA Nos. 10.551 and 10.561) Clusters and the Temporary Assistance for Needy
Families (CFDA No. 93.558) program.  Compliance with such requirements is necessary,
in our opinion, to comply with requirements applicable to those programs.  Material
noncompliance, associated with the above mentioned programs, is described in the
accompanying schedule of findings and questioned costs as Recommendations Nos. 38, 69-
70, 72-74, and 77-87.

• We noted certain matters involving the internal controls over compliance and its operation,
in accordance with OMB Circular A-133, that we consider to be reportable conditions and
material weaknesses.  Reportable conditions and material weaknesses are described in the
accompanying schedule of findings and questioned costs as Recommendation Nos. 38-51,
53-65, 69-74, 77-96 and Recommendation Nos. 38, 69-70, 72-74, and 77-87, respectively.
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Current Year Findings and Recommendations

This report presents the results of the Statewide Single Audit for Fiscal Year 2005.  The report may
not include all findings and recommendations from separately issued reports on audits of state
departments, institutions, and agencies.  However, in accordance with the Single Audit Act, this
report includes all findings and questioned costs related to federal awards that came to our attention
through either the Statewide Single Audit or other audits.

As part of our Statewide Single Audit, we examined, on a test basis, evidence supporting the
amounts and disclosures in the financial statements.  We considered the internal controls over
financial reporting; tested compliance with certain provisions of federal and state laws, regulations,
contracts, and grants; and tested account balances and transactions for proper financial reporting.

The following presents highlights of findings included in our report.  The Recommendation Locator
following this summary includes  a complete listing of all recommendations, agency responses, and
implementation dates, as well as references to the location of each recommendation in the report.

Internal Controls

Agencies are responsible for having adequate controls in place to ensure compliance with laws and
regulations and with management’s objectives.  As part of our audit, we tested controls over the
processing of transactions and accounting for financial activity and identified the need for
improvements in the following areas:

• Four agencies lacked sound controls over access to information systems.  At the Colorado
Historical Society and the Department of Public Safety, we identified employees who had
the ability to not only enter but also to correct and approve transactions on the State’s
accounting system, COFRS.   Inadequate segregation of duties increases the risk of errors
and irregularities.  At the Department of Revenue and the Department of Transportation,
controls were not adequate to ensure sensitive information was safeguarded from potential
unauthorized access.

• The Department of Revenue did not have adequate controls in place over taxpayer returns.
We found manual adjustments made to high-dollar tax returns that were not posted correctly
to the Department’s income tax accounting system or adequately reviewed to determine if
the taxable incomes were calculated properly.  Further, we found that the Department does
not have controls in place to ensure that only qualifying credits are claimed on tax returns.
Finally, the Department does not consistently review edits made to taxpayer information.
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• The Department of Human Services continues to have problems with overall accounting
controls to safeguard capital assets, properly report revenue, and ensure payroll transactions
were appropriate.  

Financial Reporting

State agencies are responsible for reporting financial activity accurately and completely. The State
Controller's Office (SCO) establishes standard policies and procedures that must be followed by
state agencies and institutions.  As part of our audit, we reviewed the policies and procedures related
to financial reporting that were in place at the SCO, agencies, and institutions and tested a sample
of financial transactions to ensure that controls were adequate and financial activity was reported
properly.  We found: 

• The overall internal controls over financial reporting at the Department of Health Care
Policy and Financing were lacking.  Accounts receivable of $3.4 million had not been fully
reconciled to the subsidiary ledger and an estimate for uncollectible accounts of $6.9 million
related to the Department’s drug rebate program was not substantiated by historical analysis.
The Department did not have adequate oversight of the year-end accrual of $167.5 million
in claims liabilities that had been incurred but not yet reported.  Schedules and year-end
exhibits prepared and submitted by the Department contained errors and  required revisions.

• Four departments (Health Care Policy and Financing, Human Services, Natural Resources,
and Transportation) did not perform adequate reconciliations between their internal systems
and the State’s accounting system, COFRS, to ensure that the amounts reported on the
State’s financial statements are correct.  We found that better controls over reconciliations
are needed at all four departments.

• Two departments recorded year-end balances that were either incorrect or could not be
substantiated with detailed supporting documentation.  The Department of Natural Resources
overstated two accounts on COFRS by a total of $9.4 million.  The Department of Labor and
Employment was unable to provide supporting documentation for unemployment tax refunds
of approximately $9.1 million or for unemployment benefits payable of $8.2 million.

• The Department of Revenue understated long-term individual and corporate income tax
receivables and payables by $16.7 and $51.1 million, respectively, as a result of a lack of
timely review by experienced staff.  All adjustments identified as a result of the problems
were reflected in the State’s Fiscal Year 2005 financial statements.
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Federal Grants

The State expended about $5.4 billion in federal grants in Fiscal Year 2005. As part of our audit, we
determined compliance with federal regulations and grant requirements.  Among other requirements,
we tested for allowable activities, allowable costs, cash management, eligibility, reporting, and
subrecipient monitoring.

Colorado Benefits Management System (CBMS): In September 2004, the Department of Health
Care Policy and Financing (HCPF) and the Department of Human Services (DHS) implemented a
new automated system known as CBMS.  CBMS was intended to provide one unified system for
data collection and eligibility determination for 92 HCPF and DHS programs within 12 high-level
program groups, including Medicaid, Food Stamps, and Temporary Assistance for Needy Families
(TANF).  We reviewed the Departments’ procedures for complying with federal requirements for
determining the eligibility of the individuals who receive Medicaid, Food Stamps, and TANF
benefits and the providers who receive reimbursements under the Medicaid program.  We found the
following: 

• For Food Stamps we selected a statistically valid sample of 96 payments. We found that 69
of the 96 payments in our sample (72 percent of payments sampled) contained at least one
error; for the 69 payments containing errors we identified questioned costs of $4,500 out of
the total sampled costs of $22,507 (20 percent of costs).  The error rates for both numbers
and dollars for the Food Stamp program are clearly unacceptable. With total Food Stamp
benefit payments for the 10-month period tested of $256 million and average number of
recipient households per month at 95,000, the risk to the State is significant. 

• For TANF, we selected a statistically valid sample of 96 payments.  We found that 24 of the
96 payments in our sample (25 percent) contained at least one error; for the 24 payments
containing at least one error, we identified questioned costs of $4,783 out of the total
sampled costs of $24,027 (20 percent of costs).  The error rates for both numbers and dollars
for the TANF program are unacceptable. With total TANF benefit payments for the 10-
month period tested of $49 million and average number of recipient households per month
at over 15,000, the risk to the State is significant. 

• For Medicaid, we were concerned about the large dollar range of claims paid and selected
a stratified sample of 96 payments.  The items selected included 36 claims under $1,000; and
30 claims each from the categories of between $1,000 and $10,000 and over $10,000.  We
found that 39 of the 96 payments in our sample (41 percent) contained at least one error; for
the 39 payments we identified questioned costs of $156,984 out of the total sampled costs
of $538,381 (29 percent of costs).  The error rates for both number and dollar cost for the
Medicaid program are unacceptable. With total Medicaid claims paid for the 10-month
period tested of over $1.6 billion, the risk to the State is significant.  
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• CBMS was not programmed to automatically provide an accessible case history for each
benefit recipient.  Case history is important to track the changes made to a recipient’s file.
Without the capability to easily review historical changes, the risk of fraud and errors
increases.  

• We were unable to obtain a listing of applicants determined to be ineligible.  Therefore, we
were unable to conclude on whether these determinations were appropriate.  This is a serious
problem because the State has an obligation to provide benefits to all eligible applicants.  

• CBMS does not provide reports required to adequately oversee and monitor the TANF and
Food Stamps programs.  For TANF, pre-defined reports were unavailable to ensure that
income was verified, sanctions were properly applied, and overpayments were pursued when
appropriate.  For Food Stamps, there was not a detailed report available on tax intercept data
to ensure amounts reported on the Status of Claims Against Households (FNS-209) report
are accurate and applied against benefits.  

Medicaid: The Medicaid program, administered by the Department of Health Care Policy and
Financing (HCPF), is the State’s largest federal program.  During Fiscal Year 2005, Medicaid
expenditures for administration and claims paid at HCPF totaled about $2.8 billion (state and federal
funds).  Significant problems noted with the management of the Medicaid and Children’s Basic
Health Plan programs include:

• The Department excluded over $9.1 million in expenditures for the Children’s Basic Health
Plan Grant from the Quarterly Federal Cash Transactions Report.  The report was not
reviewed prior to submission.

• Outpatient hospital cost reports have not been generated by the Department in a timely
manner.  This has created a backlog in the performance of outpatient hospital cost report
audits.  The backlog increased from 50 reports in Fiscal Year 2004 to 108 reports in Fiscal
Year 2005.  As a result, the Department does not know if funds are due to the State from
providers or if the Department owes funds to the providers. 

Homeland Security: The Department of Local Affairs expended nearly $44.5 million in federal
funds for the administration of the Homeland Security Grant Program in Fiscal Year 2005.  We
noted the following concerns with the overall management of the program: 

• About $2 million in federal funds was expended for questioned costs related to
reimbursements to subrecipients for direct purchases of equipment, activities, and services.

• Six of 20 subrecipients tested used grant funds to purchase equipment that was not ready for
deployment, violating federal requirements.  Subrecipients were not provided guidance
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regarding equipment readiness or responsibility for the storage, repair, and maintenance of
grant-purchased equipment. 

• The Department used $5.9 million in grant funds, $3.2 million of which was from the
Homeland Security Grant Program, for state procurement purposes rather than for local
government needs.  This was done in violation of homeland security grant requirements. 

Student Financial Aid: State higher education institutions paid out about $483 million in student
loans and grants in Fiscal Year 2005.  We found the following problems at various state institutions:

• At three institutions, controls over the reporting of federal financial assistance through the
Fiscal Operations Report and Application to Participate (FISAP) report were inadequate to
ensure that amounts reported were accurate and adequate supporting documentation was
maintained.  

• At six institutions adequate controls were not in place to prevent overpayments to students
receiving financial aid and to ensure the return of federal funds in cases where students
withdrew from school.  We noted cases in which  the institutions miscalculated the number
of days in the semester and in which professional adjustments to the cost of attendance were
not adequately documented.   

• At two institutions, controls over draws of federal funds were not adequate to ensure draws
are appropriately monitored, proper segregation of duties exist, or that draws were sufficient
to cover federally-reimbursable expenditures.  Further, we found at one institution advances
of funds were performed earlier than allowed by federal regulations.   

Communication of Audit-Related Matters

There were no unusual or significant matters reported in connection with the audit of the State of
Colorado for the year ended June 30, 2005. Uncorrected misstatements identified during the Fiscal
Year 2005 audit were determined by management and the Office of the State Auditor to be
immaterial, both individually and in the aggregate, to the financial statements taken as a whole.  The
net effect of the uncorrected misstatements would have been to decrease the net assets by about
$560,000, decrease assets by about $2.3 million, increase liabilities by over $2.0 million, increase
revenue by about $660,000, and increase expenditures by nearly $4.5 million.  Appendix B shows
the net and gross passed audit adjustments by agency and the net and gross posted audit adjustments
by agency.  A full disclosure of communications required under generally accepted auditing
standards can be found in the Required Communications section.
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Recommendation Locator

The Recommendation Locator following this summary is arranged by department.  In addition,
Appendix A contains a separate Locator with additional columns to provide the information
necessary to meet Single Audit reporting requirements.  The CFDA No./Compliance
Requirement/Federal Entity column indicates the federal program, category of compliance
requirement, and applicable federal agency.  The contact for the Corrective Action Plan designates
the state agency contact person.  For those findings not subject to the Single Audit Act, the CFDA
No./Compliance Requirement/Federal Entity column is marked “not applicable.”

Summary of Progress in Implementing Prior Recommendations

This report includes an assessment of the disposition of prior audit recommendations reported in the
Statewide Single Audit Reports.  Prior years’ recommendations that were implemented in Fiscal
Year 2004 or earlier are not included.

Statewide Single Audit Reports by Fiscal Year

Total 2004 2003 2002 2001

Implemented 61 42 11 4 4

Partially Implemented 33 18 7 5 3

Not Implemented 13 9 3 1 -

Deferred 19 18 - 1 -

Ongoing 6 5 1 - -

In Progress 1 1 - - -

No Longer Applicable 1 - - - 1

Total 134 93 22 11 8
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RECOMMENDATION LOCATOR

Rec.
No.

Page
 No.

Recommendation
Summary

Agency
Response

Implementation
Date

1 33 The Department of Corrections (DOC) should improve its oversight of inmate banking activities at private
facilities to ensure that complete and accurate documentation is maintained to support all activity in inmate
bank accounts.  In addition, procedures should be implemented to assure that private facilities are properly
enforcing DOC Administrative Regulations and ensuring accurate processing of inmate account activity.  

Agree April 2006

2 35 The Department of Corrections should improve policies and procedures for inventory counts at year end and
modify as deemed necessary to ensure that inventory counts are properly supervised and are accurate and
complete. 

Agree June 2006

3 38 The Department of Health Care Policy and Financing should routinely reconcile accounts receivable balances
on COFRS (the State’s accounting system) to subsidiary ledgers and make necessary adjustments in a timely
manner.

Agree December 2006

4 40 The Department of Health Care Policy and Financing should ensure that all entries are properly substantiated
and properly posted to COFRS.  

Agree July 2006

5 41 The Department of Health Care Policy and Financing should assign ongoing responsibility for monitoring the
establishment and liquidation of estimates made at year end for Incurred But Not Reported estimates.

Agree Implemented

6 42 The Department of Health Care Policy and Financing should amend its contract with the Children’s Basic
Health Plan Administrative Services Organization (ASO) to specifically require the ASO to repay to the
Department any overpayments identified in the annual reconciliation of payment advances to actual
expenditures.

Agree July 2006
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Page
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Implementation
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7 44 The Department of Health Care Policy and Financing should make immediate improvements to its internal
controls over financial reporting by (a) performing a comprehensive review of its current internal control
structure for adequacy and strengthening controls where necessary, especially in the areas of report generation,
account reconciliation, and exhibit preparation; (b) ensuring that adequate supervisory review of all employees’
work takes place prior to entry into COFRS and prior to submission to the State Controller or other
management; and (c) providing training for staff on the specific requirements of the Medicaid program and the
accounting for such issues.

Disagree N/A

8 47 The Department of Health Care Policy and Financing should ensure that state funds held in depositories are
in compliance with statutory and other legal requirements by regularly monitoring deposit account balances,
reviewing existing sweep triggers for appropriateness, and working with the State Treasurer to lower sweep
triggers for accounts as appropriate.  

Partially Agree August 2006

9 52 The Colorado Historical Society should improve controls over COFRS access by (a) ensuring that COFRS
access for employees includes only what employees need to accomplish their job responsibilities, (b) reviewing
COFRS access for employees on a periodic basis to ensure each employee’s access is reflective of current job
duties, and (c) reviewing security violation reports periodically or implementing alternative procedures for
monitoring information system security violations.

Agree March 2006

10 59 The Department of Human Services should establish adequate controls over benefit authorization and issuance
data by (a) performing routine and comprehensive reconciliations between the Colorado Benefits Management
System, County Financial Management System, the State’s EBT service provider, and the State’s accounting
system to ensure that financial information is accurately and completely recorded; (b) ensuring that all
reconciliations are reviewed by knowledgeable personnel; and (c) making any necessary adjustments in a
timely manner to the appropriate systems.

Agree  March 2006
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11 63 The Department of Human Services should improve controls over capital assets by (a) reviewing quarterly
capital asset reconciliations to identify and correct errors and ensuring that capital asset accountants are
adequately trained on Department policies over capital assets; (b) enforcing the requirement that all capital
assets be inventoried at year-end and deleting assets from financial records as appropriate; (c) ensuring capital
asset expenditures, including depreciation, are appropriately recorded on COFRS; and (d) transferring costs
for completed capital construction projects to appropriate asset accounts prior to year-end close.

Agree a.  July 2005
b.  September 2005
c.  September 2005

d.  June 2006

12 65 The Department of Human Services should improve controls over the patient revenue reconciliation process
at the Fort Logan Mental Health Institute and the Pueblo Mental Health Institute by ensuring staff members
are adequately qualified, trained, and supervised; that reconciliations are adequately reviewed; and that errors
are identified and corrected timely.

Agree July 2005

13 67 The Department of Human Services should improve controls over payroll by (a) ensuring time sheets are
certified within the Department’s stated policy; (b) reviewing adjustments made to ensure adjustments are
calculated correctly, made timely, and supported by appropriate documentation; and (c) revising its policy on
payouts for compensatory time to be in accordance with State Personnel Rules.

Agree a.  March 2006
b.  February 2006

c.  November 2005

14 69 The Department of Human Services should improve controls over amounts owed to or from counties by
discontinuing the practice of offsetting abnormal balances related to county administration and instituting a
secondary review process over manual adjustments.

Agree March 2006

15 71 The Department of Human Services should work with the Attorney General’s Office to determine the potential
risk to the State resulting from the Department’s existing practice to make bond payments on behalf of service
providers.  This should include considering revising language in future contracts to eliminate requirements for
the Department to make bond payments on behalf of service providers.  In the event that service providers with
existing bond financing agreements refinance their agreements, the Department should ensure that the
provisions in the financing agreement requiring Department payments are revised.  The Department should also
ensure that all conditions that may result in material liabilities contingent on future events are disclosed
annually to the State Controller’s Office.

Partially Agree September 2006



RECOMMENDATION LOCATOR

Rec.
No.

Page
 No.

Recommendation
Summary

Agency
Response

Implementation
Date

-12-

16 75 The Department of Labor and Employment should ensure amounts recorded as refunds due to employers for
overpayment of unemployment insurance tax are accurate and complete and ensure that the State
Unemployment Program E-government Resource (SUPER) system will generate reports listing the detail on
refunds owed to individual employers for unemployment insurance tax refunds. 

Agree September 2006

17 77 The Department of Labor and Employment should ensure that the State Unemployment Program E-government
Resource system will generate reports listing benefits payable at any point in time and use this information to
record benefits payable on the State’s financial system.  

Agree September 2006

18 79 The Department of Labor and Employment should improve controls over federal expenditure and revenue
reporting and draw downs by implementing a periodic reconciliation process to identify and resolve
discrepancies between the Financial Accounting and Reporting System (FARS) and COFRS in a timely manner
and ensure that grant revenue and expenditures in COFRS are in agreement.  

Agree September 2006

19 84 The Division of Parks and Recreation should improve its internal controls by (a) ensuring that the total of the
cash balances on the bank reconciliations and the Division’s internal records agree to the total cash balance
recorded on the State’s accounting system, all differences are resolved in a timely manner, and that necessary
adjustments are made; (b) completing the reconciliation between park pass revenue recorded on the Division’s
internal records and the amount recorded on the State’s accounting system in a timely manner and making
necessary adjustments in the proper fiscal year; and (c) ensuring that at a minimum, the results of the inventory
are reviewed by an independent party to minimize risk of errors and irregularities. 

Agree October 2006

20 87 The State Board of Land Commissioners should ensure that year-end accounts receivable and deferred revenue
balances are properly stated by (a) performing a complete reconciliation monthly and at year-end that includes
agreeing accounts receivable and deferred revenue balances on COFRS to supporting documentation and
(b) making necessary adjustments identified in the reconciliation process to COFRS in a timely manner. 

Agree June 2006

21 89 The Oil and Gas Conservation Commission should ensure that the Director or his designee document approval
of Board members’ travel expenses prior to submission for payment in accordance with State and Department
policies. 

Agree June 2005
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22 91 The Division of Wildlife should strengthen its controls over personnel and payroll activities by verifying
employment of all personnel on the Division’s payroll and properly completing the Payroll Review
Certifications or performing alternative procedures to ensure it pays only bona fide employees. 

Agree February 2006

23 95 The Department of Personnel & Administration should comply with deadlines and requested information
required by the State Controller’s Office for timely completion of the State’s financial statements. 

Agree August 2006

24 97 The Department Personnel & Administration should improve accounting controls by developing review
procedures over the preparation of the fiscal year-end exhibits prior to submitting the exhibits to the State
Controller’s Office to ensure the information is accurate and complete. 

Agree August 2006

25 103 The Department of Public Health and Environment should comply with the limitation on disbursements and
expenditures from the Children’s Trust Fund established under Section 13-32-101(1)(a), C.R.S. and repay the
$17,358 in excess disbursements and expenditures from the Trust made during Fiscal Year 2005. 

Disagree Not Applicable

26 106 The Department of Public Safety should improve its controls over COFRS access by ensuring that employees’
access to COFRS is appropriate for their job responsibilities.  

Agree April 2006

27 112 The Department of Revenue should continue reviewing manual adjustments made to taxpayer returns by
(a) continuing to perform reviews of data entered into its system on all income tax returns with income of $10
million or more, (b) establishing procedures to review computation of Colorado taxable income for returns with
income of $10 million or more, and (c) determining that for tax years 2002 and earlier there is supporting
documentation for all credits claimed to ensure that only qualifying credits are claimed. 

Agree a.  May 2006
b.  July 2006
c.  April 2006

28 115 The Department of Revenue should improve controls over review of edits performed on tax returns by
(a) ensuring that secondary reviews are being performed in accordance with the Department’s policy and
(b) ensuring that edits performed by supervisory staff for changes in withholding amounts in excess of
established threshold are approved by another supervisory staff or senior supervisor, as applicable.  

Agree June 2006
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29 117 The Department of Revenue should improve controls over processing severance tax refunds by (a) following
the refund policy of the business tax section or establishing a separate policy, (b) requiring an adequate
segregation of duties between the processing and approval functions, and (c) implementing higher levels of
review for refunds exceeding certain thresholds. 

Agree a.  November 2005
b.  November 2005

c.  June 2006

30 119 The Department of Revenue’s Information Technology Division should continue to improve its password usage
policy to prevent unauthorized access to the Department’s network and confidential information by
(a) instructing and assisting employees on locking the computers and setting up password protection on their
computers, (b) training employees on the importance of password protection and securing their computers, and
(c) requiring employees to use a password-protected screensaver set to activate after a maximum of 15 minutes
of inactivity. 

Agree a.  May 2006
b.  June 2006
c.  May 2006

31 122 The Department of Revenue should establish adequate controls over year-end tax accruals by implementing
a thorough review by knowledgeable staff of estimates and other calculations prior to posting to ensure that
year-end balances are correct. 

Agree June 2006

32 124 The Department of Revenue’s Tax Conferee Section should improve its tabulation process for recording
receivables, payables, and corresponding adjustments to revenue on the State’s accounting system by
(a) ensuring that interest accrued on outstanding balances is included in the computation, (b) ensuring that
information on supporting schedules is properly carried forward to summary schedules, and (c) requiring that
schedules be reviewed by a supervisor or other knowledgeable staff in the Tax Conferee Section. 

Agree a.  July 2005
b.  July 2006
c.  July 2006

33 127 The Department of Revenue should improve controls over cigarette taxes by (a) implementing a supervisory
review process to ensure that cigarette taxes and related vendor fees are properly calculated and recorded, and
the proper amount is transferred to the Department of Treasury on a monthly basis; and (b) recalculating the
vendor fees to ensure that all the taxpayers claimed correct amounts. 

Agree a.  June 2006
b.  May 2005
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34 137 The Department of Transportation should implement adequate controls over year-end reconciliations by
(a) establishing a realistic schedule for the completion of reconciliations of significant balance sheet accounts
on a monthly basis, (b) assigning staff to perform the reconciliations, (c) designating a supervisor to monitor
compliance with the timeline for completion of the reconciliations in Part (a) above, and (d) designating a
supervisor to perform a review of all journal entries. 

Agree a.  June 2006
b.  June 2006
c.  June 2006

d.  Implemented

35 138 The Department of Transportation should improve controls over expense reimbursements by ensuring that
someone other than the individual incurring the expense reviews and approves the expense report. 

Agree April 2006

36 140 The Department of Transportation should annually compare the amount of the estimated accrual to the actual
results for construction project expenditures and use the most recent years’ actual construction project
expenditures and accruals as the basis for the current year’s accrual calculation. 

Agree June 2006

37 141 The Department of Transportation should improve controls over user access to information systems by
(a) developing and implementing a policy that states explicit criteria that should be considered in a periodic
review of user access, the required frequency of the reviews, and the appropriate personnel responsible for
performing the review; (b) providing training for system managers and administrators to ensure responsible
personnel are aware of existing policies, procedures, and access requirements; and (c) documenting monitoring
procedures to ensure that policies and procedures related to periodic review of user access are followed. 

Agree February 2007

38 149 The Department of Health Care Policy and Financing should improve controls over eligibility determination
for the Medicaid program by (a) establishing an effective means for documenting and substantiating beneficiary
eligibility determinations for each paid claim, (b) identifying programming problems and eliminating areas
where controls can be manually circumvented to resolve specific issues in the program eligibility
determination, (c) reviewing eligibility data in the Colorado Benefits Management System (CBMS) for
accuracy and consistency with source and certified documentation via scanned or copied documentation
maintained in the files, and (d) consider requiring all employees utilizing CBMS to have attended core training
courses to ensure CBMS is populated with data consistently and accurately and in accordance with system
parameters. 

a.  Agree
b.  Agree

c.  Partially Agree

d.  Agree

a.  March 2006
b.  August 2006

c.  In Process and
Ongoing

d.  September 2006
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39 153 The Department of Health Care Policy and Financing should ensure all information is reported correctly in the
Quarterly Federal Cash Transaction Report during the quarter in which funds are received by implementing
a review process to ensure all reports are accurate prior to submission. 

Agree August 2006

40 155 The Department of Health Care Policy and Financing should improve controls over Single Entry Points  (SEP)
by implementing procedures to monitor and review audit reports timely to ensure compliance with contractual
requirements and propriety of SEP expenditures.

Agree July 2006

41 156 The Department of Health Care Policy and Financing should take necessary action to ensure accurate tab runs
are generated on a timely basis and that required audits of cost report data are performed timely. 

Agree June 2008

42 158 The Department of Health Care Policy and Financing (HCPF) should strengthen its disaster recovery
procedures over the Medicaid Management Information System (MMIS) and Colorado Benefits Management
System (CBMS) by (a) enforcing provisions in the fiscal agent’s contract that allow HCPF access to the disaster
recovery plan at the Department, (b) switching all MMIS users over to the new hardware to help ensure that
claims processing would continue in the event of an emergency, (c) completing the MMIS disaster recovery
test to ensure that all subsystems are operational and establishing a plan for periodic subsequent testing, and
(d) ensuring that the CBMS Hot Site in Pueblo is operating and functional and that a full disaster recovery test
is performed.

a.  Agree
b.  Partially Agree
c.  Partially Agree

d.  Agree

a.  Implemented
b.  February 2006
c.  October 2006

d.  September 2006

43 164 The University of Colorado should ensure the proper number of days for each term is used in the Return of
Title IV Funds calculations.  Procedures should be established, including management review of calculations
on a test basis, to ensure that the correct date of determination is used to avoid potential late returns, and that
amounts are properly applied to applicable federal programs. 

Agree June 2006

44 165 The University of Colorado should ensure the Denver Campus strengthens procedures to ensure that all
elements of the Fiscal Operations Report and Application to Participate (FISAP) are accurate.  Such procedures
should include a formal review that agrees amounts reported to supporting documentation and reconciliation
procedures to verify that the information is accurate prior to submission.

Agree September 2006
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45 168 Colorado State University should review on a timely basis the calculation of the amount of Title IV funds to
be returned, which should be performed by someone other than the preparer and evidence of the review should
be documented.

Agree March 2005

46 169 Colorado State University should ensure that required reports are being submitted on a timely and accurate
basis by adhering to its current policy.

Agree March 2006

47 170 Colorado State University should continue to review the List of Parties Excluded From Federal Procurement
or Nonprocurement Programs prior to contracting with vendors for services to be paid from federal grants.  

Agree September 2004

48 171 Colorado State University - Pueblo should strengthen controls surrounding cash management by (a) requiring
a full-time employee instead of a student employee to process periodic draw downs; (b) continuing to require
a segregation of duties between the calculating, processing, and reviewing of draw downs; (c) implementing
a monitoring control for draw downs made during peak enrollment periods; and (d) determining the amount
of the draw downs based on actual disbursements made.

Agree Implemented

49 173 Colorado State University - Pueblo should establish procedures to ensure that Title IV funds are being returned
promptly and correctly by ensuring that the correct number of semester days are calculated by appropriate
personnel.

Agree Implemented

50 174 Colorado State University - Pueblo should implement monitoring procedures over the verification process for
data submitted by financial aid applicants.

Agree Implemented

51 175 Colorado State University - Pueblo should continue to implement procedures to ensure all elements of the
Fiscal Operations Report and Application to Participate (FISAP) are accurate.  

Agree September 2006

52 176 The University of Northern Colorado should review the current system in place to ensure that all Perkins
borrowers entering repayment have completed the required exit interview. 

Agree Implemented
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53 178 The Colorado School of Mines should maintain documentation supporting any professional judgment changes
related to student financial aid in the respective student’s file. 

Agree April 2006

54 179 The Colorado School of Mines should implement a procedure to assure that Title IV funds are not being
credited to a student’s account prior to ten calendar days before the first day of classes of a payment period.

Agree April 2006

55 179 The Colorado School of Mines should implement a procedure to assure timely reporting of Federal Pell Grant
disbursements.

Agree April 2006

56 180 The Colorado School of Mines should implement a review process such that the Financial Operation Report
and Application to Participate (FISAP) is reviewed and approved by someone other than the preparer.

Agree June 2006

57 182 The Colorado School of Mines should expand its procedures for the monitoring of subrecipients to include
review of the Federal Audit Clearinghouse (FAC) database and the monitoring of for-profit subrecipients in
order to be in compliance with federal requirements. 

Agree June 2006

58 183 The Colorado School of Mines should establish and implement procedures to review Federal SF-272 reports
prior to submission to ensure the reports are accurate and that supporting documentation agrees with the
reported amounts. 

Agree March 2006

59 183 The Colorado School of Mines should implement procedures to ensure that the requirements for determining
federal awards expended as defined under OMB Circular A-133 are reviewed and followed in reporting federal
expenditures to the State Controller’s Office. 

Agree June 2006

60 186 The Colorado Community College System should ensure Pueblo Community College communicates to students
the proper amount of unearned aid to be returned.

Agree March 2006
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61 187 The Colorado Community College System should ensure Arapahoe Community College establishes procedures
to ensure that students are not allowed additional days of eligibility before they are reported to the National
Student Loan Data System and that school break days are calculated correctly.

Agree February 2006

62 188 The Colorado Community College System should ensure Front Range Community College establishes
procedures to have a supervisory review of the Return of Title IV calculations.

Agree June 2006

63 189 The Colorado Community College System should ensure Front Range Community College establishes
procedures to ensure that the institution’s portion of a student’s unearned Title IV funds are returned within
30 days after the College has determined a student has withdrawn from school and that proper amounts are used
in the calculation.

Agree June 2006

64 191 Adams State College should improve controls over federal funds by (a) identifying and correcting financial aid
data errors timely and improving the authorization process so that federal funds drawn are adequate to meet
the cash flow demands for related expenses and (b) evaluating the Financial Aid office staffing needs and
continuing to cross train personnel and developing a comprehensive instruction manual in the Financial Aid
Department to minimize disruption when personnel are absent.

Agree June 2006

65 192 Fort Lewis College should document its internal control policies and procedures and communicate them clearly
to employees with responsibilities for monitoring compliance with Perkins loans requirements.

Agree June 2006

66 194 Metropolitan State College of Denver should ensure that federal requirements for return of funds under Title
IV are met by changing the approach to calculating the number of days per semester and improving the
timeliness of returning funds to the respective programs and lenders when a student withdraws from the
institution.

Agree June 2006

67 196 Colorado College Access Network should continue to improve controls over repurchased loans by reconciling
the amount supported by the underlying detail on individual loan activity to the liability for reinsurance
payments due to the US Department of Education in the general ledger.

Agree July 2005
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68 198 Colorado College Access Network (CCAN) should establish control procedures over collections on defaulted
loans in instances where reinsurance has been received from the US Department of Education (DE) and
collections on loans are owed to the DE.  The procedures should include monitoring collections received on
these loans and reconciling the collections due to the DE supported by the underlying detailed activity to the
liability balance in the general ledger of the appropriate fund on a monthly basis.  CCAN should also consult
with the DE on the treatment of the outstanding liability of $1,078,024 and the treatment of collections on these
types of loans received on or after July 1, 2004.

Agree July 2005

69 202 The Department of Human Services should ensure it is in compliance with federal reporting requirements for
the Temporary Assistance for Needy Families (TANF) program by (a) immediately addressing Colorado
Benefits Management System (CBMS) reporting deficiencies and ensuring that critical predefined reports for
sanctions; the Income, Eligibility, and Verification System (IEVS), caseload; clock tick; and accounting-related
data are programmed into the system; (b) reviewing monthly critical reports, including those on sanctions,
IEVS verifications, and length of benefits, for identifying and investigating discrepancies and monitoring for
federal compliance; and (c) reviewing monthly TANF sanction reports and identifying and investigating
discrepancies.

Agree September 2006

70 208 The Department of Human Services should improve controls over sanctions for the Temporary Assistance for
Needy Families (TANF) program and ensure compliance with federal requirements by (a) identifying and
correcting Colorado Benefits Management System (CBMS) system errors that are causing inappropriate benefit
payments to be made, (b) investigating and correcting problems with the Automated Child Support
Enforcement System to CBMS interface to ensure all appropriate information is being transferred, (c) providing
training and technical assistance to all county caseworkers on the correct way to enter sanction data into
CBMS, (d) formally incorporating reviews of sanctions as part of the current on-site county monitoring process
and following up on problems as appropriate, and (e) researching the current system functionality to determine
the feasibility of changing the system to limit the ability of county staff to delete sanctions from CBMS and
requiring that the case note function be used when deletions are made to a participant’s case.  

Agree a.  February 2006
b.  February 2006

c.  September 2006
d.  September 2006
e.  September 2006



RECOMMENDATION LOCATOR

Rec.
No.

Page
 No.

Recommendation
Summary

Agency
Response

Implementation
Date

-21-

71 211 The Department of Human Services should improve subrecipient monitoring over the Temporary Assistance
for Needy Families (TANF) program by (a) ensuring performance improvement plans for all areas of
noncompliance are received from the counties by the Department’s stated due date and (b) ensuring that all
county plans are in compliance with federal and state regulations by following up with all counties where issues
of noncompliance have been identified.

Agree September 2006

72 213 The Department of Human Services should ensure that it is in compliance with federal Income, Eligibility, and
Verification System (IEVS) requirements by immediately addressing the problems with the interface between
IEVS and the Colorado Benefits Management System to ensure that all data are verified.

Agree December 2005

73 216 The Department of Human Services should improve controls over the Food Stamps program to ensure
compliance with federal and state regulations by (a) reinstating on-site management evaluation reviews of
county Food Stamps program activities, (b) completing review reports and citing counties for all instances of
noncompliance with Food Stamp policies and regulations within 60 days after the review, (c) ensuring
corrective action plans for all areas of noncompliance are received from counties within 30 days of the issuance
of the monitoring report, and (d) addressing the underlying causes of rising error rates to lower the rates and
to ensure that the State does not incur future federal sanctions.

Agree a.  January 2006
b.  January 2006
c.  January 2006

d.  December 2005

74 220 The Department of Human Services should strengthen its controls over federal reporting and immediately
address Colorado Benefits Management System (CBMS) reporting deficiencies for the Food Stamps program
by (a) ensuring that validated reports are programmed into CBMS so that Department staff have the data
necessary to accurately prepare federal Food Stamps reports and perform routine accounting entries, (b)
documenting specific procedures for the preparation of the Food Stamps Issuance Reconciliation Report and
preparing the report timely, and (c) requiring that the Food Stamp Issuance Reconciliation Report be reviewed
by knowledgeable personnel prior to submission to ensure accurate information is reported to the federal
government.  

Agree a.  July 2006
b.  April 2006

c.  November 2005

75 222 The Department of Human Services should ensure it complies with the federal Davis-Bacon Act for all future
federally funded construction projects by requiring locally prevailing wages to be paid by contractors and
subcontractors and by obtaining weekly payroll records for all contractors and subcontractors.

Agree February 2006
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76 224 The Department of Human Services should ensure it is in compliance with federal Low-Income Energy
Assistance Program (LEAP) reporting requirements by (a) ensuring that staff preparing federal LEAP reports
are adequately trained and (b) improving communication between LEAP program and accounting staff to
ensure data reported by both divisions are consistent and accurate.

Agree July 2006

77 232 The Department of Human Services (DHS) and the Department of Health Care Policy and Financing (DHCPF)
should ensure that the remaining case backlogs related to “cleansing” and processing guidelines are addressed
and continue to work with the appropriate federal agencies to minimize the fiscal impact on the State of benefit
payments made to ineligible recipients as a result of Colorado Benefits Management System implementation.

DHS - Agree

DHCPF - Partially
Agree

DHS - Ongoing

DHCPF -
Implemented and

Ongoing

78 236 The Department of Human Services and the Department of Health Care Policy and Financing should improve
controls over data input into the Colorado Benefits Management System (CBMS) by (a) requiring county
departments of social services and Medical Assistance sites to institute effective supervisory review processes
over Medicaid, Food Stamps, and TANF data entry into CBMS and (b) using eligibility determination
monitoring procedures currently in place to perform reviews of data input into CBMS and areas in which
automated tools within CBMS are not used appropriately.

DHS - Agree

DHCPF - Agree

DHS - July 2006

DHCPF - July 2006
and Ongoing

79 238 The Office of the Colorado Benefits Management System (OCBMS), the Department of Human Services, and
the Department of Health Care Policy and Financing should consider implementing a requirement that all
county, Medical Assistance site, and Department employees with a need to utilize the Colorado Benefits
Management System (CBMS) attend core training courses.  Users’ continued access to CBMS should be
contingent upon completion of the core training courses within a specified period of time, and in the case of
new users, should be completed prior to obtaining security access to CBMS.  Consideration should also be
given to whether system enhancements should be made to minimize the risk of certain types of user errors (e.g.,
no date entered, or date already passed entered for “beginning effective date”).

OCBMS - Agree

DHS - Agree

DHCPF - Agree

OCBMS - Ongoing

DHS - Ongoing

DHCPF - Ongoing
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80 240 The Office of CBMS and the Department of Human Services should take immediate steps to correct the “pass-
fail-pass” problem identified in the Colorado Benefit Management System to lessen the risk of errors in benefit
payments.

OCBMS - Agree

DHS - Agree

OCBMS -
Implemented and

Ongoing

DHS - Implemented
and Ongoing

81 240 The Department of Human Services should use its eligibility determination monitoring procedures to identify
and correct over- or underpayments related to the “pass-fail-pass” problem in the Colorado Benefits
Management System and any additional system-related problems.  Reviews should be targeted to identify
additional areas requiring corrections, if necessary. 

Agree April 2006

82 244 The Office of CBMS and the Department of Human Services should ensure that eligibility information obtained
for the Food Stamps, Temporary Assistance for Needy Families, and Medicaid programs is verified from other
data sources by immediately addressing the problems with the interfaces between the Colorado Benefits
Management System and the Automated Child Support Enforcement System and with the federal Income,
Eligibility, and Verification System (IEVS).

OCBMS - Agree

DHS - Agree

OCBMS - June 2006

DHS - May 2006

83 246 The Office of CBMS ,the Department of Human Services, and the Department of Health Care Policy and
Financing should use their eligibility determination monitoring procedures to establish periodic review
procedures for each of the Colorado Benefits Management System interfaces to determine if the interfaces are
working correctly and investigate and follow up on problems identified as appropriate.

OCBMS - Agree

DHS - Agree

DHCPF - Agree

OCBMS - July 2006

DHS - July 2006

DHCPF - Ongoing
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84 248 The Office of CBMS ,the Department of Human Services, and the Department of Health Care Policy and
Financing should implement a well-defined, accessible archive mechanism in the Colorado Benefits
Management System that will eliminate the need for manual interventions to recreate historical eligibility
determinations.

OCBMS - Agree

DHS - Agree

DHCPF - Agree

OCBMS -
Implemented and

Ongoing

DHS - Implemented
and Ongoing

DHCPF -
Implemented

85 251 The Office of CBMS ,the Department of Human Services, and the Department of Health Care Policy and
Financing should improve the program monitoring over the Medicaid, Food Stamps, and Temporary Assistance
for Needy Families programs by (a) developing within the Colorado Benefits Management System predefined
reports that contain denied and closed cases for each of the three programs and reports that list by caseworker
and county all recipients whose eligibility is subject to redetermination, recipients whose redetermination is
in process, or recipients whose cases otherwise require caseworker action and (b) utilizing these reports to
improve ongoing review processes over denied and closed cases to ensure determinations and redeterminations
made were appropriate and to monitor redeterminations or other instances requiring caseworker action.

OCBMS - Agree

DHS - Agree

DHCPF - Agree

OCBMS - July 2006

DHS - August 2006
and Ongoing

DHCPF - 
a.  May 2006
b.  Ongoing

86 255 The Department of Human Services should ensure that Food Stamps and TANF overpayments are
appropriately recouped by (a) developing policies that define overpayments resulting from Colorado Benefits
Management System (CBMS) defects and overpayments resulting from other errors or omission, either by the
county or the recipient; (b) using the Department’s established county monitoring procedures to institute
targeted reviews of county supervision and caseworker actions related to overpayments and resulting claims;
and (c) providing targeted user training on the proper use of CBMS for benefit recoveries.

Agree a.  Implemented
b.  May 2006

c.  August 2006
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87 259 The Department of Human Services and the Department of Health Care Policy and Financing should improve
case file documentation for the Medicaid, Food Stamps, and Temporary Assistance for Needy Families
programs by (a) enhancing policies and procedures requiring counties and Medical Assistance sites to maintain
paper copies of required documents within a case file until such time when an electronic version can be
maintained as an audit trail, and (b) using established monitoring procedures to ensure eligibility information
in the Colorado Benefits Management System is adequately supported by documentation in case files.

DHS - Agree

DHCPF - Agree

DHS - August 2006

DHCPF - 
a.  June 2006
b.  Ongoing

88 263 The Office of CBMS ,the Department of Human Services, and the Department of Health Care Policy and
Financing should work with the county departments of social services and Medical Assistance sites to address
Colorado Benefits Management System (CBMS)-related issues and concerns including (a) continuing to
monitor timeframes for processing applications to ensure processing occurs within state- and federally-required
timeframes; (b) developing accurate and reliable reports for monitoring and tracking intake, redeterminations,
and case backlogs on a caseworker and county-wide basis; (c) providing electronic or hard copy notices to
caseworkers prior to mailing to clients, so that changes due to system issues can be identified and possibly keep
client confusion to a minimum; (d) providing ongoing training to the counties on the correct usage of CBMS
including requirements related to data entry of information for eligibility determinations; and (e) ensuring
counties receive timely support from the help desk in response to issues raised.

OCBMS - Agree

DHS - Agree

DHCPF - Agree

OCBMS - 
a.  Implemented and

Ongoing
b.  July 2006

c.  Implemented and
Ongoing

d.  Implemented and
Ongoing

e.  Implemented and
Ongoing

DHS - Implemented
and Ongoing

DHCPF -
Implemented and

Ongoing

89 268 The Department of Labor and Employment should ensure amounts recorded in its reports to the federal
government for unemployment benefit activities are accurate.

Agree September 2006
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90 283 The Department of Local Affairs should improve controls over purchasing and payment processes for the
Homeland Security Grant Program by (a) reviewing grant applications and awards to ensure grant funds are
only awarded for allowable and reasonable purchases and activities; (b) modifying grant budget and
reimbursement request forms to ensure items requested for reimbursement are linked to the appropriate budget
line item; (c) improving review of reimbursement requests and payments to subrecipients to ensure that all
items and activities reimbursed are allowable, included in the approved grant award budget, and substantiated
by appropriate supporting documentation; (d) establishing controls to ensure that all administrative costs paid
with grant funds are allowable and appropriate, recorded as administrative expenses, and within the federal
grant limits on administrative expenses; and (e) strengthening supervisor review of reimbursement requests.

Agree a.  Implemented and
Ongoing

b.  Implemented
c.  Implemented and

Ongoing
d.  Implemented
e.  Implemented

91 285 The Department of Local Affairs should improve oversight of homeland security grant expenditures by
implementing subrecipient monitoring procedures, including (a) conducting regular site visits and desk reviews,
(b) developing standard monitoring tools and program checklists to facilitate site visits and desk reviews, and
(c) developing and implementing standard follow-up procedures to ensure that subrecipients take timely and
appropriate corrective action on all problems identified. 

Agree Implemented and
Ongoing

92 287 The Department of Local Affairs should work with subrecipients to establish policies and procedures for the
appropriate storage, use, maintenance, repair, and overall readiness of equipment purchased with homeland
security grant funds.

Agree Implemented and
Ongoing

93 289 The Department of Local Affairs should improve controls over the Homeland Security Grant Program to ensure
compliance with federal cash management regulations.

Agree Implemented and
Ongoing

94 295 The Department of Local Affairs should work with the appropriate federal and state oversight agencies to
evaluate questioned costs associated with the State’s Multi-Agency Communications Center (MACC) and
determine whether repayment of funds used to finance the MACC is necessary. 

Agree January 2006
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95 299 The Department of Local Affairs should improve its accounting for federal and state grant funds and equipment
purchased with those funds by (a) reviewing all South Metro grant expenditures to date and reclassifying
expenditures as necessary to ensure that expenditures are paid from the appropriate grant award and (b)
working with South Metro to ensure that all equipment is properly inventoried and accurately reflected in both
South Metro’s and the State’s financial statements.

Agree a.  Implemented and
Ongoing

b.  December 2005

96 303 The State Controller’s Office should work with institutions of higher education and the College Access
Network to ensure that proper information for loans made through the Federal Family Education Loan Program
is reported on the Schedule of Expenditures of Federal Awards.

Agree December 2006

97 306 The Office of the State Treasurer should obtain and use the most current and accurate information available
on federal program expenditures each year to amend the Treasury-State Agreement.

Agree July 2006
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Department of Corrections

Introduction
The Department of Corrections (DOC) manages the State's adult correctional
facilities, youthful offender system, and the adult parole and community corrections
system.  In addition, the Department operates the prison canteens and the Division
of Correctional Industries.  The canteens provide various personal items for purchase
by inmates, including hygiene items, snack foods, and phone services.  Correctional
Industries operates businesses that employ inmates including furniture manufacturing
facilities, a leather products shop, Colorado State forms production and distribution
facilities, dairy and agri-business facilities, the State's license plate manufacturing
facility, and the state surplus property program.

The Department’s Fiscal Year 2005 appropriation was 5,698 full-time equivalent
staff  and approximately $553.7 million, of which $493.5 million, or 89 percent, was
general funds.  Administrative offices for the Department are located in Cañon City
and Colorado Springs.  During Fiscal Year 2005, DOC owned and operated twenty-
two of the State’s twenty-seven correctional facilities.  State-owned correctional
facilities are located throughout Colorado and include sites in Buena Vista, Cañon
City, Denver, Pueblo, Limon, Ordway, Delta, Rifle, Golden, Sterling, Trinidad, and
Fort Lyon.  The five non-state facilities are privately owned and operated.  The
privately owned facilities are located in Burlington, Las Animas, Olney Springs,
Walsenberg, and Brush.  DOC contracts with various counties, which in turn
subcontract with private firms to provide correctional services at these facilities.  

The following comments were prepared by the public accounting firm of Grant
Thornton LLP, which performed Fiscal Year 2005 audit work at the Department of
Corrections.

Inmate Bank Accounts at Privately
Operated Correctional Facilities
DOC and privately operated correctional facilities maintain inmate bank accounts to
allow inmates to deposit funds received from outside sources or from inmate pay,
make purchases from prison canteens, and pay for other items such as restitution,
child support, medical co-pays, postage, copies, and money orders.  While privately
operated facilities maintain their own inmate bank accounts and records, DOC’s
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business office located in the administrative offices in Cañon City is responsible for
monitoring the inmate bank account program for all facilities.  As part of its
management and oversight, DOC has designed and implemented internal controls
over inmate banking.  DOC’s policies require that facilities obtain and maintain
complete and accurate documentation to support all inmate bank account activity,
including all deposits and withdrawals.  At June 30, 2005, there were approximately
25,000 active and inactive inmate bank accounts at DOC-operated facilities with a
total balance of about $2 million, and approximately 3,400 inmate accounts at
privately operated facilities with a total balance of about $335,000.

During the Fiscal Year 2003 and 2004 audits, it was determined that the Department
needed to improve its monitoring of privately operated facilities to ensure that all
activity is properly recorded in inmate accounts.  In order to determine if the
Department has improved the controls over inmate banking at privately operated
facilities, we selected nineteen accounts across five locations for testing.  For each
inmate account, we reviewed activity and documentation for a two-month period
during State Fiscal Year 2005.  For our sample, we agreed deposit amounts to the
check log for the day, agreed the total per the check log to the deposit slip, and
agreed the deposit slip to the bank statement.  We also performed the following
procedures:

• Reviewed all canteen purchases over the two-month period and agreed the
amount deducted from the account to the canteen purchase form signed by
the inmate per DOC Administrative Regulation 200-02.

• Reviewed inmate pay posted to the inmate’s account by tracing the amounts
paid to time sheets and other supporting work records.  Days worked and
amounts paid were examined for compliance with DOC Administrative
Regulation 850-03.

• Reviewed child support deductions by agreeing the amount withheld to the
child support order.  The amount withheld from the inmate’s account was
traced to the summary paid to the Child Support Enforcement Division.  The
summary total was traced to the cancelled check or warrant.  Child support
withholding was also examined for compliance with DOC Administrative
Regulation 200-15.

• Reviewed amounts withheld for restitution by recalculating the amount
deducted.  This amount was then traced to the detail of the payment made to
the court.  The payment detail was traced to the cancelled check or warrant.
Restitution withholding was also examined for compliance with DOC
Administrative Regulation 200-15.
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• Reviewed other elective withdrawals by agreeing the amount to the inmate’s
signed request form per DOC Administrative Regulation 200-02.

• For one month during the period, the inmate bank account reconciliation was
obtained.  The process for reconciling inmate bank accounts was reviewed.

We identified nine exceptions during the testing of inmate accounts maintained at
privately operated facilities.  Specifically, we found the following:

• For one inmate, the private facility could not provide time cards to
document all pay.  All facilities must be able to provide evidence that
inmate pay complies with DOC Administrative Regulation 850-03.

• Two of the three private facilities were unable to provide bank
reconciliations for our review.  Proper control and oversight over checking
accounts includes periodic reconciliations.

• For three inmates, the private facility was unable to provide
documentation authorizing deductions from the inmates’ account for
canteen purchases and elective withdrawals.  All facilities must be able to
provide evidence that deductions from inmate accounts and canteen
purchases are compliant with DOC Administrative Regulation 200-02
concerning inmate banking and 200-11 concerning canteen purchases.

• For one inmate, the private facility was unable to provide documentation
supporting a deposit to the inmate’s account.  All facilities must be able
to provide evidence that deposits to inmate accounts are compliant with DOC
Administrative Regulation 200-02.

• In one instance, the private facility failed to pay the inmate for wages
earned.  The private facility provided two time reports for the inmate for
December 2004.  The inmate was paid correctly for one, but received no pay
for the other.  The private facility reported that it was unable to explain the
discrepancy and $1.80 was credited to the inmate’s account subsequent to our
audit work.  

• For three inmates, the private facility had allowed the inmate to work
more than 23 days.  DOC Administrative Regulation 850-03 designates that
the maximum number of days an inmate can work in a month is 23.  Two
inmates worked in excess of 23 days and were paid for those additional days
worked, resulting in a total overpayment of $10.20.  Another inmate was paid
for 23 days of work; however, the time sheets provided show the inmate
worked 27 days.  Although the inmate was not paid for the additional days
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worked, the facility’s internal procedure on inmate employment notes that
inmates shall not work more than 23 days per month.  

• For one inmate, the private facility did not properly deduct child
support from the inmate’s account.  Inmates with account balances greater
than $10 should have withdrawals made designated toward child support per
DOC Administrative Regulation 200-15.

• For one inmate, the private facility did not properly deduct restitution
from the inmate’s account.  Inmates with account balances greater than $10
should have withdrawals made designated toward restitution per DOC
Administrative Regulation 200-15.

• One private facility was not able to provide documentation related to
inmate deposits and child support payments.  Specifically, the private
facility was unable to provide a detailed listing of checks which support
deposits made to inmate bank accounts.  Further, the private facility was not
able to provide documentation supporting child support payments deducted
from the accounts.   

DOC’s monitoring unit is responsible for reviewing inmate bank account activity at
privately operated facilities to ensure the proper withholding of mandatory restitution
and child support payments.  In response to our Fiscal Year 2003 and 2004 audit
recommendations, during Fiscal Year 2005 the Department expanded its monitoring
function to include a review of the supporting documentation related to all inmate
bank account activity.  However, during the audit we found that the Department’s
monitoring function is not effective and does not provide assurance that adequate
supporting documentation is maintained for all inmate banking activity; further,
several of the exceptions indicate that the private facilities are not familiar with all
DOC regulations related to inmate bank account activity.  Controls over inmate bank
accounts are a particular concern because the number of errors or irregularities
identified during our audit of inmate bank accounts has increased each year (two in
Fiscal Year 2003, six in Fiscal Year 2004, and nine in Fiscal Year 2005). 

DOC is currently in negotiations with the private facilities to move all inmate
banking to the Business Office in Cañon City.  While these negotiations are in
process, the Department should take additional steps to improve its monitoring of
inmate banking activity at private facilities.  Additionally, the Department should
ensure that all private correctional facilities are familiar with Administrative
Regulations concerning inmate banking, child support and restitution requirements,
and inmate work and pay requirements.  Failure to maintain adequate supporting
documentation for all inmate banking activity and lack of enforcement of regulations
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decreases the effectiveness of the Department’s internal control system and increases
the risk that errors or irregularities will occur and not be detected.

Recommendation No. 1:

The Department of Corrections (DOC) should improve its oversight of inmate
banking activities at private facilities to ensure that complete and accurate
documentation is maintained to support all activity in inmate bank accounts.  In
addition, procedures should be implemented to assure that private facilities are
properly enforcing DOC Administrative Regulations and ensuring accurate
processing of inmate account activity.

Department of Corrections Response: 

Agree.  Implementation Date:  April 30, 2006.

The Department is converting the privately operated prisons’ inmate
accounts to the Department’s Inmate Banking system during Fiscal Year
2006.  The DOC Inmate Bank Office will control and maintain inmate
accounts for all incarcerated offenders including the privately operated
prisons.  Private prisons will be responsible for inputting inmate worked time
into the Department’s Master Program Scheduling system and will submit
documentation for withdrawals to the DOC Inmate Bank.  All incoming
deposits from the outside will go directly to the DOC Inmate Bank and
mandatory withholding for child support and/or restitution will be handled
by the DOC.  The Department believes this change will ensure compliance
with DOC administrative regulations and eliminate many of the problems
detected by the audit.  In addition, the Department’s Internal Audit staff will
continue to audit inmate bank transactions at privately operated prisons to
monitor and report compliance with DOC administrative regulations. 

Inventory Controls
As stated above, the Department of Corrections (DOC) operates canteens that
provide various personal items for purchase by inmates, including hygiene items and
snack foods.  In addition, DOC operates a garment factory out of the Correctional
facility located in Limon, Colorado.  The garment factory manufactures uniforms and
linens for the DOC.  As part of its year-end procedures, DOC is required to complete
a physical inventory of the canteen and garment factory to ensure that assets are
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safeguarded and that balances are properly reported on the general ledger and the
State’s financial statements.  Due to inventory errors identified during the Fiscal
Year 2004 audit, it was recommended that the Department improve its policies and
procedures for inventory counts to ensure counts were accurate and complete.
During the Fiscal Year 2005 audit, we performed testwork on inventory controls at
the Limon Garment Factory and the Cañon City Canteen and again found problems:

• Garment Factory.  While performing the physical inventory count at the
Limon Correctional Facility Garment Factory, we noted that DOC’s
supervision and oversight of the Work in Progress (WIP) and finished goods
inventory process is lacking.  We selected a total of 40 items to count from
the inventory listing provided by the Garment Factory.  We found errors in
four of the 40 items; this means that 10 percent of the items tested were
incorrectly counted by DOC staff.  The net effect of the four errors resulted
in a nearly $2,900 overstatement of inventory balances with variances
ranging from less than a dollar to $2,100.  We also found that employees
completing physical inventories do not always receive detailed instructions
for completing the WIP inventory and final counts are not properly reviewed
by supervisory personnel.  

Additionally, after completing our inventory testwork, we noted that the final
WIP inventory reported on the general ledger amounted to $133,291, which
is $34,753 lower than the initial inventory listing of $168,044 provided
during our observations.  The Department informed us that additional
adjustments had to be made subsequent to the original physical inventory
count.  This is another indication that the Department’s WIP inventory
process is inadequate and lacks clearly defined procedures that would ensure
accurate and complete inventory counts.

• Cañon City Canteen.  At June 30, 2005, the Cañon City Canteen had an
inventory balance of $156,817.  We selected a total of 50 items to count from
the inventory listing for the Cañon City Canteen.  We found errors in seven
of the 50 items; this means that 14 percent of the items tested were
incorrectly counted by DOC staff.  The net effect of the seven errors resulted
in a $76 understatement of inventory balances with variances ranging from
less than $1 to $90. 

Controls over DOC’s inventory procedures at the Canteens and Garment Factory
should be improved to ensure that employees performing the counts receive adequate
instructions and supervision so that assets are adequately safeguarded against loss
and theft, and that they are properly recorded on the financial records.  
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Recommendation No. 2:

The Department of Corrections should improve policies and procedures for inventory
counts at year end and modify as deemed necessary to ensure that inventory counts
are properly supervised and are accurate and complete.

Department of Corrections Response:

Agree.  Implementation date:  June 30, 2006.

The Department’s Business Office provides annual training on year-end
physical inventory procedures and normally experiences few variances of
physical counts at most shops and warehouses.  Canteen management has
implemented test counts of high volume items of at least twenty items per
week to compare to perpetual records in order to monitor inventory accuracy.
The Canteen has also changed storage procedures at the processing lines to
improve the line of sight for item counts.  At year-end, Canteen supervisors
will provide more oversight of the physical inventory to insure accurate
counts by inmate workers.  Correctional Industries determined that there was
insufficient time allowed for accurate inventory counts at the Garment Shop.
The Garment Shop was trying to fill a high number of orders for correctional
officer uniforms and did not cut-off production early enough to allow
adequate time for inventory counts.  Correctional Industries management
believes that current procedures and training are sufficient to provide the
necessary guidance for accurate counts of the inventory.  Correctional
Industries will monitor its production schedules more closely at fiscal year
end in order to allow adequate time to supervise and perform more accurate
inventory counts in accordance with established procedures.
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Department of Health Care Policy and
Financing

Introduction
The Department of Health Care Policy and Financing (HCPF) is the state agency
responsible for developing financing plans and policy for publicly funded health care
programs.  The principal programs administered by HCPF include the Medicaid
program, which provides health services to eligible needy persons, and the
Children’s Basic Health Plan (CBHP), which furnishes subsidized health insurance
for children 18 years or younger in low-income families not eligible for Medicaid.
The Medicaid grant is the largest federal program administered by the State and is
funded by about 50 percent federal funds and 50 percent state general funds.  CBHP,
marketed in Colorado as Child Health Plan Plus or CHP+, serves as the State’s
version of the federal Children’s Health Insurance Program and is funded by
approximately two-thirds federal funds and one-third state funds.

During Fiscal Year 2005 the Department expended in total approximately
$2.96 billion.  The public accounting firm of BKD, LLP, performed the audit work
at HCPF as of and for the fiscal year ending June 30, 2005.  During its audit, BKD,
LLP, reviewed and tested HCPF’s internal controls over financial reporting and
federal programs as well as HCPF’s compliance with certain state and federal laws
and regulations.  The following comments were prepared by BKD, LLP.

Medicaid Management Information System
Accounts Receivable Reconciliation 
Each state agency is responsible for establishing adequate internal controls and
procedures to ensure that accounts receivable balances reported on the State’s
accounting system, COFRS, are accurate and complete.  Specifically, accounts
receivable balances should be valid and represent amounts due and collectible by the
agency.  The agency must also monitor these receivables to ensure that they are
collected within a reasonable time frame and that year-end balances are adjusted if
they are over- or understated.  

The Department maintains a Medicaid Management Information System (MMIS)
receivable account to record amounts due to the Department for overpayments and
payments of paid claims that were subsequently denied.  Both types of accounts are
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generally recouped through the MMIS system.  As of June 30, 2005, this receivable
had a balance of about $3.4 million.  During our Fiscal Year 2003 audit, we found
that the Department had not performed a reconciliation of the balance contained in
the MMIS receivable account on COFRS to the balance contained on the MMIS
subsidiary ledger, which contains detailed account activity, on a consistent basis.
During our Fiscal Year 2004 audit, we noted that, although the Department had
identified differences between the balances on COFRS and the balances on the
MMIS subsidiary ledger on a monthly basis, it did not determine the reason for all
of the differences or make all necessary adjustments.  During our Fiscal Year 2005
audit, we again noted that the Department has made further efforts to reconcile
individual account balances within this account; however, it has not completed a full
reconciliation to substantiate the $3.4 million year-end receivable account balance.

It is necessary that the Department reconcile all of its receivable accounts to its
subsidiary ledgers on a regular basis and make necessary adjustments to ensure that
the accounts properly reflect actual amounts due to the Department.

Recommendation No. 3:

The Department of Health Care Policy and Financing should routinely reconcile
accounts receivable balances on COFRS to subsidiary ledgers and make necessary
adjustments in a timely manner.

Department of Health Care Policy and Financing
Response:

Agree.  Implementation date:  December 31, 2006.

It is agreed that as of the date of this review, the Medicaid Management
Information System (MMIS) accounts receivable reconciliation has not been
completed.  This is the only area within accounts receivable that requires
improvement.  The Department has made significant progress in identifying
and reconciling the MMIS receivables to the Colorado Financial Reporting
System (COFRS).  During the past year, the Department has explored the
possibility of automating this process due to the large volume of receivables
that transact through this account.  Effective February 2006 a full-time
employee was assigned to reconcile the accounts receivable on a monthly
basis.

As of period 13 close for Fiscal Year 2005, the Department had recorded
receivables totaling $45,098,963 which does not include Allowance for
Doubtful Accounts or the annual recording of Drug Rebate cash funds
receivable of $21.7 million recorded through a year-end adjustment.  The
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$3.4 million referred to in this finding refers to one portion of the total
receivables recorded related to the MMIS and represents 5.1 percent of total
receivables recorded.  The Department’s annualized budget is approximately
$3.2 billion in combined federal and state funds.  The MMIS receivables are
approximately 0.11 percent of total expenditures.  The Department will have
the MMIS receivables reconciled by December 31, 2006.

Auditor Addendum:

Regardless of the amount of the receivable account discussed in the
narrative comment above, the fundamental issue discussed here is the
inadequate controls over financial transactions.  Inadequate controls can
result in errors and a greater risk of fraud and abuse.  We note that HCPF
has had prior findings in the area of accounts receivable reconciliations.

Recording of Allowance for Doubtful
Accounts
Prescription drugs coverage is a significant component of the federal Medicaid
program.  In Fiscal Year 2005 the Department paid approximately $281 million in
pharmacy claims under the Medicaid program.  Since 1991, under federal regulations
state Medicaid programs have been able to recover a portion of their prescription
drug payments by requesting rebates from drug manufacturers.  Specifically, state
Medicaid programs reimburse pharmacies for dispensing prescription drugs to
Medicaid recipients and then recover a portion of these expenditures by submitting
invoices to drug manufacturers for rebates.  

During our Fiscal Year 2005 audit, we noted that the Department prepared a year-
end post closing entry to record the $21.7 million in outstanding drug rebate invoices
due at year end as well as an offsetting $6.9 million allowance for uncollectible
amounts.  We noted that the allowance estimate was not substantiated and was
applied without any analysis of historical collection patterns.  Our analysis of
collections for the Drug Rebate Account found a 97.24 percent collection rate during
Fiscal Year 2005. This indicates the likelihood of collection is high and any
estimated allowance would be immaterial and, therefore, inappropriate.  By
recording an allowance account against a receivable with a high expected collection
rate, the Department is understating its assets at year-end.  As a result of our audit
inquiries, the Department subsequently submitted a revised year-end post closing
entry to remove the unsubstantiated allowance estimate for the outstanding drug
rebate invoices due at year end.  The Department should improve its process for
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analyzing and recording accounts receivable and related allowance accounts to
ensure entries are substantiated and reflect historical collection patterns.

Recommendation No. 4: 

The Department of Health Care Policy and Financing should ensure that all entries
are properly substantiated and properly posted to COFRS.  In particular, with respect
to allowance accounts for accounts receivable, the Department should determine
these amounts based on analysis of historical collection patterns.

Department of Health Care Policy and Financing
Response:

Agree.  Implementation date:  July 31, 2006.

The Department agrees with the recommendation as it relates specifically to
Medicaid drug rebates allowances for doubtful accounts.  The Department
agrees to establish written procedures to determine these amounts based on
historical collection patterns by July 31, 2006.

Incurred But Not Reported (IBNR)
Liability
The Department provides a significant volume of Medicaid and Children’s Basic
Health Plan (CBHP) payments to medical providers on behalf of eligible
beneficiaries.  These payments are based on claims submitted to the Medicaid and
CBHP programs for payment after services have been rendered.  This means the
Department only knows the amount of actual expenditures incurred once a claim is
made and processed for payment.  Therefore, the Department must use estimates at
fiscal year-end to account for services that have been provided to beneficiaries but
for which a claim has not been submitted by the provider.  These estimates are
known as “Incurred But Not Reported,” or IBNR expenditures.

Providers are allowed up to 120 days to submit claims for payment for most medical
services under Medicaid and CBHP, with the exception of Medicare crossover
claims (i.e., claims in which Medicare is the primary payer that crosses to Medicaid
as the secondary payer) and special circumstances beyond the provider’s control.
The allowance for a 120-day filing period creates the need for the Department to
record a significant accounting estimate at fiscal year-end for Medicaid and CBHP
expenditures incurred during the last four months of the fiscal year, but for which no
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claim has been received.  As of June 30, 2005, the medical expenditures recorded as
Incurred But Not Reported for Medicaid and CBHP were over $165.7 million.

We found during our audit that staff previously assigned responsibility for
monitoring estimated IBNR expenditures and the related liability, as well as the
liquidation of the liability account had left the Department and the responsibility was
not reassigned.  As a result, we had difficulties in obtaining supporting
documentation for the $165.7 million IBNR estimate at year-end.  Although the
Department was able to provide us with adequate documentation to assure us that the
$165.7 million IBNR estimate was valid, we did not receive the documentation until
November 2005, or five months after the fiscal year-end.  It is imperative that the
Department assign responsibility for monitoring the establishment and liquidation
of year-end estimates for IBNR accounts to ensure that estimated expenditures and
liabilities are reasonable and that timely, accurate, and complete information is
included in the State’s financial statements.

Recommendation No. 5:

The Department of Health Care Policy and Financing should assign ongoing
responsibility for monitoring the establishment and liquidation of estimates made at
year end for Incurred But Not Reported estimates. 

Department of Health Care Policy and Financing
Response:

Agree.  Implementation date:  Implemented.

The Department agrees with this recommendation and did have someone
assigned to monitor the Incurred But Not Reported (IBNR) during the course
of the audit.  The Department has assigned ongoing responsibility to
monitoring the IBNR estimates, and will attempt to provide documentation
in a more timely manner in the future.

Children’s Basic Health Plan Payments
The Department contracts with an Administrative Services Organization to provide
administrative services and claims processing for the Children’s Basic Health Plan
(CBHP).  The Department pays the Administrative Services Organization a
federally-approved capitated rate payment based on a per member per month basis
as a means for funding the administrative services and medical services provided for
CBHP.  For Fiscal Year 2005 the total $23 million in premium payments made to the
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Administrative Services Organization by the Department exceeded its total reported
CBHP expenditures by $9.93 million.  An outside contractor hired by the
Department estimated that the Administrative Services Organization had additional
Incurred But Not Reported (IBNR) CBHP expenditures of $5 million.  As a result,
the Department overpaid the Administrative Services Organization for Fiscal Year
2005 expenditures by $4.93 million.  In addition, because the excess $4.93 million
in CBHP premium payments was reported by the Department as Fiscal Year 2005
CBHP expenditures, the Department’s CBHP expenditures were overstated by $4.93
million on the State’s accounting system at June 30, 2005.

The Department’s current contract with the Administrative Services Organization
specifically addresses instances in which expenditures paid by the Administrative
Services Organization exceed premium advances received from the Department; the
contract does not specifically address the steps to be taken when the Department’s
advances to the Administrative Services Organization exceed expenditures for the
fiscal year.  The Department has indicated that it has taken steps to recover the
overpayment from the administrative services organization but it had not received
the repayment as of the end of our audit.

Recommendation No. 6:

The Department of Health Care Policy & Financing should amend its contract with
the Children’s Basic Health Plan Administrative Services Organization (ASO) to
specifically require the ASO to repay to the Department any overpayments identified
in the annual reconciliation of payment advances to actual expenditures.

Department of Health Care Policy and Financing
Response:

Agree.  Implementation date:  July 1, 2006.

The Department does agree that the section of the contract pertaining to the
reconciliation process could be better defined, especially in instances where
capitation payments exceed expenditures.  The Department will modify the
contract to identify the Administrative Service Organization’s (ASO’s)
responsibility to return additional monies paid during the year that is over
actual expenditures.  However, the Department feels that existing contract
language in the Billing/Payment Procedure, Remedies and Audit, Inspection
of Records, and Monitoring sections of the contract would allow the
Department to recoup any overpayments made to the provider.
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On February 10, 2006, all overpayments for Fiscal Year 2005 were received
from the contractor.

Internal Controls Over Financial Reporting
The Department has had significant turnover in its accounting staff as well as all
areas of upper management over the last two fiscal years.  During periods of Fiscal
Year 2005 and subsequent to fiscal year end critical positions were vacant.  Problems
we encountered during our Fiscal Year 2005 audit indicate that these vacancies and
the resulting transitions for newly hired staff did not allow for proper review and
supervision of the accounting function during the fiscal year and, more specifically,
during the fiscal year-end closing period.  As a result, we had significant difficulty
in obtaining adequate supporting documentation and explanations for account
balances and transactions in a timely manner.  This information was required in order
to obtain reasonable assurance that the Department’s financial activity was accurate
and complete on the State’s financial system and in the State’s financial statements.
The previous sections in this chapter discuss the significant weaknesses we identified
related to the Department’s Medicaid Management Information System accounts
receivable reconciliation (accounts receivable balance totaling $3.4 million at June
30, 2005), its Medicaid drug rebate allowance (totaling about $6.9 million in Fiscal
Year 2005), and the recording of the Incurred But Not Recorded claims ($165.7
million for Fiscal Year 2005).  In addition, we found that exhibits and other
requested schedules prepared by the Department had errors, which subsequently had
to be corrected by the Department.  

These types of problems indicate insufficient supervision and review of the
accounting information.  In other words, while the Department has procedures in
place to ensure individual transactions are reviewed, the Department lacks
procedures to adequately ensure that the overall compilation of the accounting
information is accurate and complete.

Overall, on the basis of our audit we concluded that the Department’s internal
controls over financial reporting are lacking.  In other words, the Department does
not have internal controls and review procedures in place and operating to ensure
financial information recorded is materially correct.  As mentioned above, the
Department is responsible for the Medicaid program, which is the largest federal
program administered by the State and has expenditures of over $2 billion on an
annual basis.  Altogether, the Department accounted for almost $3 billion in
expenditures across all areas, out of total state expenditures of about $15.7 billion.
Therefore, the Department’s financial activity is a significant component of the
State’s financial information.  On the basis of additional procedures we performed
during the audit, we were able to satisfy ourselves that the Department’s Fiscal Year
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2005 financial activities are not materially misstated.  However, the Department must
make significant improvements in its internal controls over financial reporting to
ensure that subsequent year’s activities are properly recorded and that material
misstatements do not occur, as well as to ensure accurate and timely information is
available for managing its programs on a proactive basis.

Recommendation No. 7:

The Department of Health Care Policy and Financing should make immediate
improvements to its internal controls over financial reporting by:

a. Performing a comprehensive review of its current internal control structure
for adequacy and strengthening controls where necessary, especially in the
areas of report generation, account reconciliation, and exhibit preparation.

b. Ensuring that adequate supervisory review of all employees’ work takes
place prior to entry into COFRS and prior to submission to the State
Controller or other management.

c. Providing training for staff on the specific requirements of the Medicaid
program and the accounting for such issues.

Department of Health Care Policy and Financing
Response:

Disagree.  Implementation date:  Not applicable.

The Department disagrees with this recommendation and insists that there are
no material weaknesses in the accounting controls.  The recommendations
noted in this audit report are single instances in an over $3 billion budget
with numerous federal and state financial and reporting requirements.  The
Department takes accounting responsibilities seriously and maintains
adequate controls.

The auditor made references to turnover in the Department’s Controller and
the hiring of new staff affecting the audit.  The Department’s former
Controller gave several months notice so that he would be with the
Department through closing; his last day was July 31, 2005, essentially after
closing was completed.  The Department then hired an experienced, retired
controller while a permanent controller was sought.  The Department
believes that it was responsive to the former controller’s resignation and to
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the turnover in the accounting section.  Controls remained in place and the
accounting manager and other key staff worked many additional hours to
limit the number of issues at closing.  In fact, the Department believes that
its findings in this audit are moderate in terms of the size of the budget and
no more than what is typically found during the audit.  The Department notes
that this audit was started much later than in prior years, with the entrance
conference being held May 5, 2005.  The audit objectives were
communicated to the Executive Director via letter dated June 21, 2005.  It is
possible that the rushed timeline for the audit contributed to the auditor’s
difficulty in obtaining information.  The Department acknowledges that
several of the auditor’s requests came during the peak times of closing, while
in prior years such inquiries would have occurred earlier in the year.  This
may have compacted the time in which the auditor had to make inquiries,
receive information, and make findings.  To the point, the Department’s
entrance conference for the prior year was held on March 5, 2004.

There is and always has been a review process for entries made into the
Colorado Financial Reporting System (COFRS), reports generation, accounts
receivable, and exhibit preparation.  One person prepares the report, entry,
or exhibit and a higher level accountant is responsible for approving the
entry, report, or exhibit.  In addition, accounting personnel at the Department
review all documentation that is input into COFRS and extensive quarterly
reviews are performed on all accounts and appropriations.  The quarterly and
annual financial reporting is performed in accordance with guidelines
established by the State Controller’s Office.  All accounting personnel hired
by the Department must have knowledge and understanding of Generally
Accepted Accounting Principles, Governmental Accounting Standards
Board, and Financial Accounting Standards Board.  The accounting staff
receives and are educated on fiscal rules, fiscal procedures, the Colorado
Revised Statutes, Department policies and procedures by senior accounting
personnel.  In addition, the Department’s accounting personnel attend any
trainings offered by the State Controller’s Office and work closely with the
Department’s budget and program staff to firmly understand the programs
and appropriations.

While the Department agrees that the specific findings do need to be
addressed, the Department does not agree that these findings indicate an
absence of controls or significant weaknesses.  While the Department does
believe it was in a rare situation with the departure of the former controller
and several accounting staff, all due diligence was applied to ensure proper
accounting.  The Department and its new controller are dedicated to
improving accuracy and addressing the issues in the report.
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Auditor Addendum:  

This is the sixth year that BKD, LLP has performed the financial and
Single Audit of the Department of Health Care Policy and Financing
under contract with the Office of the State Auditor.  During our Fiscal
Year 2005 audit, we encountered significantly greater difficulties in
obtaining documentation and adequate explanations than in prior years.
Therefore, in our judgment, there is a risk that without a systematic effort
to strengthen internal controls over financial reporting a material
misstatement could occur and not be detected by Department staff.

Collateralization of Cash in Banks
Under the state Public Deposit Protection Act (PDPA), public funds placed in bank
deposit accounts including checking, savings, bank money market, and certificate of
deposit (CD) accounts are required to be collateralized.  The purpose of PDPA was
to ensure that public funds in excess of Federal Deposit Insurance Corporation
(FDIC) insurance coverage of $100,000 held on deposit in banks are collateralized
and, therefore, protected in the event that the bank holding the public deposits
becomes insolvent.

We found during our audit that the Department maintained a deposit account that
was not adequately insured or collateralized as required under the Public Deposit
Protection Act.  At June 30, 2005, the Department maintained a deposit account with
a balance exceeding the $100,000 FDIC-insured balance by $29,277.  The remaining
$29,277 was not protected under the PDPA as insured or collateralized funds because
the bank holding the funds was outside Colorado and therefore not subject to
Colorado statutes.  We determined that the State Controller’s Office and the State
Treasurer approved the establishment of the account outside Colorado in 2002, and
the account was not to exceed a balance of $100,000.  However, as noted, the
account balance at the end of Fiscal Year 2005 was $129,277.  As a result, the
Department has placed the State at risk, should the bank holding the deposit become
insolvent as the excess cash over the $100,000 FDIC insured amount would not be
protected.  

Based on our discussions with bank officials and Office of the State Treasurer staff,
we determined that the account had been established with a set transfer, or “sweep,”
trigger of $100,000.  This means that when collected funds within the account exceed
$100,000, the excess funds are automatically transferred into the State Treasurer’s
pooled cash account.  In order to lessen the possibility that the balance in the bank
account will exceed the $100,000 FDIC limit, the Department should consider
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lowering the sweep amount.  In addition, the Department should evaluate the
possibility of moving the out-of-state account to an in-state bank in order to ensure
funds are covered by the requirements of PDPA.

Recommendation No. 8:

The Department of Health Care Policy and Financing should ensure that state funds
held in depositories are in compliance with statutory and other legal requirements by
regularly monitoring deposit account balances, reviewing existing sweep triggers for
appropriateness, and working with the State Treasurer to lower sweep triggers for
accounts as appropriate.  In addition, the Department should evaluate the possibility
of transferring out-of-state accounts to eligible public depositories within the State
to ensure state funds are adequately collateralized and protected. 

Department of Health Care Policy and Financing
Response:

Partially agree.  Implementation date:  August 2006.

The Department is not out of compliance with statutory and other legal
requirements.  Balances identified by the auditors as over the $100,000
Federal Deposit Insurance Corporation limits were monies that were not yet
collected by the bank and could not be moved to the Treasury account as a
result.  Transfer procedures established with Chase Bank in 2002 are that
once monies are available to the depository bank these funds are transferred
automatically to the State’s operating account.

The Department agrees to review with Treasury the current sweep triggers
for the existing account and to lower the sweep amount so it is less likely to
exceed $100,000.  The Department will also explore the possibility of
moving the bank account in-state and to determine whether this change
would be beneficial and cost efficient for the State.
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Department of Higher Education

Introduction
The Department of Higher Education was established under Section 24-1-114,
C.R.S., and includes all public higher education institutions in the State.  It also
includes the Auraria Higher Education Center, the Colorado Commission on Higher
Education, the Colorado Council on the Arts, the Colorado College Access Network,
the CollegeInvest, the State Historical Society, and the Division of Private
Occupational Schools. 

State public institutions of higher education are governed by ten different boards.
The governing boards and the schools they oversee are:

• Board of Regents of the University of Colorado
University of Colorado at Boulder
University of Colorado at Colorado Springs
University of Colorado at Denver and Health Sciences Center

• Board of Governors of the Colorado State University System
Colorado State University
Colorado State University - Pueblo

• Trustees of the University of Northern Colorado
University of Northern Colorado

• Trustees of the Colorado School of Mines
Colorado School of Mines

• State Board for Community Colleges and Occupational Education
(SBCCOE)

13 Community Colleges

• Trustees of Adams State College
Adams State College

• Trustees of Fort Lewis College
Fort Lewis College
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• Trustees of Mesa State College
Mesa State College

• Trustees of Metropolitan State College
Metropolitan State College

• Trustees of Western State College
Western State College

State Historical Society
The Colorado Historical Society is statutorily designated as an educational institution
in the State.  It has exclusive control over the State’s historical monuments and in
this capacity has the duty to survey suitable sites and structures for historical
designation by the State.  The Society is charged with administration of a state
register of historical properties.  It also distributes gaming revenue to gaming cities
through a grant program for historic preservation.

The Colorado Historical Society was appropriated $30.5 million and 127.4 full-time
equivalent staff for Fiscal Year 2005. 

Colorado Historical Society 
Fiscal Year 2005 Appropriations by Funding Source

(In Millions)

Source:  Joint Budget Committee Fiscal Year 2006 Appropriations Report.
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Access to the Colorado Financial Reporting System
In May 2005 we reviewed the Colorado Historical Society (Society) employees’
access privileges to the State’s accounting system, COFRS, and identified eight
employees at the Society with access to COFRS.  We found the following
problems:

• One employee had the ability to enter, correct, and approve journal
entries.  The employee did not need the ability to enter, correct, or approve
journal entries to accomplish the assigned job responsibilities.  According
to the Security Administrator this access was established incorrectly when
the employee was hired in July 2004.  The ability to enter, correct, and
approve journal entries was not removed until the auditors brought it to
the Security Administrator’s attention in May 2005.

• The Security Administrator does not perform timely reviews of COFRS
user access.  According to the Security Administrator, COFRS user access
for employees has not been reviewed since July 2004.

The State Controller’s Office Fiscal Procedures Manual states that all state
departments are to limit state employees’ access to COFRS to only what the
employees need to accomplish their job responsibilities.  The State Fiscal
Procedures Manual also states that all state departments are to perform periodic
reviews of employees’ COFRS access to ensure that access is reflective of each
employees’ current job duties.

It is important that the Security Administrator maintain adequate access controls
to provide reasonable assurance that the State’s financial information is protected
against unauthorized modification, disclosure, loss, and fraud.  In addition,
information system auditing standards require that management maintain internal
controls to ensure access privileges are appropriate for an employee’s job
responsibilities.  Further, the ability to enter, approve, and correct journal entries
enables an employee to record transactions without an independent review.
Therefore, the type of access should be closely monitored due to the risk of errors
and irregularities going undetected.

Security Violation Reports
We found that the Society does not obtain or review security violation reports.
The report lists about 20 potential types of security violations.  Failure to
periodically review these reports, or implement alternative procedures to detect
security violations, may result in security violations going undetected, such as
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unauthorized access attempts.  Reviewing potential security violations decreases
the risk of unauthorized access to sensitive data.

Recommendation No. 9: 

The Colorado Historical Society should improve controls over COFRS access by: 

a. Ensuring that COFRS access for employees includes only what employees
need to accomplish their job responsibilities.

b. Reviewing COFRS access for employees on a periodic basis to ensure
each employee’s access is reflective of current job duties.

c. Reviewing security violation reports periodically or implementing
alternative procedures for monitoring information system security
violations.

Colorado Historical Society Response: 

Agree.  Implementation date:  March 2006.

The Security Administrator at the Society has reviewed all current
employees’ COFRS access and found none to be noncompliant with the
State Controller’s guidelines.  This review was done in May 2005.  As
new COFRS users are added, their security access will be reviewed to
ensure compliance with the State Controller’s guidelines. A review of
security reports will be performed on a periodic basis for security
violations starting March 15, 2006.
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The Departments report that the objectives of the CBMS Project are as follows:

1. Develop an integrated, statewide system.
2. Enable state, county, and non-county sites to focus their efforts on clients

rather than on the eligibility process.
3. Streamline and simplify application and eligibility processing through

business process reengineering and automation.
4. Maximize access to public assistance and medical benefits.
5. Improve customer service and promote client self-sufficiency by allowing

applicants to give information one time at more convenient locations.
6. Provide legislators and administrators with increased and easier access to

information.
7. Build the foundation for other client-based systems.

During our audit we reviewed and tested the Department’s internal accounting and
administrative controls and evaluated compliance with state and federal rules and
regulations.  Our audit included specific testing of CBMS.  Our CBMS testing
consisted of two components: (1) testing performed to determine whether Food
Stamps and Temporary Assistance for Needy Families (TANF) benefits authorized
by the Department and paid by its benefit payment vendor were materially fairly
stated on the State’s financial system, COFRS, and (2) testing to determine whether
or not CBMS was calculating benefits correctly and whether Food Stamps and
TANF benefit payments were made only to eligible program recipients.  The results
of our audit work from the first component are contained in this section because the
work relates to financial reporting.  The results of our audit work in the second
component are described in the Federal Award Findings section of this report within
the Department of Human Services section because the work relates to federal
awards.

We identified 26 overall areas where the Department could make improvements to
its operations–6 related to financial controls and 20 related to federal awards.  Please
refer to the DHS chapter in the Federal Award Findings section for recommendations
related to federal awards.  As noted above, additional areas for improvement related
to CBMS are discussed under the HCPF chapters in this report.

Reconciliations of Benefit Payments
As noted previously, county departments of social services administer most of the
State’s public assistance and welfare programs under the supervision of the
Department.  The federal Food Stamps and Temporary Assistance to Needy Families
(TANF) programs are two county-administered programs.  The State distributes
welfare benefits for these two programs, among others, through an electronic benefit
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system.  Eligible families are provided with Electronic Benefit Transfer (EBT) cards
that can be used to make purchases at participating stores through the use of point-of-
sale terminals.  Colorado contracts with a vendor, currently JP Morgan, for its EBT
payment processing.  During Fiscal Year 2005, JP Morgan issued approximately
$307 million in Food Stamps and $60.4 million in TANF benefit payments for the
Department.

Financial data for the Department’s EBT programs are contained in four primary
systems:  Colorado Benefits Management System (CBMS), implemented on
September 1, 2004; the Department’s financial record-keeping system, County
Financial Management System (CFMS); the State’s accounting system, COFRS; and
JP Morgan’s information system.  Information flows between these systems in the
following manner:

1. Staff at the county departments of social services input client information
into CBMS, which calculates client benefit amounts, and authorize benefit
payments.

2. CBMS files containing benefit authorizations are uploaded to the
Department’s financial system daily for processing.

3. The Department’s financial system generates daily payment files that are sent
to JP Morgan for payment of benefits via the EBT card.

4. At the end of each month, information contained in the Department’s
financial system is translated into a journal entry containing account
information, which is uploaded to the State’s accounting system.

5. JP Morgan provides daily data on benefit payments made through the EBT
cards to the Department.  

The Department uses the financial information generated through these processes to
(1) reimburse the counties for allowable expenditures under federal guidelines,
(2) report financial activity on federal programs to the federal government,
(3) reimburse JP Morgan for benefits paid on EBT cards, and (4) report financial
activity on the State’s financial statements. 

During our Fiscal Year 2005 audit, we tested the Department’s reconciliation
processes over TANF and Food Stamps benefit payments to ensure that amounts
were reported accurately and completely.  We requested information from the
Department to determine if EBT payment authorizations within CBMS for the
federal Food Stamps and TANF programs agreed with payment authorization
information in the Department’s financial system and in the State’s accounting
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system, as well as with the EBT payments reported by JP Morgan.  We found that
the Department is not performing all necessary reconciliations to ensure that amounts
are correctly reported.

First, we found that during Fiscal Year 2005 Department accounting staff did not
perform any reconciliations of CBMS benefit authorizations to the amount of
benefits paid.  Department staff reported that because CBMS does not produce
reports containing benefit authorizations data, they were unable to compare CBMS
data with the other systems.  Problems with CBMS reports are discussed in the
Department of Human Services chapter in the Federal Award Findings section of this
report. 

Second, Department staff did not routinely reconcile expenditure and revenue data
in its financial information system to JP Morgan benefit authorization data for the
Food Stamp program or TANF program during the year.  Since reports were
available from both sources throughout Fiscal Year 2005, the Department should
have performed these reconciliations to ensure that the amount of benefit
authorizations reported on the Department’s financial records—and ultimately on the
State’s accounting system— agreed to the benefit payments issued by JP Morgan.
 At our request, Department staff compared Fiscal Year 2005 benefit authorization
data from JP Morgan with data contained in the Department’s financial system and
found the following:  

C Food Stamp program.  Monthly differences between benefits authorized on
the Department’s financial system and paid by JP Morgan ranged from nearly
$187,000 in overpayments to $112,000 in underpayments to JP Morgan.
Overall, the reconciliation indicated that during Fiscal Year 2005 JP Morgan
paid out about $70,000 more in benefits than the State reimbursed to JP
Morgan. 

C TANF program.  Monthly differences between benefits authorized on the
Department’s financial system and paid by JP Morgan ranged from $4,500
in overpayments to $37,000 in underpayments to JP Morgan.  Overall, the
reconciliation indicated that during Fiscal Year 2005 JP Morgan paid out
about $65,000 more in benefits than the State reimbursed to JP Morgan.

Department staff stated that the differences identified for both programs were most
likely due to timing.  However, since Department staff did not perform expenditure
and revenue reconciliations prior to our request during the audit and investigate the
differences, they were not able to provide evidence to support this conclusion.  We
are concerned about this lack of review because the risk of errors and irregularities
rises in the absence of a strong reconciliation process.  For example, without a strong
reconciliation process between benefit authorizations reported on the Department’s
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financial system and by its EBT vendor, the Department cannot ensure that payments
made to the vendor are appropriate and based on actual benefit authorizations. 

Finally, we found that although Department staff were performing monthly
reconciliations between the Department’s financial system and the State’s accounting
system for grant programs including Food Stamps and TANF, they were not
investigating and resolving differences identified between the two systems as part
of performing these reconciliations.   As noted above, the Department’s financial
system feeds data directly into the State’s accounting system; therefore, both systems
should agree.  We reviewed a sample of reconciliations between the Department’s
financial system and the State’s accounting system for Food Stamps and TANF and
found that while the TANF reconciliations contained no differences, one Food Stamp
reconciliation contained differences totaling more than $284,000.  Department staff
had identified the difference through the reconciliation but did not investigate the
difference further; rather, staff adjusted the Department’s financial system to agree
with the State’s accounting system.  Department staff reported that they believed the
differences were due to issues arising from CBMS reporting problems; however,
they did not have documentation to support the assumption.  Because the Department
did not investigate the reason for the discrepancy, it cannot ensure that benefit
authorization payments were appropriate and that amounts reported on the State’s
financial system are accurate. 

As stated earlier, together the Food Stamp and TANF programs issued about $367
million in benefit payments during Fiscal Year 2005.  The Department is responsible
for safeguarding state assets, which includes ensuring that funds are spent only for
state business, and for reporting complete and accurate data on the State’s activity.
As discussed, although the Department did not perform any reconciliations of CBMS
data, the Department was able to reconcile Fiscal Year 2005 Food Stamps and TANF
benefit payments between JP Morgan, the Department’s financial information
system, and the State’s accounting system within an amount immaterial to the State’s
financial statements.  Since Food Stamps and TANF benefit payments are only made
through JP Morgan and the Department reconciled JP Morgan data, we were able to
obtain reasonable assurance that TANF and Food Stamps benefit payments made for
Fiscal Year 2005 were materially fairly stated on the State’s accounting system.
However, by not performing routine reconciliations between the four systems, the
Department does not have a strong monitoring control in place to identify and
resolve differences and to determine if errors or irregularities due to fraud exist.
Further, it cannot ensure that clients are paid correctly and that counties and JP
Morgan are reimbursed accurately for benefits paid.  

The Department must institute routine and comprehensive reconciliation processes
over CBMS, the Department’s financial system, JP Morgan data, and the State’s
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financial system to ensure differences are identified and resolved timely and all
appropriate adjustments are recorded on the State’s financial system.

Recommendation No. 10:

The Department of Human Services should establish adequate controls over benefit
authorization and issuance data by:

a. Performing routine and comprehensive reconciliations between the Colorado
Benefits Management System, County Financial Management System, the
State’s EBT service provider, and the State’s accounting system to ensure
that financial information is accurately and completely recorded.  As part of
the reconciliation, the Department should investigate thoroughly and resolve
any differences.

b. Ensuring that all reconciliations are reviewed by knowledgeable personnel.

c. Making any necessary adjustments in a timely manner to the appropriate
systems.

Department of Human Services Response:

a. Agree.  Implementation date:  March 31, 2006.

The Department has redistributed work assignments within the County
Processing Unit.  A reconciliation process will be initiated to include
reconciliation from CFMS to JP Morgan, from CFMS to COFRS, and
from CFMS to the Activity Detail Database file.  Reconciliation between
CFMS and CBMS will be added to this reconciliation process once
reliable reports can be produced from CBMS.  Discrepancies identified
resulting from these reconciliations will be investigated and resolved in
a timely manner. 

b. Agree.  Implementation date:  March 31, 2006.

The Supervisor of the EBT Processing Group will perform these
reconciliations on a monthly basis and the Manager of the County
Processing Unit will review them.
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c. Agree.  Implementation date:  March 31, 2006.

The Manager of the County Processing Unit will review any
discrepancies and will ensure that necessary adjustments will be
processed in a timely manner to the appropriate systems.   

Accounting Controls
As previously mentioned the Department of Human Services was appropriated
$1.7 billion for Fiscal Year 2005—the third highest budget among all state
departments.  As a result of operations during the fiscal year, the Department
received almost $1.2 billion in revenue (74 percent from federal sources); expended
$1.6 billion, including $227 million on salaries and wages; and managed nearly
$300 million in capital assets, net of accumulated depreciation.  

The Department is divided into four districts—Central, North Central, Western, and
Southern—for purposes of handling the Department’s day-to-day accounting
functions for its 17 agencies.  Each district’s main responsibilities are as follows:

• Central Accounting: Accounting for the majority of federal programs
awarded to the Department and general Departmental accounting.

• North Central Accounting: Payroll for all Department agencies within the
Central and North Central Districts, and cost accounting functions for the
Colorado Mental Health Institute at Fort Logan. 

• Western District Accounting: General accounting for the Grand Junction
Regional Center–one of three regional centers administered by the
Department for the developmentally disabled.

• Southern District Accounting: Overall accounting for the Colorado Mental
Health Institute at Fort Logan, Colorado Mental Health Institute at Pueblo,
Wheat Ridge Regional Center, and Pueblo Regional Center; payroll for all
agencies within the Western and Southern Districts.  

During our Fiscal Year 2005 audit, we noted instances in which the Department’s
general accounting controls in the areas of capital assets, mental health institute
revenue, payroll, and expenditures were not sufficient to prevent or detect errors and
make corrections in a timely manner.  Our findings are discussed in detail below.
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Capital Asset Controls
As mentioned above, the Department is responsible for about $300 million in capital
assets, net of related depreciation.  Capital assets are overseen and maintained within
each of the Department’s accounting districts by staff assigned as capital asset
custodians.  The Department has designated one staff at Central Accounting as the
overall capital asset coordinator.  As part of our audit, we reviewed the Department’s
controls in several areas including capital asset reconciliations, year-end physical
inventories, recording of capital asset depreciation, transfers of completed capital
construction projects, and capitalization of information systems.  We identified
problems in each of these areas.

Quarterly capital asset reconciliations.  Department policy requires staff from each
Department agency to prepare a quarterly  reconciliation of capital asset expenditures
to amounts recorded as additions and deletions to capital assets on the State’s
accounting system, COFRS, and submit the reconciliation to the Department’s
capital asset coordinator.  In response to a recommendation from the Fiscal Year
2003 audit, the Department updated procedures related to the reconciliations and
included a sample  reconciliation to be followed by all agencies when submitting the
quarterly reconciliations.

During our Fiscal Year 2005 audit, we reviewed 18 fourth-quarter reconciliations
submitted by Department staff to the central agency.  We noted that 11 of the 18 (61
percent) reconciliations contained one or more errors.  For example, 8 of 18
reconciliations (44 percent) did not include the accumulated depreciation accounts
and 3 of 18 (17 percent) did not include correct beginning balances.  Further, 2 of 18
(11 percent) reconciliations included expenditures that we could not agree to
COFRS.  We found that the Department’s capital asset coordinator did not review
any reconciliations submitted to central accounting during the fiscal year.  The
Department must ensure that an adequate review process is in place over the
reconciliations so that errors and omissions can be identified timely and resolved.

Physical inventories.  State fiscal procedures require furniture and equipment assets
with a useful life of more than one year and a value of $5,000 or greater to be
inventoried annually at June 30.  In order to comply with this requirement, the
Department provided inventory listings to the divisions with capital assets with
instructions that an inventory be performed and completed listings be returned to the
Department’s Central Accounting staff.  However, we found Central Accounting
staff did not follow up to ensure all listings were returned and accounted for.  Some
listings were sent to the wrong division and were not properly redirected, and some
listings were never returned to Central Accounting.  As a result, we identified 47
assets with a total value of nearly $794,000 that were not inventoried.  Further,
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divisions reported that 20 assets with a total value of over $582,000 should be
written off; however, Central Accounting staff did not review the listings or write off
the assets prior to the end of the fiscal year.  Due to this oversight, the Department’s
capital assets appear to be overstated at the end of Fiscal Year 2005 by $582,000.

Capital asset depreciation.  Under generally accepted accounting principles, the
value of capital assets is reduced by depreciation to reflect the reduction in the
assets’ value over the life of the asset. For state agencies, depreciation should be
recorded as a non-budgetary expense because depreciation expense does not
represent a cash outlay.  We found that one of the Department’s nursing homes had
erroneously recorded about $273,000 in depreciation as a budgetary expense.  As a
result, the nursing home’s Fiscal Year 2005 budget overstated budgetary expenses
by $273,000, thereby reducing the amount of funds available for other uses.

Transfer of completed capital construction projects.  When a capital construction
project is determined to be complete as of fiscal year-end, the Department is required
under the Fiscal Procedures Manual to transfer the final cost of the completed project
from construction in progress to the appropriate asset account, such as buildings or
land improvements.  We found that the Department did not transfer nearly $443,000
in construction costs for a multi-agency project completed during Fiscal Year 2005
to the related asset account at year-end.  Therefore, at June 30, 2005, construction in
progress was overstated by approximately $443,000 and the related capital assets
were understated by the same amount.  

Capitalization of information systems.  During our Fiscal Year 2004 audit, we
reviewed the amount recorded by the Department as a capital asset for the Colorado
Benefits Management System (CBMS) on COFRS and found that the Department
had not capitalized all appropriate expenditures.  During Fiscal Year 2005 the
Department reviewed the expenditures related to CBMS to determine the additional
amount to be capitalized.  We reviewed the Department’s calculation and found that
the Department overcapitalized the system by nearly $1.3 million due to a calculation
error.  

We have identified weaknesses in the Department’s controls over capital assets since
Fiscal Year 1998.  The size of the Department—one of the largest in the State, both
in terms of budget and FTE—and the disbursement of its activities throughout the
State increase the risk that assets could be misappropriated or lost.  Therefore, the
Department must ensure that controls over all areas related to capital assets are
adequate.  This includes having in place reviews by knowledgeable personnel to
ensure all necessary adjustments are made to accurately reflect the status of the
Department’s assets at fiscal year-end .
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Recommendation No. 11:

The Department of Human Services should improve controls over capital assets by:

a. Reviewing quarterly capital asset reconciliations to identify and correct
errors and ensuring that capital asset accountants are adequately trained on
Department policies over capital assets.

b. Enforcing the requirement that all capital assets be inventoried at year-end
and deleting assets from financial records as appropriate.

c. Ensuring capital asset expenditures, including depreciation, are appropriately
recorded on COFRS. 

d. Transferring costs for completed capital construction projects to appropriate
asset accounts prior to year-end close.

Department of Human Services Response:

a. Agree.  Implementation date:  July 31, 2005.

Prior to July 1, 2005, the Department conducted training to fixed asset
custodians. A detailed sample quarterly fixed asset reconciliation was
given to custodians to help them provide accurate and complete
information.  The fixed asset coordinator will continue to educate
custodians and undertake an active role on reviewing quarterly capital
asset reconciliations.  All incomplete reconciliations or those submitted
on a different form will be returned to the custodian for correction.

b. Agree.  Implementation date:  September 30, 2005.

The fixed asset coordinator will ensure that all capital assets will be
inventoried at year-end and appropriate fixed asset transactions will be
processed in a timely fashion to the appropriate systems.  A delinquent
report will be generated to list those physical inventory verifications not
returned as required.  This report will be distributed to the appropriate
Division Managers.   
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c. Agree.  Implementation date:  September 30, 2005.

The fixed asset coordinator will make comprehensive and critical reviews
of financial transactions to ensure that capital asset associated
expenditures are accurately recorded on COFRS.

d. Agree.  Implementation date:  June 30, 2006.

The Division of Accounting will obtain the status of all construction
projects.  The fixed asset coordinator will ensure that the project costs for
completed capital construction projects will be transferred into
appropriate asset accounts for the year-end close.  If fixed asset
custodians are unavailable to book assets at year-end, the fixed asset
coordinator will assure the assets are recorded into the appropriate
systems.

Mental Health Institute Revenue
The Department operates two mental health institutes—Colorado Mental Health
Institute at Fort Logan and the Colorado Mental Health Institute at Pueblo—for the
care of children and adults who have been diagnosed with a mental illness or legally
determined to need mental health services.  The institutes receive payments for
services provided from sources including patient payments, Medicaid, and Medicare.
In Fiscal Year 2005 the institutes received $26.0 million in revenue from all sources.
  
The institutes maintain separate accounting systems from COFRS, the State’s
financial system, which they use to record and track financial activity.  Each institute
periodically uploads this information into COFRS and is responsible for performing
reconciliations to ensure that the data on COFRS are consistent with the institute’s
internal records.  We reviewed both institutes’ monthly and year-end revenue
reconciliation processes for Fiscal Year 2005 and found the following problems:

• About $87,000 from various revenue sources was misclassified on the Fort
Logan Institute’s revenue reconciliations at year-end.  Specifically, $40,000
was erroneously recorded as patient revenue but should have been reported
as state and local grant revenue.  As a result, patient revenue was overstated
by $40,000, and state and local grant revenue was understated by $18,000
and $22,000, respectively, on COFRS.  The remaining $47,000 was recorded
to the incorrect local grant source but had no financial statement impact.
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• Approximately $23,400 of patient revenue earned by the Pueblo Mental
Health Institute was erroneously reduced on COFRS, causing patient revenue
to be understated on COFRS by that amount.

During our Fiscal Year 2004 audit, we identified problems with the Fort Logan
Mental Health Institute’s revenue reconciliation process.   We recommended the
Department improve controls over the patient revenue reconciliation process at that
facility.  While the Department has made improvements in this area, additional
efforts are needed to address the problems noted during our Fiscal Year 2005 audit
to ensure financial data are accurate and complete.

Recommendation No. 12:

The Department of Human Services should improve controls over the patient
revenue reconciliation process at the Fort Logan Mental Health Institute and the
Pueblo Mental Health Institute by ensuring staff members are adequately qualified,
trained, and supervised; that reconciliations are adequately reviewed; and that errors
are identified and corrected timely.

Department of Human Services Response:

Agree.  Implementation date:  July 31, 2005.

The Department will enhance controls over the patient revenue reconciliation
process by adding the clearing account balance to the monthly checklist of
receivable balances that are to be reconciled.  This new task will eliminate
mistakes such as the $23,000 error that was not identified because its offset
was to a receivable clearing account.  Furthermore, given the number of new
employees who are still on a learning curve, the review of journal vouchers
has been changed from a high-level review to a detailed review, down to the
sub-revenue code.  The Director of Patient Accounts will perform the
secondary review and ensure that any necessary adjustments will be
processed in a timely manner.  

Payroll Adjustments and Time Sheets
During Fiscal Year 2005 the Department spent about $227 million on salaries and
wages and had appropriated FTE of close to 5,200.  Department employees are paid
on either a monthly or biweekly basis.  Payroll staff for the Department’s various
agencies prepare routine payroll reconciliations to ensure that all adjustments to the
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payroll system are accurately reflected on COFRS.  Reconciliations include the
current regular payroll and any adjustments needed to reflect reductions or increases
in employees’ pay.  Reductions may be made due to leave taken without pay or
disciplinary actions, and increases may be made due to overtime pay, temporary pay
for assuming the duties of a vacant position, and signing bonuses. 

We reviewed a total of 55 payroll adjustments and found at least one problem with
23 adjustments and/or time sheets, or an error rate of 42 percent.  Specifically, we
identified the following:

• Seven time sheets were not certified timely.  In response to a
recommendation from the Fiscal Year 2003 audit, the Department instituted
a policy requiring time sheets to be certified by both the employee and the
supervisor within 20 days after the close of the Department’s timekeeping
system.  These time sheets were not dated within the 20-day time frame, and
ranged from four days to approximately six months late.  

• Four payroll adjustments ranging from $9 to $466 were not processed timely.
On average, the adjustments were posted about two months after the payroll
period affected.  

• Three adjustments were identified by Department staff prior to submission
for our audit testing as containing errors nearly one year after the period in
which the adjustment was originally made.  Due to the errors, two employees
were overpaid by a total of approximately $121 and one employee was
underpaid by $11.

• Three adjustments totaling $265 for compensatory time made under the
Department’s policy were not in conformance with State Personnel Rules.
Personnel Rules state compensatory time earned and not taken within 120
days and in excess of 60 hours is to be paid on the next regular pay schedule.
The Department’s policy states compensatory time earned and not taken
within two months (i.e., about 60 days) or in excess of 60 hours is to be paid
on the next regular pay schedule.  The Department, therefore, paid
compensatory time earlier than allowed under State Personnel Rules.   

• Six adjustments were calculated incorrectly and required a subsequent
adjustment.  The errors were identified by Department staff during our audit.
The additional adjustments ranged from reductions of approximately $154
to additional increases of nearly $25.  Three errors were made because the
incorrect salary was used, and one error was made because the incorrect
annual leave balance was used.  Further, it appears three of the six errors
were not identified through the Department’s reconciliation process.
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• One disciplinary pay reduction of $335 contained supporting documentation
indicating the amount should have been $356.

• Adjustments totaling over $1,250 for additional pay were made for two
employees with no evidence of approval by the employees’ supervisors.

We continue to note problems with the Department’s payroll controls.  In Fiscal Year
2003 we recommended that the Department monitor time sheets to ensure they are
dated by both the employee and the supervisor and establish a time frame during
which the time sheets must be certified.  The problems we identified in our current
audit point to a lack of adherence to policies and procedures and supervisory review
to ensure policies and procedures are followed and calculations are accurate and
timely.  While the amounts identified in our sample are small in terms of the
Department’s overall Fiscal Year 2005 operations, payroll is an inherently high-risk
area.  The lack of adequate controls and supervision indicate an environment where
errors and irregularities could occur and not be detected in a timely manner, which
could result in more significant problems.  The Department should improve controls
in this area to ensure that payroll is accurate and policies are in compliance with
State Personnel Rules.

Recommendation No. 13:

The Department of Human Services should improve controls over payroll by:

a. Ensuring time sheets are certified within the Department’s stated policy.

b. Reviewing adjustments made to ensure adjustments are calculated correctly,
made timely, and supported by appropriate documentation.

c. Revising its policy on payouts for compensatory time to be in accordance
with State Personnel Rules.  
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Department of Human Services Response:

a. Agree.  Implementation date:  March 1, 2006.  

The Department will distribute an updated Timekeeping Policy and
emphasize the importance of Timesheet Certification.  Random internal
auditing of unit timekeepers will continue on a monthly basis.  If delays
continue, the Appointing Authority will be notified regarding corrective
actions.  

b. Agree.  Implementation date:  February 14, 2006.

Prior to payroll release date, all adjustments and supporting
documentation will have a secondary review for accuracy and
completeness.  The reviewer will initial his/her name to complete the
review.  

c. Agree.  Implementation date:  November 2005.

The applicable procedure was communicated to all CDHS employees via
memo dated June 10, 2003 and the departmental policy was updated in
November 2005.  The Department will modify system procedures on pay
outs for compensatory time to ensure that they will be processed in
compliance with current State Personnel Rules and the departmental
policy. 

Expenditure Adjustment Errors
As noted earlier, the Department reimburses county departments of social services
for allowable expenditures incurred for administering welfare and public assistance
programs.  In Fiscal Year 2005 the county departments of social services expended
$352.8 million for administering the Department’s welfare and public assistance
programs.  Because actual county financial data are not available from CFMS prior
to the monthly COFRS closing period, Department staff make monthly journal
entries on COFRS to record estimated county expenditures and the related receivable
from and/or payable to each county.  A payable from a county may result if the
Department has made an advance payment to the county that is in excess of the
county’s monthly expenditures.  When actual expenditure information is available
within CFMS, Department staff reverse the estimated entry on COFRS and the actual
amounts reported by the counties are used.  
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Due to the current methodology used by the Department to record county
expenditures and the related receivable from and/or payable to the county, the
Department’s county receivable and payable accounts frequently have abnormal
balances at month-end.  We found that in order to eliminate the abnormal balances,
in many cases, Department staff make entries to net the balances against each other.

In order to assist departments in identifying and correcting COFRS errors, the State
Controller’s Office (SCO) issues monthly abnormal balance reports to departments
for their review and follow-up to the SCO.  The report is intended to operate as a
control in that it can aid departments in identifying incorrect information or
problematic areas.  Because the Department’s current methodology for county
administrative expenditure-related balance sheet accounts involves offsets to avoid
abnormal balances, the Department does not receive the abnormal balance report
from the SCO for these accounts and does not benefit from this review tool.  Further,
by making these manual adjustments, the Department increases the risk of errors and
irregularities.  For example, we identified one instance in which Department staff,
when attempting to offset abnormal balances for one month in a county receivable
account, inadvertently increased two normal balances.  As a result, both the payable
due to the counties and the receivable due from the counties was overstated by about
$9,500.

The Department should discontinue the practice of offsetting abnormal balances
related to county administrative expenditures so that it can use the SCO abnormal
balance reports for monitoring purposes to identify errors and to lessen the risk of
inadvertent errors.  In addition, the Department should improve controls in this area
by instituting a secondary review process over manual adjustments. 

Recommendation No. 14:

The Department of Human Services should improve controls over amounts owed to
or from counties by discontinuing the practice of offsetting abnormal balances
related to county administration and instituting a secondary review process over
manual adjustments.

Department of Human Services Response:

Agree.  Implementation date:  March 31, 2006.

As of December 2005, the Department no longer makes these reclassification
entries to offset abnormal balances.  We are now implementing a
reconciliation process on a monthly basis to verify the agreement of amounts
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owed to or from counties between the Due To/From Counties account in
CFMS and the Intergovernmental Receivables – County in COFRS.

Bond Payments Made on Behalf of
Service Providers
The Department of Human Services contracts with vendors to provide various
services in areas including mental health, developmentally disabilities, and substance
abuse.  In Colorado, an individual’s eligibility for developmental disabilities services
must be determined by one of 20 Community Centered Boards (CCBs) under
contract with the Department.  CCBs are private, non-profit organizations designated
in statute as having responsibility for community services for persons with
developmental disabilities.  Service providers, including CCBs, typically submit
monthly billings to the Department for payment.

During our audit we identified concerns related to the Department’s existing policy
to make bond payments on behalf of selected service providers.  Specifically, during
our sample testing we found that during Fiscal Year 2005 the Department deducted
a total of $824,000 from amounts due by the Department to four service providers
and transferred the funds to bond trustees on behalf of four service providers.  The
four service providers included three CCBs and one mental health service provider.
The service providers had financed facility renovations through bond financing
agreements and were required to make monthly payments per the schedules
contained in the agreements.  The financing agreements for two of the four providers
contained varying provisions requiring the Department to make the bond payments
on behalf of the providers.  Further, the Department’s Fiscal Year 2005 contract with
each of the four providers included a provision requiring the Department to deduct
bond payment amounts from the provider’s monthly billings and to forward the
payments to the bond trustee.  The contract further stated that the Department would
continue to make the bond payments in the event the contractor did not comply with
the contract terms, “...provided that, the State will only make payments to the Trustee
for the Debt Service and Expense Portion from funds payable to the Contractor...”

The Department also provided formal letters to bond trustees in both 1991 and 2001
outlining its understanding of provisions contained in the financing agreements.  The
letters indicated the provider would request the Department amend its provider
contracts to authorize and direct the Department to transfer amounts payable to the
providers to the bond trustees to satisfy the providers’ obligations under the
financing agreements.  The letters further indicated that, in the event the provider
defaulted on the bonds, the Department would use its “best efforts” to attempt to
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contract with a substitute provider to perform business on the facility’s site and
assume the original provider’s obligations under the bonds.  The letter also stated:
“The Department understands that, in the event of a provider default, that provider
shall be unconditionally required to offer to lease its facilities to a substitute provider
selected by the Department or the Department (emphasis added) for the remaining
term of the provider’s loan and at a rental rate at least equal to the provider’s debt
service and expense portion...”

Although the contract provisions discussed above were approved by both the
Attorney General’s Office and the State Controller’s Office, we are concerned that
the provisions, as well as the letters provided by the Department, may create a
potential liability for the State because it is unclear if the State could be required to
continue to make the bond payments if the service providers default on the loans.
One of the four providers noted refinanced its bonds during Fiscal Year 2005 and no
longer requires the Department to make bond payments on its behalf.  However,
remaining bond payments for the other three providers total $21.0 million over the
next 22 years.  Therefore, there is a risk that the State could potentially be liable for
the entire $21.0 million in remaining payments if the providers fail to meet the terms
of the financing agreement.  

State agencies are required to annually report conditions that may result in material
liabilities contingent on future events to the State Controller’s Office.  We found that
the Department has not disclosed the potential liability to the State Controller’s
Office since beginning the practice of making bond payments on behalf of service
providers in 1991.  As a result, the State Controller’s Office has not had complete
information for possible disclosure in the State’s financial statements.
 
The Department has the responsibility to protect the State from undue risks.
Therefore, it should revise its future contracts to eliminate the practice of making
bond payments on behalf of service providers and reassess its policy of making
payments on behalf of service providers.  For those contracts where an existing bond
financing agreement is in place, the Department should ensure that, in the event that
the service providers refinance their existing bond agreements, the provisions in the
financing agreement are revised.

Recommendation No. 15:

The Department of Human Services should work with the Attorney General’s Office
to determine the potential risk to the State resulting from the Department’s existing
practice to make bond payments on behalf of service providers.  This should include
considering revising language in future contracts to eliminate requirements for the
Department to make bond payments on behalf of service providers.  In the event that
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service providers with existing bond financing agreements refinance their
agreements, the Department should ensure that the provisions in the financing
agreement requiring Department payments are revised.  The Department should also
ensure that all conditions that may result in material liabilities contingent on future
events are disclosed annually to the State Controller’s Office.

Department of Human Services Response:

Partially agree.  Implementation date:  September 2006.

The Department of Human Services disagrees that either the letters to the
Colorado Health Facilities Authority (Authority) and the other lender or the
exhibits included in certain providers’ contracts related to debt service
repayment create any potential risk of liability to the Department or State.
The Department consulted its representative at the Attorney General’s Office
and received assurance that no contingent or other liability to the State arises
from the language currently in the contract exhibits.  However, the
Department and the Attorney General’s representative agree that the
language in the standard exhibit could be clarified and will work together to
accomplish this task.  The letters in question are not signed by the State
Controller so under statute cannot legally bind the State or create any
potential liability.  In addition, the Department has considered not making
bond payments on behalf of service providers under future contracts and
concluded that these payments assist the Authority in being able to lend
money to health institutions to promote the health and welfare of the people
of Colorado as per the intentions of the Colorado Health Facilities Authority
Act.  Therefore, the payment plan should continue to be offered.  The
Department will continue its practice of reporting all contingent liabilities to
the State Controller’s Office as required.




