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SECTION 7

WIRELESS HANDHELD VALIDATION DEVICE AND SUPPORTING WIRELESS LOCAL AREA NETWORK 

A.
GENERAL
Wireless handheld validation devices (hereafter referred to as validation devices) and the supporting wireless local area network are the validation devices, which use bi-directional communication to the ticketing module or integrated part of the slot monitoring system to validate/redeem tickets in exchange for cash on the gaming floor.

A cage/wireless handheld validation unit checklist for each validation device must be completed and maintained.  This checklist must be completed for each validation device.  The checklist is available on the Division’s website at www.colorado.gov/revenue/gaming.  

Licensees are required to notify the Division, in writing, of the intent to use such a validation device for gaming transactions a minimum of 30 days prior to the anticipated go-live date.  The system install/upgrade notification form is located on the Division website.  The licensee must also forward an electronic copy of the certification letter for the validation device and host system, which is provided by the manufacturer.

Prior to upgrading or modifying the validation devices, the licensee must notify the Division a minimum of 14 days prior to the upgrade or modification.  Please refer to the system install/upgrade notification form.  Licensees are responsible for all system upgrades and system modifications, and for the accuracy and integrity of system data subsequent to the upgrade or modification.  Notification is submitted electronically via email to CCBHCasinos@spike.dor.state.co.us or CrippleCreekCasinos@spike.dor.state.co.us, as appropriate.

The licensee shall submit a letter in conjunction with notification form, outlining any limitations indicated on the certification letter or identified by the licensee and an explanation as to how the licensee will address or compensate for the limitations. If no limitations are indicated or identified, a letter stating such must be submitted. 

The licensee must ensure that the validation device has been tested by the independent lab and certified for use with the licensee’s automated slot monitoring system.  The certification letter for each validation device will indicate which version of the slot monitoring system the validation device has been tested with and certified for.

Validation devices may only be used at the casino where they were obtained and on the casino gaming floor where gaming activity is performed.  All validation device transactions must be under surveillance coverage.

Audit procedures of system data in relation to the use of the validation device, including the reconciliation process, must be documented by the Accounting Department (typically in the required written accounting plan).

Any documentation as result of the use of the validation device must be maintained by the licensee and is subject to the document retention requirements mandated in CLGR 47.1-1607. These documents must be made available to the Division upon request.  All tickets or slot coupons must be retained for at least 90 days from date of redemption, expiration or void date.
Industry Standards

The system manufacturer must ensure the validation devices used in conjunction with any gaming system meet the following minimum industry standards:

1. The operating system used must be validated to provide adequate security in accordance with security requirements recommended by the National Institute of Standards and Technology (NIST). The website is http://csrc.nist.gov and search under wireless security requirements.

2. The validation device must utilize industry standard cryptographic algorithms for encryption/decryption, authentication, and signature generation/verification; approved key generation techniques validated cryptographic modules. 

3. All data packets must be encrypted before transmission, regardless of protocol used. 

4. The validation device must employ an Extensible Authentication Protocol (EAP) utilizing 128-bit keys or greater. The validation device must employ a Public Key Infrastructure (PKI) security certificate-based authentication process or equivalent, whereby mutual authentication between the supplicant and the authentication server occurs before any wireless communication takes place. 

5. The validation device must be isolated from the wired network. The validation device and the wired network must communicate through individual firewalls. Networks and components must be designed/configured with Internet Protocol (IP) forwarding and broadcast mode disabled. 

6. The validation device must employ a stand-alone firewall for port blocking. The firewall must be configured in a manner that precludes any wireless product from gaining access to the network without first being authenticated and verified. 

System Access Controls

Licensees must maintain an accurate and up-to-date system access listing for all validation device users that reflects each user’s access privileges. At a minimum, the system access listing(s) must include the user’s name, position, level of authority, authorized functions, date access was granted, and the supervisor granting the access.  All authorized users must be reflected, which includes any vendor personnel who have onsite access rights.  Vendor personnel with access rights must be licensed.

Physical Access Controls
Physical access to validation devices is limited to authorized individuals only.  Authorization for the issuance of the validation devices is controlled through the system access listing.  Validation devices must be maintained in a secure location within the casino.  The key to the device storage cabinet is maintained in Locked Box 1 and may be checked out for the entire shift.  The individual accessing the cabinet is independent of the related validation device transactions.  The individual accessing the cabinet and the individual checking out the device must both be present when the cabinet is accessed.

The issuance of validation devices on the gaming floor is controlled through a wireless device control log secured with the validation devices. This log must be completed whenever a validation device is being checked in or out.  The licensed individual that will be using the validation device must complete the log.  The log must include, but is not limited to, casino name, gaming license number, date and time of check out, signature and license number of individual assigned the device, position of individual, validation device identifier (a number or name associated with that specific validation device), nature of access (gaming transactions, maintenance functions, test activity, returned to manufacturer, etc), date and time of check in, and the signature and license number of the employee returning the device.  Another licensed employee must initial and provide his/her license number on the log attesting to the access and accuracy of the log each time a device is checked out or in.  The log is forwarded to accounting no later than the first day of the month for the prior month.   Validation devices are to remain on property unless they are being returned to the manufacturer or authorized repair center.  Individuals authorized by the system access listing and key control logs may allow the removal of wireless devices needing off site service or repair.  Additionally, validation devices removed (for repair, upgrades or other reason) from the licensed gaming property must have access to the validation devices disabled while off premises.   

Ongoing Monitoring

Licensees must use an Intrusion Detection System (IDS) in conjunction with a validation device and supporting wireless local area network. This system must be capable of generating an audit trail report reflecting unauthorized attempts to access the wireless network or validation device. At a minimum, the IT Department reviews the audit trail report on a weekly basis. All irregular detections are noted on the report. The audit trail report is signed and dated by the person reviewing the report.  Upon detection, the licensee must take protective action of its system (e.g., installation of an intrusion protection system).  The Division must be immediately notified if actual intrusion to a system component or module on the network occurs. 

Wireless Network Installation

All wireless network configuration parameters must be documented in writing. The documentation must describe the parameter and indicate its related setting.  This documentation includes, but is not limited to, the strength, frequency, and length of time the unit is in use.  Any electronic technology in use by the licensee (e.g., wireless progressive sign) must not conflict with the validation device configuration or operation.    

Terminology

Algorithm:
A procedure for solving a mathematical problem (for example: finding the greatest common divisor) in a finite number of steps that frequently involves repetition of an operation.  A step-by-step procedure for solving a problem or accomplishing some end result, especially by a computer.

Cryptography:
The enciphering and deciphering of messages in a secure code or cipher.

Decrypt : 

Decode.

EAP:  


Extensible Authentication Protocol.
Encrypt: 

Encipher or Encode.

Firewall: 
A computer or computer software that prevents unauthorized access to private data (as on a company's local area network or intranet) by outside computer users (as of the Internet). 

Protocol:  
A set of conventions governing the treatment and especially the formatting of data in an electronic communications system.

SSID: 
Service Set Identifier. An SSID is also referred to as a network name because essentially it is a name that identifies a wireless network.

B.
POUCH PAY PROCEDURES

Tickets and slot coupons validated using a validation device may be paid by following pouch pay procedures.  Please refer to the Slots section for pouch pay procedures.

C.
VALIDATION AND REDEMPTION PROCEDURES
These validation devices may only be checked out by authorized users.  Only one associated user shall use a specific validation device during a session; another user may not use the validation device during the established session.  The authorized user must log onto the validation device for a discrete session or work shift, and validate tickets or slot coupons for the duration of the session.  

In the event that the validation device user goes on break, the casino must have written procedures in place to secure the bank and validation device to prohibit another individual from using the bank or device.  The intent is to allow for breaks without closing the session when the system only allows one session or one log in per person per day.   

To redeem a ticket or slot coupon, the floor person reviews the ticket or slot coupon to ensure it is valid.  The ticket or slot coupon bar code is scanned or the validation number is entered into the validation device.  The floor person verifies the amount on the ticket or slot coupon agrees to the amount indicated on the validation unit and validates the ticket or slot coupon in the system. If the ticket or slot coupon is valid for redemption, the floor person pays the patron the appropriate amount and retains the redeemed ticket or slot coupon to represent the cash paid from the bank.  In the event the ticket or slot coupon is not redeemable or the amount on the face of the ticket or slot coupon is different from the amount returned by the validation device, the ticket or slot coupon must be retained for further investigation by the key on duty at the cashier’s cage.  

If communication is lost between the system and the validation device, the floor person must return the ticket or slot coupon to the patron.  No tickets or slot coupons may be redeemed by the floor person when communication is lost.  In lieu of returning the ticket or slot coupon to the patron, the floor person may redeem the ticket or slot coupon at the cage for the patron.  In this case follow procedures in the TITO section.  

Requests for payment of lost, stolen, expired or mutilated tickets or slot coupons may not be processed by the floor person with the validation device.  Mutilated tickets or slot coupons, in this context, are tickets or slot coupons where the entire validation number is not visible.  The floor person must contact a person of supervisory authority or direct the patron to the cashier’s cage to resolve the situation.

D.
ACCOUNTING PROCEDURES

See Accounting ICMP section 11 for wireless accounting procedures.
Written Accounting Plan
The written accounting plan must include the reconciliation of all tickets redeemed through the use of a handheld device, and the inclusion of these tickets on the applicable supporting and statistical reports.

FORMS 

Following is a description of the forms discussed in this section. In some cases, sample forms are provided and all of the forms are located on the Division’s website at www.colorado.gov/revenue/gaming.  It is the licensee’s responsibility to ensure that all required forms contain the minimum required information and meet ICMP requirements.  See General section for further clarification.  

Cage/Wireless Handheld Validation Unit Checklist

Licensees are required to complete the checklist for all cage and wireless handheld devices. These devices must be tested thoroughly prior to being placed into service. A checklist must be completed for devices and licensees must maintain these forms for Division review. Any problems must be addressed prior to a device being placed into service.

System Install/Upgrade Notification Form

The licensee must submit the system install/upgrade notification form 30 days prior to installing or 14 days prior to upgrading a slot monitoring system or the TITO module.    
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