STATE OF COLORADO FY 08-09 BUDGET REQUEST CYCLE:  Office of the Governor

CHANGE REQUEST for FY 08-09 BUDGET REQUEST CYCLE

	Department:
	Governor’s Office 

	Priority Number:
	2

	Change Request Title:
	Implement Governor’s Office Cyber-Security Recommendations
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Short Summary of Request:
The Office of the Governor requests $149,880 General Fund for FY 2008-09 to implement the cyber security recommendations derived from the risk based security gap assessment conducted through the Office of the Chief Information Security Officer. This request annualizes to $20,730 General Fund in FY 2009-10.
Background and Appropriation History:
The Colorado Information Security Act (CISA) was signed in May 2006.  The CISA requires each agency to perform an assessment to determine deficiencies in critical systems and develop an Agency Cyber Security Plan (ACSP).  The assessment reviewed current system operations and compared to the State Cyber Security policies and procedures, perimeter security, security design and documentation, network security operations, and systems security.  


The ACSP documents the security controls currently deployed and identifies appropriate remediation measures in a Plan of Action and Milestones (POAM).  The POAM documents this need and determines the resources required to close security gaps in the Governor’s Office network.
The Governor’s Office I.T. network regularly undergoes cyber probes and attacks.  While hackers are unable to access State financial or personnel databases through the Governor’s Office, the Governor’s Office provides a tempting high profile target for these cyber hackers.  In addition, the physical location of the Governor’s Office network servers is vulnerable to accidental or intentional compromise.  If either a successful electronic or physical attack on the Governor’s Office I.T. network was to occur, or the network or the network servers were compromised and rendered unusable, the ability of the Governor’s Office to operate effectively could be severely hampered.
General Description of Request:
The Governor’s Office has never had a full-time network administrator.  The computer network has developed over the years using a staff person from another office that assists as the need arises and as time permits.  The Governor’s Office computer system was not designed for optimal performance or with significant cyber security issues in mind.  This situation is no longer acceptable.

The Governor’s Cyber-Security Plan recommends that the State Department of Personnel Administration (DPA) administer the Governor’s Office information network.  Doing so would allow the Governor’s Office to take advantage of the resources already in place at DPA.  It is also in agreement with the philosophy of consolidating I.T. administration.  Discussions with the Chief Information Security Officer have convinced the Governor’s Office that the network administration should be handled by DPA with no loss of security or control of the network by the Governor’s staff.
This request seeks appropriate funding for software licenses, professional services to assist with the conversion, and on-going funding to cover DPA charges for services.  The funding request is based on the cyber security requirements and on appropriate levels of services.
Consequences if Not Funded:
If this request is not approved, the Governor’s Office will continue to operate without full-time network support and with less than adequate network physical and cyber security measures.  It is possible that the computer network will be successfully compromised or suffer a physical breakdown that seriously hampers the ability of this office to function effectively.  The real consequences of such an incident are hard to quantify.  If the computer network were to be unusable for any period of time the Governor’s staffs would lose some ability to communicate and to access information quickly.  At best, this would cause inconvenience; at worst, for example if such an occurrence happened during an emergency and critical information was inaccessible, the failure of the computer network could have very serious consequences.  
Calculations for Request:

	Summary of Request FY 08-09 
	Total Funds
	General Fund
	Cash Funds
	Cash Funds Exempt
	Federal Funds
	FTE

	Total Request 
	$149,880
	$149,880
	$0
	$0
	$0
	0.0

	Antivirus software purchase 
	$2,880
	$2,880
	$0
	$0
	$0
	0.0

	Landesk
	$15,000
	$15,000
	$0
	$0
	$0
	0.0

	Microsoft Office 2003 Standard
	$36,000
	$36,000
	$0
	$0
	$0
	0.0

	Microsoft Office 2003 Pro 
	$9,000
	$9,000
	$0
	$0
	$0
	0.0

	Citrix Licenses
	$27,000
	$27,000
	$0
	$0
	$0
	0.0

	Professional Services  
	$50,000
	$50,000
	$0
	$0
	$0
	0.0

	Access Zone Server 
	$10,000
	$10,000
	$0
	$0
	$0
	0.0


	Summary of Request FY 09-10


	Total Funds
	General Fund
	Cash Funds
	Cash Funds Exempt
	Federal Funds
	FTE

	Total Request 
	$20,730
	$20,730
	$0
	$0
	$0
	0.0

	Antivirus Software Licensing
	$2,880
	$2,880
	$0
	$0
	$0
	0.0

	Landesk
	$4,000
	$4,000
	$0
	$0
	$0
	0.0

	Citrix Licenses
	$5,400
	$5,400
	$0
	$0
	$0
	0.0

	Tokens
	$950
	$950
	$0
	$0
	$0
	0.0

	Email Hosting
	$1,500
	$1,500
	$0
	$0
	$0
	0.0

	Server Hosting
	$6,000
	$6,000
	$0
	$0
	$0
	0.0


Assumptions for Calculations:
Initial figures were supplied from the Cyber-Security Plan recommendations.  The current cost breakdowns and amounts have been vetted with DPA and revised downward considerably.  The Microsoft 2003 Standard and Pro version do not include software assurances.  Professional services will be utilized to ensure timely exchange and firewall migration.  Email and server hosting expenses will be billed to the Governor’s Office through GGCC Common Policies.
Impact on Other Government Agencies:
Migrating the Governor’s Office I.T. network to DPA will have an impact on DPA although the majority of the costs of the transfer will be covered by this change request.
Cost Benefit Analysis:
If the Governor’s Office remains as a stand-alone entity it is estimated that two full-time I.T. employees will be needed to staff the Office network.  At a conservative $60,000/year plus benefits, it will cost over $150,000/year in ongoing personnel plus expenses to retrofit the current server location plus ongoing software costs.  The first year cost will exceed $200,000 with ongoing expenses over $150,000 yearly.  The estimate the Governor’s Office received from DPA to take over management of its network is approximately $149,880 in the first year and ongoing costs estimated at $20,730.
	Security Administration Options
	FY 2008-09
	FY 2009-10

	Governor’s Office
	$200,000
	$200,000

	DPA
	$149,880
	$20,730

	Difference
	$50,120
	$129,270


Implementation Schedule:

	Task 
	Month/Year

	Internal Research/Planning Period
	Completed 

	Start-Up Date
	July 2008 


Statutory and Federal Authority:  
24-37.5-404. C.R.S. (2007) Public agencies - information security plans.
(1) On or before July 1, 2007, each public agency shall develop an information security plan utilizing the information security policies, standards, and guidelines developed by the chief information security officer. The information security plan shall provide information security for the communication and information resources that support the operations and assets of the public agency.

(2) The information security plan shall include:

(a) Periodic assessments of the risk and magnitude of the harm that could result from a security incident;

(b) A process for providing adequate information security for the communication and information resources of the public agency;

(c) Regularized security awareness training to inform the employees and users of the public agency's communication and information resources about information security risks and the responsibility of employees and users to comply with agency policies, standards, and procedures designed to reduce those risks;

(d) Periodic testing and evaluation of the effectiveness of information security for the public agency, which shall be performed not less than annually;

(e) A process for detecting, reporting, and responding to security incidents consistent with the information security standards, policies, and guidelines issued by the chief information security officer; and

(f) Plans and procedures to ensure the continuity of operations for information resources that support the operations and assets of the public agency in the event of a security incident.

(3) On or before July 15, 2007, each public agency shall submit the information security plan developed pursuant to this section to the chief information security officer for approval.

Performance Measures: 
This request will allow the Office to comply with the requirements of the Colorado Information Security Act.
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