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1 Project Description
House Bill 08-1364 directs the Governor’s Office of Information Technology (OIT) to convene a Data Protocol Development Council (“Council”) to design and implement an interdepartmental data protocol. HB-1364 is one of Governor Ritter’s priority bills from the 2008 legislative session. The goal of the cross-departmental data protocol is to facilitate information sharing across agencies and to assist in formulating and determining the effectiveness of state policies. This project will examine what is currently in place today, and provide recommendations for moving forward with an architecture and processes to accomplish interagency data sharing in a uniform manner.
The mission of the Council is to provide guidance, policies and procedures for implementing a data sharing architecture across the State enterprise that will achieve the stated goal and objectives of HB-1364. These guidances in the form of a final report and recommendations will be delivered to the State Chief Information Officer for presentation to the Governor and Legislature. The Council is comprised of representatives from Executive Branch Agency and interested parties as necessary. 

2 Project Drivers

HB 08-1364 was initially driven by distinct needs identified by the Governor’s P-20 Education Coordinating Council to analyze longitudinal data regarding factors such as improving teaching and learning; informing public policy; fostering a culture of evidence-based decision making; conducting research; evaluating system and program effectiveness; and, providing reports to various stakeholder groups. The collective Colorado State government, as an entity that provides funding, resources and services to the citizenry of the State, has similar needs. 
These include:
· The ability to analyze and determine the effectiveness of State policies and resources by examining an issue across multiple State agencies;

· Formulate informed strategic plans for the application and use of State resources based on strong, accurate, reliable, multi-dimensional data;
· Enable more efficient collecting, storing, manipulating, sharing, retrieving, and releasing of data across State agencies.
3 Project Scope
The Council will convene on August 21, 2008 and complete its work by February 26, 2009. The Council will restrict its study of the data sharing protocol to unit records. Unit records are defined as records pertaining to individuals. The Council will review and baseline the current data systems; data sharing practices and applications; governance policies and procedures; and, statutory or regulatory guidelines in place across Executive Branch agencies that maintain unit records. Due to the limited time and resources of this project, it is necessary to prioritize the review to a few selected unit record data stores. 
Each Agency will identify one representative data store that is of relatively high importance to that agency with regard to data sharing. A preference should be given to data stores that are already being shared. Examination of current solutions will assist identification of key success factors. Selected data stores will be benchmarked so that information such as (but not limited to) the following is collected:
· data dictionary

· application hardware and software

· any existing data sharing done out of or in to that data store

· existing agency policies/procedures/governance structures in place regarding sharing of that data

· current statutory or regulatory (state or federal) guidelines in place regarding the use of that data

The Council will develop guidelines for agencies to continue the benchmarking work on its own and report the results back to OIT beyond the time frame given in HB-1364.

The Council will benchmark the work of up to five other states in this area. The Council will develop a governance structure and privacy policy for the cross-departmental data protocol. The Council will also identify an existing data sharing project in the State on which it can pilot, test, and adjust its recommendations so that the Council can get feedback in a real-world scenario.

Finally, the Council will develop recommendations, time frames, and an action plan for moving forward with developing and implementing the cross-departmental data protocol. Procurement, development, and/or implementation of Council recommendations are outside the scope of work for this phase of the process.
4 Goals and Objectives
The goal of the cross-departmental data protocol is to facilitate information sharing across agencies and assist in formulating and determining the effectiveness of state policies.

In detail the goals and objectives are as follows:
Goal 1: Analyze the requirements of all State Agencies that have a need to share unit record data with other agencies.
· Understand and document the unit record data captured, stored and maintained by State Executive Branch Agencies (only one key data store needs to be documented by the end of February); 

· Understand and document the existing hardware, software, networking and communications systems that contain the unit record data;

· Understand and document the existing data sharing practices and applications employed by all State Executive Branch Agencies;
· Understand and document the existing governance policies and procedures employed by all State Executive Branch Agencies with regards to collecting, storing, sharing, and destroying data;
· Understand and document the existing statutory or regulatory guidelines in place at all State Executive Branch Agencies with regards to collecting, storing, sharing, and destroying data.
Goal 2: Determine a data sharing protocol that meets the needs of State agencies. 
· Assess existing national data sharing standards and benchmark the work of up to five other states in this area;

· Develop an architecture for the development of the data protocol, including data normalization, identity resolution, and source data authority;

· Develop a governance structure, including processes and procedures, to be used by state agencies for sharing information with another state agency, with a political subdivision, or with a nongovernmental entity or an individual;

· Establish the circumstances under which a state agency may release data to a political subdivision, a nongovernmental entity or an individual;

· Establish the format in which a state agency may release data to a political subdivision, a nongovernmental entity or an individual; 

· Establish the retention and destruction policies of data that is shared by a state agency to a political subdivision, a nongovernmental entity or an individual; 
· Ensure compliance with existing statutory and regulatory requirements; 

· Create new or modify existing policies to ensure personal privacy and the protection of personal identifying information (PII).

Goal 3: Develop recommendations and a strategy for moving forward.
· Develop alternative and recommended solutions for implementing the data sharing protocol;
· Establish time lines for implementing the recommended solution across all State agencies;
· Identify high-level associated costs for the recommended solution;
· Identify necessary statutory or regulatory changes;
· Identity critical gaps that must be addressed to ensure the success of this project;

· Identify next steps to ensure the project moves forward to the next phase.
5 Project Deliverables
The deliverables of the cross-departmental data protocol project include:
· Templates and procedures to capture all agency baseline data;
· A comprehensive reporting structure to store and maintain the reported agency baseline data;
· A comprehensive report with the recommendations and strategy to be delivered to the State Chief Information Officer.

· Identified statutory, regulatory, and organizational changes necessary to the success of the data sharing protocol;

6 Risks
There are a number of risks associated with this project. Below is a summary of those known risks at the time of writing the Project Charter.

· The short time frame in which to complete this project;
· Obtaining agreement on the data sharing standards, governance, policies, and procedures from the diverse set of State Agency users;

· Developing a protocol that meets the diverse requirements of the State Agencies;
· Ability to secure the necessary funding to implement the cross-departmental data protocol.
7 Issues
The following issues need to be resolved before the project can move forward to be fully executed:
· How identity resolution will be done;
· Determine a funding source to implement a enterprise system vs. a agency specific system;
· Meet compliance standards set by Federal and State statute and regulation;

· Ensure that recommended statutory or regulatory changes can be met in a timely manner.
· Satisfy privacy and security concerns of citizens.

8 Draft Timeline
	Task
	Due Date

	Finalize Project Charter
	9/1/08

	1364 Council Kick-Off Meeting
	8/21/08

	Bi-Monthly (twice-a-month) Meetings
	September 2008 – February 2009

	Develop templates for data collection (Goal 1)
	8/21/08

	Baseline data due – system, data, compliance, data sharing
	10/30/08

	Determine requirements (Goal 1)
	12/31/08

	Identify necessary statutory changes to implement the protocol
	12/31/08

	Identify possible solution and recommendations (Goal 2)
	1/31/09

	Prepare final report (Goal 3)
	2/26/09

	State CIO Report Due to Governor & Legislature
	2/27/09


9 Project Communications

The following table summarizes the communications for the project

	Role
	Type
	Frequency
	Author

	Executive Sponsors
	Overall Progress Report
	Monthly
	Pgm Mgr

	Executive Sponsors
	Risk/Issue Updates
	Weekly
	Pgm Mgr

	Executive Stakeholders
	Progress Reports
	Monthly
	Pgm Mgr

	Project Staff
	Overall Progress Report
	Monthly
	Pgm Mgr

	Project Staff
	Risk/Issue Updates
	Weekly
	Pgm Mgr

	Project Staff
	Agency Progress Reports
	Monthly
	Pgm Mgr


10 Sponsors and Stakeholders
The following stakeholders have been identified at this point in the project initiation.

10.1 Executive Sponsorship

· Mike Locatis, State Chief Information Officer, Governors Office of Information Technology

· Matt Gianneschi, Senior Policy Analyst for Education, Office of Governor Bill Ritter, Jr.

10.2 Stakeholder Agencies
· Governors Office of Information Technology (OIT)
· Department of Agriculture (CDA)

· Department of Corrections (DOC)

· Department of Education (CDE)

· Department of Health Care Policy and Finance (HCPF)

· Department of Higher Education (DHE)

· Department of Human Services (DHS)

· Department of Labor and Employment (CDLE)

· Department of Local Affairs (DOLA)

· Department of Natural Resources (DNR)

· Department of Personnel and Administration (DPA)

· Department of Public Health and Environment (CDPHE)

· Department of Public Safety (DPS)

· Department of Regulatory Agencies (DORA)
· Department of Revenue (DOR)

· Department of Transportation (CDOT)

· Office of Cyber Security (OCS)

· Secretary of State (SOS)
· Judicial 
· Attorney General (AG)
10.3 Executive Stakeholders
· Department of Agriculture

· John Stulp, Executive Director
· Tony Jones, Chief Information Officer

· Department of Corrections 

· Ari Zavares, Executive Director
· Paul Lewin, Chief Information Officer

· Department of Education 

· Dwight D. Jones, Commissioner
· Department of Health Care Policy and Finance

· Joan Henneberry, Executive Director
· Andy Graziano, Chief Information Officer

· Department of Higher Education 

· David Skaggs, Executive Director

· Dr. Julie Carnahan, Chief Information Officer

· Department of Human Services

· Karen Beye, Executive Director
· Ron Ozga, Chief Information Officer

· Department of Labor and Employment 
· Don Mares, Executive Director
· Joe Lambert, Chief Information Officer

· Department of Local Affairs

· Susan Kirkpatrick, Executive Director

· Brian Morrow, Chief Information Officer

· Department of Natural Resources

· Harris Sherman, Executive Director
· Leah Lewis, Chief Information Officer

· Office of Information Technology

· Mike Locatis, State Chief Information Officer

· John Conley, Deputy Chief Information Officer

· Department of Personnel and Administration

· Rich Gonzales, Executive Director

· David Kaye, Director, Division of Human Resources

· Department of Public Health and Environment

· James Martin, Executive Director
· Bill Ferguson, Chief Information Officer

· Department of Public Safety 

· Peter Weir, Executive Director
· Jim Lynn, Chief Information Officer

· Department of Regulatory Agencies 

· Rico Munn, Executive Director
· Mike Whatley, Chief Information Officer

· Department of Revenue 

· Roxanne Huber, Executive Director
· David Loewi, Chief Information Officer

· Department of Transportation 

· Russell George, Executive Director
· Kim Heldman, Chief Information Officer

· Secretary of State

· Mike Coffman, Secretary

· Trevor Timmons, Chief Information Officer

· Department of Law

· John Suthers, Attorney General

· Susan Lin, Assistant Attorney General, Chief Privacy Officer

· Judicial Branch 

· Justice Mary Mullarkey, Chief Justice

· Bob Roper, Chief Information Officer
The following people have expressed an interest in this project and are willing to assist in the concept development, analysis, design and implementation.

· Debi Erpenbeck, Department of Agriculture

· Marty Fry, Department of Agriculture 

· Chuck Noll, Department of Corrections

· Dan Domagala, Department of Education

· Andy Graziano, Department of Health Care Policy and Finance

· Beth Martin, Department of Health Care Policy and Finance

· Ryan Allred, Department of Higher Education

· Jim Broyles, Department of Higher Education

· Marc Makert, Department of Human Services

· Prasanna Bennabhaktula, Department of Human Services

· Jim Yuhas, Department of Labor and Employment

· David Gestner, Department of Labor and Employment

· Mark Krudwig, Department of Local Affairs

· Leah Lewis, Department of Natural Resources

· Marc Fine, Department of Natural Resources

· Rob Lloyd, Department of Natural Resources

· Mike Amelon, Office of Information Technology

· Susan McMillan, Office of Information Technology

· Micheline Casey, Office of Information Technology, 1364 Council Program Manager

· Andrew Putnam, Department of Public Health and Environment

· Bob O’Doherty, Department of Public Health and Environment

· Jane Crisman, Department of Public Safety

· Rose Ramirez, Department of Public Safety

· Lisa Bradley, Department of Regulatory Agencies

· Brian Van Sickle, Department of Regulatory Agencies

· David Loewi, Department of Revenue

· Joan Vecchi, Department of Revenue

· Neil Tillquist, Department of Revenue

· Steve Hooper, Department of Revenue

· Mike Armbruster, Department of Transportation
· Guy Mellor, Department of Transportation

· Bob Roper, Judicial

· Chad Cornelius, Judicial

· Stacey Kirk, Judicial

· Samir Nanavati, Judicial

· Trevor Timmons, Secretary of State

· Mike Shea, Secretary of State

11 Roles and Responsibilities
Executive Sponsors

· Policy development
· Exploration and development of funding sources

· High level project objective development

· Championing the project amongst business staff and other Cabinet members

Executive Stakeholders

· Providing senior level approval and direction

· Championing project among agency staff
· Ensuring funding availability

Agency Executive Directors

· Staffing of the Agency Subject Matter Expert role

· Supporting Subject Matter Expert with necessary resources (time, authority, access, information, etc)
· Providing staff to participate in requirements, use case development, testing and training. 
Agency Level Project Managers
· Individual Agency Implementation Projects
· Agency Stakeholder Coordination

· Scope Management within Agency
· Issue Management within Agency
Program Manager

· Overall Program Management
· Coordination with Executive Sponsors

· Coordination with Executive Stakeholders
· Program Communications and status reporting
· Scope Management

· Budget Management

· Risk Management and mitigation

· Communication plan

· Issue Management plan

12 Signatories
	


Mike Locatis, State Chief Information Officer

Governor’s Office of Information Technology
	


Matt Gianneschi, Senior Policy Analyst for Education 
Office of Governor Bill Ritter, Jr. 
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