STATE OF COLORADO FY 2008-09 BUDGET REQUEST CYCLE:  Office of The Chief Information Security Officer
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Short Summary of Request:
The Office of the Chief Information Security Officer (CISO) is charged with establishing and maintaining the Colorado Cyber Security Program (CCSP).  This program provides guidance at an organizational level for the State Agency IT organizations, requires reviewing Agency Cyber Security planning, incident response, and reviewing and/or revising an Agency’s Plan of Action and Milestones for mitigating risk.
This request is for $349,343 General Funds in FY 2008-09 to acquire and deploy mission critical network perimeter cyber security components, appliances, and software identified through the Plan of Action and Milestones (POAM) developed by agencies as a part of their 2007 cyber security planning.  This request annualizes to $350,000 General Funds in FY 2009-10 for expansion of existing services.  The most critical perimeter security risks identified will be mitigated by the CISO deploying centrally managed firewalls, Intrusion Detection Systems (IDS) and gateway antivirus protection from the Information Security Operations Center (ISOC). 
These new perimeter security platforms represent the initial deployment of enterprise security controls specially targeted at enhancing selected agency cyber security programs through the deployment of centrally managed services.  It is the intent that the investment in these new platforms will establish a common platform to serve other agencies in the future from a shared Information Security Operations Center.   

Background and Appropriation History:
The Colorado Information Security Act (CISA) was signed in May 2006.  The CISA requires each agency to develop an Agency Cyber Security Plan (ACSP) to protect critical information resources and citizen privacy.  Section 404 of that legislation requires each agency to submit that ACSP to the Chief Information Security Officer (CISO) on an annual basis and establish security controls that comply with State Cyber Security policies and mitigates known information security risks.  Initial Agency Cyber Security Plans (ACSP) were submitted to the CISO on July 15, 2007.  The legislation anticipated the need to provide funding for the cyber security program to implement new controls and security processes.
In accordance with Section 24-37.5-403 C.R.S 2007, the CISO shall:  

· Develop and update information security policies, standards and guidelines for public agencies; 

· Promulgate rules pursuant to Article 4 of C.R.S. 24-37.5 containing information security policies, standards and guidelines for such agencies on or before December 31, 2006; 

· Ensure the incorporation of and compliance with information security policies, standards and guidelines in the development of information security plans developed by public agencies pursuant to 24-37.5-404; 

· Direct information security audits and assessments in the public agencies in order to ensure program compliance and adjustments; 

· Establish and direct a risk management process to identify information security risks in public agencies and deploy risk mitigation strategies, processes and procedures; 

· Approve or disapprove and review annually the information security plans of public agencies; 

· Coordinate information security awareness and training programs; 

· In coordination and consultation with the office of state planning and budgeting and the State Chief Information Officer, review public agency budget requests related to information security systems and approve such budget requests for state agencies other than the legislative department; and 

· Coordinate with the Colorado Commission on Higher Education for the purposes of reviewing and commenting on information security plans adopted by institutions of higher education that are submitted pursuant to Section 24-37.5-404.5(3) C.R.S. 2007.
This budget request optimizes the impact of controls across all enterprise Information Technology (IT) operations within the state.  The CISO will work with agencies to design integrated perimeter security platforms for firewall, IDS and antivirus protection.  This coordinated and standardized set of processes, standards and platforms will be managed from a single Information Security Operations Center (ISOC).  Accordingly, the funding for this request will incrementally serve both the operational needs identified by the agencies in their 2007 security planning as well as optimize efficiencies through enterprise management of IT security operations. 

General Description of Request:
The State of Colorado established a Chief Information Security Officer (CISO) for statewide cyber security oversight as part of the Colorado Information Security Act (CISA) of 2006.  This request provides the initial resources to the CISO to directly support agencies in the design, selection, deployment and management of cyber security controls required by Cyber Security Rules and Polices published to implement the provisions of the CISA.  

The CISO will acquire and deploy perimeter security platforms identified by the agencies as essential protection for sensitive citizen data as well as operation of mission critical systems.  The funds requested in this decision item will enable the procurement and deployment of the following perimeter security systems:
· A centrally managed firewall platform that will be deployed at the agency level to protect critical systems.
· A centrally managed Intrusion Detection System (IDS) that extends the current monitoring of the “core” Multi-use Network (MNT) to include monitoring of agency segments hosting sensitive citizen data.

· A centrally managed gateway antivirus and malware protection platform that will dramatically limit the types of malicious programs currently allowed to enter State networks.

Consequences if Not Funded:
The Colorado Information Security Act (CISA) requires that baseline controls be defined by the CISO and deployed by the agencies to protect critical information resources within the state.  If resources funded by this request are not approved, mission critical state systems will continue to operate in an insecure manner which could result in exposure of sensitive state and citizen information.
The recently completed Risk Based Gap Analysis (RBGA) identified critical systems which are currently operated with significant cyber security control deficiencies.  These known control deficiencies place both the continued operations of systems as well as the protection of citizen data at risk.  Some agencies have not developed comprehensive controls that would meet the State Cyber Security Policies or mitigate known risks.  The aggregate status of cyber security within the State is not in compliance with the Cyber Security Policies and the state will likely continue to experience attacks on state information resources and result in potential loss of sensitive data and disruption of mission critical services.  
Calculations for Request:
	Summary of Request FY 08-09
	Total Funds
	General Fund
	Cash Funds
	Cash Funds Exempt
	Federal Funds
	FTE

	Total Request 
	$349,343
	$349,343
	$0
	$0
	$0
	0.0

	Central Firewall Platform
	$116,775
	$116,775
	$0
	$0
	$0
	0.0

	Central IDS Platform
	$157,734
	$157,734
	$0
	$0
	$0
	0.0

	Central Antivirus Platform
	$74,834
	$74,834
	$0
	$0
	$0
	0.0


	Summary of Request FY 09-10
	Total Funds
	General Fund
	Cash Funds
	Cash Funds Exempt
	Federal Funds
	FTE

	Total Request 
	$350,000
	$350,000
	$0
	$0
	$0
	0.0

	Expanded Firewall Platform and Maintenance
	$82,150
	$82,150
	$0
	$0
	$0
	0.0

	Expanded IDS Platform and Maintenance
	$89,775
	$89,775
	$0
	$0
	$0
	0.0

	Expanded Antivirus Platform and Maintenance
	$42,850
	$42,850
	$0
	$0
	$0
	0.0

	Expanded Managed Service Platform for Vulnerability Mgmt and Expanded Log Mgmt
	$135,225
	$135,225
	$0
	$0
	$0
	0.0


Assumptions for Calculations:
For this funding, it is assumed that agencies will utilize shared perimeter security platforms to accomplish specific control activities required by State Cyber Security Policies.  Since these services have not yet been deployed in each agency and the state does not have adequate funding to provide dedicated platforms for each agency to accomplish similar roles, this initial investment in centrally managed platforms will be used to deploy protection for the most critical systems in the State.

	FY 2008-09 Request Item Description
	 
	Qty
	Unit Price
	Total Price

	Augment the current Enterprise Intrusion Detection System (IDS)
	 
	 
	 
	 

	Acquire and deploy an agency focused central IDS console deployed in the ISOC
	 
	1
	$24,750
	$24,750

	Acquire and deploy agency level IDS agents to collect events
	 
	10
	$3,050
	$30,500

	Acquire and deploy a central console to aggregate and analyze bot detection data
	 
	1
	$17,775
	$17,775

	Acquire and deploy agency level bot detection modules
	 
	10
	$1,800
	$18,000

	Acquire maintenance contracts to support IDS appliances and obtain signature updates
	 
	10
	$1,575
	$15,750

	Acquire "off hours" monitoring for agency IDS agents
	 
	1
	$10,000
	$10,000

	Total
	 
	 
	 
	$116,775

	Establish an Enterprise Firewall Management System in the ISOC
	 
	 
	 
	 

	Acquire a central firewall console for the ISOC
	 
	1
	$54,775
	$54,775

	Acquire and deploy firewall appliances at the agency distribution layer
	 
	11
	$6,999
	$76,989

	Acquire a maintenance contract for console and appliances
	 
	10
	$1,597
	$15,970

	Acquire "off hours" monitoring and management
	 
	1
	$10,000
	$10,000

	Total
	 
	 
	 
	$157,734

	Establish Enterprise Antivirus and Malware Protection in the ISOC
	 
	 
	 
	 

	Acquire a central AV - Spyware console for management in the ISOC
	 
	1
	$29,834
	$29,834

	Acquire and deploy AV - Spyware licenses at the agency level
	 
	1500
	$24
	$36,000

	Acquire maintenance agreement for 12 months
	 
	500
	$18
	$9,000

	Total
	 
	 
	 
	$74,834

	Request Total
	
	
	
	$349,343


During the FY 09-10 budget period, the CISO will expand and maintain the existing centrally managed enterprise firewall, IDS, and antivirus platforms.  The CISO will also expand centrally managed service platforms to include vulnerability management and additional log analysis
Impact on Other Government Agencies:
During the 2007 cyber security planning process, each agency requested either FTE, contract consulting or new security platforms that have not previously been deployed in their agencies.  Over $5 million in network and perimeter security platform acquisitions or upgrades were identified to address the following control gaps:
· Inadequate firewall protection to prohibit unauthorized access to state networks
· Inadequate intrusion monitoring to either identify attacks in progress or perform post-event root cause analysis

· Inadequate antivirus and spyware protection for both users and mission critical systems

· Inadequate network access controls to limit access to sensitive network and security devices

· Inadequate logging of security event or protection of event logs to ensure integrity of the data for subsequent analysis
· Inadequate configuration management and patch management for network devices

· Inadequate vulnerability management to reduce known system risks

· Inadequate data transmission encryption

· Inadequate remote access controls to limit non-console access to critical devices

The CISO will address the highest priority needs stated above with centrally managed services hosted on platforms acquired through this decision item.  Significant security platform investments will be required for the other gaps identified in the 2007 security planning but the gaps that are considered most critical will be addressed with these platforms.  
Cost Benefit Analysis:
The goal of central delivery of the above services is to optimize skills and processes as well as utilize a shared platform to meet agency requirements more efficiently.  As a result, the CISO expects the most critical elements of $5 million of perimeter security platforms requested by agencies as part of their Plan of Action and Milestones to be initially delivered by the perimeter security platforms requested in this decision item.  A phased approach will be leveraged to address other systems with expanded firewall and IDS capabilities in subsequent years.  This initial investment in a centrally managed perimeter security platform is planned for expansion to add systems that support centrally delivered services for remote access, network access management, data encryption, vulnerability management and patch management.
Implementation Schedule:
	Task 
	Month/Year

	Internal Research/Planning Period
	July 2008

	Written Agreement w/ Other State Agencies
	July 2008

	Systems Acquired
	July to September 2008

	Central Services Deployed
	August to October 2008


Statutory and Federal Authority:
Section 24-37.5-403 (2) C.R.S. (2007) - The chief information security officer shall:
(a) Develop and update information security policies, standards, and guidelines for public agencies;

(b) Promulgate rules pursuant to article 4 of this title containing information security policies, standards, and guidelines for such agencies on or before December 31, 2006;

(c) Ensure the incorporation of and compliance with information security policies, standards, and guidelines in the information security plans developed by public agencies pursuant to section 24-37.5-404 C.R.S. 2007;

(d) Direct information security audits and assessments in public agencies in order to ensure program compliance and adjustments;

(e) Establish and direct a risk management process to identify information security risks in public agencies and deploy risk mitigation strategies, processes, and procedures;

(f) Approve or disapprove and review annually the information security plans of public agencies;

(g) Conduct information security awareness and training programs;

(h) In coordination and consultation with the office of state planning and budgeting and the chief technology officer, review public agency budget requests related to information security systems and approve such budget requests for state agencies other than the legislative department.
Performance Measures:
1.
Improve perimeter security controls for state agencies compliance with Colorado Revised Statue (section 24-37.5 part 4 C.R.S. 2007).  This includes approved Agency Cyber Security Plans, completed agency risk assessments, and completed Disaster Recovery (DR) testing.

2.
100% incident response reporting compliance by agencies including follow-up after-action training reports.

3.
Decreased vulnerabilities within each agency and state systems as a result of Threat and Vulnerability Assessment testing.

4.
Expand agency level participation in Managed Security Services operational monitoring and management through offerings by the Information Security Operations Center (ISOC)[image: image1.jpg]
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