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Foreword

The Governor’s Office of Information Technology is pleased to release the draft Colorado First Responder Authentication Credential (COFRAC) standard for public comment. We are grateful for the hard work and input of the statewide credentialing working group, and also for the feedback from the numerous public and private organizations with whom OIT met on this important topic. 
The public comment period will run from January 25th through February 8th. Comments should be sent via email to oit@state.co.us. Please put “Comments Regarding COFRAC Standards” in the Subject line of the email. All comments will be reviewed and considered for incorporation into the final version of the standard.
The State recognizes that there local agencies and regional authorities will incur costs to upgrade and buy new systems to move to the new, unified credentialing program. There will be a phased-in approach in rolling out the credentialing program, and it may take several years until everyone has migrated onto the new program. The statewide credentialing working group has taken this into consideration in the development of these state standards, and developed a reasonable, fiscally responsible approach that will allow agencies to move forward as they are able, but to address business processes, data models and nomenclature now.
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1. Introduction
Since September 11th 2001, and highlighted again by Hurricanes Katrina and Rita, there has been a critical demand for a common authentication credential that first responders can use for all-hazards event response and recovery efforts. At the federal level, the Department of Homeland Security’s Office of the National Capital Region Coordination and First Responder Partnership Initiative have been cultivating interagency and multi-jurisdictional partnerships with multiple federal and non-federal agencies, and establishing policies and procedures that promote interoperability of first responder credentials across jurisdictional boundaries. 

Building on the standard documentation necessary for nationwide credentialing (FIPS 201), the First Responder Authentication Credential (FRAC) is supported by nationally interoperable technology standards that allow the identity credentials to be electronically validated regardless of location.  The backbone of this technology is the public-key infrastructure (PKI) as defined in the Federal Information Processing Standard 201 (FIPS 201, Personal Identity Verification (PIV)) developed by the National Institute of Standards and Technology (NIST) in response to Homeland Security Presidential Directive 12  (HSPD 12). 

First responders need to move and communicate easily across jurisdictions in the event of a terrorist or other all-hazards incident. Issuing credentials to first responders across the State that comply with the same minimum standards, as well as are in compliance with federal standards, will facilitate movement across jurisdictional boundaries, allowing more rapid response to a catastrophic event. Additionally, these credentials will contain information about responder qualifications and skills, so that incident command will immediately know the types and quantities of the resources they have on-scene. This means more efficient and effective deployment of resources at the incident site.

Specifically, FRAC strengthens the local emergency support response by:
· Efficiently handling multi-jurisdictional issues that may delay response time; 

· Providing tracking and accountability for first responders; 

· Reducing the time spent by qualified and certified first responders to save untrained individuals who enter into dangerous situations; and 

· Providing real-time situational awareness and post-incident reconstruction of events. 

Authorization to attain access at an incident scene will always be a local jurisdictional decision.  Individuals arriving at an incident with credentials that can be electronically validated for identity and qualification(s) will provide trusted and consistent data to an incident scene commander so that a rapid and informed decision may be made as to the utility of that personnel asset.     
FRAC-approved credentials may also be issued at the outer perimeter of an incident scene to those volunteers who can provide proof of qualified or necessary assistance.  The FRAC initiative also discourages unauthorized access into or within an incident scene, especially where acts of terror are involved, that could cause additional harm or secondary catastrophe to responders.

1.1. The Purpose of COFRAC

Until the publication of this document, the State of Colorado did not have any standards for first responder credentials at either the State or Local levels. Certainly, in the event of a major incident, there would be much time lost in verifying identities, qualifications and skills of responders who deployed to an incident site. As an example, during the Hurricane Katrina disaster, many firefighters and medical personnel who deployed from across the country to assist in response and recovery efforts were relegated to menial tasks such as handing out flyers, passing out bottles of water, or rowing boats, because there was no way to validate that the individual was who they were claiming to be and that they were in fact a licensed medical doctor from Georgia or a trained firefighter from Colorado. 

Interoperability in public safety is a relatively new tradition. While most attention has traditionally been focused on interoperable public safety radio communications, there is now a growing awareness of the need for interoperable identity credentials that provide proof of identity, qualifications and skills. For first responders who deploy outside of their jurisdictional boundaries, an interoperable FRAC provides communication to the incident commander about who they are and what they have been trained to do, so that they can be best utilized during the incident response. 

An analysis of the State’s existing situation regarding first responder credentials can be summarized in the following: 

· The State has no credentialing standards or policies

· This potentially puts the safety of the citizens of Colorado at risk.

· The State has multiple disparate systems that don’t talk to each other

· Money continues to be spent on additional disparate systems 

· There is no ability for local, regional, or state response agencies to leverage of economies of scale to keep costs down.

· If the current state persists, we will have more disparate systems and siloed information 

· This will greatly slow response times to disasters.

· It becomes more expensive to remedy and fix the problem later.

Colorado has identified as a high priority need an interoperable first responder credential.  The Colorado first responder authentication credential (COFRAC) initiative provides the ability to electronically validate the identity and the attributes (qualifications, certifications, authorizations, and privileges) of those who are required – or volunteer – to respond to natural or man-made disasters or acts of terror. The initiative is a first step in resolving some of the long-standing obstacles associated with major disaster response by providing a real-time electronic display to emergency operations centers nationwide for human resource situational awareness and for decisioning about resource availability and deployment/re-deployment. It also creates a blueprint of all emergency workers’ locations and the length of time in an area so that post-incident reconstruction can be established. 
The COFRAC policies set forth in this guideline will establish the framework to deploy COFRAC systems at the State, Regional, and Local levels that are interoperable and tied together through a State communications bridge for information sharing. These policies will provide standardized identity verification and management processes and common identity credentials that will enable access by state, local and federal response agencies to state government building and incident areas in the event of a terrorist attack or other all-hazards events. This document provides a strategy to move forward in a statewide, multi-jurisdictional, collaborative effort led by the Governor’s Office of Information Technology (OIT). 
1.2. Scope

In June 2007, a Statewide Credentialing Working Group (the Group) was formed, chaired by OIT. This Group is comprised of individuals at the State, Regional and Local levels, and has developed a program that addresses the needs of Colorado, while being mindful of the Federal standards and the need for interoperability with Federal agency responders. The following outlines the Mission and Goals of the Group:

· Mission: To develop a statewide, interoperable first responder authentication credentialing program, to be utilized by both State and Local response entities. The program will align with federal standards for interoperability where applicable.
· Goal: The overall goal of this working group is to provide recommendations for a common identification standard for State and Local first responders that promotes interoperable first responder credentials across the State.
· Primarily, to achieve appropriate security assurance by efficiently verifying the claimed identity of individuals seeking physical access to all-hazard incidents and events in the State of Colorado. 

· Secondarily, to communicate the qualifications, skills and training of first responder personnel to the Receiving Authority Incident Command.

· Finally, this program will be based upon recognized standards, open-system architectures, and non-proprietary technologies.

The charter of the Group was to focus solely on incident management and scene access. The Group developed these standards within the framework of limited State funding and diminishing Federal funding to pay for credentials. It was universally recognized that the ultimate, long-term State goal should be 100% compliance with the Federal standards by all first responder credentials. It was also universally accepted that getting to that point will take some time, and that the State somehow must bridge those who can implement the new technology now and those who won’t be able to for some time. Thus, the Group developed a tiered strategy (see below: Tiered Approach) that we believe will most appropriately meet the needs of Colorado.

This standard is focused on incident management and interoperability, and does not specify access control policies or requirements for State departments and local agencies. State and local departments and agencies are encouraged, however, to investigate how the FRAC technology can be leveraged for both physical and logical access. 
1.3. Approach

The State is adopting a federated identity management approach to allow decentralized control of sponsorship, issuance and privilege assignment, while enabling authentication and information sharing across systems and jurisdictional boundaries. Thus, each agency, jurisdiction or regional authority will continue to issue its own credentials – based upon the minimum standards outlined in this document – while the State develops and operates the information sharing bridge that pushes updated privilege information out to the edge of the network to authorized handheld devices. The figure below illustrates this concept.
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Figure 1-1: System Overview
The Group has identified two tiers of credentials, defined by agency need and offering varying degrees of security and assurance. State departments and local agencies will determine the level of security and authentication mechanism appropriate for their applications. This will also assist in bridging the gap of where organizations are today with the State vision for tomorrow.
Tier 1

Tier 1 cards will be FIPS 201 compliant, smart card-based credentials. Agencies who adopt COFRAC Tier 1 cards will adopt the FIPS 201 standards, with the appropriate modifications (e.g., non-NACI background checks) for non-Federal agencies. In addition, Tier 1 cards will have 2D barcodes on them for interoperability with agencies that have issued Tier 2 credentials but have not upgraded their reader technology. The barcode standard for the State is outlined in Appendix C, Barcode Specification.

Tier 1 agencies will provide the foundation for the State COFRAC bridge to allow information sharing of approved and revoked credentials across organizations. These credentials offer the highest level of assurance to the receiving authority.
Tier 2

Tier 2 cards will be based on 2D barcode technology. Agencies who adopt COFRAC Tier 2 cards will adopt all of the PIV-I controls for personal identity proofing, registration, and issuance. These agencies will also develop an interface to the State COFRAC bridge to allow information sharing of approved and revoked credentials across organizations. These credentials offer a medium level of assurance to the receiving authority. The barcode standard for the State is outlined in Appendix C, Barcode Specification. The State has included a digital signature in the barcode to help reduce instances of fraud.
There is much debate about the pros and cons of both smart chip and barcode technologies. Barcodes are utilized in many different types of applications today, and are a very inexpensive way of adding and tracking identifying information. The static nature of 2D barcode allows printed media to be copied and disassociated from the original ID and its bearer, enabling misuse of the information. By contrast, a smart card's microcontroller chip cannot be altered or tampered with, and it incorporates numerous cryptographic features that enable reliable, strong authentication.

Barcode technology cannot secure the information stored in the credential's machine-readable zone. Thus, required personal information could be vulnerable to access by unauthorized users. Encryption of information in the printed bar code will not alleviate this vulnerability, as the information is static and therefore susceptible to a brute force attack. Additionally, if any of the attribute information changes about an individual, a credential that utilizes the bar-code as the primary information source must be de-provisioned and a new one issued.

A summary of the key aspects of each Tier is in the chart below.

	
	Assurance Level
	Users
	Identity Requirements
	Back-

ground Check
	Primary Technology
	Connected to State Bridge?
	Multi-factor Authentica-tion
	Potential Uses

	Tier 1
	High
	Response Agencies
	2 Documents, Form I-9
	Yes
	Smart Card, FIPS 201 compliant
	Yes
	Yes
	Red zone; cross boundary deployment; physical access; logical access

	Tier 2
	Medium
	Response Agencies; Volunteers
	2 Documents, Form I-9
	Yes
	2D Barcode
	Yes
	Potentially, if a PIN is tied to a barcode
	Incident scene access, outside red zone


Table 1-1: Tier Levels
A high degree of assurance provides strong trust in the identity, the credential, and in the identity attributes (i.e., qualifications and certifications). A high level credential includes identity verification, a national background check, and verified identity attribute information.

A medium degree of assurance provides a medium level of trust in the identity, the credential, and in the identity attributes (i.e., qualifications and certifications). A medium level credential includes identity verification, background checks, and some identity attribute information.

A low degree of assurance provides relatively no trust in the identity, the credential, and in the identity attributes (i.e., qualifications and certifications). A credential at this level requires minimal proof of identity, but no background check and no document verification.

1.4. Principles

COFRAC is guided by the following principles:

· Standards Based – COFRAC will be based on national standards and open-systems technology.

· Transparency – policies will be implemented in an open and understandable manner.

· Consistency and interoperability – a consistent set of standards will facilitate the interoperability of responder credentials across State and Local agencies.

· Trust and security – COFRAC will increase confidence in the identities and qualifications of State and Local first responders and improve the security of citizens and disaster sites by promoting consistent application of better practice policies and procedures.

· Privacy – COFRAC will leverage privacy best practices and will be responsive to the privacy needs of first responders.

· Cost Effectiveness – COFRAC will standardize relevant administrative processes and produce economies of scale for a first responder credential and supporting system technologies.

1.5. Benefits

COFRAC is expected to deliver the following benefits to Colorado State and Local response agencies that adopt it:

· Interoperability of first responder credentials across the State.

· Provide maximum effectiveness and efficiency in responding to incidents.
· Realize cost efficiencies and economies of scale in purchasing system components.
· Improved security through better management of trusted first responder identities.

· Better protection of data and information held and processed by government agencies.

· Improved trust and confidence by the citizens of Colorado.

· Citizens of the State can be assured that the first responders with the state-issued FRAC card will have all been screened following the state standards.

· First responders will be screened and monitored for criminal history so that the most vulnerable citizens can feel safe with the first responders who are there to assist them. 

1.6. Adopting COFRAC

Colorado State agencies that issue credentials to qualified first responders must transition over to COFRAC during their next cycle of credential upgrades and reissuance.  Local response agencies will adopt COFRAC as they are able. The goal is to have 100% of responders in the Emergency Support Function categories of 4 (Firefighting), 8 (Public Health and Medical Services) and 13 (Public Safety & Security) on COFRAC within five years.

1.7. COFRAC Standard Management and Updates

The COFRAC standard is intended to be a dynamic document that is capable of amendment as necessary to incorporate new Federal guidelines and technological advances. The Statewide Credentialing Working Group will review these guidelines annually, or as often as needed. 

1.8. Document Organization

Similar to the FIPS 201 standard on which this document is largely based, this standard is composed of two parts, PIV-I and PIV-II. The first part (PIV-I) describes the minimum requirements for a first responder personal identification system that meets the control and security objectives of COFRAC, including personal identity proofing, registration, and issuance. PIV-I does not address the interoperability of COFRAC Cards and systems among departments and agencies.

The second part (PIV-II) provides detailed technical specifications to support the control and security objectives in PIV-I, as well as interoperability among State departments and local agencies. PIV-II describes the policies and minimum requirements of a COFRAC Card that allows interoperability for incident management. The physical card characteristics, storage media, and data elements that make up COFRAC are specified in this standard.

As the FIPS 201 standard is the base standard for COFRAC, most of the requirements are taken directly from the FIPS 201 document. The FRAC attributes are taken from the National Incident Management System (NIMS) and the National Integration Center (NIC) resource typing guidelines.

Section 7 contains a glossary of terms and acronyms for reference while reading this document.

1.9. Additional Assistance
If there are additional questions concerning these guidelines or the implementation of this standard or specific technologies please contact:

Colorado Office of Information Technology

Director of Identity Management
Re: COFRAC Standards

1580 Logan Street

Suite 200

Denver, Colorado 80203

oit@state.co.us

http://www.OIT.state.co.us
2. Common Identification, Security and Privacy Requirements

This section provides the requirements for the first part of the standard. PIV-I addresses the fundamental control and security objectives of COFRAC, including the personal identity proofing processes for employees and volunteers. Unless otherwise stated, each requirement is mandatory for both Tier 1 and Tier 2 COFRAC credentials.

2.1. Control Objectives

HSPD 12 and FIPS 201 established control objectives for secure and reliable identification of Federal employees and contractors. Colorado is adopting those standards for response agency employees and response volunteers. These control objectives are:


“(3)”Secure and reliable forms of identification” for purposes of this directive means identification that (a) is issued based on sound criteria for verifying an individual employee’s identity; (b) is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation; (c) can be rapidly authenticated electronically; and (d) is issued only by providers whose reliability has been established by an official accreditation process.”

Each agency’s COFRAC implementation shall meet the four control objectives (a) through (d) listed above such that:

· Credentials are issued 1) to individuals whose true identity has been verified and 2) after a proper authority has authorized issuance of the credential;

· Only an individual with a background investigation on record is issued a credential;

· An individual is issued a credential only after presenting two identity source documents, as least one of which is a valid State government issued picture ID;

· Fraudulent identity source documents are not accepted as genuine and unaltered;

· A person suspected or known to the government as being a terrorist is not issued a credential;

· No substitution occurs in the identity proofing process. More specifically, the individual who appears for identity proofing, and whose fingerprints are checked against databases, is the person to whom the credential is issued;

· No credential is issued unless requested by proper authority;

· A credential remains serviceable only up to its expiration date. More precisely, a revocation process exists such that expired or invalidated credentials are swiftly revoked;

· A single corrupt official in the process may not issue a credential with an incorrect identity or to a person not entitled to the credential; 

· An issued credential is not modified, duplicated, or forged.

· Credentials can be rapidly authenticated electronically.

2.2. Identity Proofing and Registration Requirements

For compliance with the PIV-I and COFRAC control objectives, departments and agencies shall follow an identity proofing and registration process that meets the requirements defined below when issuing COFRAC credentials.

· Organizations shall adopt and use an approved identity proofing and registration process.

· The process shall begin with the initiation of an approved State background check. At minimum, a FBI National Criminal History Check (fingerprint check) and federal Terrorist Watch List check shall be completed before credential issuance. Identity credentials issued to individuals without a completed State background check must be electronically distinguishable from identity credentials issued to individuals who have a completed investigation.
· First responders who meet these requirements because of their certification processes may utilize those background checks to meet this requirement. Examples include peace officers, EMTs and physicians.

· If a background check was done as part of the credentialee’s hiring process (outside of certification requirements), that background check may be used if it was done within the past five years. Proof of a complete, adjudicated background check must be provided.
· The applicant must appear in-person at least once before the issuance of a COFRAC credential.

· During identity proofing, the applicant shall be required to provide two forms of identity source documents in original form. The identity source documents must come from the list of acceptable documents included in Form I-9, OMB No. 1115-0136, Employment Eligibility Verification. At least one document shall be a valid Colorado State or Federal government-issued picture identification.
· The PIV identity proofing, registration and issuance process shall adhere to the principle of separation of duties to ensure that no single individual has the capability to issue a PIV credential without the cooperation of another authorized person.
· This is mandatory for Tier 1 cards, but optional for Tier 2 cards.

· For Tier 2 agencies, at minimum there should be a 2 person control process. Most existing processes at agencies who are currently issuing credentials will suffice. The identity proofing and registration process used when verifying the identity of the applicant shall be accredited.

2.3. Issuance and Maintenance Requirements

For compliance with the PIV-I control objectives, departments and agencies shall meet the requirements defined below when issuing identity credentials. 

· The organization shall use an approved COFRAC card issuance and maintenance process.

· The process shall ensure completion and successful adjudication of a State and Federal background check. The COFRAC card shall be revoked if the results of the investigation so justify.
· At the time of issuance, verify that the individual to whom the credential is to be issued (and on whom the background investigation was completed) is the same as the intended applicant/recipient as approved by the appropriate authority.
· This is to be done through fingerprint matching.

· The organization shall issue COFRAC cards only through systems and providers whose reliability has been established by the agency. 
· "Reliability" will be done either through utilization of the GSA FIPS 201 Approved Products List or through a State-approved products list.

· The roles of Applicant, Sponsor, Registrar and Issuer are mutually exclusive; no individual shall hold more than one of these roles in the identity proofing and registration process.
· This is mandatory for Tier 1 cards, but optional for Tier 2 cards.

· For Tier 2 agencies, a minimum of 2 people must be involved in the process: A sponsor and a Registrar/Issuer.

2.4. Privacy Requirements

Protecting personal privacy is a requirement of the COFRAC system. No personally identifiable information beyond what appears on the topography of the credential itself shall be incorporated into any barcode, magnetic stripe, or other non-encrypted technology on the credential. No social security numbers or dates of birth shall be printed on, or encoded in, the credential. 
3. COFRAC PIV System Overview

This section provides the background for the PIV-II requirements identified in the subsequent sections. A COFRAC system architecture is presented in this section. The COFRAC system is composed of components and processes that support a common platform for identity authentication across State and local departments and agencies for incident management access. The specifications for the COFRAC components in this standard promote uniformity and interoperability among the various COFRAC system components, across departments and agencies, and across installations. The specifications for processes in this standard are a set of minimum requirements for the various activities that need to be performed within an operational COFRAC system. When implemented in accordance with this standard, the COFRAC credential supports a suite of identity authentication mechanisms that can be used consistently across departments and agencies. The following sections briefly discuss the functional components of the COFRAC system and the life cycle activities of the COFRAC card. Unless otherwise stated, each requirement is mandatory for both Tier 1 and Tier 2 COFRAC credentials.

3.1. Functional Components

An operational COFRAC system can be logically divided into four major subsystems that rely upon an Identity and Privilege Infrastructure:

· Front-End Subsystem – COFRAC credential, card and biometric readers, and personal identification number (PIN) input device. The COFRAC cardholder interacts with these components to gain access to the desired resource.

· Card Issuance and Management Subsystem – the components responsible for identity proofing and registration, card and key issuance and management, and the various repositories and services (e.g., public key infrastructure) required as part of the verification infrastructure.

· Access Control Subsystem – the physical access control system, protected resources, and the authorization data.

· Identity and Privilege Infrastructure – gathers the identity status from the PKI, roles for privileges from the access control subsystem, and generates the data required users to authenticate using their pin or fingerprint to display on the front end system.  The displayed data, which comes from one or more agencies for each individual provides site managers and access control personnel to deploy the individual based on the most current identity and privilege data available from the authorities that granted their privileges.

A workflow diagram for the lifecycle management of a FRAC credential is below in Figure 3-1. It’s broken into the following major steps:

1. Card Request – This activity applies to the initiation of a request for the issuance of a COFRAC card to an applicant and the validation of this request.
2. Enrollment and Registration – The goal of this activity is to verify the claimed identity of the applicant and that the entire set of identity source documents presented at the time of registration is valid.

3. Issuance – This activity deal with the personalization (physical and logical) of the card and the issuance of the card to the intended applicant. 

4. Card Usage – During this activity, the CORFAC card is used to perform cardholder authentication for access to an incident scene, or other resource. Access authorization decisions are made after successful cardholder identification and authentication. 

5. Card Maintenance – This activity deals with the maintenance or update of the physical card and the data stored thereon. Such data includes various card applications, PIN, PKI credentials, and biometrics. 

6. Card Termination – The termination process is used to permanently destroy or invalidate the COFRAC card and the data and keys needed for authentication so as to prevent any future use of the card to COFRAC authentication. 
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Figure 3-1: Identity Management Life Cycle

COFRAC PIV Front-End Subsystem

The COFRAC card will be issued to the applicant when all registration processes have been completed. The Tier 1 COFRAC card has a credit card-sized form factor, with one or more embedded integrated circuit chips (ICC) that provide memory capacity and computational capability. The COFRAC card is the primary component of the COFRAC system. The cardholder uses the COFRAC card for authentication to various physical and logical resources.

Card readers are located at access points for controlled perimeters or resources where a cardholder may wish to gain access by using the COFRAC card. The reader communicates with the COFRAC card to retrieve the appropriate information, located in the card’s memory, to relay it to the access control systems for granting or denying access.

Card readers may contain biometric readers, which provide an additional factor of authentication (“something you are”), in addition to providing the card (“something you have”). PIN input devices can also be used along with card readers when a higher level of authentication (“something you know”) assurance is required. The cardholder presenting the COFRAC card must type in his or her PIN into the PIN input device.

Card writers that are very similar to the card readers personalize and initialize the information stored on COFRAC cards. The data to be stored on COFRAC cards includes personal information, certificates (Tier 1), the PIN (Tier 1, mandatory; optional Tier 2), and biometric data, and is discussed in further detail in subsequent sections.

COFRAC PIV Card Issuance and Management Subsystem

The identity proofing and enrollment (or registration) component in Figure 3-1 refers to the process of collecting, storing, and maintaining all information and documentation that is required for verifying and assuring the applicant’s identity. Various types of information are collected from the applicant at the time of enrollment. Enrollment can occur as part of the hiring process, for issuance of credentials to existing employees, or on-site at a disaster scene.

The card issuance and maintenance component deals with the personalization of the physical (visual surface) and logical (contents of the ICC or barcode) aspects of the credential as the time of issuance and maintenance thereafter. This includes not only printing photographs, names, and other information on the card, but also loading the relevant card applications, biometrics and other data. A PIN is used to control the ability to unlock the card by the cardholder and then supply the embedded credentials for authentication purposes.

For Tier 1 COFRAC cards, the key management component is responsible for the generation of key pairs, the issuance and distribution of digital certificates containing the public key of the cardholder, and management and dissemination of certificate status information. The key management component is used throughout the life cycle of Tier 1 COFRAC credentials – from generation and loading of authentication keys and PKI credentials, to usage of these keys for secure operations, to eventual renewal, Reissuance, or termination of the card. The key management component is also responsible for the provisioning of publicly accessible repositories and services (such as PKI directories and certificate status responders) that provide information to the requesting application about the status of the PKI credentials.
Access Control Subsystem

The access control subsystem includes components responsible for determining a particular COFRAC cardholder’s access to a disaster scene or other resource. The authorization data component comprises information that defines the privileges (authorizations) possessed by entities requesting to access a particular scene or resource. The access control system grants or denies access to a particular resource and includes and identification and authentication (I&A) component, as well as an authorization component.

Identity and Privilege Infrastructure
The Identity and Privilege infrastructure list (IPL) gathers the identity status from the PKI or barcode, roles for privileges from the access control subsystem, and generates the data required users to authenticate using their pin or fingerprint to display on the front end system.  The displayed data, which comes from one or more agencies for each individual, provides site managers and access control personnel the ability to deploy the individual based on the most current identity and privilege data available from the authorities that granted their privileges.

4. COFRAC PIV Front-End Subsystem

This section identifies the requirements for the components of the COFRAC PIV front-end subsystem. Section 4.1 provides the physical and logical card specifications. The logical COFRAC Cardholder Unique Identifier (CHUID) object is described in Section 4.2 Cryptographic keys associated with the cardholder are described in Section 4.3. Formats for mandatory biometric information are defined in Section 4.4. Section 4.5 discusses card reader specifications.

4.1. Physical Card Topology

References to the COFRAC card in this section and Sections 4.1.1 through 4.1.4 pertain to the physical and physical topology characteristics only. References to the front of the card apply to the side of the card that contains the facial image of the cardholder; references to the back of the card apply to the opposite side from the front side.
Sections 4.1.1 through 4.1.4 contain information related to the physical topology of the COFRAC card. The COFRAC card’s physical topology, appearance, and other characteristics should balance the need to have the COFRAC card commonly recognized as a State identification card while providing the flexibility to support individual department and agency requirements. Having a common look for COFRAC cards is important in meeting the objectives of interoperability and improved security. In support of these objectives, consistent placement of printed components and technology is generally necessary. 

The COFRAC card shall comply with physical characteristics as described in FIPS 201, including ISO/IEC 7810, ISO/IEC 10373, ISO/IEC 7816, ISO 15693, and ISO/IEC 14443.
Printed Material

The printed material shall not rub off during the life of the COFRAC card, nor shall the printing process deposit debris on the printer rollers during printing and laminating. Printed material shall not interfere with the contact and contactless ICC(s) and related components, nor shall it obstruct access to machine-readable information.
Tamper Proofing and Resistance

The COFRAC card shall contain security features that aid in reducing counterfeiting, are resistant to tampering, and provide visual evidence of tampering attempts. At a minimum, a COFRAC card shall incorporate one such security feature. Examples of these security features include the following:

· Optical varying structures

· Optical varying inks

· Laser etching and engraving

· Holograms

· Holographic images

· Watermarks

Incorporation of security features shall:

· Be in accordance with durability requirements (ISO7810)

· Be free of defects, such as fading and discoloration

· Not obscure printed information

· Not impede access to machine-readable information

OIT’s guidance is to implement a holographic watermark similar to the current CO driver’s license. Additional tamper-resistance and anti-counterfeiting methods may be utilized if your department or agency so desires, as long as they conform to the other requirements set forth in this standard. Departments and agencies are strongly encouraged to review the viability, effectiveness, and currency of employed tamper resistance and anti-counterfeiting methods.
Physical Characteristics and Durability

The following list describes the physical requirements for the COFRAC card.

· Tier 1 cards shall contain a contact and contactless ICC interface.

· Tier 2 cards shall contain a 2D barcode.

· The card body structure shall consist of card materials that satisfy the FIPS 201 card characteristics and test methods.

· The card shall be subjected to actual, concentrated, or artificial sunlight to appropriately reflect 2000 hours of southwestern United States’ sunlight exposure in accordance to FIPS 201.

· The card shall be 27- to 33-mil thick before lamination, in accordance with FIPS 201.

· The card shall not be embossed.

· Decals shall not be adhered to the card.

· The card material shall withstand the effects of temperatures required by the application of a polyester laminate on one or both sides of the card by commercial off-the-shelf (COTS) equipment. The thickness added due to a laminate layer shall not interfere with the smart card reader operator.

· Departments and agencies may choose to punch an opening in the card body to enable the card to be worn on a lanyard. Departments and agencies should ensure that such alterations are closely coordinated with the card vendor and/or manufacturer to ensure the card material integrity is not adversely impacted. Departments and agencies are strongly encourages to ensure such alterations do not:

· Compromise card body durability requirements and characteristics.

· Invalidate card manufacturer warranties or other product claims.

· Alter or interfere with printed information, including the photo.

· Damage or interfere with machine-readable technology.

Card carriers are recommended in lieu of physically altering the card with an opening.
Visual Card Topography

The information on a COFRAC card shall be in visual printed and electronic form. This section covers the placement of visual and printed information. As noted in Section 4.1.3, the Tier 1 COFRAC card shall contain a contact and contactless ICC interface. This standard does not specify whether a single chip is used or multiple chips are used to support the mandated contact and contactless interfaces.

To achieve a common COFRAC card appearance, yet provide departments and agencies the flexibility to augment the card with department or agency-specific requirements, the card shall contain mandated and optional printed information and mandated and optional machine-readable technologies. Mandated and optional items shall generally be placed as described and depicted. Printed data shall not interfere with machine-readable technology.

Areas that are marked as reserved should not be used for printing. The COFRAC card topology provides flexibility for placement of the embedded module, either in the upper right-hand corner or in the lower bottom portion. Printing restrictions apply only to the area where the embedded module is located (i.e., upper right-hand corner, lower bottom portion).

Figures 4-1 and 4-2 are examples of COFRAC card fronts and Figures 4-3, 4-4, and 4-5 are examples of the card backs. These examples depict the data zones described in the following front and back topology tables.
Note: 

1. Whenever optional text is permissible, a photograph or bitmap may be used in its place. 

2. Data specification for Zone 6 front (PDF), Zone 3 back (Magnetic Stripe), and Zone 8 back (3 of 9 bar code) can be used for agency specific data.
These Tables and Figures in this section were adopted from the State of Pennsylvania  Commonwealth Personal Identity Verification Card Standard Requirements, Governor’s Office of Administration, Office of Information Technology, September 2006.

	COFRAC Credential Topology using FIPS 201 Zones – FRONT

	Zone
	Data Element
	Description
	Format
	Option

	1
	Photograph
	Full frontal pose from top of the head to shoulder. The gray background is preferred, but you may use other colors in the background. Consider the clarity and contrast of the photo against various colored backgrounds. 
	A minimum 300 DPI shall be used. The recommended dimensions are 37.0 x 27.75 mm, which is a .75 aspect ratio (width divided by height). The background shall be uniform and no darker than 18% gray.
	Mandated

	2
	Name
	Last Name, First Name, Middle Initial
	Arial 10pt Bold.  All capital letters. FIRST, LAST, MI The dimensions of this zone are 8.5 x 49.0 mm.
	Mandated

	*
	Reserved Colors
	If used, colors should conform to the FIPS 201 standards:
• Blue—foreign nationals 

• Red—emergency responder officials 

• Green—contractors. 


	
	Optional

	3
	Signature or Agency Specific Text
	Digitally captured signature line. May be used for agency specific text if a signature line is not required.
	The text or the signature shall not interfere with the dual interface integrated circuit chip placement.  Text format is at the department or agency’s discretion. The dimensions of this zone are 7.5 x 49.0 mm.
	Optional

	4
	Agency Specific Text
	If used this area can be used to for print agency specific text. Zones 4 and 5 can be joined into one zone (per figure 4-5 in FIPS 201, February 2005 on page 25).
	Text format is at the department or agency’s discretion. 
	Optional

	5
	Rank or Agency Specific Text
	If required by an agency, this zone will be used for rank and it may be considered for use by State Patrol or National Guard.   Otherwise this zone is used for Agency Specific text. Zone 5 can be joined with Zone 4 creating one zone. (per figure 4-5 in FIPS 201, February 2005 on page 25).
	Text format is at the department or agency’s discretion. 
	Optional

	6
	Portable Data File (PDF) Barcode Two- Dimensional Bar Code 
	If a cardholder’s signature is included (Zone 3), the size of the PDF bar code may be affected; alternatively, consider placing the bar code on the back of the card. The card issuer should confirm that a PDF bar code used in conjunction with a cardholder’s signature can satisfy anticipated PDF data storage requirements. If a PDF barcode is required and a signature line is not required, Zone 17 can be used instead of Zone 3. 
	PDF417 must be on left side of card. 
	Optional

	7
	Integrated Circuit Chip
No printing allowed

 
	Zone 7 is reserved for the dual interface integrated circuit chip which is visible on the face of the chip.  
	ISO 7816 Compliant
	Mandated for Tier 1 

	8
	Individual Affiliation 
	Individual affiliation (Example: EMPLOYEE, Employee, VOLUNTEER, Volunteer, CITIZEN, Citizen, NATIONAL GUARD, etc.)
	Arial 6pt Bold for Individual affiliation or text format is at the department or agency’s discretion. Text requirement is not case sensitive.
	Mandated

	9
	Header or State Specific Text 
	Text in here shall read “State of Colorado”  
	Arial 6pt Bold. The dimensions of this zone are 2.0 x 27.75 mm. The zone may be expanded if verified by card and printer manufacturers.
	Mandated

	10
	Employee or Individual Affiliation
	Jurisdiction, Agency, Department, Office or Organization. This the highest level of political subdivision or corporation that an individual is affiliated with. For example, “City of Boulder” or “Qwest” or “City of Commerce City” or “Douglas County” or “City and County of Broomfield” or “South Metro Fire District” or “Tri-Country Health Department” . For State Agencies, it is the actual agency to which the employee is affiliated. E.g. “DOLA” or “DPS/CSP” or “Division of Fire Safety”
	Arial 6pt Bold The dimensions of this zone are 10.0 x 20.75 mm.
	Mandated

	11
	Agency Seal
	The seal can be printed here, but must not impair readability of text. Recommendation is to use the State Seal. Agencies may use their agency seal if desired. 

	Transparency should be no greater than 65% brightness and 25% contrast, and must not impair readability. The dimensions of this zone are 20.0 x 20.0 mm. Agencies may print their seals in other locations if desired, as long as the seal does not interfere with any mandatory data elements or technologies on the card.
	Optional

	12
	Footer – First Responder or Agency Specific Text
	For first responders, this is the FIPS 201 preference for the Emergency Response Official Identification label (i.e., “Federal Emergency Response Official” “Law Enforcement”, “Firefighter”).
	Arial Red Bold for first responders. Text format is at the department or agency’s discretion for agency specific text.  
	Optional

	13
	Issue Date or Agency Specific Text 
	If required by an agency, the issue date shall be printed above the expiration date. Agency specific text can appear here if an issue date is not used.
	YYYYMMMDD is the format for Issue date. Arial 6pt Bold. Text format is at the department or agency’s discretion for agency specific text.  
	Optional

	14
	Expiration Date
	Expiration date will be 5 years from issue for both Tier 1 and Tier 2 credentials
	Arial 6pt Bold – The card expiration date must be printed in YYYYMMMDD format. The dimensions of this zone are 4.5 x 20.75 mm.
	Mandated

	17
	Agency Specific Text
	Zone 3 is reduced in length and renamed as Zone 17 when a PDF is used in Zone 6. 
	Not Used
	Optional 


Table 4-1: COFRAC Credential Topology using FIPS 201 Zones – FRONT
	COFRAC Credential Topology using FIPS 201 Zones – BACK

	Zone
	Data Element
	Description
	Format
	Option

	1
	Agency Card Serial Number
	Contains the unique serial number from the issuing agency or department.  
	6pt Arial Bold Left Justified
	Mandated

	2
	Issuer Identification
	Consists of 6 characters for Dept Code, 4 characters for agency code, and a 5-digit number that uniquely identifies the issuing facility within the department or agency.
	6pt Arial Bold Left Justified
	Mandated

	3
	COFRAC AAMVA PDF417 Bar Code or Magnetic Stripe (if in use)

	Barcode - See Appendix C of this document for specifications. Magnetic stripe - Must be of high coercivity and placed in accordance with ISO7811.


	Barcode - See Appendix C of this document for specifications. Magnetic stripe - ISO 7811-6
	Barcode - Mandated, but can be in either Zone 7 (preferred) or Zone 8 if a magnetic stripe is also being utilized

	4
	“Return to” or Agency Specific Text
	If used, “return if lost” language shall be placed in Zone 4. If return if lost is not required, then this zone can be used for agency specific text. 
	5pt Arial Normal
	Optional

	5
	Physical Characteristics or Agency Specific Text 
	If used the physical characteristics (e.g. height, eye color, hair color) shall be placed in Zone 5. Use English units instead of metric units.   If physical characteristics are not required then this zone can be used for agency specific text.
	Arial 6 pt Bold
	Optional

	6
	Additional Language for Emergency Responder Officials or Agency Specific Text
	If used, this zone can be used to provide additional information to identify emergency first responders. Can be used for agency specific text when additional first responder language is not used. Use when Zone 7 is needed for Title 18 Language. Zone 6 cannot be used in conjunction with Zone 9.
	5pt Arial Normal
	Optional

	7
	Title 18 Language or Agency Specific Text 
	If used, Standard Section 499, Title 18 language warning against counterfeiting, altering, or misusing the card shall be printed. Agency specific text can be used if Title 18 language is not required. Zone 7 cannot be used in conjunction with Zone 9.
	5pt Arial Normal
	Optional

	8
	COFRAC AAMVA PDF417 Bar Code
	See Appendix C of this document for specifications.
	See Appendix C of this document for specifications.
	Barcode - Mandated, but can be in either Zone 3 (preferred) or Zone 8 if a magnetic stripe is also being utilized

	9
	Agency Specific Text
	Agency specific text. Can be used in place of Zones 6 and 7. Zone 9 can be divided into two to make two separate zones.
Additionally, no prox chips can be placed in this zone.
	Text format is at the department or agency’s discretion.
	Optional (Mandated for no prox chips)

	10
	Agency Specific Text 
	Agency specific text. Can be used in place of Zones 4 and 5. Zone 10 can be divided into 2 individual zones.
	Text format is at the department or agency’s discretion.
	Optional


Table 4-2: COFRAC Credential Topology using FIPS 201 Zones – BACK
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Figure 4-1.  Card Front
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Figure 4-2.  Card Back, with COFRAC labeling, without Zones
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Figure 4-3.  Card Back, with Zones

Logical Characteristics
Logical requirements refer to the computerized information stored on the COFRAC Card. Specific data elements have been mandated in FIPS 201 for the purpose of verifying the cardholder's identity at graduated assurance levels. These data elements include:
1. Digital image of cardholder’s face - Used to prove the identity of the cardholder.  The intent is to allow the cardholder’s image to appear on a screen for visual inspection, not to interface with facial recognition software. Facial images will conform to the full frontal type defined in Section 5 of NIST Special Publication 800-76 Biometric Data Specifications for Personal Identity Verification.
2. PIN - Used to prove or authenticate that the bearer of the card is the actual owner to an external entity that’s connected to a card-reader.
3. Card Holder Unique Identifier (CHUID) - Used by the card to prove the identity of the cardholder to an external entity (CTE authentication), such as a network computer system.  The format of the CHUID is specified in “Technical Implementation Guidance: Smart Card Enabled Physical Access Control Systems v2.2” published by the Government Smart Card Interagency Advisory Board’s Physical Security Interagency Interoperability Working Group on July 27, 2004, commonly referred to as PACS v2.2, and is composed of pre-defined, fixed length data elements.  All COFRAC cards will have a CHUID. Detailed information about the CHUID can be found in Section 4.2 of FIPS 201 and SP 800-73.
The CHUID shall be a free-read data element from both the contact and contactless interfaces (the COFRAC doesn’t have to be activated for an electronic reader to read the CHUID) and contain the following: 
a. Federal Agency Smart Credential Number (FASC-N).  Consistent with the TIG SCEPACS Option for “System Code || Credential Number” to establish a credential number space of 9,999,999,999 credentials, the FASC-N uniquely identifies each COFRAC card. 

b. Expiration date.  In machine readable format, the expiration date data element shall specify when the card expires, and facilitate status checking in the asymmetric signature field. The expiration date format and encoding rules are specified in SP800-73. This field shall be 8 bytes in length and shall be encoded as YYYYMMMDD. 

c. The asymmetric signature field (Digital Signature). The Asymmetric Signature data element of the COFRAC’s CHUID shall be encoded as a Cryptographic Message Syntax (CMS) external digital signature, as defined in RFC 3852. The digital signature shall be computed over the entire contents of the CHUID, excluding the Asymmetric Signature field. Algorithm and key size requirements for the asymmetric signature are detailed in SP800-78. 
a. This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.

The issuer asymmetric signature file is implemented as a SignedData Type, as specified in RFC3852, and shall include the following information: 

· The message shall include a version field specifying version v3 

· The digestAlgorithms field shall be as specified in SP800-78 

· The encapContentInfo shall: 

– Specify an eContentType of id-PIV-CHUIDSecurityObject 

– Omit the eContent field 

· The certificates field shall include only a single X.509 certificate which can be used to verify the signature in the SignerInfo field 

· The crls field shall be omitted 

· SignerInfos shall be present and include only a single SignerInfo 

· The SignerInfo shall: 

– Use the issuerAndSerialNumber choice for SignerIdentifier 

– Specify a digestAlgorithm in accordance with SP800-78

– Include, at a minimum, the following signed attributes: 

· A MessageDigest attribute containing the hash computed over the concatenated contents of the CHUID, excluding the asymmetric signature field 

· A pivSigner-DN attribute containing the subject name that appears in the PKI certificate for the entity that signed the CHUID 

– Include the digital signature. 

4. Cryptographic Keys: The PIV Authentication Key, Card Authentication Key, Digital Signature Key, Key Management Key, and Card Management Key. 
a. This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.
5. Two biometric fingerprints: Used by the card to prove the identity of the cardholder, and is especially useful when agencies choose to implement on-card matching of biometric information. Fingerprints will be stored using the International Committee for Information Technology Standard 358 for minutia and conform to Section 3 of NIST Special Publication 800-76 Biometric Data Specifications for Personal Identity Verification. The two fingerprints shall be accessible only over the contact interface and after presentation of a valid Personal Identification Number (PIN).
a. This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.
All data on COFRAC credentials needs to be locked down and tamper resistant. 
COFRAC PIV Card Activation by Cardholder
Tier 1 COFRAC cards shall implement PIN-based cardholder activation to allow privileged operations (e.g., access to fingerprint biometrics) using COFRAC cards held by the card. For PIN-based cardholder activation, the cardholder shall supply a numeric (6-8 digits) PIN. The PIN shall be transmitted to the COFRAC credential and checked by the credential. If the presented PIN is correct, the CORFAC credential is activated. The Tier 1 COFRAC card shall include mechanisms to limit the number of guesses an adversary can attempt if a card is lost or stolen. Moreover, the PIN should not be easily-guessable or otherwise individually-identifiable in nature (e.g., part of SSN or telephone number).

Agencies issuing Tier 2 credentials can implement a PIN system tied to the barcode if they so choose. If implemented, the standards in 4.1.6 must be followed.

COFRAC PIV Card Activation by Card Management System

Tier 1 COFRAC cards may support card activation by the card management system to support card personalization and post-issuance credential update. To activate the credential for personalization or update, the card management system shall perform a challenge response protocol using cryptographic keys stored on the card in accordance with FIPS 201. When cards are personalized, card management keys shall be set to be specific to each COFRAC card. That is, each COFRAC card shall contain a unique card management key.
4.2. Mandatory Data Elements for Resource Typing

All categorization will follow Federal NIMS Resource Typing standards. Where they do not exist, the State will create its own, and replace them when Federal standards are released. Initially, the State will focus on the following classifications:

· Law enforcement

· Non-sworn law enforcement support personnel

· Firefighters

· Non-firefighting fire support personnel

· Emergency management

· Communications

· Field IT specialist

· NWCG/All-hazards

· HazMat

· Medical, non EMS

· Search and Rescue (non-urban)

· Medical examiner/coroner

· Animal/veterinary

To the extent possible, categorization should link to Federal Incident Qualification System (IQS) as well as the State’s IQS, firefighter, P.O.S.T., hazmat and EMS certification databases.
4.3. Cryptographic Specifications

At a minimum, Tier 1 COFRAC cards must store one asymmetric private key and a corresponding public key certificate, and perform cryptographic operations using the asymmetric private key. This section does not apply to Tier 2 cards. Cryptographic operations with this key are performed only through the contact interface. Accessibility through the contactless interface could make it possible for covert electronic capture of the information, and impose a real security risk.

The COFRAC card shall implement the following cryptographic operations and support functions: 

· RSA or elliptic curve key pair generation 

· RSA or elliptic curve private key cryptographic operations 

· Importation and storage of X.509 certificates. 

The COFRAC card may include additional asymmetric keys and PKI certificates if and when the need arises.  Consult FIPS 201 and SP800-78 for specifics as required.

All cryptographic operations using the PIV card keys shall be performed on-card; the card need not implement any additional cryptographic functionality (e.g., hashing, signature verification) by additional cryptographic mechanisms implemented on-card. Algorithms and key sizes for each key type are specified in SP800-78. 

The COFRAC card has a single federally mandated key and four types of optional keys that shall be implemented for the State of Colorado: 

· The PIV authentication key shall be an asymmetric private key supporting card authentication for an interoperable environment, and it is federally mandated for all federally interoperable PIV Cards, including the Tier 1 COFRAC card. This key supports the interoperable physical and logical access using the contact interface.

· The card authentication key may be either a symmetric (secret) key or an asymmetric private key for physical access. Supports contactless physical access and is an allowance for many currently employed physical access systems.

· The digital signature key is an asymmetric private key supporting document signing. 

· The key management key is an asymmetric private key supporting key establishment and transport. This can also be used as an encryption key and useful for encrypting email or other sensitive documents.

· The card management key is a symmetric key used for personalization and post-issuance activities.  This key will enable the department or agency to securely make changes to data on the card’s ICC.

All PIV card cryptographic keys shall be generated within a FIPS 140-2 validated cryptomodule with overall validation at Level 2 or above. In addition to an overall validation of Level 2, the COFRAC cards shall provide Level 3 physical security to protect the PIV private keys in storage.
Requirements specific to storage and access of each class of keys are detailed below. Where applicable, key management requirements are also specified. 

· PIV Authentication Key. This key shall be generated on the COFRAC card itself. The card shall not permit exportation of the PIV authentication key. As an added security measure, the PIV authentication key must be available only through the contact interface of the identification card. Private key operations may be performed using an activated COFRAC card without explicit user action (e.g., the PIN need not be supplied for each operation). 

The COFRAC card shall store a corresponding X.509 certificate to support validation of the public key. The X.509 certificate shall include the FASC-N in the subject alternative name extension using the PIV FASC-N attribute to support physical access procedures. The expiration date of the certificate must be no later than the expiration date of the COFRAC. 

· Card Authentication Key. The COFRAC card shall not permit exportation of the card authentication key. Private/secret key operations may be performed using this key without explicit user action (e.g., the PIN need not be supplied). This standard does not specify key management protocols or infrastructure requirements. 

· Digital Signature Key. The COFRAC Card digital signature key shall be generated on the COFRAC. The card shall not permit exportation of the digital signature key. If present, cryptographic operations using the digital signature key may only be performed using the contact interface of the card. Private key operations may not be performed without explicit user action. 
The PIV card shall store a corresponding X.509 certificate to support validation of the digital signature key. 
· Key Management Key. This key may be generated on the COFRAC card or imported to the card. If present, the key management key must only be accessible using the contact interface of the card. Private key operations may be performed using an activated COFRAC credential without explicit user action (e.g., the PIN need not be supplied for each operation). This key is sometimes called an encryption key or an encipherment key. 

The COFRAC card shall import and store a corresponding X.509 certificate to support validation of the key management key. Section 5.4 of this document specifies the certificate format and the key management infrastructure for PIV key management keys. 

· Card Management Key. The card management key is imported onto the card by the issuer. If present, the card management key must only be accessible using the contact interface of the card. 

The COFRAC card may also import and store X.509 certificates for use in PKI path validation. These trust anchor certificates may be accessed through the contact interface using an activated PIV Card without explicit cardholder action. If supported, initialization and update of trust anchor certificates shall require explicit cardholder action (entering a PIN), in addition to activation of the card. 

4.4. Biometric Data Specifications

The biometric data used during the COFRAC card life cycle activities shall consist of the following:

· A full set of fingerprints used to perform law enforcement checks as part of the identity proofing and registration process.

· An electronic facial image used for printing facial image on the card as well as for performing visual authentication during card usage. A new facial image must be collected at the time of Reissuance. The facial image is not required to be stored on Tier 1 credentials.

· Two electronic fingerprints to be stored on the card for automated authentication during card usage. 
(i) This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.
All three biometric data enumerated above are collected during the identity proofing and registration process. Implementation requirements for storage of biometric data on COFRAC credentials is dependent on use of specifications contained in NIST SP 800-76 and FIPS 201. 

Biometric Data Collection, Storage, and Usage

The full set of fingerprints shall be collected from all COFRAC card applicants. The fingerprints shall be used for one-to-many matching with the database of fingerprints maintained by the FBI. The fingerprints should be captured using FBI-certified scanners and transmitted using FBI standard transactions.

Two of the ten electronic fingerprints shall be stored on the Tier 1 COFRAC card. The right and left index fingers shall normally be designated as the primary and secondary fingers, respectively. These card fingerprints shall be used for 1-to-1 biometric verification against live samples collected from the COFRAC card holder. In an incident management situation, the receiving authority department or agency has the option to use one or both of them for the purpose of COFRAC card holder authentication. If only one fingerprint is used for authentication, then the primary finger shall be used first.

The format of the biometric record depends upon the biometric type. One or more records can be concatenated and prepended with a general record header to form a standard biometric record. Refer to FIPS 201 and NIST SP800-76 for complete specifications.

This standard also requires that COFRAC biometric data is not readable in the clear and is protected through an authentication mechanism such as a PIN. The two electronic fingerprints stored on the card shall be accessible only over the contact interface and after the presentation of a valid PIN. No contactless access is permitted for the biometric data specified to be stored on the COFRAC card. However, this standard does not specify whether other biometric information should be stored in a contact or contactless IC. An electromagnetically opaque sleeve or other technology is required to protect against any unauthorized contactless access to biometric information stored on a contactless IC.
4.5. Card Reader Specifications

This section provides minimum requirements for the contact and contactless card readers. Also, this section provides requirements for PIN input devices.
Contact Reader Specifications

Card readers shall conform to the FIPS 201 standard for the card-to-reader interface and Interfaces for Personal Identity Verification, NIST SP 800-73-2 (when final). These readers shall conform to the FIPS 201 specifications for the reader-to-host system interface.
· This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.
Contactless Reader Specifications

Contactless card readers shall conform to the ISO14443 standard for the card-to-reader interface. In cases where these readers are connected to general purpose desktop computing systems, they shall conform to FIPS 201 for the reader-to-host system interface. If not connected, no reader-to-host system interface is specified.
· This is mandatory for Tier 1 credentials, but optional for Tier 2 credentials.
PIN Input Device Specifications

PIN input devices shall be used for implementing PIN-based COFRAC card activation. When the COFRAC card is used with a PIN for physical access, the PIN input devices shall be integrated with the reader. When the COFRAC card is used with a PIN for logical access (e.g., to authenticate to a Web site or other server), the PIN input devices may be integrated with the reader or entered using the computer’s keyboard. If the PIN input devices is not integrated with the reader, the PIN shall be transmitted securely and directly to the COFRAC card for credential activation.
5. COFRAC Card Issuance and Management Subsystem

This section defines the security requirements for processes that are part of the Card Issuance and management Subsystem for a PIV-II implementation. Those largely parallel the requirements for PIV-I, but includes the requirement for issuance and management of an interoperable COFRAC card. 
5.1. COFRAC Identity Proofing and Registration Requirements

Section 2.2 of this standard requires the adoption and use of an approved identity proofing and registration process. All COFRAC identity proofing and registration systems must satisfy the PIV-I objectives and requirements stated in Section 2.2 in order to meet the approved requirements. Identity credentials issued to individuals without a completed background check must be electronically distinguishable from credentials issued to those who have completed the process.

An additional requirement for PIV-II is that the biometrics (fingerprints and facial image) that are used to personalize the COFRAC card must be captured during the identity proofing and registration process.

COFRAC Adjudication Processes
A. No credential shall be granted to any person who has been convicted of the following crimes set forth in the Colorado Criminal Code (Title 18, C.R.S.):

· Offenses under Article 3 – Offenses against a person.

· Offenses under Article 4 – Offenses against a property.
· Offenses under Article 5 – Offenses involving fraud.

· Offenses under Article 6– Offenses involving the family relations.

· Offenses under Article 6.5 – Wrongs to At-Risk Adults.
· Offenses under Article 7 – Offenses related to morals.

· Offenses under Article 8 – Offenses - Governmental Operations.

· Offenses under Article 9 – Offenses against public peace, order and decency.
B. Within the categories of criminal offenses listed above, certain crimes are considered to present an unreasonable risk to public health and safety, such that applications for credentials or credential renewal presumably shall be denied or disciplinary sanctions shall be imposed unless, upon consideration of all the facts and circumstances, is determined otherwise. These crimes include:

1. Crimes involving sexual misconduct where the victim’s failure to affirmatively consent is an element of the crime. 

2. Crimes involving the sexual or physical abuse of children, the elderly or the infirm, such as sexual misconduct with a child, making or distributing child pornography or using a child in a sexual display, incest involving a child, and assault on an elderly or inform person. 

3. Crimes involving terrorism, espionage, sedition, and treason.

C. Additionally, the following crimes and/or circumstances are considered to present a significant risk to public health and safety, such that applications for credentials or credential renewals may be denied or disciplinary sanctions may be imposed, depending upon the facts and circumstances.

1. Conviction of or a plea to crimes for which the individual is currently incarcerated, on work release, on probation or on parole, or has not yet completed all court orders associated with the conviction/plea.

2. A continuing pattern of criminal conduct.

3. Conviction of or plea to crimes in the following categories:

a. Serious crimes of violence against persons, such as assault or battery with a dangerous weapon, aggravated assault and battery, murder or attempted murder, manslaughter except involuntary manslaughter, kidnapping, robbery of any degree; or arson.

b. Serious crimes against property, such as grand larceny, burglary, embezzlement or fraud.

c. Serious crimes involving fraud, such as forgery, possession of a forged instrument, impersonation, and identity theft.

D. In determining whether or deny, refuse to renew, revoke, suspend, modify or otherwise limit a first responder’s credential based on a criminal conviction, the Department/agency/jurisdiction may consider, but is not limited to, the following information:

1. The nature and seriousness of the crime.

2. Whether the crime was against person or property and committed while in a position of trust.

3. Whether the crime related directly to the skills of first responder personnel and the delivery of services.

4. The length of time elapsed since the crime was committed.

5. Whether the crime involved violence to, or abuse of, another person.

6. Whether the crime involved a minor or a person of diminished capacity.

7. The applicant/practitioner’s actions and conduct wince the crime occurred.

8. Compliance with all court orders associated with the conviction.

9. Subsequent criminal actions.

.

5.2. COFRAC Issuance and Maintenance Requirements

COFRAC Card Issuance

Section 2.3 of this standard requires the adoption and use of an approved issuance and maintenance process. All COFRAC identity proofing and registration systems must satisfy the PIV-I objectives and requirements stated in Section 2.3 in order to meet the approved requirements. An employee, volunteer or contractor may be issued a COFRAC card while a background check is pending. In such cases, the process must verify successful completion and adjudication of the investigation.

An additional requirement is that the issuer shall perform a 1-to-1 biometric match of the applicant against the biometric included in the COFRAC card or in the COFRAC enrollment record. On successful match, the COFRAC card shall be released to the applicant.
COFRAC Card Maintenance

The COFRAC card shall be maintained via processes that comply with the specifications in this section. 

The data and credentials held by the COFRAC cardholder may need to be invalidated prior to the expiration date of the credential. The credential holder may retire, change jobs, or the employment is terminated, thus requiring invalidation of a previously active card. The card may be damaged, lost, or stolen, thus requiring a replacement. The COFRAC system must ensure that this information is distributed efficiently within the COFRAC management infrastructure and made available to parties authenticating a credential holder. In this regard, procedures for COFRAC credential maintenance must be integrated into department and agency procedures to ensure effective credential management.

COFRAC Card Renewal

Renewal is the process by which a COFRAC card is replaced without the need to repeat the full registration procedure. The credential issuer or registrar shall verify that the employee remains in good standing and personnel records are current before renewing the card or related credentials. 

The COFRAC card shall be valid for no more than five years. A cardholder shall be allowed to apply for a renewal starting three months prior to the expiration of a valid COFRAC card, and until the actual expiration of the card. The card issuer will verify the cardholder’s identity against the biometric information stored on the expiring card. The expired COFRAC card must be collected and destroyed.

The same biometric data may be reused with the new COFRAC card while the digital signature (Tier 1 credentials only) must be recomputed with the new FASC-N. However, the facial biometric must be retaken every 5 years to coincide with the card reissuance and put on the newly issued COFRAC card.

The expiration date of the PIV authentication certificate and optional digital signature certificate cannot be later than the expiration date of the COFRAC card (Tier 1 only). Therefore, a new PIV authentication key and certificate shall be generated. If the COFRAC card supports the optional key management key, it may be imported to the new COFRAC card.
COFRAC Card Reissuance

In the case of reissuance, some part of the registration and issuance process, including fingerprint and facial image capture, shall be conducted. The card issuer (or registrar) shall verify that the employee remains in good standing and personnel records are current before reissuing the card and associated credentials.

A cardholder shall apply for reissuance of a new COFRAC card if the old COFRAC card has been compromised, lost, stolen or damage. The cardholder can also apply for reissuance of a valid COFRAC card in the event of an employee status or attribute change, or if one or more logical credentials have been compromised.

COFRAC Card PIN Reset

The PIN on a COFRAC card may need to be reset if the contents of the card are locked resulting from the usage of an invalid PIN more than the allowed number of retries stipulated by the department or agency. PIN resets may be performed by the card issuer. Before the reset COFRAC card is provided back to the cardholder, the card issuer (or registrar) shall ensure that the cardholder’s biometric matches the stored biometric on the reset COFRAC card.
COFRAC Card Termination

The termination process is used to permanently destroy or invalidate the use of the card, including the data and the keys on it, such that it cannot be used again. The COFRAC card shall be terminated under the following circumstances:

3. An employee separates (voluntarily or involuntarily) from State or Local service.

4. An employee separates (voluntarily or involuntarily) from a State or Local contractor.

5. A contractor changes positions and no longer needs access to State or Local buildings, scenes, or systems.

6. A cardholder is determined to hold a fraudulent identity.

7. A cardholder passes away.

8. Or as determined by the sponsoring agency. No appeal shall be granted in this situation.

Similar to the situation in which the card or a credential is compromised, normal termination procedures must be in place to ensure the following:

9. The COFRAC card is collected and destroyed, if possible.

10. The COFRAC card itself is revoked. Any local databases that indicate current valid or invalid status or FASC-N values must be updated to reflect the change in status.

11. The CA shall be informed and the certificate corresponding to PIV authentication key on the COFRAC card must be revoked. Departments and agencies may revoke certificates corresponding to the optional digital signature and key management keys.

12. OCSP responders shall be updated so that queries with respect to certificates on the COFRAC credential are answered appropriately. This may be performed directly or indirectly.

13. The personally identifiable information that has been collected from the cardholder is disposed of in accordance with the stated privacy and data retention policies of the department or agency.
5.3. COFRAC Key Management Requirements

This section applies to Tier 1 COFRAC cards only. COFRAC cards will have one or more asymmetric private keys that comply with the X.509 public key certificates.
Architecture

The Certificate Authority (CA) that issues certificates to support COFRAC card authentication shall participate in the hierarchical PKI for the Common Policy managed by the Federal PKI.
PKI Certificate

All certificates issued to support COFRAC card authentication shall be issued under the id-CommonHW policy and the id-CommonAuth policy as defined in the X.509 Certificate Policy for the U.S. Federal PKI Common Policy Framework (COMMON). CAs and registration authorities (RA) may be operated by departments or agencies, or outsourced to PKI service providers.  

All certificate requirements and processes shall follow the FIPS 201 standard, Section 5.4. These include the following:
14. CAs and registration authorities (RA) may be operated by departments or agencies, or outsourced to PKI service providers.

15. COMMON requires Level 2 validation for the COFRAC card. In addition, this standard requires the cardholder to authenticate to the COFRAC card each time it performs a private key computation with the digital signature key.

16. The required contents of X.509 certificates associated with the COFRAC private keys are based on PROF.

17. CAs that issue PIV authentication certificates shall maintain an LDAP directory server that holds the Certificate Revocation Lists (CRL) for the certificates it issues, as well as any CA certificates needed to build a path to the Federal Bridge CA.

18. Every CA that issues PIV authentication certificates shall operate an OCSP server that provides certificate status for every authentication certificate the CA issues.

19. CA certificates and CRLs must be distributed using LDAP and Hypertext Transport Protocol (HTTP).
20. PIV authentication certificates shall not be distributed publicly via LDAP or HTTP. Individual departments or agencies can decide whether other user certificates can be distributed via LDAP.

21. The OSCP status responders must be updated at least as frequently as CRLs are issued, or every 4 hours.

22. Synchronization with the Identity and Privilege List (IPL) must occur at least every 4 hours for the IDMS, directory server and handheld devices. The preference on the server side is to sync as near real-time as possible.
6. COFRAC PIV Card Holder Authentication

This section defines a suite of identity authentication mechanisms that are supported by the COFRAC card, and their applicability in meeting the requirements for a set of graduated levels of identity assurance. While a wide range of authentication mechanisms is identified in this section, department and agencies may adopt additional mechanisms that use the identity credentials on the COFRAC card. In the context of the COFRAC card, identity authentication is defined as the process of establishing confidence in the identity of the cardholder presenting a COFRAC card. The authenticated identity can then be used to determine the permissions or authorizations that are granted to that identity to access various scenes or resources.
6.1. Identity Assurance Levels

This standard defines three levels of assurance for identity authentication supported by the COFRAC card. Each assurance level refers to the degree of confidence established in the identity of the holder of the COFRAC card. The entity performing the authentication establishes confidence in the identity of the COFRAC cardholder through the following:

1. The rigor of the identity proofing process conducted prior to issuing the COFRAC card.
2. The security of the COFRAC card issuance and maintenance processes.

3. The strength of the technical mechanisms used to verify that the cardholder is the owner of the COFRAC card.

Sections 2 and 5 of this standard define requirements for the identity proofing, registration, issuance, and maintenance processes for all COFRAC cards, regardless of Tier level. Hence, there is a common level of assurance in these processes. Both the Tier 1 and Tier 2 COFRAC cards bear a number of visual and logical credentials. Depending upon the specific credentials used to authenticate the holder of the COFRAC card to an entity that controls access to a scene, varying levels of assurance that the holder of the COFRAC card is the owner of the car can be achieved. This is the basis for the following identity authentication assurance levels:
23. SOME Confidence – A basic degree of assurance in the identity of the cardholder.

24. HIGH Confidence – a strong degree of assurance in the identity of the cardholder.

25. VERY HIGH Confidence – a very strong degree of assurance in the identity of the cardholder.

Parties responsible for controlling access to disaster and other scenes or other resources shall determine the appropriate level of identity assurance required for access, based on the harm and impact to individuals and organizations as a result of errors in the authentication of the identity of the COFRAC cardholder.

6.2. CORFRAC PIV Card Authentication Mechanisms
The following subsections define the basic types of authentication mechanisms that are supported by the core credential set hosted by the COFRAC card. This standard does not define the authentication mechanisms that can be implemented using optional logical credential elements on the Tier 1 COFRAC card.
Authentication Using PIV Visual Credentials

Visual authentication of a COFRAC cardholder shall be used only to support access control to physical facilities, sites and resources. The COFRAC card has several mandatory topographical features on the front and back that support visual identification and authentication, such as:

26. Photograph

27. Name

28. Employee affiliation

29. Employment identifier

30. Expiration date

31. Agency card serial number (back of card)

32. Issuer identification (back of card)

The COFRAC card may also bear the following optional components:

33. Agency name and/or department

34. Department or agency seal

35. COFRAC cardholder physical characteristics

36. Applicant’s signature
Authentication Using the PIV CHUID

The COFRAC card provides a mandatory logical credential called the CHUID, which will be found on both Tier 1 and Tier 2 cards. The CHUID shall be used for COFRAC cardholder authentication using the following sequence:

37. The CHUID is read electronically from the COFRAC card.

38. The expiration date is checked to ensure that the card has not expired.

39. One or more of the CHUID data elements (e.g., FASC-N, Agency Code) are used as input to the authorization check to determine whether the cardholder should be granted access.

Some of the characteristics of the CHUID-based authentication mechanism are as follows:

40. Can be used for rapid authentication for high volume access control

41. Low resistance to use of unaltered card by non-owner of card

42. Applicable with contact-based and contactless readers.

Authentication Using PIV Biometric

Tier 1 COFRAC cards host a mandatory signed biometric that can be read from the card following cardholder-to-card authentication using a PIN supplied by they cardholder. The biometric is designed to support a cardholder-to-external system authentication mechanism through a match-off-card scheme.
Some of the characteristics of the COFRAC biometric authentication mechanisms are as follows:

43. Slower mechanism, because it requires two interactions with the cardholder

44. Strong resistance to use of unaltered card by non-owner since PIN is required to activate card

45. Digital signature on biometric, which can be checked to further strengthen the mechanism

46. Applicable only with contact-based card readers

If utilized, the following sequence shall be followed for attended authentication of the COFRAC biometric:

47. The CHUID is read from the card.

48. The expiration date in the CHUID is checked to ensure that the card has not expired.

49. The cardholder is prompted to submit a PIN. The PIN entry is done in the view of an attendant.

50. The submitted PIN is used to activate the card. The biometric is read from the card.

51. The cardholder is prompted to submit a live biometric sample. The biometric sample is submitted in the view of an attendance.

52. If the biometric sample matches the biometric read from the card, the cardholder is authenticated to be the owner of the card.

53. The FASC-N in the CHUID is compared with the FASC-N in the Signed Attributes field of the external digital signature on the biometric.

54. One or more of the CHUID data elements are used as input to the authorization check to determine whether the cardholder should be granted access.

Similarly, an unattended biometric credential check can be done; the only difference is that there is no attendant to supervise the use of the COFRAC and the submission of the PIN and the biometric by the cardholder.
Authentication Using PIV Asymmetric Cryptography (PKI)

The Tier 1 COFRAC card carriers a mandatory asymmetric authentication private key and corresponding certificate, as described in Section 4. If utilized, the following steps shall be used to perform authentication using the PIV asymmetric authentication key:
55. The cardholder is prompted to submit a PIN.

56. The submitted PIN is used to activate the card.
57. The reader issues a challenge string to the card and requests an asymmetric operation in response.

58. The card responds to the previously issued challenge by signing it using the COFRAC authentication private key and attaching the associated certificate.

59. The response signature is verified and standards-compliant PKI path validation is conducted. The related digital certificate is checked to ensure that it is from a trusted source. The revocation status of the certificate is checked to ensure current validity.

60. The response is validated as the expected response to the issued challenge.

61. The Subject Distinguished Name (DN) and FASC_N from the authentication certificate are extracted and passed as input to the authorization function.

Some of the characteristics of the PKI-based authentication mechanism are as follows:

62. Requires the use of online certificate status checking infrastructure.

63. Highly resistant to credential forgery.

64. Strong resistance to use of unaltered card by non-owner since PIN is required to activate card.

65. Applicable with contact-base card readers.

6.3. COFRAC Support of Graduated Assurance Levels for Identity Authentication

The COFRAC card supports a set of authentication mechanisms that can be used to implement graduated assurance levels for identity authentication. The COFRAC-supported mechanisms for scene and physical resource access control systems are summarized in Table 6-1. It is implicit that an authentication mechanism that is suitable for a higher assurance level can also be applied to meet the requirements for a lower assurance level.
	COFRAC Assurance Level Required by Application or Resource
	Applicable COFRAC Authentication Mechanism

	SOME confidence
	VISUAL, CHUID

	HIGH confidence
	BIOMETRIC

	VERY HIGH confidence
	BIOMETRIC (Attended), PKI





Table 6-1: Authentication for Physical Access
7. Appendix A – Glossary of Terms and Acronyms

7.1. Glossary of Terms

The following terms are used throughout this standard.

Access Control: The process of granting or denying specific requests: 1) obtain and use information and related information processing services; and 2) enter specific physical facilities (e.g., disaster zone, State buildings, military establishments)

Agency: A division of government with a specific function offering a particular kind of assistance. Agencies are defined as jurisdictional (having statutory responsibility for incident management) or as assisting or cooperating (providing resources or other assistance).
Applicant: An individual applying for a COFRAC card, and who, as determined by the agency, has an identified need to be issued with a COFRAC card. It is the Applicant’s responsibility to provide accurate and truthful information to the agency. The Applicant may be a current or prospective State or Local hire, a State or Local employee, or a contractor.

Application: A hardware/software system implemented to satisfy a particular set of requirements. In this context, an application incorporates a system used to satisfy a subset of requirements related to the verification or identification on an end user’s identity so that the end user’s identifier can be used to facilitate the end user’s interaction with the system.

Architecture: A highly structured specification of an acceptable approach within a framework for solving a specific problem. An architecture contains descriptions of all the components of a selected, acceptable solution while allowing certain details of specific components to be variable to satisfy related constraints (e.g., costs, local environment, user acceptability).

Authentication: The process of establishing confidence of authenticity; in this case, in the validity of a person’s identity and the COFRAC card.

Biometric: A measurable, physical characteristic or personal behavioral trait used to recognize the identity, or verify the claimed identity, of an Applicant. Facial images, fingerprints, and iriscan samples are all examples of biometrics.

Capture: The method of taking a biometric sample from an end user.

Cardholder: An individual possessing an issued COFRAC Card.

Certification: The process of verifying the correctness of a statement or claim and issuing a certificate as to its correctness.

Check–In: The process through which resources first report to an incident. Check-in locations include the incident command post, Resources Unit, incident base, camps, staging areas, or directly on the site.
CHUID: The Cardholder Unique Identifier is defined to simplify interoperability and to extend capabilities over magnetic stripe technology for Physical Access Control System applications. The CHUID container is an Elementary File (EF) that is a required part of the data model for both separate or combined contact and contactless technology FASC cards.
Claimant: A party whose identity is to be verified using an authentication protocol.

Contact Card: The functional use by which the smart card is able to transfer data to a smart card reader. In a contact scenario, the cardholder inserts the card into the slot of the contact reader. When inserted appropriately, the contact plate (visible metallic plate) of the smart card aligns with the electronic contacts inside the reader, and data is transmitted across this connection. 
Contactless Card: The functional use by which the smart card is able to transfer data to a smart card reader. Contactless scenarios are those in which the smart card transfers data with the reader without the two making contact. This transaction occurs when the cardholder presents the card within a close proximity (up to 15 cm) from the reader. The data is conveyed across this distance via electro-magnetic fields. 
Credential:  Evidence attesting to one’s right to credit or authority; in this standard, it is the COFRAC Card and data elements associated with an individual that authoritatively binds an identity (and, optionally, additional attributes) to that individual.

Emergency Support Function (ESF): A grouping of government and certain private-sector capabilities into an organizational structure to provide the support, resources, program implementation and services that are most likely to be need to save lives, protect property and the environment, restore essential services and critical infrastructure, and help victims and communities return to normal, when feasible, following domestic incidents. The ESFs serve as the primary operational-level mechanism to provide assistance to State, local or tribal governments or to Federal departments or agencies conducting missions of primary Federal responsibility.  

Emergency Response Provider: Includes Federal, State, local and tribal emergency public safety, law enforcement, emergency response, emergency medical (including hospital medical facilities), and related personnel, agencies, and authorities. Also known as Emergency Responder.  

Event: A planned, non-emergency activity. An incident command system can be used as the management system for a wide range of events, e.g., parades, concerts, or sporting events.

Federal Information Processing Standards (FIPS): A standard for adoption and use by Federal departments and agencies that has been developed within the Information Technology Laboratory and published by NIST, a part of the U.S. Department of Commerce. A FIPS covers some topic in information technology to achieve a common level of quality or some level or interoperability. 

FIPS Compliant: A standard that specifies the architecture and technical requirements for a State and Local common identification credential that meets the predominance of standards established by FIPS 201, while taking State and Local needs into account. A standard that provides interoperable credentials with FIPS-compliant credentials. Also called FIPS “mapped”.
Framework: A structured description of a topic of interest, including a detailed statement of the problem(s) to be solved and the goal(s) to be achieved. An annotated outline of all the issues that must be addressed while developing acceptable solutions to the problem(s). A description and analysis of the constraints that must be satisfied by an acceptable solution and detailed specifications of acceptable approaches to solving the problem(s). 

Identification: The process of discovering the true identity (i.e., origin, initial history) of a person or item from the entire collection of similar persons or items.

Identifier: Unique data used to represent a person’s identity and associated attributes. A name or a card number are examples of identifiers.

Identity: The set of physical and behavioral characteristics by which an individual is uniquely recognizable.

Identity Binding: Binding of the vetted claimed identity to the individual (through biometrics) according to the issuing authority. Represented by an identity assertion from the issuer that is carried by a COFRAC credential. 

Identity Management System (IDMS): Identity management system comprised of one or more systems or applications that manages the identity verification, validation and COFRAC credential issuance process.

Identity Proofing: The process of providing sufficient information (e.g., identity history, credentials, documents) to a COFRAC Registrar when attempting to establish an identity.

Identity Registration: The process of making a person’s identity known to the COFRAC system, associating a unique identifier with that identity, and collecting and recording the person’s relevant attributes into the system. 

Identity Verification: The process of confirming or denying that a claimed identity is correct by comparing the credentials (something you know, something you have, something you are) of a person requesting access with those previously proven and stored in the COFRAC Card or system and associated with the identity being claimed. 

Incident: An occurrence or event, natural or human-caused, which requires an emergency response to protect life or property. Incidents can include major disasters, emergencies, terrorist attacks, terrorist threats, wildland and urban fires, floods, hazardous material spills, earthquakes, tornadoes, public health and medical emergencies, and other occurrences requiring an emergency response.

Initial Response: Resources initially committed to an incident.

Interoperability: For the purposes of this standard, interoperability allows any first responder perimeter, facility or information system, regardless of the COFRAC Issuer, to verify a cardholder’s identity using the credentials on the COFRAC Card.

Issuer: The entity that performs COFRAC Card personalization operations and issues the COFRAC Card to the Applicant after all identity proofing, background checks, and related approvals have been completed by the Registrar. The Issuer is also responsible for maintaining records and controls for COFRAC Card stock to ensure that stock is only used to issue valid credentials. The Issuer may delegate the actual deliverance of the Applicant’s COFRAC card to the Registrar. 

Mobilization: The process and procedures used by all organizations – Federal, State, local and tribal – for activating, assembling and transporting all resources that have been requested to respond to or support an incident.

Multijurisdictional Incident: An incident requiring action from multiple agencies that each have jurisdiction to manage certain aspects of an incident. In the Incident Command System, these incidents will be managed under Unified Command.

Nongovernmental Organization: An entity with an association that is based on interests of its members, individuals, or institutions and that is not created by a government, but may work cooperatively with government. Such organizations serve a public purpose, not a private benefit. Examples of NGOs include faith-based charity organizations and the American Red Cross.

Personal Identity Verification (PIV) Card: A physical artifact (e.g., identity card, “smart” card) issued to an individual that contains stored identity credentials (e.g., photograph, cryptographic keys, digitized fingerprint representation) so that the claimed identity of the cardholder can be verified against the stored credentials by another person (human readable and verifiable) or an automated process (computer readable and verifiable). A Tier 1 COFRAC card is an example of a PIV card.
Registrar: The entity responsible for identity proofing of an Applicant and ensuring the successful completion of the background checks. The Registrar provides the final approval for the issuance of a COFRAC card to the Applicant. In many agencies, the Registrar may be the Human Resources or Security section. The Registrar’s role may also be outsourced to an accredited organization to perform identity proofing and background checking processes.

Sponsor: The individual who can act on behalf of a department or agency who substantiates the need for a PIV Card to be issued to the Applicant, and provides sponsorship to the Applicant. The Sponsor requests the issuance of a COFRAC Card to the Applicant. The Sponsor is only responsible for requesting that a COFRAC card be issued.

Standard: A published statement on a topic specifying the characteristics, usually measurable, that must be satisfied or achieved to comply with the standard.

Strategy: The general direction selected to accomplish objectives set.

Tier 1: The highest assurance level credential for first responders in Colorado. These credentials strongly authenticate the identity of the credential holder, the credential itself, and the identity attributes of the credential holder. Tier 1 credentials are fully FIPS 201 compliant, smart-card (contact and contactless chip) based credentials. 
Tier 2: These credentials offer a medium level of assurance regarding the identity of the credential holder, the credential itself, and the identity attributes of the credential holder. All of the processes and procedures of the FIPS 201 standard are followed; however, the technology used on the card for authentication is a barcode instead of a smart chip.
Validation: The process of demonstrating that the system under consideration meets in all respects the specification of that system. 

7.2. Acronyms

The following acronyms and abbreviations are used throughout this standard.

AAMVA

American Association of Motor Vehicle Administrators
ANSI


American National Standards Institute

CHUID

Cardholder Unique Identifier

COFRAC

Colorado First Responder Authentication Credential
ESF


Emergency Support Function
FBCA


Federal Bridge Certificate Authority

FIPS


Federal Information Processing Standards

FISMA

Federal Information Security Management Act

HSPD


Homeland Security Presidential Directive

ID


Identification

IDMS


Identity Management System

IQS


Incident Qualification System
NIST 


National Institute of Standards and Technology

PACS


Physical Access Control System

PIA


Privacy Impact Assessment

PIV


Personal Identity Verification
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9. Appendix C –Barcode Specification
9.1. Overview
The COFRAC credential contains a mandated barcode on the card to assist in identifying the credential holder across in-state jurisdictions who are currently on a Tier 2 COFRAC card.  On the back of the card is a large, secured barcode that contains the user's basic information, a card identifier, and a high-level list of capabilities the holder is qualified for.  This barcode is digitally signed to prevent fraudulent alteration.  The barcode is intended for use in environments where you need to securely identify the user and verify their capabilities, such as on an emergency response scene.

OIT will work with the Federal government and relevant agencies to establish state and agency codes, as well as organizational identifiers, so that each credential issued in the state has a unique identifier associated with it. Tier 2 credential barcodes should contain only a minimum amount of data, and no personally identifiable data beyond what is on the topography of the card (Name, Agency). No social security number or date of birth is allowed to appear anywhere on the credential, or incorporated into the barcode or a magnetic stripe. The CHUID, Agency, Expiration Date, ESF Category, and current job function are the recommended data elements on the barcode, to protect personal privacy and prevent multiple cardholder reissuances, as continued training and certifications occur.
9.2. Barcode Specification

The State first responder credential barcode standard will be based on the American Association of Motor Vehicle Administrators (AAMVA) PDF417 specification. This specification can be found at http://www.aamva.org/KnowledgeCenter/Standards . This specification is currently the standard for the design of driver license (DL) and identification (ID) cards issued by AAMVA member jurisdictions (all 51 U.S. states, U.S. territories, and Canadian provinces). 

One of the intents of the specification is to improve the level of interoperability among cards issued by all jurisdictions, therefore, it is used by every state today issuing driver’s licenses that conform to this standard (46 out of 51). The driver’s license is the most commonly used form of identification and age verification in the U.S. today. For pre-credentialing of first responder personnel, as well as on-scene credentialing of volunteer personnel, it is necessary that agencies issuing first responder credentials as well as receiving authorities be able to read this barcode. If the State is going to set one barcode standard then, it makes sense for the State to establish a standard that meets the same criteria as the most frequently used form of identification.
9.3. Barcode Encoding and Printing

Per the AAMVA specification, the barcode will be printed as a PDF417 barcode.  To reduce the size of the barcode, text encoding (instead of binary) will be used.  Error correction will be set to level 5 or better.  The PDF element bar size will be set no smaller than 10 mil (0.010 inch).  The PDF will be printed with fewer twenty or elements in width to avoid issues with barcode readers that cannot read wide barcodes.  Row height will be no less than three times the bar width.

To simplify identification of the COFRAC secure barcode during an incident, the barcode should have an indicator graphic (provided in Appendix D) printed to the left of the barcode.  Standard padding as required by PDF417 and AAMVA must be maintained between the graphic and the barcode.  Applications requiring the COFRAC secure barcode be scanned may display the logo to assist the operator in locating the correct barcode.

9.4. AAMVA Header

The AAMVA header will follow the standard defined in the specification, with the modifications defined below.

	Field
	Alteration/Notes

	Record Separator
	The value recommended by AAMVA (0x1c) cannot be encoded in text mode.  As a result, the value will be replace with the character: ~

As this separator is not used by this specification, this should have no side-effects.

	File Type
	The file type will be "COFRC" instead of "AAMVA" to clearly identify this as a COFRAC card.

	Issuer Identification Number
	Instead of using an AAMVA issued number, use one of the following values:

a) COFRAC - Full COFRAC card

b) COINCD - Incident printed temporary COFRAC card

	Version Number
	This is version 01 of the COFRAC secure barcode specification.

	Subfiles
	The COFRAC secure barcode has the following subfile codes:

· ID - Card and holder identity (mandatory)

· NM - NIMS codes

· CO - Colorado FRAC codes

· DS - Digital Signature (mandatory)

These subfiles are defined in the sections that follow.


9.5. Card and Holder Identity Subfile
This subfile contains the data to identify the card and card holder.  

	Data Element
	Value/Type
	Notes

	JUR
	Optional 

Fixed 4
	A State-defined 4 character code defining the jurisdiction to which this card holder is affiliated with.

	AGN
	Optional

Variable

(15 max)
	A State-defined human-readable name for the agency the card holder is affiliated with.

	FCN
	Required 

Fixed 32
	The Federal Agency Smart Credential Number (FASC-N) for the card.  The FASC-N is defined by the US Government in TIG SCEPACS [http://www.smart.gov/iab/documents/PACS.pdf].  The elements of the FASCN are listed below for reference only.  Consult the official documentation for further details.

The FASC-N is ALL NUMERIC and must not contain letters.  

	    Agency Code
	Fixed 4
	Identifier for the agency issuing the credential

	    System Code
	Fixed 4
	Identifier for the site in which the user is enrolled

	    Credential #
	Fixed 6
	A unique identifier for the credential within the system that generated it.

	    CS
	Fixed 1
	Credential series - incremented for major system updates

	    ICI
	Fixed 1
	Individual Credential Issue - recommended as always '1' 

	    PI
	Fixed 10
	Personnel identifier - a unique identifier for the card holder which is constant across all credentials.

	    OC
	Fixed 1
	Organizational Category (will be 2 for COFRAC cards)

1. Federal Agency

2. State Agency

3. Commercial Enterprise

4. Foreign Government

	    OI
	Fixed 4
	Organizational Identifier - Federal agencies are defined by NIST SP800-87.  Guidance for State agencies is forthcoming. 

	    POA
	Fixed 1
	Person/Organization Affiliation

1. Employee

2. Civil

3. Executive Staff

4. Uniformed Service

5. Contractor

6. Organization Affiliate

7. Organizational Beneficiary

In addition to the standard codes, COFRAC will use the following additional values:

8. Volunteer

	ISD
	Required

Date (Fixed 8) 
	Card Issuance Date in the format YYYYMMDD

	EXP
	Required

Date (Fixed 8) 
	Card Expiration Date in the format YYYYMMDD

	IDN
	Required

Variable 

(15 max)
	Identifier number for the card holder.  May be a badge or drivers license number.

	LNM
	Required

Variable 

(15 max)
	Card holder's last name

	FNM
	Required

Variable 

(10 max)
	Card holder's first name




9.6. NIMS Codes Subfile

This section lists NIMS codes for all certifications and capabilities the card holder is credentialed for.  

Note that the Colorado publishes an Identity and Privilege List (IPL).  The IPL can be updated without issuing new cards.  The IPL should be checked whenever possible and the data within the IPL supersedes the data on the credential.

	Data Element
	Value/Type
	Notes

	NIM
	Variable Length
	NIMS codes assigned to the card holder.  This is composed of a number of codes first followed by the codes themselves.

	    # NIMS Codes
	Fixed 2
	2 digit (with leading zero if needed) number of NIMS codes assigned.

	   NIMS Code
	Fixed 6
	NIMS code assigned.  Right-pad with spaces if the code is less than 6 characters long.

The current NIMS can be found at http://www.fema.gov/emergency/nrf/mainindex.htm


9.7. Colorado FRAC Codes Subfile

This section is separated from the NIMS codes as these codes are not all from universal lists but are instead defined by Colorado.  

Note that the Colorado publishes an Identity and Privilege List (IPL).  The IPL can be updated without issuing new cards.  The IPL should be checked whenever possible and the data within the IPL supersedes the data on the credential.

	Data Element
	Value/Type
	Notes

	DIS
	Optional

Variable Length
	Disciplines assigned to the card holder.  This is composed of a number of codes first followed by the codes themselves.

	    # DIS Codes
	Fixed 2
	2 digit (with leading zero if needed) number of codes assigned.

	   DIS Code
	Fixed 3
	Discipline code assigned.  These are defined as follows:

· ESF Codes: Exx (i.e. E12)

· NIPP Codes: Nxx

ESF codes are defined in the National Response Plan which can be found at: http://www.fema.gov/emergency/nrf/mainindex.htm
NIPP codes are defined in the National Infrastructure Protection Plan, which can be found at http://www.dhs.gov/xprevprot/programs/editorial_0827.shtm

	CER
	Optional

Variable Length
	Colorado defined codes assigned to the card holder.  This is composed of a number of codes first followed by the codes themselves.

	    # CER Codes
	Fixed 2
	2 digit (with leading zero if needed) number of NIMS codes assigned.

	   CER Code
	Fixed 3
	Code assigned.  Right-pad with spaces if the code is less than 3 characters long.  These codes are listed in Appendix C.


9.8. Digital Signature Subfile

This subfile contains a single required element with a digital signature of all the data up to the signature.  The signature will use SHA-1 as a digest with an RSA cipher using a 1024 bit key.  Key lengths shorter than 1024 may be more easily compromised and key lengths longer require more space on the card.

This subfile MUST be the last subfile on the barcode in order to ensure all the data in the barcode is signed.  Applications reading this barcode should verify they do not allow unsigned data after the signature field.

There is insufficient space on a barcode to encode the certificate used to verify the signature.  To locate the certificate, first read the certificate id from this subfile.  The certificate can then be downloaded from http://cofraccerts.colorado.gov/barcodesigner/xxxx.cer (where xxxx is the certificate id).  A list of all available certificate codes can be obtained from  http://cofraccerts.colorado.gov/barcodesigner/list.txt

 HYPERLINK "http://cofraccerts.mychoice.com/barcodesigner/xxxx.cer"
.
Each signing certificate will be tagged with the following extensions:

· Extended Key Usage: 1.3.6.1.4.1.29731.1.2.2 - COFRAC Barcode Signer Usage

· Extension: 1.3.6.1.4.1.29731.1.2.1 - COFRAC Barcode Signer ID - Contains a DER UTF8String object with the 4 character identifier used for this certificate.

	Data Element
	Value/Type
	Notes

	DS1
	Variable Length
	DS1 is a field indicating SHA-1 + RSA digital signature.  The value of this field contains the following:

	    Cert ID
	Fixed 4
	Identifier of the signing certificate.

	    Sign Date
	Date (Fixed 8) 
	Date the record was signed in the format YYYYMMDD.

	
	
	Note - All data prior to this point is signed, including the Cert ID and Sign Date.

	    Signature
	Variable length
	Base-64 encoded digital signature of the record.  For a RSA-1024 signature, this will be 194 bytes.


9.9. Secure Barcode Example

Fields:

	Data Element
	Value/Type
	Value

	Compliance Indicator


	Fixed 1
	@

	Data Element Separator


	Fixed 1
	0x0a

	Record Separator


	Fixed 1
	~

	Segment Terminator


	Fixed 1
	0x0d

	File Type


	Fixed 5
	COFRC

	Issuer Identification Number


	Fixed 6
	COFRAC

	Version Number


	Fixed 2
	01

	Number of Subfile Entries


	Fixed 2
	04

	Subfile 1 Type
	Fixed 2
	ID

	Subfile 1 Offset
	Fixed 4
	0059

	Subfile 1 Length
	Fixed 4
	0113

	Subfile 2 Type
	Fixed 2
	NM

	Subfile 2 Offset
	Fixed 4
	0172

	Subfile 2 Length
	Fixed 4
	0016

	Subfile 3 Type
	Fixed 2
	CO

	Subfile 3 Offset
	Fixed 4
	0188

	Subfile 3 Length
	Fixed 4
	0023

	Subfile 4 Type
	Fixed 2
	DS

	Subfile 4 Offset
	Fixed 4
	0201

	Subfile 4 Length
	Fixed 4
	0360

	Field Type
	Fixed 3
	JUR

	Jur
	Fixed 4
	7100 (fake test code)

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	AGN

	Agency Name
	Variable (Max 15)
	7100 (fake test code)

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	FCN

	FASC-N
	Fixed 20
	2013032773000001000305210000000536173001

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	ISD

	Issuance Date
	Date (Fixed 8)
	20080408

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	EXP

	Expiration Date
	Date (Fixed 8)
	20130327

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	IDN

	ID Number
	Variable (Max 15)
	536

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	LNM

	Last Name
	Variable (Max 15)
	Card

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	FNM

	First name
	Variable (Max 15)
	Sample

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	NIM

	Number NIMS Codes
	Fixed 2
	02

	Data Separator
	Fixed 1
	0x0a

	NIMS Code #1
	Fixed 5
	04444 (fake test code)

	NIMS Code #2
	Fixed 5
	05555 (fake test code)

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	DIS

	Number of Disciplines
	Fixed 2
	02

	Discipline #1
	Fixed 3
	044 (fake test code)

	Discipline #2
	Fixed 3
	055 (fake test code)

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	CER

	Number of Certifications
	Fixed 2
	02

	Certification #1
	Fixed 3
	044 (fake test code)

	Certification #2
	Fixed 3
	055 (fake test code)

	Data Separator
	Fixed 1
	0x0a

	Field Type
	Fixed 3
	DS1

	Signing Cert ID
	Fixed 4
	TST1

	Date of Signing
	Date (Fixed 8)
	20080408

	Signature
	Variable
	NQHl/RitgIK4SNBSpNUKL7LZnvFeJYZXAS4bRE1RRBYW3liTbnbSxcd9+HkNbSYirEeNulee3Og+ReTN2rCbFaZaiRwlVSQu2nHgkywwZ+ZYY4HyHzupFVdQhJc6WUsNPlXD59GggRh80pkym+d11Inxi2LjaRFHMss54b7763MCpq3rBBpT8C4ju5WtwxvL8YlVgKe3nsjMNWamOQZV9pYbg2y5Gn/SZAFJ3z3kLbAKO3P/Fv6pF5g5VZwLOVGnWfsPfaUxmVe0n5/0HqLnoz3kx09ys7rvjCrCL6uiH1UwrRJ1/G/IUQeTJJJ9RqEJBwKr+UPcU4ncfo+mAJhKig==

	Data Separator
	Fixed 1
	0x0a


9.10. Secure Barcode Identification Graphic
This graphic must be displayed to the right of the COFRAC secure barcode.  It can be displayed in application GUIs to assist the operator in locating the barcode.  The image may be scaled to the necessary size for the application, but ensure the aspect ratio is preserved when scaling.
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COFRAC Graphic at 600 DPI:
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Sample Usage:

10. Appendix D - COFRAC Certification Codes

>> To be defined <<

11. Appendix E – Handheld Specification

Quickly validating a COFRAC credential before granting access to an incident site, or other resource, is critical to the COFRAC program. Authorized personnel must have the ability to control scene access with confidence by quickly authenticating and validating the identities and roles of individuals wishing to enter an area. This helps incident command to control access to restricted areas (and restricted areas within restricted areas) as well as to be able to confirm the identity of an individual. Incident command is efficiently and accurately able to answer the questions: “who are you?” and “why are you here?”
In Colorado, the handheld device is seen as the “bridge” between the Tier 1 and Tier 2 COFRAC credentials. Many agencies will not have the ability to purchase Tier 1 credentials immediately, but will come into compliance with the standards for Tier 2. Other agencies will be able to issue Tier 1 credentials to their employees and volunteers. The handhelds with software that is capable of reading both technologies will be the keystone of interoperable credentials in the State until all agencies are able to only issue Tier 1 credentials.
Handhelds should meet the following minimum requirements:

· Ruggedized hardware for all disaster scenarios.

· Planning to conform to emerging standards from NIST. In particular, SP800-73-2, DRAFT Interfaces for Personal Identity Verification.

· Software support for both FIPS 201 smart chip and barcode access per this standard.

· Ability to support multi-factor authentication including PIN entry and fingerprint read capabilities.

· WLAN and WWAN support for real-time database synchronization and access.

· Ability to work when all networks are down by storing the most up-to-date identity and privilege information on the device.

· Ability to store data on millions of individuals
· Ability to receive and synchronize data from multiple, independent databases at local, state, and national levels.
Agencies that are participating in the COFRAC program and have already purchased handheld devices that only read barcodes will have no more than three years from the official date of this publication to upgrade their devices to software that can read both FIPS 201 smart cards and barcodes. 
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