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Consent and Disclosure Matrix

Interagency Social Support Teams

	FERPA

Applies to Educational Records

20 U.S.C. § 1232g; 34 CFR Part 99)

www.ed.gov

	Consent of parent is generally required for disclosure of an educational record by the school for children under 18.  Once 18, the student controls the consent.

Exceptions permit disclosures without consent for directory, emergency, research, judicial order, subpoena, audits, school officials with legitimate educational interest. 

FERPA permits disclosures to appropriate officials in cases of health and safety emergencies and to state and local authorities within a juvenile justice system pursuant to a specific state law.



	HIPAA

Applies to Protected Health Information created, received by a covered health plan, health provider that engages in certain electronic transactions or healthcare clearinghouse

42 U.S.C. §  1320d – 1320d-8 (2003), 45 C.F.R. Parts 160, 162 and 164

www.hhs.gov/ocr

	Authorization required except for treatment, payment, health care operations and certain public interest disclosures under 45 CFR 164.512 such as disclosures to law enforcement, public health, and to avert a serious threat to health or safety.

Inmates have HIPAA privacy rights if the health care provider is a covered entity.  HIPAA permits disclosures to correctional institutions and law enforcement custodial situations.  45 CFR 164.512(k).



	42 CFR Part 2

Applies to records of drug and alcohol abuse treatment if treating facility accepts federal funds or is a licensed facility in Colorado.

www.samhasa.gov

	Patient consent generally required, very few exceptions

No consent for disclosures for crimes on the premises, child abuse, medical emergencies, subpoenas and court orders



	Colorado Law

Protects and requires patient’s specific consent to release certain types of records, See list of statutes in CRS 25-1-1202 


	

	Mental Health Institutes, CRS 27-10-120
	All information obtained and records prepared in the course of providing any service is confidential and privileged.  Exceptions for professional involved in treatment, patient consent, to apply for and receive aid, insurance and medical assistance, deidentified information for research, to the courts, to a person authorized by the court after notice and hearing, to adult family members concerning location and fact of admission, to adult family members actively involved in care, to a parent concerning his minor child.  Observed behavior which constitutes a crime on the premises is not privileged or confidential.

	HIV, CRS 25-4-1401 through 1411
	Requires a patient’s knowledge and consent to test the patient’s blood for HIV or AIDs.  Exceptions if a provider or custodian is exposed to bodily fluids, patient consent cannot be obtained due to medical condition, patient is in custody of DOC or MHI, and patient on trial for sexual offense.

HIV status must be reported to the public health department, penalties and misdemeanor for failure to report or disclosing to anyone else, may also be theft of medical records. 

Can be tested without consent if in custody of DOC or MHI or in trial for sexual offense

Disclosures without consent permitted for child abuse.



	Drug or Alcohol Abuse, CRS 25-1-312 and 25-1-1108
	Registration and other records of treatment facility are confidential and are privileged to the patient.  

Registration and other records of treatment facility are confidential and protected under the federal alcohol and drug Act 42 C.F.R., part II.  

	Genetic Testing records, CRS 25-1-122.5 
	Records on genetic testing for purposes of determining parentage are confidential and may not be disclosed except per C.R.S. 19-1-308 (Depend and neglect cases)

	Child Abuse, dependency and neglect records,  CRS 19-1-307
	Reports of child abuse, neglect, name and address of child, family or informant shall be confidential and not public information.  Exception for court order upon showing good cause, death and arrest by law enforcement.  Disclosures allowed to law enforcement, social services, courts, district attorney, coroner, physician or agency treating the child, central registry, DHS, and county social services.



	Mental health treatment records, CRS 12-43-218
	Communications with a licensed professional are confidential and may not be disclosed without patient consent.  Disclosures permitted for delinquency or criminal proceedings involving a licensed psychologist, if patient sues the mental health provider, license review of provider by boards, peer review and hospital.

	Delinquency, Dependency and Neglect, CRS 19-1-303
	School personnel may obtain from the judicial department and its agencies, any information required to perform their legal duties and responsibilities.  Criminal justice agencies may share information with the school principal, except mental health or medical records.  

	Duty to Warn, CRS 13-21-117
	No liability for failure to warn about a mental health patient’s behavior, except where the patient has communicated to a mental health care provider a serious threat of imminent physical violence against a specific person.  Duty discharged by making reasonable and timely efforts to notify the person threatened and notifying appropriate law enforcement agency or taking other appropriate action including hospitalizing the patient.  
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This Matrix is a summary of the federal and state confidentiality laws governing certain records.  Consult your own legal counsel for advice on whether a particular record may be disclosed without patient consent. 


