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Letter from Kristin 

"A satisfied customer is the best business strategy of all." 
-- Michael LeBoeuf 

Team: 

I am pleased to introduce the Governor 's Office of Information Technology FYJ3 Playbook and 
am especially excited about this next year and the many opportunities that lie ahead for our 
organization. As you know, I am strongly committed to having a well-developed strategy and 
setting a direction that is clear, targeted, and well understood across OfT, as well as a-eternally 
by our customers, partners, and other stakeholders. We have invested significant time and effort 
charting our course and identifying the work that will be meaningful for our customers and for 
Coloradans. 

Office of Information Technology Value Proposition: 

To enable the effective, efficient and elegant delivery· ofgovemmellf senlices through trusted 
partnerships and tech nolo g)~ 

Office of Information Technology Priorities: 

Customer Success, People, Imwvation, Service Excellence, Trusted Partnerships and 
Information Security 

Our Value Proposition and Priorities, which remain unchanged, continue to provide the 
framework and compass for guiding and evaluating our organization 's pelformance and 
e.,-cecution against our stated goals. In FY12, OIT went through significant change and as such, 
you will notice we 've updated the "Current State" for each of the six priorities. We evaluated 
our current state based on what we uncovered through an e"Ctensive, 360-degree review of the 
organization, which involved document reviews, Scorecard measurements, customer interviews, 
employee feedback, and staff discussions. In many cases we saw noteworthy improvement over 
the last twelve months; that is, we moved closer to our desired "Future State." However, we also 
found a lack of or minimal fonvard progress in other places. 

This year's "roadmap" is intended not only to help us course correct in a few key areas but also 
to get us back to the basics in terms of providing exceptional service to our customers on a 
consistent basis so that we can really drive our value proposition and achieve our vision for the 
organization. If FY 12 was about looking internally and building a strong, solid, and 
consolidated foundation from which to operate, then FYJ3 is the "Year of the Customer"- our 
opportunity to really focus externally on improving service delivery and ensuring we have a 
wor/...force strategy in place that will allow us to e.,-cecute successfully. 

With this FYJ3 Playbook, we have three overarching goals for the fiscal year: 

1. Enhance service quality for end users - our customers - including state employees, 
county workers, and Colorado residents. 

2. Develop a Service Catalogue that is the foundation for how we engage with our 
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customers, provide end-to-end services, and effectively manage our resources. 

3. Implement a workforce strategy for OfT focused on recruiting, developing, and retaining 
the IT talent necessa1y to provide ente1prise IT services. 

Please keep these in mind as you cany out your daily work assignments and activities. We need 
to stay focused on our end goals and ensure that we are collectively doing the work that will get 
us where we wa11t to be. Our Balanced Scorecard, which was implemented in FY 12, will help us 
measure our progress along the way, and quarterly Operations Reviews will serve as important 
check-ins to make sure we are headed in the right direction and meeting our target objectives. 

Your role in this process is critical! Please take the time to carefully review this Playbook and 
work with your manager and your team to identify and define the specific activities that you will 
perform that align with this strategy and include these as goals in your FY13 Performance Plan. 
As you know, I welcome and encourage two-way communication and want to thank those of you 
who had input into this year 's plan. You will see your input directly tied to some ofthe FYJ3 
initiatives. Jfyou have other thoughts, ideas, or suggestions, pleasefoel.fi"ee to send an email to 
JHave.Anldea@state.co.us. You can also make recommendations or suggestions to your 
manager. 

We have a lot of important work ahead of us and continue to move forward in a bold and 
exciting direction. With a strong and renewed commitment to customer service, we are poised to 
make great strides this fiscal year. I am proud to work side-by-side with each and eve1y one of 
you to keep transfonning OfT into a first-rate IT organization. 

May FY 13 be our best year yet and thank you for all you do! 

Kristin Russell 
Secretary ofTechnology & Chief Information Officer 
State of Colorado 
Governor' s Office of Information Technology 
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Strategic Planning Process 
How Does It All Fit Together? 

Strategic 
(FY13 & Beyond) 

Tactical 
(FY13 Specific) 

State of Colorado & Governor's 
Strategic Plans 

OIT Strategy 
Value Proposition, Priorities, Values 

+ 
FY13 OIT Playbook 

Current and Future State of Priorities with Fiscal Year Initiatives 

+ 
Unit Specific Goals/Initiatives/Efforts 

Operations/Projects/Processes/Playbooks 

+ 
FY13 Performance Plans 

Employee Specific Items for the Fiscal Year 
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Office of Information Technology Value Proposition & 
Priorities 

Office oflnformation Technology Value Proposition 
To enable the effective, efficient and elegant delivery of government services through trusted 
partnerships and technology. 

Office oflnformation Technology Priorities 
The Office of Information Technology has six strategic priorities. We envision that these 
priorities will be in place for the long-term. What changes from year to year is the list of 
initiatives that we choose to pursue for each priority. The next sections describe our plans for 
each of the priorities in FY13 and beyond as well as what we plan to specifically achieve this 
fiscal year. 

CUSTOl\IER 
SPCCESS 

We will enable our customers, the state 
agenCies and departments who serve all 
Coloradoans. to be national leaders We 

will honor our commitments, provide 
reliable, consistent and high quality 

serv1ces, communicate openly and be a 
trusted adVIsor m help1ng our customers 

solve the1r toughest problems. 

PEOPLE 

People are the foundation of our success 
We will anract, develop and retatn the 

best talent for on by fostenng a culture 
of empowerment, high performance and 

mutual respect. 

INNO,'ATION 

We will provide strategic, sustainable 
solut1ons using emerging technologies that 
align w1th the business needs and deliver 
both short and long term value for the 

state and all Coloradans. 

SERVICE 
EXCELI .. EN E 

We will deliver timely, secure, agile, cost 
effective, sustainable. h1gh quahty IT 

services that meet and exceed business 
requirements 

INFOR.J.\L\TION 
ECl RITY 

We will protect the confidentiality, 
lntegnty and avaliabiltty of state and 

cltlzen Information. We will be compliant 
w1th all federal and state policies and 

requirements 

TRUSTED 
P RTNERSHIP 

We will cultivate and strengthen exlst1ng 
partner relationships and develop new 
partnerships necessary for successful 

serv1te delivery. 
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CUSTOMER SUCCESS 

We will enable our customers, the state agencies and departments 
who serve all Coloradoans, to be national leaders. We will honor 
our commitments, provide reliable, consistent and high quality 
services, communicate openly and be a trusted advisor in helping 
our customers solve their toughest problems. 

FUTURE STATE: 
• We are the trusted and preferred provider and broker of IT services. 
• Customers have confidence that we can meet their changing business needs , and we 

proactively provide them with solutions. 
• Conversations with customers are focused on business solutions, not technology. 
• We provide reliable, relevant, timely and valuable information to help our customers 

make the right business decisions. 
• We are engaged in our customers' business planning cycles. 
• We work to reduce costs for our customers and drive efficiencies for the state. 
• Colorado is an award winning, nationally recognized leader whose IT programs are 

modeled by others. 

CURRENT STATE: 
• We understand our impact on end-to-end customer service delivery. 
• We have improved our customers' understanding of the importance of security. 
• Customers understand that we are critical to meeting their business needs. 
• We are making improvements in how our customers engage with our services. 
• When escalations occur, we respond quickly and efficiently. 
• We work in tandem with our customers to understand their business needs. 
• We are improving the communications and marketing of our services. 
• We recognize the need for OIT champions and have the need for more. 
• We do not measure the end-user experience. 
• There is continued frustration with end-user tools. 
• Poor cross-functional communication within OIT negatively impacts our customers. 
• Some customers understand the value ofOIT but lack the confidence in our ability to 

deliver consistently. 
• We have moments of brilliance, but our quality of service is inconsistent. 
• We are often seen as bureaucratic and unresponsive. 

FY13 INITIATIVES AT A GLANCE: 
1. Develop and execute a comprehensive OIT Service Catalogue. (Owner: Jim Lynn) 
2. Create and implement a quality improvement plan around end user support (help desk 

and deskside support). (Owner: Michael Dillon) 
3. Establish a social media strategy and update the social media policy for OIT. (Owner: 

Jessica Roe) 
4. Utilize emerging media (video live stream, video conferencing) to communicate with 

employees, customers, and Coloradans. (Owner: Jessica Roe) 
5. Implement Peer Review Boards for all Application Disciplines. (Owner: Sherri 

Hammons) 
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6. Create a branding and marketing plan for the Hickenlooper Administration, to include the 
Colorado Information Marketplace and OIT Video Production components. (Owner: 
Jessica Roe) 

To get more details and see the quarterly targets for each oft he FY 13 Initiatives, visit OfT Plaza 
(h.ttps:/loitplaza.colorado.gov/). 
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PEOPLE 

People are the foundation of our success. We will attract, develop 
and retain the best talent for OIT by fostering a culture of 
empowerment, high performance and mutual respect. 

FUTURE STATE: 
• Our employees are our best reference. 
• Our employees represent the OIT values. 
• Our leaders attract and build capable, passionate, results-oriented teams. 
• Employees seek to work in our organization; we have our pick of the best talent 
• Our employees are collaborative, open, tmstworthy, engaged and eager to share 

knowledge and best practices. 
• We reward creative, positive, collaborative, "can do" attitudes. 
• Patterns of negativity or siloed thinking are not tolerated. 
• We support and serve one another to ensure organizational success. 
• Our employees actively support and promote the enterprise direction. 

CURRENT STATE: 
• Employees feel their work is meaningful. 
• There are motivated and engaged change agents across OIT, and this is a growing trend. 
• We are transitioning to a ' 'built-to-last" enterprise IT organization, but we need to clarify 

how this impacts and benefits employees. 
• We have improved top down communications but have a void in cross-functional 

communications. 
• Some employees lack clarity on their roles, responsibilities , and accountability related to 

the strategy. 
• People are starved for professional development and training. 
• We have a high vacancy rate, risk of talent departing, and critical skill gaps. 
• Our current performance management program does not effectively align to our strategy, 

goals, or values. 
• Our employee recognition program is not working. 
• We are severely lagging the market in our ability to attract, retain, and compensate 

employees. 
• We still lack one cohesive culture and set of values. 
• Our top perforn1ers feel overloaded handling their current jobs. 
• Some employees are still aligned with their previous agency, creating a decentralized 

culture. 

FY13 INITIATIVES AT A GLANCE: 
1. Build, deliver, and facilitate the development and integration of OIT Values enterprise­

wide. (Owner: Michael Katz) 
2. Design and implement a workforce strategy to include: recruiting and pipeline 

development (university relations, veterans affairs, alumni networks, professional 
associations, user groups, job fairs , etc.); professional and cultural development; and 
aligned performance management. (Owner: Michael Katz) 

3. Develop and implement a leadership development program piloting a talent development 
tool, including 360 degree feedback, to support succession planning, and create a 
Manager' s Toolkit. (Owner: Michael Katz) 

9 



4. Develop and implement a non-classified human resource strategy. (Owner: Michael 
Katz) 

5. Elevate the delivery and execution ofHR services and implement bi-annual customer 
service surveys to measure the quality ofHR services .. (Owner: Michael Katz) 

6. Implement an annual employee engagement micro-survey for OIT. (Owner: Michael 
Katz) 

7. Create new metrics for measuring both employee engagement and the quality of 
organizational communication activities, such as All Hands, All Manager, and Open Mic 
OIT meetings. (Owner: Jessica Roe) 

To get more details and see the quarterly targets for each of the FY13 Initiatives, v isit OfT Plaza 
(bttps://oitplaza. colorado.gov/) . 
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INNOVATION 

We will provide strategic, sustainable solutions using emerging 
technologies that align with the business needs and deliver both 
short- and long-term value for the state and all Coloradans. 

FUTURE STATE: 
• IT services are available anytime and anywhere. 
• We foster and seek out innovative solutions that are 

thought provoking and forward-looking. 
• We lead emerging technology adoption and encourage calculated risk taking. 
• OIT's roadmap for technology strategy and adoption aligns to the business needs. 
• We integrate green IT best practices into and throughout our solutions. 
• We challenge ourselves to think "outside of the box" and question the status quo. 
• We are open and transparent and do not assume that we have all the ideas. 

CURRENT STATE: 
• We have an established IT roadmap. 
• We have established a standards process and are beginning to publish standards. 
• We are beginning to challenge ourselves to think "outside the box". 
• We are beginning to be perceived as innovative. 
• We have added new tools and technology but still have room to improve business 

enablement. 
• We are starting to think about sustainability, but we still lack green IT initiatives. 
• We deliver infrastructure support rather than IT services. 
• Mission critical services continue to be hosted on end-of-life hardware and software 

platforms, but some have been upgraded. 
• We are reactive to new requirements rather than forecasting and anticipating our 

customers' needs. 

FY13 INITIATIVES AT A GLANCE: 
1. Publish standards, both supported and unsupported, for hardware, software, Request for 

Proposals, Service Level Agreements, Cloud strategies, and other standards as they apply 
to information technology. (Owner: Sherri Hammons) 

2. Use data from the Colorado Information Marketplace to provide better decision making 
for state government as it pertains to analytics and fraud, waste, and abuse. (Owner: 
Sherri Hammons) 

3. Develop a Health Information Technology strategy and publish online. (Owner: Sherri 
Hammons) 

4. Create an Acceptable Use Policy for internal and external access, as well as a Bring Your 
Own Device standard, in order to enable state employees to work more efficiently and 
effectively. (Owner: Sherri Hammons) 

5. Implement a Platform as a Service (PaaS) model to better enable the business that 
includes building out the Citizen Engagement Platform as a Service (CEPaaS) to 
empower all Coloradans. (Owner: Sherri Hammons) 

6. Develop and publish a mobile computing and application strategy and publish online. 
(Owner: Sherri Hammons) 

7. Create an enterprise solution around Identity Management and Single Sign On. (Owner: 
Sherri Hammons) 
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8. Implement IT Financial Reform (I2E). (Owner: Todd Olson) 
9. Rationalize the many state IT applications into a more manageable portfolio. (Owner: 

Sherri Hammons) 

To get more details and see the quarterly targets for each of the FYJ3 Initiatives, visit OfT Plaza 
(https://oitplaza.colorado.gov/) . 
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SERVICE EXCELLENCE 

We will deliver timely, secure, agile, cost effective, sustainable, 
high quality IT services that meet and exceed business 
requirements. 

FUTURE STATE: 
• We deliver our services with high quality. 
• We use relevant metrics to determine whether we are 

meeting defined service levels. 
• We constantly seek to improve our operational efficiency by leveraging service 

innovation initiatives and products. 
• We deliver centralized, consolidated enterprise computing solutions that capitalize on 

shared services. 
• We consistently work to reduce costs and improve efficiency for the state. 
• We have complete responsibility for all IT related spend across the agencies and have an 

elegant, fair and efficient chargeback model. 
• We are agile, flexible and provide the right solution at the right time to meet business 

needs. 
• We are proactive in identifying potential problems and their solutions. 
• We deliver quality projects on time, on budget and within scope. 
• We strike the right balance between process and getting things done quickly. 
• We accept that failure is an option and will happen if we are taking the appropriate 

amount of risk. We learn from our mistakes. 

CURRENT STATE 
• We have standard Service Level Commitments (SLCs). 
• We are improving in the collection and analysis of metrics that report on tl1e degree of 

operational excellence for service delivery. 
• We are evolving and maturing problem and major incident management. 
• We still maintain siloed computing environments. 
• We lack control ofiT operating budgets. 
• We have inconsistent mechanisms to improve service based on lessons learned. 
• Sense of urgency and client impact are more apparent in notifications and problem 

management processes. 
• We need to transition from measuring to managing quality. 
• We lack standards and processes around consistent service delivery. 
• We don't fully understand how we impact our customer's experience and productivity. 
• We don' t always focus on delivering the basics consistently and well. 

FY13 INITIATIVES AT A GLANCE: 
1. Achieve $3 million (3%) in cost savings or cost avoidance through IT consolidation 

activities , reductions in software licensing, contract renegotiation, and reduced 
maintenance costs. (Owner: Brenda Berlin) 

2. Move to true ELI -based departmental budgeting. (Owner: Brenda Berlin) 
3. Implement Asset Management/Tracking, HB 1288, and Standards-based purchasing into 

the IT Storefront. (Owner: Brenda Berlin) 
4. Develop a statewide IT asset management strategy. (Owner: Brenda Berlin) 

13 



5. Complete email and calendar migration to Google Apps for Government. (Owner: 
Michael Dillon) 

6. Continue Data Center Consolidation efforts with a goal to reduce the overall state 
infrastructure footprint, including physically reducing IT -related data center space and 
executing cloud strategies. (Owner: Michael Dillon) 

7. Complete a Network Assessment across the Executive Branch infrastructure .. (Owner: 
Michael Dillon) 

8. Develop an OIT resource costing/planning/management tool. (Owner: Jim Lynn) 
9. Develop a Service-Based Organization framework that clearly defines roles and 

responsibilities, including that of the Service Delivery Manager (SDM). (Owner: Jim 
Lynn) 

To get more details and see the quarterly targets for each of the FY 13 Initiatives, visit OIT Plaza 
(bttps:/ /oitplaza. colorado.gov/). 
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TRUSTED P ARTNERSIDPS 

We will cultivate and strengthen existing partner relationships and 
develop new partnerships necessary for successful service 
delivery. 

FUTURE STATE: 
• We have key, strategic public and private partners that 

deliver high quality solutions and are trusted advisors. 
• We have strong external partnerships, which enable us to 

deliver successful business solutions. 
• We establish win-win relationships with key partners that are mutually beneficial. 
• Our partners create, propose and deliver market-leading innovative enterprise solutions. 
• Vendor management and contract negotiation are core competencies. 
• We have a mechanism to identify, evaluate and manage partnerships. 
• OIT provides the "storefront" for all IT vendor engagement activities across the state. 
• We create and participate in national, regional and local alliances to deliver more 

effective and efficient services. 
• We develop a robust, sustainable, efficient and effective State IT enterprise through 

diverse vendor partnerships. 

*Partners are organizations, companies, governmental agencies, etc. whom we (OfT) engage 
with in order to provide effoctive, efficient and elegant IT services. They are not our customers. 

CURRENT STATE: 
• Vendors have a better understanding on how to engage with us and our fiscal year 

priorities based on our Playbook. 
• We are actively seeking new relationships with all levels of government and the private 

sector. 
• We have some strong legislative partners but need to improve in this area. 
• We lack a strong vendor management function and the ability to hold vendors 

accountable and align them to our strategy and vision. 
• We can still improve data transparency, and we lack accountability in some areas. 
• We are not fully capitalizing on economies of scale and bulk purchasing opportunities. 

FY13 INITIATIVES AT A GLANCE: 
1. Establish a proactive IT economic development growth and retention strategy. (Owner: 

Monica Coughlin) 
2. Lead and coordinate an FY13 IT economic development prospect/retention trip for the 

Governor. (Owner: Monica Coughlin) 
3. Develop the framework for a public/private sector job training pilot program. (Owner: 

Monica Coughlin) 
4. Solidify OIT's broadband roles and responsibilities in state statute. (Owner: Monica 

Coughlin) 
5. Lead the implementation of the State' s strategic broadband plan. (Owner: Monica 

Coughlin) 
6. Coordinate the State's execution on the State and Local Implementation Grant Program 

for the Nationwide Public Safety Broadband Network. (Owner: Monica Coughlin) 
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7. Establish a formal Vendor Management Office. (Owner: Brenda Berlin) 
8. Create standard contract language for service delivery requirements (e.g., cloud, security, 

etc.). (Owner: Brenda Berlin) 
9. Develop, formalize, and consistently engage with an IT -focused group oflegislators who 

can be our advocates and champions within the Colorado General Assembly for IT 
initiatives ("LegTek Committee"). (Owner: Dara Hessee) 

To get more details and see the quarterly targets for each of the FY13 Initiatives, visit OfT Plaza 
(https:/loitplaza.colorado.gov/) . 
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INFORMATION SECURITY 

We will protect the confidentiality, integrity and availability of 
state and citizen information. We will be compliant with all 
federal and state policies and requirements. 

FUTURE STATE: 
• We use an information approach to security to make better 

business decisions for innovative service delivery. 
• Security is managed through the entire information and 

asset life cycle. 
• State employees understand their role and responsibilities in security. 
• Security decisions are based on risk and cost and involve our customers. 
• Security is perceived as business enabling. 
• We use relevant metrics to determine whether we are meeting compliance and security 

standards. 
• Colorado' s security program leads the nation for government security. 
• We foster and deliver proactive security services through cost-effective, essential and 

progressive approaches. 
• Coloradans have confidence in government protecting their data. 
• We continually reduce the state' s exposure to risk. 
• We do our part to meet our compliance and audit responsibilities. 

CURRENT STATE: 
• We have a governance structure for information security. 
• We motivate our customers to take action on security initiatives and programs by 

explaining the business risk impact. 
• We have enhanced incident reporting and tracking. 
• Security management is integrated into our project management processes and principles. 
• We have improved security awareness across agency staff and management, but we lack 

education around the information security program. 
• We are reactive to the management of security and threat protection. 
• Employees view security as the responsibility of staff with security in their title. 
• Published security policies are not fully understood by our staff and customers. 
• There is a cultural mindset that security cannot be done without significant funding. 
• We are not following consistent processes and standards in our management of security. 

FY13 INITIATIVES AT A GLANCE: 
1. Develop annual state security report template. (Owner: Jonathan Trull) 
2. Develop and publish "Secure Colorado" information security strategy. (Owner: Jonathan 

Trull) 
3. Develop a secure development lifecycle for state application development and vendor 

management. (Owner: Jonathan Trull) 
4. Develop a sustainable funding source for security. (Owner: Brenda Berlin) 

To get more details and see the quarterly targets for each of the FYI 3 Initiatives, visit OJT Plaza 
(.https://oitp/aza.colorado.gov/) . 
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Call to Action 

This FY13 Playbook is the Governor's Office ofinforn1ation Technology roadmap for the fiscal 
year. The priorities and initiatives discussed in this document involve a lot ofhard work that 
must be carried out by each of us on a daily basis. 

In order to achieve personal success and contribute to the organization, please make sure that 
your personal roadmap- your FY13 Perfonnance Plan- is aligned to support these priorities and 
initiatives. Meet with your manager and talk about how your activities and work help to support 
the OIT strategy and initiatives, either directly or indirectly. Each of you play an important role 
in impacting OIT's performance and ultimate success. 

All initiatives will be actively tracked and posted on OIT Plaza. There will also be a quarterly 
communication sent to the organization to let you know how we are doing in delivering against 
the initiatives outlined in this playbook. 

Thank you all for your time, attention and support! 

The OIT Executive Leadership Team 
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- --- - ,..---- - - - - -

Revision History 

Date Summary of Chan2es 
July 2012 Original Version 
November 2012 • Added Michael Dillon's name as the owner for Service Operations 

initiatives. 
• Added Brenda Berlin's name as the owner for Financial Services 

initiatives. 
• Added Jonathan Trull's name as the owner for Information Security 

initiatives. 
• Updated the Organizational Chart 
• Changed "publish" to "execute" in Customer Success initiative #2. 
• Revised and updated People initiative #6 (formerly: ' 'Implement a 

"Trusted Advisor" approach to HR management throughout OIT HR, 
building on our commitment to serve and deliver to our "customer")-

• Removed Innovation initiative ' 'Tap into university and/or college-level 
resources for help solving problems or creating innovations, such as fraud 
analysis and mobile development." 

• Removed Innovation initiative ' 'Develop a GIS strategy and migrate data 
into the Colorado Infom1ation Marketplace." 

• Revised and updated Service Excellence initiative #8 (formerly: " In 
alignment with our end-to-end service delivery strategy, develop the 
business requirements for an OIT -wide resource management process, 
including both personal services and operating resources"). 

• Updated Organization Chart. 
January 2013 • Removed Customer Success initiative "Create an end-to-end service 

delivery model for all OIT programs and products." 
• Revised and updated Customer Success initiative #5 (formerly: 

"Implement Business Analyst (BA) Center of Excellence"). 
• Added new Customer Success initiative (''Create a branding and 

marketing plan for the Hickenlooper Administration, to include the 
Colorado Information Marketplace and OIT Video Production 
components"). 

• Removed People initiative "Sponsor and adopt high performing 
organizational behaviors to position and brand OIT as an ' 'Employer of 
Choice" through the development of on-boarding processes, retention 
strategies, employee recognition and rewards, flexible work arrangements, 
and career development opportunities, in concert with our commitment to 
diversity." 

• Revised and updated People initiative #5 (formerly: "To better support the 
business and in partnership with leaders, HR will become intimately 
knowledgeable of the business and its Playbook initiatives, strategically 
and operationally, and elevate the delivery of services by the end of Q2 as 
measured annually through a customer service survey"). 

• Added new Innovation initiative ("Implement IT Financial Reform -
I2E"). 

• Added new Innovation initiative (' 'Rationalize the many state IT 

19 



applications into a more manageable portfolio"). 
• Revised and updated Service Excellence initiative #3 (formerly: 

' 'Implement all aspects ofOIT Storefront"). 
• Revised and updated Service Excellence initiative #7 (formerly: "Develop 

a strategy to consolidate local and wide area networks and domain and 
directory services across the Executive Branch infrastructure"). 

• Added new Service E-ccellence initiative: "Develop a Service-Based 
Organization framework that clearly defines roles and responsibilities, 
including that of the Service Delivery Manager (SDM). Revised and 
updated Information Security initiative #1 (formerly: "Create annual state 
security report"). 

• Revised and updated Information Security initiative #2 (formerly: 
"Develop a unified and consistent information security program for the 
State that includes the planning, development, and implementation of core 
security requirements such as intrusion detection and system monitoring, 
policy management, awareness training, asset inventory, disaster recovery, 
incident response, change management, and risk assessment") . 

• Updated Organization Chart. 
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Appendix- Office of Information Technology Organization 
Chart 

Office of Information Technology 
-------------------------
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Procurement 

Manages budtet, rinancial, 
procurement & contracting 
processes 

leilds Vend Of Mtmagement 
Office 

Over '!tees uprtal invMtmcnt 
plannii'\G. financial modeling & 
cost reductionjcontalnmcnt 
act.IYtty 

Provtdes tren d1ng Information 
;uound costing. ROI, t"Hit~ency & 
TCO 

JONATHAN 

Trull 

lnformat1on Secuntv 

M.anaga~ the Colorado 
lnform;,tion Security Program & 
pubhsh Information security 
ryles , pohc1e~ & standards 

ProiiCitvtly assets.es, mtt1gati!'S &. 

r~ed•ate-~ fT r islcs 

OverHes se(~omtv tompUan,e, 
evaluation & reporting program 
to manaae 01Ud1t, reg ul.atorv & 
pol cy rtl'~uirHnents 

MICHAEL 

Katz 
Human Resources 

EstabHshe!r. a comprchen~vc 

workforce management slrJitt'BY 

Provides gove-rl'\o.~ & coun~l 

on employe-e related Issues & 
rf"qUirf"ment.s 

btdbll~ ct talc:nl management 
program 

Provkte' compliance 8i rl'por1tng 
on aU employee related 
Information 

Spo roor~ h~·ddl! r !.tup .md 
prof~sional developm•nt 

- - -

JESSICA 

Roe 

StrategiC 
C mmuni a 1ons 

htabli.she!l the overall vl.slon and 
st roltegic commun•toltioM plan 

Manaees.lnternal and externa l 
communkateon~ Including mcdja 
pJannlne and prHS inqulrk!os 

Fo!r.l£."f'S and ene:ae~ In lWO·Vf.tY 

(Ommuniuuons wtth OfT 
cmployocs. sto~choldcrs & 
Cu:stDmlifS 
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-~"'-CBMS 
COLORADO BENEFITS MANAGEMENT SYSTEM 

DRAFT- Executive Summary- CBMS Work Plan Status 
Updated 6/1/2013 

Project Highlights 
CBMS presented 93 priorities to the JBC, which at that time included 102 projects. 

48 of those original102 projects have been completed. CBMS has defined an additional 
186 sub-projects which will play a role in completing the remaining priorities. Roughly 65 
percent of these additional sub-projects have been completed. 

With total funding of $37,781,435 appropriated via HB12-1339, the Work Plan budget is on 
track with (today's estimate) $13,682,215 invoiced to date and $24,099,220 remaining (see 
graphics, page 3). 

Performance of the benefits system continues to be above targets. As of March 
2013 the system is above the 90 percent mark of all transactions completed in less than 4 
seconds (see graphic, page 5). 

Timeliness of benefits eligibility determination at CDHS is above the 95 percent 
mark in Food Assistance and Colorado Works. At HCPF the timeliness numbers register 
between the 90 and 95 percent mark (see graphics, page 6). 

Project Elements (HB12-1339) 
A) Overview of the Project Management Structure- The Work Plan 
governance structure continues to work very well. The Executive Steering 
Committee meets regularly to review the Work Plan, and the Work Plan 
Sub-Committee is prioritizing projects and maintaining the project timeline. The 
Integrated Project Teams (IPTs) are working with system users and community 
partners across Colorado to learn issues and find solutions in a collaborative 
manner. The Training IPT is now working as an organizational umbrella known as 
the Health Care and Economic Security Staff Development Center. Work is 
occurring simultaneously on training for the implementation of the Affordable Care 
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Act and curriculum development for new workers across the state to be 
implemented in late summer jearly fall of 2013. The Help Desk IPT is exploring the 
process for each Help Desk ticket to determine more effective and efficient ways to 
assist system users. The Communications IPT is creating calendars and targeted 
messages to help system users know what changes are coming, and when. The 
Financial and Legislative IPT continues to monitor the project budget, keeping all 
parties abreast of expenditures and the condition of the financial picture of the 
Work Plan. See Attachment A. 

B) Overview of the CBMS Work Plan- The CBMS Work Plan includes 93 

priorities, representing 288 projects. We are pleased to report that as of this 
submission the Work Plan timeline remains intact. The CBMS Project Dashboard 
and Dashboard Key, which are included in the full report, provide detailed 
information about specific projects. 

C) A List/Description of Changes to the Project- In the quarter from March 
1, 2013 to June 1, 2013, there have been 11 (eleven) project scope changes to 
existing projects, detailed in Attachment B on Pages 12 and 13 of this Executive 
Summary. So far, 5 (five) of these changes required additional funding, which was 
absorbed through pooled hours. 

D) Status Indicators for Each Project - The project status indicators report 
forward movement on each project. At the time of this report, 4 (four) projects 
have an overall status of "Yellow", indicating that we have identified a risk and have 
a mitigation plan in place for the projects. In all4 (four) cases the schedule is the 
primary issue and the team is working to get the projects back on track Details on 

individual projects can be found within the report. 

E) Detailed Update for Projects that are Completed, In Progress, or 
Scheduled to Commence this next quarter- (full detail inside report) 

o Projects Completed This Reporting Period- 32 
o Projects In Progress - 111 
o Projects Scheduled to Complete Next Qtr- 36 (est.) 
o The Work Plan Sub-Committee utilizes a formal "On-Boarding Process" to 

prioritize projects and account for cost, functionality, timeliness, and the 
urgency of the proposed project. 
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Project Finances 
Summary Charts 

**The pie charts depicting program fmances will be done and fonwrded to you on Tuesday 

once we are certain the numbers are final! 

3 



Historical Caseload Growth 

Active Case Growth 
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The above graphic shows monthly active caseload growth in Colorado since May 2009 
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System Timeliness 

System Performance 

• '% of li'MIS Complt:ted in <= 4 sec 

The above graphic shows the quarterly performance of the system itself from June 2011 
to March 2013, measured by the percentage of transactions completed in 4 seconds or 

less. The system was performing at 90.65 percent at the beginning of March 2013. 
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Program Timeliness 
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Statewide Monthly Timeliness Statistics for HCPF 
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The top graphic shows the historical timeliness of benefits eligibility determination at 
HCPF for New Applications, and Redetermination, Reassessment, and Reapplication (RRR). 
The second graphic shows the historical timeliness of benefits eligibility determination at 

the Colorado Department of Human Services in two programs, Food Assistance and 
Colorado Works. 
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Significant system changes are now going into the Colorado Benefit 

Management System (CBMS). These changes will help ensure that clients 
receive the correct benefit, that the workload on county staff is reduced, and the 
changes will provide useful monitoring tools to detect and prevent potential 

fraud. The Highlighted Accomplishments and Plans for Next Quarter (below) 
are indicative of the system changes now occurring. 

Highlighted Accomplishments This Reporting Period 

-Timesaver for counties 
Counties designed a report that helps them detect and identify changes made 
to assistance payment cases by medical assistance sites. By capturing this 
data in a report, counties are better able to respond and act on information 
quickly, so there is no delay or interruption to benefits. (Project 4117) 

-Improving Program Integrity 
In an effort to improve program integrity and to allow for better state and 
county monitoring, reports were created to collect information on individuals 
who currently receive Food Assistance benefits and who have been 
disqualified from receiving benefits in other states, are incarcerated, or 
deceased. 

-Streamline Medicaid eligibility for children 
Children who are eligible for either Food Assistance or Colorado Works are 
also eligible for Medicaid. This project streamlines enrollment by 
automatically determining children eligible for Medicaid upon the approval of 
Food Assistance or Colorado Works. An additional application is not required 
and the family only needs to "opt-in" to receive Medicaid benefits. (Project 
2586) 
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-Improve customer service for CHP+ clients 
Previously the CHP+ enrollment process was moved from CBMS to MMIS to 
streamline the eligibility process and improve the client's HMO enrollment 
process. With this project, the client's HMO selection is uploaded back from 
MMIS into CBMS on a daily basis, assisting eligibility sites in knowing the 
HMO enrollment for CHP+ clients and helping clients when needed. 

-Colorado CBMS Users Group (CCUG) suggestions 
17 projects implemented and 12 others now in process. 

Plans for Next Quarter 

-Provide additional option to "Opt-in" for Medicaid benefits 
As a continuation to streamlined Medicaid eligibility for children (Project 2586), 

this project provides families the opportunity to ({opt-in" via PEAK. This expands 

the options for families on how to respond which either can be via mail or phone 

to call to eligibility worker or online through PEAK. (Project 2592) 

-Providing accurate benefits 
Under federal rule, when a household is eligible for either the homeless 
shelter deduction or the excess shelter deduction, the system will allow the 
deduction that is most beneficial to the client. (Project 4058) 

-Automation of manual processes 
After a few years of manual processes, CBMS is being updated to automate and 

act upon interface files received by Social Security Administration (SSA). The files 

identify clients that may continue receiving Medicaid benefits within the Pickle 

category (Project 2593) and clients that need a determination for MSP (Project 

2610). The automation of these processes will save time and resources for both 

the Department as well as eligibility workers. 

-Collection of Overpayments 
If a household is overpaid Food Assistance benefits, an automatic process 
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begins to collect 10% of the amount owed to the federal government from the 
household's monthly allotment Previously, this process could be interrupted 
in the system. Changes will ensure there are no interruptions to this process. 

Communitv Voices .. 

CBMS County Workers expressed the following views this quarter regarding 
the continuing efforts to improve CBMS: 

"Knowledge Transfer calls and follow-up sessions for outstanding questions 
after (system) builds makes life easier for users in the counties." 
-Adams County worker 

"Congratulations to all of you for another outstanding performance!! What I 
find incredible is that you are not satisfied to just "meet" the benchmark, you 
are all striving to surpass that benchmark, stretching yourselves to reach the 
ultimate goal of 100%!! Awesome teamwork!" 
-El Paso County Worker to Colleagues 

"Having access to CBMS read only has been a great help in processing and 
multi-tasking. The data fix in CBMS has resolved issues with claims being 
created for our clients when benefits were issued pastthe RRR month." 
-Delta County Worker 

"It is good to have people from the State of Colorado hearing us and listening 
to us. These efforts are helping establish a legitimate feedback loop for 
CBMS." 
-Jefferson County worker 

"There is no doubt that CBMS works better now than it did a year ago. Having 
the Departments at the table with OIT is the critical piece of the puzzle." 
-El Paso County worker 

9 



"Regarding the changes to the workforce development screens: the flow of 
entering information is much better compared to when you had to drill down 
multiple screens to get where you needed to be. There are less steps to take 
to get to the attendance and supportive services screens and data entry is 
easier. Work activities are much easier to enter and multiple activities can be 
added quickly. Also, having all the case information displayed on the screen 
is very helpful and useful. These improvements have made this section of 
CBMS much more user friendly and efficient, it has been a real timesaver for 
workers." 
-Delta County Worker 
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Attachment A 

CBMS Governance Structure 

EXECUTIVE STEERING 
COMMITTEE (ESC) 

• PrQ/ides t~ C'>'~rall strategic dir~<wn and d~clsivn 
maiJngforth~ <BI'.IS progran1 

Kevin Patterson 
Depu tv Chief of Staff 

Members ino:lude: Execttive Directors of HCPF 0.: CDHS, 
Se.::retarvr.H ecln:~ogo;IC IO . CCI Commissioner. 0.: CHSDA 
PresicJ.:nt 

Handlesth~ priontization and on-boarding of work plan prcjects 

• Provides reC•)I1101endatie>ns t•) ESC ;;,round poci hours, "bill of rights", federal mandates, m-:odernizati c~1 requests, etc 

• f•:fen1b.!rs Include: OfT Agenc)' SeJ"~;icesDirector. FH•gram Directors f1·c-m HCF'f & HS. ChiefTechnc•lc•g)' Officer. & CHSDA Repres-:ntative 

Oversight of IF'f sand ex-:.:IJ:ivn against docunent~d plans ;;,nd d-:liverables. 

IPT s are responstble for ensumg the long term success of <BMS through speaflcallyfoctt;.:d teams that dellelo:Jtl partnerships between vanous sta"-:f):llders. collect 
feedba"'and successfuly implement approved recommo:ndations f or futue lmproven1ert:s t o the CBMS prog1am 

• Each iPT •;.o ill have a specifically defino:cl charter, 1neasureableobjectives and deSignated lea<l-:r, who will be resJXJnSible f,~- facilitativn & execution of the team's 
1'101"1. 

• Membershipwilll•e m;;de up of ex1st111g members of •lther user groups (l e (1-.•fUG, CEF1C, PEAK etc). Men1bers1~11 •;,•Ill alsoinclud.: r.·ther county, stt..t~. ~. l A sit.: 
r<pl.:sentativestw "nsure comprehensive and fulljJarticipatim and collaboratic•n 

IPT(s) will r.:~X·It out to t i)C ESC c•n a qua1t.:rly basis 

FINANCE & LEGISLATIVE 
IPT 

Rhonda Paxson 

COMMUNICATIONS 
IPT 

Chris lines 

Manages CBMS bt~j~et and finanm;IJnatters• Plansforthe external and Internal 

• Ensurescoorc~ natJC•I1 with legislature and all 
legislative actions are delivo;:red 

COII101lii11Cation of the CBI'!IS program 

• Workswithcommunitv stakeholders 

Plansforpc(.:J1tial f tnding sotu·ces that Rl<fl.' • Com~ nates varic-us cc.mmunicdtion efforts 
asSist the ll rogrllln across program ar.:as 

TRAINING 
IPT 

levetta Love 
Christine Comer 

• cc .. :.rcinat<:s t rau~ng effc•Jts across all 
program areas 

Pn:-v1des r.::mnmendation for how trainmg 
eff•)rts and processes Will c•perate in tho;: 
future 

HELP DESK 
IPT 

Patricia Garcia 

Provldi:s comprehensive st1ateg1• f c•r how 
Help D.:skservices shot~d be provided In the 
future 

Establishes consist-:nt pre-cesses and 
R1<aSlU'O:Il1i:l1tSaroll1d H-=ip De::k SUiliJC~t 
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Attachment B 

'Change Reques~ (CHGJ Lis~ 

C5MS A F...OAP Lit~ 
I n s ura nce 

CBMSA,· OAP U te 

tnsur-.nce 

CBMS New Aul~ 

E.ne ine (HCPI" ) 

Non- MAGI 

CBMS N e w Ru le~ 

En.-ine ( HCP I" ) 

Non•MAGI 

CBMS New Ru le~ 

E ne•n e tMCP,) 
Non- M AGI 

CB M S CW 
Whe r e about :r. 

U n k n own 

PROJ003881 

PAOJ005S.S1 

PAOJ004187 

P!=!OJ0041B7 

PROJ004187 

PRO J003278 

C H G0002 5-& 

CHG000276 

CHG 0002.S9 

CHG000.263 

CHG0002~ 

CHG0002&1 

I.U e l n 5'u ranc:e Threshol d 

In crease 

Li fe I ns. Contnbvtl on "'"" 
L•en/ t.ncurnbr•nc: e I.OII t> 

Non- MAGI Update:> 

ACICUtlon •nd R:entova l or S u b-

p roje cts 

N o n-MAGI Upoare.s~ mOdify rh e 
o e scr l puon tor ~ne e•net l t 

Ca teaori e:; 

Olscontl n~o.~• Colo~do Worlois 
•tupr Time ly Notictn& 

Concct the ca lcul ation tor 
A F OAP life I nsu r a nce 

Corr ect t:he contr l bu't lon 
I OI1C end confirm the l ien 

I encum oranc e roa1c I S 

Co..-rect the e llc i b ilitv 
d e t e rm i n ati on 

CorreetiEII£ ib llitv 

D eterminati on 

M o d i fy the desc;r i p t:i on f o r 
t.he Benefi t Ciite eori e.s. 

A d d l l rne ly nor icing t o tl''le 

W her eabouts Unk nown 
dl~con-.:~ nuence 

eo .. o f 
C HO 

$ 2,511.00 

$7o.•••.oo 

••• ~.00 

$ 12,320 .00 

Sl.oot.OO 

$ 1,904 .00 

xu• 
A ... ov~OII ·--

This cha n a e w as a J)pro vect to b e l ncluaea 
a~ p art of the p r oje-n.. This p rojeet i :o 

.:cheduled tO be aelivered to the 

p roduction e n v i r onment as Pl!lrt of the 

J une 201S relea~e 

Due to tne s l : e •no t i m e liness o f thi s 

chl!lr'IJe h woul d b e onbol!lrded a::;. • 

!:>ep•r•t• p r o j e ct The funoane source to r 

th i s ct1•n1e n • s vet t o be detc~rmineCI 

This ch•n a e w a s •pproved t o be i nc l uded 
zts pan: o f 'l:he projec'l: This p roject Is 

.schedule d t o b e d e livered to r h e 
p rodu et iOr'l anvl ronment a s part o f ~h• 

S•Pt • mbe r 201S release. 

Th is cha n • e w •s eppro~el to be I ncl uded 
a s p art o f t he p r oJ• ct T h is p r o j ect. Is 

£C.hedu led to be d e livered to the 
produ ct ion envi ronm ent 85 pan or the 

Saptember 2013 re l e.!!ll!>e. 

T his cnan1e w a. s eppr ovcd to b e •nclude ct 
as part. of the projeC't. Thi s: p r o j eCt ~~ 

s cheduted to be d e livere d ro xn~ 

p roduC't.lon t n vlronm ent as P lln of the 
Septem ber 2013 re l ~a!:>e. 

Thi s cha n1e w es approved to be i ncl uded 
a s; part. of the l)roject . Thi !.i p roje ct 1£ 

"he d u t •d t o be d eliv e re d t o t h e 
production • nvlronm e nt zts p i!!l rt. o f the 

A u a -... s t 2013 r e l ease 

- - --- - -------- - --------- L..__ _________ ____ 1.....--.------------------------ ------------------------ _____ t.._._ _ _ _ _____ _ -------- ---------------------------------

' Change Reques1 (CHGJ Lls1 

CokK-.do o.n.fks M_..•g~ 

CBMS HRSA PEAK 

ELE 

CBMS PEAK • Apply 

forBenefit.s 

CB M S Spe cifi • d 

Ca retaker Phase 

II·CW Leaa l 

Custody Z~nd L•a•t 
G uard i anshi p 

CSMS 6 M o nth 

Peri od of 

Efi l i b ifity POf 

PROJ002592 

PROJ004459 

PROJ002547 

PROJ002548 

c-...,. ... .... t 
10 

CHG000270 

CHG0002n 

CHG000269 

CHG000279 

CHGT~ 

Cl i e nt Corresp or'lde,ce ehane~ 

t o c u rre nt ELE Opt In 

NotUl c.auon f o rm 

Add DMV lnterfec.~ to PEAK 

Apply For B e n e fits 

Actd/ Chanae to T e mporary 

Ab~ence and " Exerc ises 

Respons ib i l i ty" r equire:,..,ent.S 

Chanae.s t:o CW3 L 

Noti f i ed Clie n ts that t he 

Info rmat i on c an be 

Sut>mltted u £1nl PEAK ELE 

Pr o vtde onlin e sour ce to 

ve rtfy Pf.A.K appl ican t's 

id enti ty 

Appl y aH ~ uercise.s 

Re~pom; ibll lty" 

re-c:aulre-ments 21nd p r oject 

2S48's new m e thod f or 

c.to~lna t e mporary 

absence: ca~e:.s 

Clat1 ty Need Standard to 

a void confus i o n wne n tne 

M SR packet i s sent in May 

2013 

C o lin o4 
CHQ 

$2,018 .00 0.97:/. 

0 .19X 

Note 

Thl~ t:l'\a nae- wa~ approved to be l ncl ucted 

as part of the project T h i s pro j e ct i s 

schedule:d to be d • live r e d to the 

producti on environme nt e s pert of t t'lll!: 

Jyne 201 3 rrl e a s e 

Effon e n d co~t a re b~inc catcul&t~O at 

tnf stlme 

Effon and cost are J)elne c a lcul&te d a t 

t n i £t im e 

Tni s cnan1e w ac approved to b~ inc lude d 

as pan o f tne p r oje ct Tnl~ p roject l s 

~cneau led to be d e live r e d to the 

p r odu ction e n v iro nme nt as p~:ut o f the 

Jy n e 2013 re l~as~ 

**This document will lay out across two pages in "Landscape" for the final submittal** 
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CBMS Improvement Plan Update 

Starting the next quarter of the CBMS Work Plan, significant changes are going into the Colorado Benefit 
Management System (CBMS). These changes will help ensure that clients receive the correct benefit and 
that the workload on county staff is reduced. The changes will also provide useful monitoring tools to detect 
and prevent potential fraud. 

Our goal is to adequately prepare every stakeholder for the changes. The Training /PT is now working as an 
organizational umbrella known as the Health Care and Economic Security Staff Development Center. Work is 
occurring simultaneously on training for the implementation of the Affordable Care Act and curriculum 
development for new workers across the state to be implemented in late summer/early fall of 2013. The 
Help Desk IPT is exploring the process for each Help Desk ticket to determine more effective and efficient 
ways to assist system users. The Communications IPT is creating calendars and targeted messages to help 
system users know what changes are coming, and when. The Financial and Legislative IPT continues to 
monitor the project budget, keeping all parties abreast of expenditures and the condition of the financial 
picture of the Work Plan. 

We will continue to work with all stakeholders through the coming changes and in concert with the 
implementation of the Affordable Care Act. 
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The above graphic shows monthly active caseload growth in Colorado since May 2009 



System Performance 
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The above graphic shows the weekly performance of the system itself since June of 2011, measured by the 
percentage of transactions complete in 4 seconds or less. 
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The above graphics show the historical timeliness of benefits eligibility determination at Health Care Policy and 
Financing (HCPF) and the Colorado Department of Human Services (CDHS) from July 2011 forward. 



CBMS Improvement Plan Performance Measures 
CBMS Performance Data as of May 20, 2013 
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The above graphic shows the decreasing number of 
CBMS Service Desk tickets since the start of the CBMS 

Work Plan 
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Above is a year-to-year comparison of Service Desk 
tickets, showing 38 percent fewer tickets than at this 

time last year. 
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To enable the effective, efficient and elegant delivery of government services through trusted partnerships and technology. 

Employees of the El Paso County Human Services Division talk about how the 
CBMS Improvement Plan has made their jobs easier and resulted in better 
services for clients. 
Paste the following URL into your web browser: http.l/youtu.be/GibhDyf-be Y 

-------
A Message from the Secretary of Technology & Chief Information Officer 

Congratulations on a successful Legislative Session! In this edition of The Connection, OIT's bi-monthly 
newsletter, I am proud to share some good news about our progress in improving the Colorado Benefits 
Management System (CBMS). The news is positive as the CBMS Work Plan continues to see improvements in 
the timeliness of benefit eligibility determination for the Colorado Departments of Human Services and Health Care 
Policy & Financing. The work processes in county departments are being streamlined to the benefit of system 
users, clients, and the entire State of Colorado. 

Governor Hickenlooper knew from his days as Mayor of Denver that CBMS needed attention and his plan to 
modernize and improve CBMS was embraced by the Joint Budget Committee, resulting in the CBMS Work Plan. 
Significant changes to CBMS have come quickly, and many more changes are on tap in the coming months by 
way of the monthly Build Schedule. 

Consumers and community-based organizations can learn about CBMS via the outward-facing website, 
www.CBMSColorado.com. At this site, consumers can learn about what is happening in the Build Schedule and 
review progress reports submitted to the JBC as well as learn what is happening with the CBMS Integrated Project 
Teams (IPTs). The IPTs are a set of committees looking at issues surrounding the Work Plan such as Finances, 

Training, the Help Desk function , and Communications . 

. nether recent initiative in the works here at OIT is known as "Secure Colorado." This is a three year plan 
focused on making strategic decisions and investments to further protect the data Coloradans have entrusted to 
state government. Each day, nearly 600,000 attempts on the State IT environment are identified and repelled. In 

the last six months, the State has been hit by advanced persistent threats and malware that was highly customized 
and targeted to avoid the State's defenses and create maximum damage. While the volume and sophistication of 
attacks are increasing, the most recent economic downturn has had a serious, detrimental impact on cyber 



security protective resources and measures deployed throughout state government. Secure Colorado focuses on 
four strategic goals and is supported by 18 strategic initiatives which are relevant not only for today but for years to 
come. We are currently implementing the "First Five" of the twenty Critical Security Controls, a set of controls 
1greed upon by a consortium that includes the National Security Agency, the Departments of Defense, State and 
t:.nergy Nuclear Laboratories. The controls have been proven to prevent 85-90 percent of cyber security attacks 
occurring today. Colorado is the first state to implement the "First Five" controls and our approach will result in one 
of the most cost-effective security programs in the nation. 

We have reached a major milestone in our project to replace the State's antiquated network known as the 
Multi-Use Network (MNT) with the Colorado State Network (CSN). As of May 3rd, this project is 52% complete 
and we have migrated 341 of the projected 659 sites . With each site migration, the affected state agency benefits 
from increased bandwidth, more reliable service and an enhanced network that is monitored 24n/365. 

The CSN also provides a statewide foundation that is vital for many services and upgrades to be accomplished. 
Applications like CBMS, Driver Licenses offices, CO FRS and many more are experiencing solid performance with 
reduced error rates with this managed service and business class network. OIT will continue to develop the CSN 
infrastructure and complete the installation I migration initiative of the remaining state agencies by August 2013. 

I hope you find this edition of The Connection to be interesting. If you have any questions , please feel free to 
contact any one of us below. Your interest and attention are greatly appreciated. 

-kr 
Kristin D. Russell 
Secretary of Technology and Chief 
Information Officer 
State of Colorado 
Governor's Office of Information 
Technology 
303.764-7707 
Executive Assistant: 
Emily Shea 
emily. shea@state.co. us 

Jessica Roe 
Chief Communications Officer & 
Government Affairs 
State of Colorado 
Governor's Office of Information 
Technology 
303.764-7716 
jessica. roe@state. co. us 

-c{ 

Chris Lines 
Acting Legislative Liaison & HIT 
Communications Manager 
State of Colorado 
Governor's Office of Information 
Technology 
303.764-7731 
chris .lines@state.co. us 



The Connection 
Powering the State of Colorado 

To enable the effective, efficient and elegant delivery of government services through trusted partnerships and technology. 

Want to learn more about OIT? Click above for a short video or cut and paste the 
following URL into your web browser: http://www.youtube.comAvatch?v=-uzSgN1 Mx3A 

A Message from the Secretary of Technology & Chief Information Officer 

I'm pleased to present you with the first edition of The Connection - the Governor's Office of Information Technology 
(OIT) new bi-monthly newsletter to help us stay "connected" with everyone under the Gold Dome. Information 
Technology can sometimes be confusing and complicated and yet today, it is the backbone of almost everything we 
do across the state. Because of that, we want to help you better understand what we are doing, why and how our 
work w ill benefit the State of Colorado and your constituents . 

This inaugural edition is intended to provide a snapshot of our organization and strategic direction, whereas future 
installments will be devoted to specific topics, like IT Economic Development or the Colorado Information 
Marketplace. The Connection is complemented by our new quarterly 'Tech Talk" series open to all legislators. 
These brief, 45-minute forums are a great opportunity for you to learn more about the initiatives underway at OIT and 
to ask us questions about our work. 

OIT's charge is twofold: (1) to provide world-class IT services to Colorado's Executive Branch agencies; and (2) to 
promote Colorado as the ideal location for IT companies and technology based workers. By clicking on the video 
above, you can learn about the vast array of services that we provide across our great state. We've also included 
links to our FY13 Playbook and organizational chart so that you can see the direction we are headed and the 
structure we've put in place to get us there. This important foundational work has positioned OIT to drive innovative 
technology solutions, provide quality service, and support the agencies whose missions are so critical to serving 
Coloradans. 

(' •T is powering the work of the State of Colorado and making government more effective, efficient, and elegant, 
je at the same time protecting the State's valuable information assets and lowering costs. My hope is that this 

newsletter, along with our "Tech Talks, " will provide a valuable engagement platform and richer communication 
channel with each of you. Enjoy ! -kr 

Please contact Dara Hessee, Chief of Staff & Legislative Liaison, at dara.hessee@state.co.us or (303) 764-7709, with any questions. 
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Transforming Colorado Government for Today 
and the Future 

December 2012 

I am pleased to present the Governor' s Office of Information Technology 2012 Report to the Governor, the 

President of the Senate and the Speaker of the House of Representatives. 

Information technology is an integral part of any business, and state government is no different. While we do not 

always have a direct interface with the public, our work impacts all Coloradans. That is, we provide the technology 

that enables state agencies to provide services like unemployment insurance, food assistance, Medicaid, motor vehicle 

registrations, and more. IT is foundational to delivering these services to the public and the key to making state 

programs more efficient, effective, and elegant. 

There is a high demand for new or expanded technology solutions that enable government to operate more, 

efficiently. O IT has made tremendous inroads in creating a consolidated , shared enterprise that will enable the state 

to optimize spending on IT projects and technology, improve enterprise service delivery, and allow for the rapid 

deployment of innovative IT solutions. We are also building a dynamic and flexible organization that will be able to 

meet new and evolving challenges and demands while maintaining current services and realizing enterprise 

efficiencies. 

Managing IT through a business lens is our goal. Controlling spending and leveraging economies of scale is critical, 

while pursuing new and innovative ways to provide services cheaper, better, and faster. Through our purposeful 

actions, documented in our Playbook, OIT is advancing new ideas, aggressively pursuing collaborative partnerships, 

and advocating for and implementing innovative solutions that link IT investments to the state's goals while meeting 

unique agency priorities and business needs in a cost-effective, efficient manner. We also continue to identify and 

implement savings wherever possible and have achieved nearly $3.3 million in cost savings and cost avoidance in fiscal 

year 2011-12. 

Although we continue to face many daunting challenges, I am excited about our future and the tremendous 

opportunities that lie ahead. 

Sincerely, 

Kristin D. Russell 

Secretary ofT echnology and Chief Information Officer 
State of Colorado 
Governor' s Office of Information Technology 

~hm .a 

• 
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Foreword 

The overwhelming bi-partisan passage of SBOS-155 resulted in a considerable shift in how information and 

communication technology (ICT) services are delivered to Executive Branch agencies in Colorado state government. 

As a result of this legislation, which was codified in C.R.S. §24-37.5-1 01 ct seq., all information technology (IT) 

functions, systems, and assets were consolidated from the 17 executive branch agencies into a single organization -

the Governor's Office of Information Technology (OIT) - in July 2008. 

The consolidation was much like a merger of 17 companies, bringing with it significant challenges including 

reorganizing nearly 900 employees into a single chain of command; implementing financial controls to ensure that 

purchases are managed in a coordinated fashion and implementing strict project management methodology and 

governance to fix ailing projects and prevent future projects from failure. But it also provided the unique opportunity 

to plan, enable, and implement truly transformative and lasting change in the state of Colorado. OIT took this 

historic opportunity to challenge the status quo and create an enterprise IT organization that is leaner and more 

effective in the delivery of a full range of technology solut ions and services to a multitude of customers, which 

includes state agencies and local government entities. 

O ur value proposition is to enable the effective, efficient and 

elegant delivery of government services through trusted 

partnerships and technology. O IT' s operational responsibility 

is vast and includes the development and support of enterprise 

and agency-specific (line of business) applications, projects, 

programs, and services, data centers, servers, mainframe 

operations, storage, operating systems, local area networks, as 

well as the Colorado State Network (CSN) and the public 

safety communications network (which includes the digital 

trunked and microwave radio systems) . OIT is also 

responsible for information security across all three branches 

of state government. We monitor and analyze information on 

cyber threats and proactively manage vulnerabilities that present 

As an internal service provider, it is imperative 

that the nearly 26,000 state employees we call 

customers count on OIT to provide them wid1 d1e 

IT support and tools they require to perform their 

day-to-day functions, including: 

D Telecommunications Services (desk and 
mobile telephones) 

D Email, Collaboration and Other Office 
Productivity Software 

D Service Desk Support 
D Internet Connectivity 
D Desktop and Printing 

risk to the state's information systems or the critical information managed there within. This includes security risk 

management, security operations, regulatory compliance, and application security. 

In February 2011 Governor John Hickenlooper appointed Kristin D. Russell to lead OIT as the state's Chief 

Information Officer (CIO) and oversee all the information technology functions for the Executive Branch. 

Additionally, he appointed her as Colorado' s Secretary of Technology and as such, Ms. Russell leads the state's IT 

economic development efforts and works in conjunction with the Office of Economic Development and International 

Trade (OEDIT) to promote Colorado as the ideal location for IT companies and technology-based workers. This 

Report covers both focus areas. 
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Section 1: Becoming More Effective, Efficient and Elegant 

Governor Hickenlooper charged his Cabinet with making government more effective , eflicicnt and e legant . This 

simply means: we arc getting done what needs to be done and are looking at outcomes to judge whether our 

programs are successful (effective); providing timely and cost-effective services and eliminating waste and duplication 

wherever we fmd it (efficient); and arc delive ring services in a way where the employee and public feel respected and 

elevated through the experience (elegant). OIT is actively engaging in activities that are aligned with this vision, while 

also supporting state agencies (our customers) in reaching their uni6ed objective to provide services to Coloradans in 

the most e.fficient, effective, and elegant manner possible . OIT is tasked with advancing new ideas, aggressively 

pursuing collaborative partnerships, and advocating for and implementing innovative solutions that link IT 

investments to the state 's goals while meeting agency priorities and business needs in a cost-effective manner. 

Through our purposeful actions, O IT is in a position to transform citizen engagement and trust in public service 

deliver y, which is in direct alignment with the Executive Branch's vision and mission. 

. .. , , 

r rUUR l I ; OIT 's \'HUE P IWPOSIT IO'\ 

Strategic Planning 
With a solid foundation established for consolidation, OIT revisited its strategic direction for the upcoming four years 

and put in place a strategic and operational "Playbook" that is subsequently reviewed and updated on an annual basis. 

The Playbook is our roadmap which defines our value proposition, top strategic priorities, and the specific key 

initiatives we want to accomplish in a particular fiscal year. The Playbook includes a current state assessment of six 

specific strategic priorities (Customer Success, People , Innovation, Service Excellence, Trusted Partnerships, and 

Information Security) and the future state that we ultimately want to achieve. After taking into account customer, 

employee , and partner perspectives, as well as the Governor's strategy and direction, OIT deve loped its first 

Playbook' and published it in July 2011 . 
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fi GURE 2: O IT's ) IX P RIORITIES 

1 In July 201 2, the FYI3 Playbook was published with our initiatives for fiscal year 2012-13. A copy of both Playbooks can be 
found on our website at 



To move us closer to our desired future state in each of our six priorities, we developed FY 12 initiatives aimed at 

providing outstanding customer service, recruiting and hiring the best IT talent, providing innovative solutions from 

emerging technology, delivering services in a timely and effective manner , building and maintaining highly effective 

partnerships, and providing robust information security. Each of the initiatives has an established set of quarterly 

strategic targets, and regular Operations Reviews were established to review our progress and performance toward 

those targets. 

FY12 Playbook Results 
Quarterly operations reviews are held to track and measure our progress towards achieving Playbook initiative goals, 

adjusting and developing "get well" plans as necessary. At the close of the 2012 fiscal year, we conducted a year end 

review and of our 66 total initiatives: 

47 (71 %) were successfully completed; 

II ( 17%) were not completed and were either eliminated or arc incorporated into the FY 13 Playbook; and 

8 ( 12%) were either merged with other existing initiatives or removed and being addressed in other 

projects. 

Color lef!'end: 
Blue· initiative completed and closed out 
Red; Initiative not completed 
Gray: Initiative removed or merged with another Initiative 
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Performance Measures - t he OIT Ba lanced Scorecard 
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In addition to the targets defined in the FY 12 Playbook, OIT developed a more tactical and operational set of 

performance measures that arc integral to the day-to-day service delivery management and align with OIT's key 

initiatives and value proposition. This complete set of mctrics is called the OIT Balanced Scorecard. 

This internal Scorecard, which was implemented in July 2011, provides an executive summary aligned to OIT's 

strategic direction and robust metrics on financial performance, customer service and delivery, internal personnel 
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performance, and information security . In all, over 50 performance measures are managcd2 and maintained for each 

of these performance-based areas. Produced monthly, the Scorecard identifies trends, target mctrics and actual 

performance metrics. The Scorecard has helped OIT achieve consistency of performance expectations against 

strategic priorities and has helped ensure organizational alignment to these core objectives across the state. In short, it 

tells us how we are doing and whether we are improving over time. In addition, the Scorecard provides a foundation 

for data-driven decision making and creates transparency and focus across the organization. OIT leadership regularly 

reports out on the status of these mctrics across the Executive Branch and during legislative updates that ar c open to 

the general public. 

Workforce 

Realignment 
Moving all Executive Branch IT staff into a single chain of command within OJT resulted in efficiencies and 

service enhancements that were unavailable under the previous siloed , agency-by-agency model. At the end of 

the day, IT is an economics of scale business where capitalization in specific subject-matter expertise makes good 

sense across the enterprise. In this new model, OIT successfully aligned employees along services and functions 

across the enterprise, creating a stronger and deeper bench. In September 2011, the organization was flattened 

to move senior management team closer to the day-to-day operations and to the employees delivering services, 

to improve career paths for our employees by providing more clarity around functional roles and responsibilities , 

and to enhance customer service and thus provide O IT with a more sustainable organizational structure for the 

future. We continue to fine-tune the functional structure to align with industry best practices and standards to 

ensure that customers receive the support and services they need while remaining agile in responding to non­

standard situations that may arise. 

Training 
OIT' s staff is entrusted with delivering critical services to our customers and Colorado's citizens and therefore it 

is important that they receive the technical training necessary to retool their individual skills as they move from 

supporting legacy systems and applications to current and evolving technologies. With shrinking training 

budgets, OIT has been creative in providing IT, project management, and business training with limited dollars. 

OIT offers monthly education al brown bags and has purchased subscriptions to Skillsoft and Corporate Executive 

Board (available to any Colorado state government employee) which provide valuable low cost training and 

development opportunities. OIT also facilitates a number of users groups that are open to state employees 

working in the areas of project management, information security, mainframe, application development, and 

enterprise ar chitecture to share knowledge and best pr actices, and group facilitators frequently bring in guest 

presenters from both the public and private sectors. Additionally, OIT has maintained a comprehensive list of 

free training opportunities, which is updated and sent out quarterly to all O IT employees . 

In January 2012, OIT initiated bi-monthly O IT Tech Forums in order to 1) provide training and demonstrations 

on new or emerging technologies, 2) share best practices among technical staff, and 3) seek out innovative 

solutions that are thought-provoking and forward-looking. Topics arc aimed at showcasing strategic solutions 

using existing and emerging teclmologies that align >vith business needs and may deliver long-term value to the 

state and its residents. Speakers have come from OIT and/ or external third-parties. Most Forums arc open not 

2 Examples of the performance measures being managed arc: Cost Savings and Avoidance, Number of Days to Complete a 
Contract, Number of Days to Process a Purchase Order, Mean Time to Total Resolution, System Availability, Project Health, 
and Statewide Security Awareness Training. 



only to OIT employees but any interested IT professional in the public sector. The schedule of events is available 

on our website 

IT Storefront 
orr engaged in a LEAN 3 project to create a model that positioned OIT to serve as the "IT Storefront" for all IT­

related procurements (e.g., hardware, software, maintenance, services) for all Executive Branch agencies. The IT 

Storefront is a life cycle management process for all IT assets and ser vices. Goals and benefits of the IT Storefront 

include the opportunity to optimize financial decisions by leveraging statewide purchasing power ; establishing 

common standards for hardware, software and applications; complying with required security architecture standards; 

implementing efficiencies in deployment and support of hardware, software and applications; and providing for 

improved adoption of project management, vendor management and asset management protocols. It is anticipated 

that the streamlining and centralization of the purchases will result in an estimated annual savings of $5 million while 

greatly improving how departments identify, purchase, and provision information technology goods and services . 

OIT as the IT Storefront 

OIT worked with the Department of Personnel & Administration (DPA) and finance and procurement officials from 

several departments on this strategic initiative and after many months of hard work, a LEAN-based statewide IT 

requisition and approval process was implemented in July 2012 and was integrated with the statewide e-procurement 

platform (COMPASS). The next phases of the project include incorporating the OIT project management office, 

implementing a vendor management office and feedback system and incorporating full asset managem ent for all 

purchases into one configuration management database (CMDB) which will be utilized by the entire OIT 

organization. The goals of the IT Storefront include reducing procurement and provisioning timelines by 

approximately 30%; improving the quality of goods and services being procured; ensuring successful projects through 

consistent project management; evaluation and ranking of vendor performance; identification and management of the 

state's IT assets throughout their lifecycle; and to generate significant cost savings through consolidated purchasing. 

OIT Tech Roadmap 
O IT's Office of Enterprise Architecture published The Compass: Enterprise Architecture 201 1-2014 , which is our first 

ever OIT Tech Roadmap. The Roadmap defines the IT enterprise direction and standards for future technical 

solutions that will ensure services available to Coloradans arc delivered efficiently, effectively, and elegantly. The 

following graphic represents the future enterprise architecture for Colorado state government: 

3 Lean is a systematic approach of continuous improvement to identify and eliminate waste to create savings. Lean provides the 
principles and tools to develop a culture that encourages and enhances employee creativity, innovation and problem-solving to 
usc existing resources to create more value. 
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The framework defines the business, information, solution, and technology architectures based on the Federal 

Enterprise Architecture model. The Roadmap is accessible from OIT's website at . OIT's 

Chief Technology Office has also published a Cloud First strategy and our Mobility strategy is forthcoming in 201 3 . 

Citizen Engagement Platform as a Service (CEPaaS) 
In April 201 2, Ms. Russell and the state's Chief Technology Officer , Sherri Hammons, published a white paper4 on 

Citizen Engagement Platform as a Service or CEPaaS. The premise is that current customer management business 

models in the public sector are immature , reactive and single-transaction oriented, meaning that technology solutions 

for citizen services are developed in isolation within each agency. This makes it difficult to link customer information 

across the agencies and results in duplication and redundant creation of customer information and functions which 

prevents cr oss-agency analytics for proactive and service-oriented engagement with citizens . This current model is 

costly to implement, manage and maintain. The concept of CEPaaS is that through the use of shared, standard/ off the 

shelf tools, state governments will be able to leverage common functions (i .e., rules engine, help desk, client 

correspondence) across multiple services. For example, if a citizen states that their preferred method of 

communication is email, then that preference is r ecorded across all the agencies the citizen is engaged with rather 

than having to make that request known to each agency independently. 

4 Accessible on OIT's website at <.I<L 
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To move towards this new model, OIT will be looking to the private sector to share their expertise, innovations and 

best prac--tices for streamlining service delivery and support in a way that makes more efficient use of public dollars. 

Information Security 
In 2010 OIT implemented the Colorado Information Security Program (CISP) , a comprehensive information security 

strategy which is safeguarding state systems from hackers, spam and phishing attacks. Thousands of attempts on the 

state IT environment are identified and repelled on a daily basis5
, and protecting the privacy of state and citizen data is 

a key priority for OIT. 

Malicious software (i.e., viruses, Trojans, worms, etc.) , human social engineering attacks, hackers , and loss and theft 

of mobile computing devices are a major source of information security incidents both nationally and in Colorado and 

capture significant media attention. However, statistics show that organizations are often at greatest risk from the 

inside and not from external sources. Employees unintentionally make the environment more vulnerable simply 

through a lack of knowledge that security is everyone's r esponsibility and that they can take simple steps to protect 

state resources and data. To mitigate the potential of such vulnerabilities and threats, O IT's Office of Information 

Security (OIS) has mandated that all state employees annually complete training on how to better protect systems and 

data. Nearly 100% of all Executive Branch employees completed the 201 1 information security training, and the 

20 12 training is already in progress. In addition, the State of Colorado is a member of the Multi-State Information 

Sharing & Analysis Center (MS-ISAC). Thro ugh MS-ISAC, Colorado shares cyber security informat ion with federal , 

state, and local government partners. MS-ISAC provides Colorado with valuable , r eal time cyber security intelligence 

and access to subject matter experts to assist in improving Colorado's information security. 

In O ctober 2011 , the Center for Digital Government honored Colorado as the winner of its very first annual 

Cybersecurity Leadership and Innovation Award. The award highlights our state 's early adoption of technology and 

implementation of processes to mitigate risks and combat security breaches. O IT was recognized for becoming a best 

practice leader by educating employees, employing processes, and utilizing technology to keep the confidential 

information of Coloradans secure. 
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5 In fiscal year 2011-1 2,85% of the more than 275,000,000 incoming messages we blocked. 
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The first two phases of the Enterprise Endpoint Security project was completed in September 201 1. The conversion 

of 28, 166 endpoints in the Executive Branch to single, standard software has resulted in an approximate cost savings 

of $500,000 in licensing costs alone, not to mention the cnablemcnt of a more secure solution. The project has 

connected endpoints from 20 separate agency infrastructures to a central management server, allowing OIT to 

centrally manage antivirus and encryption with a smaller central team. This paves the way for other important 

infrastructure consolidation and enterprise-wide projects. 

Additionally, through the OIS, the Chief Information Security Officer implemented the Agency Vulnerability 

Management Program (A VMP). AVMP is a proactive statewide security scanning program intended to ensure that 

current security issues within agency environments are identified, evaluated using a risk management approach, and 

dealt with in a cost-effective and efficient manner . Colorado is using C-RISC as the open source portal to record, 

track, and measure all findings and security issues for follow up, remediation and incident response management. 

This program has already resulted in reducing high risk vulnerabilities in agency environments by 35%. 

Project Management 
In the spring of 2012, OIT's Enterprise Portfolio Project Management Office (EPPMO) adopted VAL IT. VAL IT is a 

methodology created by the ISACA IT Governance Committee and is one of the most effective ways in the market to 

demonstrate the value IT brings to the business. It increases profitability I cost reductions by helping facilitate the 

selection of the right investments for the greatest return. Some of the benefits of this set of processes and guidelines 

include but arc not limited to: increased likelihood of success when executing selected investments; reduced cost and 

value leakage; reduced risks of failure; and fewer unexpected outcomes associated with IT cost and delivery. 

Legacy System Modernization and Steps to Sustainability 
The State of Colorado remains hindered by aging legacy information technology systems, many of which provide 

mission-critical functions and often serve the state's most vulnerable populations. Their outdated technologies limit 

OIT's ability to innovate and work with new technologies, to quickly implement state and federal legislative 

mandates, and to keep pace with changing policies and best practices to better serve constituents. Further, 0 IT 

continues to lose critical personnel to retirement, and with that comes the loss of institutional knowledge and key 

skills necessary for maintaining these legacy systems -- skills in which the next generation of IT workers is not trained . 

OIT is focused on stabilizing and/ or replacing aging legacy systems and ensuring the sustainability of new systems 

going forward. Steps Off have taken include: 

Operational Risk Assessment 
OIT supports and manages more than 900 different applications and IT services across the state, I 33 of which 

have been deemed as mission critical and essential. In late 2011, OIT embarked on a Playbook initiative to assess 

these systems based on operational risk, business criticality and security risk across the enterprise. The 

applications were assessed and individually scored across six different risk factors (£liters) and 99 attributes and an 

overall ranking was also determined. It is important to note that risk does not necessarily mean that an 

application is broken or not working properly but rather indicates the criticality of the application when looking 

at it through the different filters and allows us to make informed decisions on where to best allocate limited 

resources. This initiative is the first of its kind, providing OIT with essential, quantitative data on the status of 

mission critical systems statewide. With this critical data, we are positioned to better evaluate the state of these 

systems and make strategic decisions on allocating our limited resources and funds to those systems with the 

greatest risk. It will also allow OIT to determine which systems could be shored up or modernized with newer 

technologies such as cloud computing (i.e ., X-as-a-Servicc) and shared services models while also providing 



opportunities to consolidate duplicative systems into enterprise systems and eliminate outdated systems 

altogether. 

Building Sustainabi l ity Upfront 
Building sustainability up front into the plans and budgets for new IT systems and ensuring that all the 

components are in place not only for successful system implementation, but also for ongoing maintenance and 

support of the system and eventual system replacement is another key priority for OIT and the state. This ''Total 

Cost of Ownership" approach includes incorporating security, project management, independent verification and 

validation (IV&V), business continuity, disaster recovery, ongoing support, and end-of-life replacement as 

necessary components of planning and budgeting for IT projects -- all of which are key to success and 

sustainability. 

During the 2012 legislative session, OIT spearheaded the passage of HB12-1288, the Administration of IT 

Projects in State Government legislation, that will ensure that the state takes a smarter and more sustainable 

approach to IT system implementation and that IT project plans and budgets contain all the necessary 

components, such as Total Cost of Ownership, ongoing maintenance and disaster recovery for long-term system 

success and eventual replacement. The oversight of the strategic alignment is also part of the stage-gate process. 

Significant savings will occur from implementing these steps upfront as we enable collaboration around the state 

to increase usability of components, eliminate system duplication, and contribute to the approval of a stronger 

portfolio of projects. Financial guidelines were created and provided to help teams calculate Total Cost of 

Ownership and create more detailed planning budgets. Different internal training opportunities are being created 

by OIT's EPPMO supporting the "train the trainer" concept to expand knowledge around Portfolio 

Management, Program Management, and Project Management best practices. 

Case-in-Point: the Colorado Financial Reporting System (COFRS) 
COFRS is the state's 20-year old accounting system which records and processes approximately $70 billion in 

revenue and expenditure transactions on an annual basis. It is based on aging technology, including l. 7 million 

lines of complex programming code, the majority of which was written more than 20 years ago. As a result of 

the highly customized nature of the code and age of the system, the state has been unable to enter into a 

maintenance contract with the original vendor and the internal staff possessing the knowledge to support the 

system will all be eligible for retirement by 2014. Additionally, it is becoming increasingly costly to maintain the 

system and it presents a significant risk to the state should a partial or complete failure occur. 

O IT, the Department of Personnel & Administration and the Office of State Planning and Budgeting worked 

collaboratively to secure an unprecedented investment to modernize COFRS. The result was a legislatively 

approved Capital Construction appropriation of -$90 million over a ten-year period. These resources will not 

only reduce major operational risks and costs but also significantly improve financial reporting, controls, and 

forecasting capabilities across the state. 
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Section II: IT Economic Development 

In addition to overseeing the overall information systems function statewide, Governor Hickcnlooper restructured 

the CIO role to include the title of"Sccretary of Technology." This role was created to provide specific industry focus 

on attracting, growing and retaining information technology (IT) jobs and businesses in Colorado. The Secretary of 

Technology builds economic development opportunities for IT businesses by promoting Colorado as a headquarters 

location for new and existing technology companies and attracting technology companies of all sizes to r elocate to or 

expand within Colorado. 

Colorado has a prime opportunity with regard to attracting, growing, and retaining IT businesses in Colorado. The 

Colorado technology industry is already home to more than 5,500 software, hardware, IT services , storage, 

geospatial intelligence, and related technology companies that employ more than 55 ,000 people for a total annual 

payroll of more than $5 billion6
; this does not even include the thousands of IT jobs in the non-IT industries, such as 

financial services or health care. Additionally, Colorado's dry climate, clean power grid and low risk for natural 

disasters make it an ideal location for data centers. Lastly, Colorado has one of the most educated and healthiest 

workforce in the country with exceptionally low turnover rates. OIT works closely with the Office of Economic 

Development and International Trade (OEDIT) to ensure we are in alignment with the overall economic 

development strategy for Colorado, the Colorado Blueprint, and the Statewide Key Industry Network Strategy. 

A strong commitment to job creation has been at the focus of the state's strategy and has been a key objective for 

OIT. Over the past year, approximately 7,500 new IT / technology jobs were announced from a compilation of over 

40 companies . O IT and OEDIT leadership in partnership with the IT Economic Development Advisory Council 

(ITEDAC) have been involved in major activities to recruit and attract companies to Colorado and have been 

successful in attracting companies such as DaVita, Arrow Electronics, Hitachi Data Systems, and the U.S. Patent and 

Trademark Office. The ITEDAC, a council of public and private community leaders, is an executive group of trusted 

advisors who provide feedback on proposed economic development strategies , IT ideas and initiatives and brainstorm 

job creation solutions. Their focus is on business development. As part of this effort, OIT coordinates economic 

development trips to other states to meet with key IT business leaders to assess how Colorado could be more 

attractive for these businesses and encourage them to consider Colorado when they have opportunities for growth 

and expansion . 

In conjlmction with OEDIT and the Colorado Technology Association (CTA), OIT assembled a Technology Key 

industry Network (KIN) Steering Committee and Tactical Team with representation from the technology industry, 

academia, state and federal government, nonprofit associations, and others to develop a business plan for the 

technology industry in Colorado. The kickoffs of the Technology KIN Steering Committee and Tactical Team were 

held on February 7 and 8, 2012, respectively; participants included 15 C-Levcl Leaders from the technology industry 

as well as members from the ITEDAC, OIT, OEDIT and CTA. This group addressed the major challenges and 

opportunities facing technology as an industry in Colorado, with a special focus on the six core objectives from the 

Colorado Blueprint. They identified specific initiatives for each of the six areas. CT A is now developing leadership 

6 Source: CSIA 2010 Industry Report 



teams to carry out the implementation of those initiatives. Additionally, through efforts with the Colorado Innovation 

Nctwork7 (COIN), OIT has been instrumental in helping to connect and convene new IT entrepreneurs, higher 

education, federal laboratories and the public sector across Colorado. 

Broadband 
Another focal point of our IT economic development effort is the expansion of broadband deployment and adoption 

in un-served and under served areas of the state. Broadband has become a vital infrastructure in this 21st century 

society and economy. The availability of broadband .internet access in rural areas is critical to economic development, 

provides widespread access to essential services (like health care and education), facilitates the delivery of government 

services, and promotes civic engagement. Consequently, it is importan t that all parts of the state enjoy access to 

broadband and that citizens are making the best usc of this technology. 

environment 

The regional bottom-up reports - which helped inform the Colorado Blueprint - identified many communities 

struggling with their current levels of high-speed broadband, lack of redundancy, and middle and last mile 

inadequacies . These include the San Luis Valley, rural northwest Colorado, the southwest and southeast corner s of 

the state, and specific counties . A lack of adequate broadband infrastructure in these ar eas is: 

Impacting business development, growth, and diversity. 

Limiting their ability to be competitors in the global market. 

Reducing access to critical government services, which are increasingly moving online, as well as to distance 

learning opportunities, critical health care ser vices, and other ar eas. 

To address these issues, OIT established the Colorado Broadband Knights of the Roundtable (a collaborative group of 

local, regional, and state representatives) to develop a comprehensive statewide broadband strategy with five key 

priorities. Committees have been formed to address each priority. 

1 . Coordinate and CoUaborate on Broadband Activities: This committee is promoting coordination 

and collaboration among the various groups engaged in broadband efforts across the state. The Colorado 

Broadband Knights of the Roundtable has been established to promote coordination and collaboration among 

the organizations that ar e leading key broadband development and adoption activities in Colorado. As the 

Roundtable has grown, this group of community and government broadband leader s has developed an 

overall framework and strategy for the state's broadband plan. 

2. Engage Local Communities: This committee is focused on engaging and empowering local communities 

through the establishment oflocal technology planning teams in some of the highest need areas. These teams 

outreach to and coordinate with local groups, broadband providers, and other potential stakeholders to 

7 See Appendix C for additional information about COIN. 
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promote broadband adoption and enhance broadband consumer information. They are charged with 

addressing gaps in broadband deployment and adoption and aggregating broadband demand to incent 

private-sector build out in areas historically perceived to offer little return on investment. There arc now 17 

teams across the state. 

3. Leverage Funding Opportunities: OIT is leveraging its $5 .4 million broadband grant from the federal 

government to map broadband coverage across Colorado, conduct community-based outreach to identify 

local solutions to broadband issues, and create a statewide task force to increase interactive online learning 

opportunities for K-12 public schools. These efforts are foundational to increasing broadband deployment 

and usage across Colorado. This committee is also focused on planning for sustainability of broadband 

infrastructure projects. 

4. Evaluate/Support Critical Broadband Policy: This committee is evaluating the policies and practices 

that impact broadband access. They arc looking to r emove barriers to broadband development and identify 

policies necessary to enable the Colorado statewide broadband mission. 

5. Achieve Digital Literacy: Digital literacy and adoption arc key to leveraging the broadband infrastructure 

and to support a foundation for the economic development of Colorado. This committee is identifying a 

network of resources that are available around digital literacy and broadband adoption and also planning a 

public awareness campaign. 

Distance Learning Grant Project 
The "Capacity Building - Distance Learning Grant Project" is part of Colorado's ARRA-funded Broadband Data 

Development program. The project will provide centralized coordination and increased course offering capacity to 

P-20 (pre-school to post-secondary /higher education) interactive video distance learning sites and content 

providers state\\ridc. The grant allowed us to add 12 new interactive video distance learning sites - two 'proof of 

concept' and ten 'pilot' sites - for usc in the 2012-2013 school year. The project will also fund new course 

content, distance learning training programs, and professional development for teachers . 

In January 2013, a state\\ridc scheduling/ clearinghouse application to facilitate statewide networking of educational 

resources will be implemented. This application will provide a full array of registration and course delivery 

supports for interactive video distance learning in Colorado; it is anticipated that through this collaborative 

environment, the quantity of content and services will grow sharply. 

The project is directed by the Colorado Distance Learning Task Force, which was established by OIT. This group is 

made up of Boards of Cooperative Educational Services (BOCES) executive directors and staff members, and 

representatives of content providers such as the Denver Museum of Nature and Science, special service providers 

such as Colorado School for the Deaf and Blind, and post-secondary providers such as the University of Colorado­

Colorado Springs (UCCS). 



Section Ill: Key IT Initiatives 

Colorado Benefits Management System (CBMS) 
Tremendous progress was made to modernize and improve the chronically troubled CBMS and restore public trust in 

Colorado's ability to deliver accurate and timely public assistance to eligible Coloradans. In the summer and fall of 

2011 , the State CIO and the Chief Technology Officer made several side-by-side visits with counties across Colorado 

to view firsthand the issues with the system and what they observed helped not only to inform our strategy but 

demonstrate the commitment OIT has to the end users of the system. 

The State CIO also formed an Executive Steering Committee (ESC) that includes executive representation from 

Governor's Office, OIT, the Colorado Department of Human Services (CDHS), the Colorado Department of Health 

Care Policy and Financing (HCPF) , the Colorado Human Services Directors Association (CHSDA) and Colorado 

Counties Inc. (CCI) and that has been meeting biweekly since inception. The ESC approved a comprehensive 18 

Month Work Plan to stabilize , upgrade , modernize and increase the reliability of the system as well as improve the end 

user experience. To achieve our goal of a system with greater integration, speed, efficacy and accuracy, we are using 

all the tools at our disposal including leveraging federal funds to the greatest extent possible. 

In April 2012, OIT successfully completed the largest modernization effort since the initial implementation of CBMS 

in 2004 by moving to a full web-based service platform. With a web client deployed to all 64 counties, system 

performance improved by 30%, transaction time was decreased and now over 80% of all transactions arc completed 

in less than 4 seconds. The system is also now easier to usc and navigate. Additionally, in the spring of 2012, the state 

legislature authorized an additional $22 million for several modernization projects , including enhancing the award­

winning Program Eligibility Application Kit (PEAK) to allow real-time, on-line eligibility determinations to minimize 

workload at the county level. A renewed emphasis on communications with the end-user community has also been 

successfully initiated and launched and their input is well represented in the current governance structure of CBMS. 

Colorado Information Marketplace (CIM) 
Historically, data sharing within Colorado State Government has been siloed, 

prone to misinterpretation and inconsistent. Over the past few years, legislation 

has been passed to improve data sharing, and OIT's data strategy has stemmed 

primarily from two pieces of legislation - House Bill 08-1364 and House Bill 09-

1285. In the fall of 2011, OIT launched a major initiative called the Colorado 

Information Marketplace (CIM) to provide the architectural framework for data 

exchanges by applying consistency of data standards and governance for privacy 

and security while improving data transparency. CIM encompasses three 

components: data and information governance, the publishing of information for 

public consumption and information linking across any contributing entity. CIM is 

the basis for two exciting projects - RlSE and data.colorado.gov. 

RISE - Relevant Information to Strengthen Education 

1- IGURE 5. OH·I 
F R.\.\11: 1\'tJI\ K 

511 11\ I'IG 

As part of an effort to share data better, OIT and the Colorado Department of Education are implementing the 

Relevant Information to Str engthen Education (RISE) system to provide secure information about students , 

educators, and schools to support student success from preschool to workforce readiness. RlSE was made 

possible by the Statewide Longitudinal Data Systems (SLDS) Grant Program, as authorized by the Educational 

Technical Assistance Act of 2002 Title II of the statute that created the Institute of Education Services (lES). The 

program is designed to aid state education agencies in developing and implementing systems intended to enhance 

~ 
0 
C\1 
..... 
QJ 
.0 
E 
~ 
QJ 

0 

• 



N 
.--1 
0 
N 
..... 
<ll 

..0 
E 
<ll 
u 
<ll 

0 

~ 
::::l 
+-' 
::::J 
lL 
<ll 
..c 
+-' 
-a 
c 
m 
>, 
m 
-a 
0 
t-
..... 
.8 
+-' c 
<ll 
E 
c ..... 
<ll 
> 
0 
0 
0 
-a 
m ..... 
0 
0 
(.) 

"OJJ 
c 
§ 

~ 
c 
m ..... 
t-

the ability of states to efficiently and accurately manage , analyze, and use education data. RISE will help states, 

districts, schools, and teachers make data-driven decisions to improve student learning, as well as facilitate 

research to increase student achievement and close achievement gaps. 

OIT created the system that links data from six disparate agencies and allowing authorized personnel to securely 

view and share the data. In this initial phase, the Colorado Departments of Education, Higher Education and 

Human Services are the first to use the linked data to gain a better under standing of individual student needs, 

inform teacher preparation programs, and strengthen the educational system in Colorado. The Depar tments of 

Labor & Employment, Corrections, and Public Safety will be the next agencies to be linked as we continue with 

this exciting initiative to improve government services and policymaking through cross-agency data sharing. 

Data .Colorado.Gov 
In June 2012, the Colorado Information Marketplace at data. colorado.gov was launched. This comprehensive 

data sharing website is designed to: 

Provide public data in one easily accessible site. 

Increase government transparency of public information. 

Reduce research efforts and time through using customizablc 

data searches and interactive online resources at a one stop 

shop location. 

Enable economic development by providing entrepreneurs 

the opportunities to develop mobile and w eb applications. 

Colorado Information Marketplace 
at 

data.colorado.gov 
Innovative. 
Transparent. 
Interactive. 

Encourage user feedback and crowd sourcing for development of the site and r egucsting of new dataset 

offerings. 

At data.colorado.gov, users can locate a wide variety of public datasets including a common directory for all state 

and local government agencies, locations of healthcare service providers, and access to a comparison of 

Colorado's schools, to name just a few. The data mining function increases government transparency and 

provides critical information that can easily be searched, sorted, graphed and downloaded. 

Benefits of this one-stop shop for public data extend to state agencies and Coloradans alike. Amongst other 

advantages, this easy-to-use portal gives Coloradans access to information that was either previously unavailable 

or difficult to find, as well as the ability to suggest or request specific datasets . State agencies and other public 

sector entities are able to post public data sets for consumption. Additionally, state agencies and policymakers 

will have access to new and correlated information that will transform the decision making process through 

better use of analytics and reporting. Improvements to education, healthcare, and child welfare are just some of 

the ways CIM creates a positive societal impact. Since CIM launched in June 2012, there have been more than 

64,000 page views and 96 datascts published. 

Colorado State Network (CSN) 
In June 2011 , OIT entered into a managed service contract to upgrade and improve the state's aging wide area 

network which touches all 64 counties and connects nearly 100 public-sector entities statewide. The Colorado State 

Network (CSN) provides the state with more modern technology and bandvvidth and is more reliable, secure and 

sustainable than its predecessor, the Multi-Usc Network (MNT). As part of the CSN project, the Judicial Branch was 

able to leverage the negotiated CSN pricing and has already saved $15 3, 000 this year and expects to see an annual 

minimum savings of $230,000 . 



The table below summarizes the similarities and differences between the MNT and CSN and highlights the 

improvements the State of Colorado will experience with the new network: 

Network Servire Component 

Footprint in all 64 counties 

Over 3,000 endpoints 

Public-private partnership 

Available to all public-sector entities (e.g., state and local 
government, school districts, public libraries, public hospitals, 
institutions of higher education, courts, etc.) 

Governed by statute and executive order 

- ·- --
Outdated ATM and Frame Relay technologies 

Modern Multi Protocol Label Switching (MPLS) and Ethernet 
technologies 

Limited to specific technology commodities 

Focus on service delivery; sustainability, capacity, and 
performance 

-- -
Ability to leverage new and emerging technologies 

- - - -
All sub-contracts managed by single vendor 

Multi-Use Network 
(MNT) 

:£1 

Colorado State 
Network (CSN) 

In a similar vein, OIT recently completed a full upgrade of the Capitol Complex , which enabled a new MPLS 

(Multiple Protocol Label Switching) Core and increased network bandwidth and redundancy for state office buildings 

in the Capitol Complex area. Further, this year OIT installed a Wi-Fi network at the state capitol building, providing 

convenient, high speed wireless connectivity to government employees as well as visiting guests. 

Consolidation Projects 
It is widely recognized that the consolidation and centralization ofiT services are essential drivers that provide: 

Cost Savings- economics of scale, reduction of complexities, and standardization 

Business Enablement- efficiencies, savings, and collaboration through shared common business practices 

Greater Utilization of Scarce Resources- pooled resources, capabilities, and skills that are available for use 

across the enterprise 

OIT has made great strides toward overcoming the issues and obstacles that resulted from the previous decentralized 

technology environment, including (but not limited to) developing a single, statewide IT strategic plan, establishing a 

governance structure for major IT projects, implementing a comprehensive controls program to ensure that IT 

budgets are spent in the most efficient and effective manner, and transferring all IT -related employees from the 

agencies to OIT. Indeed, IT consolidation has resulted in cost savings and cost avoidance of more than $31 million 

between fiscal years 2010 and 2012, including more than $14 million from renegotiating and consolidating IT 

contracts (see below). 
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Governor's Office oflnformation Technology 

Cost Savings and Cost A voidance 

Personal Services Reductions 

Telecomm Contract Re-negotiation 

Verizon Wireless Cell Phone Consolidation 

Mailltenanee Contract Consolidation/ Re-negotiation 

Decommisioned Software/ Hardware 

Data Center Consolidation 

Software Migrations 

Consolidated Procurements 

Total 

FY10 FY11 

Actual Actual 

2,013,000 7,550,000 

800,000 1,200,000 

620,000 700,000 

232,000 942,667 

130,000 30,000 

136,998 

2,900,000 

3,795,000 13,459,665 

FY12 

Actual 

7,550,000 

1,990,000 

924,989 

2,601,522 

693,753 

206,998 

143,000 

14,110,262 

Equally significant is the long-term effect consolidation has had on delivering government services to all Coloradans. 

The importance of information technology will only increase in the years to come; the usc of social media and mobile 

devices continues to grow exponentially and Coloradans will expect state services to be delivered through these 

technologies. However, in order to support these delivery mechanisms there must be a unified and sustainable IT 

infrastructure and service delivery model in place. 

Email Consolidation to the Cloud 
Due to the historical nature of providing IT services and systems in a siloed and disparate fashion, premise-based 

em ail solutions of varying types and age arc deployed across 17 Executive Branch agencies and approximately 

26,000 licensed users. OIT explored whether a cloud solution m ade sense for Colorado through a combination 

of r esearch, discussions with a number of other states, IT -related associations, vendors and the private sector and 

participating in "deep dive" technical sessions ·with major providers. OIT also engaged an outside, neutral third 

party to conduct a comparative analysis that included an objective review of the state's current operational 

capabilities and requirements. 

As a result of this in-depth evaluation, in March 2012 OIT announced it would contract with the Statewide 

Internet Portal Authority (SIPA) to use Google Applications for Government (GAFG), which includes email, 

calendaring, and other collaboration services. The migration 

from the legacy email systems was completed in three 

phases, with the first phase completed in July 2012 and the 

last in October 2012. The migration from IS different email 

platforms will provide shared email services for nearly 

26,000 state employees. For the very first time, state 

Vlllt the OIT Google Apps for Gonm-nt Help C..... at: 

www.colorado.gov/goinggoogle 
employees, regardless of their agency or work location, will be able to easily connect, collaborate, create, and 

share. 

Data Center Consolidation 
An entity the size of the State of Colorado should not need more than two or three data centers maximum, yet a 

2007 study found 38 data centers were being managed by 23 state departments and that three locations housed 

more than one data center within a single building. (Two additional data centers were identified after the study, 

bringing the total to 40.) Some were no more than storage closets, and many were without adequate security, 



fire protection, cooling and back-up power. Poorly equipped data centers put expensive servers and other assets 

at risk, as well as the businesses they support. OIT h as focused on the activities that will reduce the state's data 

center footprint and result in significant cost savings, operational efficiencies, reduced energy consumption, and 

stronger information security. OIT has made steady progress in its plan to migrate to primary two data centers. 

In 20 It alone, OIT migrated and terminated five data centers and decommissioned 236 servers8 through 

consolidation , virtualization, and migration to cloud-based solutions. More than 4 ,600 square feet of space has 

been recovered to date and this space can now be repurposed. These efforts have already saved Colorado over 

$800,000 in annual operating costs. Related to this project, OIT has implemented vBlock, which is an internal 

private cloud infrastructure platform, which will support future data center consolidation and centralization. 

Service Desk Consolidation 
Prior to July 2008, all Executive Branch departments implemented, procured , and managed disparate service 

desk solutions and orr has been working towards achieving a centralized point of service delivery. In fiscal year 

20 II -1 2, O IT developed a service desk consolidation strategy to transform its service desk capability 

significantly. OIT has developed a common standard that maximizes the state's existing financial resources, 

standardizes reporting, streamlines support processes and t:imelines, and allows for the measurement of 

meaningful m etrics such as mean time to repair, which can be used to improve service delivery. 

As part of this initiative OIT also implemented a self-service feature that allows the end user customers the 

opportunity to enter, view, and update their own service tickets. In addition, there is a knowledge base 

capability that guides users to accurate , timely and consistent information that allows them to resolve some 

simple common issues themselves. This service is currently available to all customer s except the Department of 

Corrections wher e we expect to make it available before the end of the calendar year. 

Contract Consolidation 
Historically each Executive Branch agency has entered into its own contracts for IT services, support and 

maintenance, often times at different price points. O IT is proactively pursuing the consolidation and 

r enegotiation of these contracts consistent with statutory authority. As a result, OIT is already generating nearly 

$14.2 million in cost savings and cost avoidance over a four-year pe riod from renegotiating and consolidating IT 

contracts, cell phone consolidation, and data center consolidation efforts. 

8 The state owns approximately I ,800 servers of varying ages and operating systems. 
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Section IV: Operations Financial Review 

O IT's financial services team oversees all financial activities of OIT and all IT-related fmancial activities for the 

Executive Branch. It also develops and administers the OIT Controls Program, which includes IT planning, budgetary 

controls, grants management, procurement, contracting, accounting, auditing, and reporting. Specific duties also 

include: 

• 

IT Storefr ont management and administration 

Management of enterprise budget, accounting, procurement, and contracting processes 

Capital investment planning, financial modeling, and cost reduction/ containment activities 

Refinement of fmancial controls program to maximize IT spend across the slate 

Consolidation of enterprise-level contracts and procurements 

Financial analysis and trending r elated to return on investment and total cost of ownership 

Cost Savings and Cost Avoidance 
Consolidation and implementing newer technologies has afforded OIT the opportunity to attain substantial cost 

savings through such activities as renegotiating and/ or consolidating contracts, consolidating and/ or 

decommissioning hardware and software, and moving to cloud-based services, etc. Through these deliberate actions, 

OIT achieved nearly $3.3 million in cost savings and avoidance in FY 2011 - 12. Additionally, local governments were 

able to save $260,000 by utilizing state contracts established by O IT. 

Appropriation Structure 
O IT delivers information and communication technology services, support and infrastructure to state, federal and 

local government entities among others. orr operates solely as an internal service organization, is almost 100% 

funded via re-appropriated funds , and bills 100% of its costs and activities to users in accordance with federal and 

state governmental accounting standards and guidelines. orr recalculates its services rates on an annual basis and bills 

it services to departments on a cost reimbursement basis. OIT is not a profit center. 

Federal Oversight 
The billing methodology of OIT is audited every year by the US Department of Health and Human Services, Division 

of Cost Allocation (DCA) to ensure that our rate setting methods arc sound, that OIT is billing each department in 

accordance with set rates, and that federal funds are not being used to subsidize state general or cash funded 

programs. DCA tests both tr ansactions and internal controls to ensure that no cross-subsidization is occurring at 

either the service or departmental level. OIT is proud of the fact that we have had no major findings from this annual 

federal review for past 10 years . 

• 



IT Spend in Fiscal Year 2011-12 
The total IT spend across Executive Branch departments has averaged nearly $300 million in each of the past five 

fiscal years. These expenditures include costs that departments dedicate annually to O IT services (e.g. , data center, 

network connectivity, long distance, etc.) as well as additional and significant costs associated with hardware, 

software (including lease costs, purchases, maintenance, support and licensing), and IT professional services. FY 

2011-12 IT spend by department is summarized in the table below. 

DEPARTMENT 

HtL\!A.l\" SER\1CES 

REHSUE 

HEALTH CARE POLICY 

TR.-\:\'SPORTA TIO:\' 

L-\BOR 

::'\.-\TUR:\.L RESOURCES 

CORRECTIO::'\S 

PUBLIC SAFEW 

HEALTH 

EDUCAT10:'\' 

REG AGEl\'CIES 

PERSOi\"":\eL 

GOYER.'\OR 

HIGHER EDUC.-\ T IO::'\ 

LOCAL .-\FFAIRS 

.-\GRlCtiLTURE 

MILITARY AFFAIRS 

TOTALS FY 20 11-12 

Information Technology Expenditures 

Fiscal Year 2011 -12 

Contracted 

orr Penonal Profession al 

Services Services 

s 12,468,930 

s 11,950,031 

$ 33,689,879 

$ 5,195 ,772 

s 4,264,828 

s 1,901 ,61; 

s 76,540 

s 51 4,620 

$ 1,898,341 

s 3,7)0,616 

s 2,1.>7,935 

s 970 ,137 

$ 2,238,996 

s 842,344 

s 51,664 

s 10,271 

s 7,207 

$ - $ 81,989,728 

s 
s 
$ 

s 
s 
s 
s 
$ 

s 
s 
$ 

$ 

s 
s 
s 
$ 

$ 

$ 

I O FFICE OF INFORJ\.1.'\.TION TECHNOLOGY** I $ 74,36s,,ss 1 s 18,075,094 1 $ 

Operating~ Total Sp end 

56,381,384 $ 68,850,314 

26,197,003 s 38,147,034 

3,762,756 s 37,452,635 

19,350,207 $ 24,54 5,979 

15,220,097 s 19,484,925 

13,004,398 s 14 ,906,013 

14,852,097 s 14,928,637 

1.3 ,383,889 $ 13,898,510 

9,557, .529 5 11 ,455,871 

3,434,823 s 7,185,439 

4,102,465 $ 6,260,400 

4,43 1,187 s 5,401.324 

704,370 s 2,943,366 

2,09 1,020 $ 2,933,364 

1,774,190 s 1,825,854 

I ,508,688 s 1,51 8,958 

467,924 $ 475,131 

190,224,027 $ 272,213,755 

30,732,070 I s 123,1i5,922 / 

*Opera tina includes billings to departments for OIT staff, OIT common policy charaes ~ll Capital Construction expenditures 

** OIT fun dina is re-appropriated and user charges are included in department operating 
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Information Technology Budget 
The bar graph below identifies the distribution of ~$55 million in FY 2011-1 2 hardware, software and maintenance 

expenditures by department. 

$10,000,000 

$9,000,000 

$8,000,000 

$7,000,000 

$6,000,000 

$5,000,000 

$4,000,000 

$3,000,000 

$2,000,000 

$1,000,000 

$· 

Executive Branch 
Hardware, Software, Maintenance Spend 

FY2011-12 

Information Technology Financial Reform 

C Maintenance 

• software 

• Hardware 

OIT ""ill be engaging in an effort to reform the agency IT budgets and to develop a sustainable and effective IT 

financial framework that will replace the current, reactive "break/fix" model and enable us to be more proactive and 

strategic in how we plan, prioritize, and invest in IT spending. OIT will be partnering with the Office of State 

Planning and Budgeting (OSPB) and state agencies on this "IT Innovation Effort" (I2E) to address this issue during the 

upcoming legislative session. As soon as a draft plan has been formulated we will engage JBC for their input. Some of 

the goals of IT Financial Reform include developing a better, more proactive way to budget and plan for IT resources; 

allowing budget flexibility to address unforeseen IT needs during the fiscal year; and establishing more strategic, 

consolidated procurement of IT goods and services. 



Summary 

Over the past year , OIT' s enterprise approach to the delivery of information technology has produced tangible and 

significant operational and financial benefits; however, there is still much work to do. As a result, OIT is actively and 

aggressively engaged in activities that will help the state reach the collective goal of becoming more effective, efficient 

and elegant. The 9 and the OIT Balanced Scorecard were critical to achieving those goals and in 

advancing oUT role as a trusted IT consultant and not just a service provider. OIT is committed to researching and 

implementing new technologies and innovative solutions where it makes sense to do so and shoring up existing 

technologies as needed/ necessary. We look forward to continuing to partner and collaborate to uncover the most 

innovative ideas and arc excited about the prospects and the future state of technology in Colorado state government 

- not only for ourselves but for the benefit to OUT customers and ultimately all those who live and work in Colorado. 

9 The l fll I II was published in July 2012 and is accessible on OIT's website www .colorado.gov I oit. 
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Appendix A - OIT Functional Framework 

Office of Information Technology 
----=- - --- -

OARA 
Hessee 

Choef of Staff 

I 

PLAN 

JIM 
lynn 

- --

A en Services 

Manages agency relationships 
Develops partnerships & advocates for 
the customer 
Leads application development, 
release management & support 
Manages service level agreements 
OVersees the execution & 
management ofiT projects & programs 
(PMO) 

~~-MONICA~--~ 

Coughlin 
IT Economic Development 

& Broadband StrateBY 

Fosters the attraction, gr0\\1h & 
retentionofiTjobs and business 
In Colorado 
Establishes & executes on IT 
Economic Development plan 

Develops overall broadband 
strategy for the state 
Promotes/supports coordination 
& collaboration of broadband 
activities across the state 

BRENDA 
Berlin 

Budget, Finance & 
Procurement 

Manages budget, financial, 
procurement & contracting 
processes 

Leads Vendor Management 
Office 
Oversees capital investment 
planning, financial modeling & 
cost reduction/containment 
activity 
Provfdes trending Information 
around costing, ROI, efficiency & 
TCO 

--KRISTIN 

Russell 
Secretary of Technology & CIO 

BUILD 
~ 

SHERR! 
Hammons 

Service Desi n 

Serves as ChiefTechnologyOfficer, 
drives innovation& explore> emerging 
1echnologie5 

Creates roadmap for technology 
strategy& adoption 
Develops architecture & standands 
Designssolutions & oversees the 
trans~ion to ,.-eduction 

MICHELLE 
Oawal 

Executive Assistant 

RUN 

MICHAEL 
Dillon 

Service Operations 

Provides enterprise computing 
platforms to customers 

Oversees infrastructure& security 
operations 
leads ,.-oblem & incident mgmt 
Provides 7x24 management & support 
ofaiiiTfadlitles 
Manages the OIT Service Desk 

~ 

JONATHAN 
Trull 

Information Security 

Manages the Colorado 
I nformatlon Securny Program & 
publish information security 
rules, policies & standards 
Proactively assesses. mnlgates & 
remediates IT nsks 
OVersees security compliance, 
evaluation & reporting program 
to manage audit, regulatory & 
policy requirements 

MICHAEL 

Katz 
Human Resources 

Establishes a comprehensive 
worktorc~ management strategy 
Provides governance & counsel 
on employee related issues & 
requirements 

Establishes a talent management 
program 
Provides compliance & reporting 
on all employee relat ed 
Information 
Sponsors leadership and 
professional development 

JESSICA 
Roe 

Strategic 
Communications 

Establishes the overall vis ion and 
strateglccommunicatlonsplan 
Manages Internal and external 
communications, including 
media planning and press 
inqUiries 
Fosters and engages in two-way 
communications with Oil 
employees, stakeholders & 
customers 



Appendix B -Awards and Recognition 

• The Colorado Statewide Interoperability Training Program was selected as a Laureate in the 

Safety and Security Category in the 2012 Computerworld Honors Program. The annual 

award program honors visionary applications of information technology promoting positive social, economic and 

educational change. Multiple studies and post-incident reports from across the country have indicated that 

improper usc and lack of training on radio-related communications systems have led to delayed response to 

citizens, and injury or fatalities for responders who are providing essential services, property protection and 

lifesaving activities. The Colorado Statewide lnteroperability Training Program was implemented by the 

Governor's Offlce of Information Technology (OIT) in May 2011 to provide free instruction to Colorado's 

public safety professionals and first responders on how to operate complex radio equipment to most effectively 

communicate across public safety agencies. It began with a series of 37 "train the trainer" classes, which included 

a web-based delivery option, and OIT is developing additional agency-focused modules to address equipment 

specific to regional and local governments. 

The Colorado Program Eligibility and Application Kit (PEAK) was selected as a Laureat e and 

finalist in the Collaboration category in the 20 12 Computerworld Honors Program. The 

annual award program honors visionary applications of information technology promoting positive social, 

economic and educational change. PEAK was developed in a collaborative effort between state agencies, 

counties, community-based organizations and is a 24/ 7 online tool that allows Coloradans to screen themselves 

for potential eligibility and apply for public assistance benefits. lt also allows existing clients to check on their 

benefit status and report changes to their public assistance data. Prior to PEAK, Coloradans were required to 

apply in person, during normal business hours, at one of 64 county offices or 150+ medical assistance (MA) sites. 

The citizens of Colorado needed better access and more options for determining their potential eligibility. PEAK 

empowers citizens to initiate the process from an environment and time of their choosing and is just one step in 

our journey to make the delivery of government services more effective, efficient and elegant. 

PEAK was named a winner of the Digital Government Achievement Awards (in the Government-to­

Citizen state government category) . This national award from e.Republic's Center for Digital Government 

recognizes and h ighlights outstanding applications that are enabling government to operate more efficiently. 

The Center for Digital Government honored Colorado as the winner of its first annual Cybersecurity 

Leadership and Innovation Award. We were recognized for continually raising our own game in 

r esponse to these threats and becoming a best practice leader by educating employees, employing processes, and 

utilizing technology to keep the confidential information of Coloradans secure. 

Colorado's Secretary of Technology and Chief Information Officer, Kristin D . Russell was named one of 

Computerworld's 2012 100 Premier IT Leaders . This award honors business and technology leaders 

from both private and public sectors for their exceptional technology leadership, innovative solutions to business 

challenges and effective management of IT strategies. Ms. Russell was selected for her bold approach to 

transforming the status quo and changing the way IT services are delivered in the State of Colorado. 

Information Week named Kristin D. Russell to the Government CIO 50 list. This list recognizes the 50 

most influential public sector CIOs for their vision, clout and ability to deliver tangible and mcasureable results. 

Kristin D. Russell was a recipient of the prestigious Top 10 Breakaway Leader Award by Global 

CIO Executive Summit. The peer -nominated award recognizes C!Os from around the world for their leadership 

in elevating their people, partners and business. 
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lOG's CIO magazine awarded the Colorado Information Marketplace (CIM) as a 2012 CIO 100. 

The CIO 100 award recognizes the innovative usc of technology to deliver business value. Read more about CIM 

in this Report. 

The Colorado Oil and Gas Commission's eFORM program was selected as one of eight national winners of 

The Council of State Governments' Innovation Awards. The award recognizes Colorado for 

making smart usc of technology to deliver services more efficiently and affordably and for helping reduce the 

average time it takes to get a permit for drilling a well. cFORM was also a finalist in the 2011 Western Region of 

Council of State Governments' Innovation in State Government Awards . 



Appendix C - Public Private Partnerships 

We have a number of exciting initiatives underway that demonstrate our commitment to consolidating functions, 

entering into partnerships, and r educing costs wherever possible. 

Chief Technology Officer (CTO) Advisory Council 
For OIT to be successful, it is imperative we continue to innovate and improve our service serves several important 

functions. To tackle that challenge, the CTO Advisory Council was formed with members from the public and 

private sectors to provide us with gr eater insight into how the private sector may help improve how technology is 

used in the public sector. The Council makes r ecommendations on frameworks, technologies, architectures, and 

applications that may be of benefit to the state's enterprise architecture. Agreed upon recommendations arc then 

submitted to the Secretary of Technology and State Chicflnformation Officer for adoption. Through the Council, we 

are also discovering new collaboration opportunities between the two sectors that offer advantages that neither sector 

can enjoy on their own. 

Colorado Broadband Knights of the Roundtable 
The Colorado Broadband Knights of the Roundtable meets monthly and continues to be a successful forum to 

convene thought leader s on the topic of broadband deployment across Colorado. In January, a half-day strategy 

session was held in which they developed an overall framework/ outhne for the state's broadband plan, along with the 

vision and mission statements for the plan and the five priorities. Since then, this team has fleshed out the plan and has 

identified specific goals for each of the priorities. Additionally, OIT has organized a statewide broadband taskforee to 

guide the implementation of a $ 1 + million grant for improving statewide capability for the use of interactive video 

for educational applications. The purpose of the project is to expand distance learning activity to all Board of 

Cooperative Educational Services (BOCES)-served areas of the state and to coordinate r esource sharing and 

collaboration among these sites, as well as connect them to content providers such as higher education campuses, 

museums, and other Colorado resources. 

Colorado Connected Communities Initiative (CCCI) 
The Colorado Connected Communities Initiative (CCCI) was established in March 2010 through a Memorandum of 

Understanding (MOU) between the State of Colorado and Cisco. CCCI consists of scalable pilot progr ams in the 

areas of health care, energy, and education that are designed to foster economic development and sustainable 

practices throughout the state. Distance learning for nurse recertification was enabled in the fall of 2010; the 

associated distance learning project was nominated for a 20 11 NASCIO Recognition Award. 

Colorado Innovation Network (COIN) 
In November 2011, Governor Hickenlooper announced the Colorado Innovation Network (COIN), a public-private 

partnership created to help spur and cultivate innovation within Colorado by connecting leaders, entrepreneurs and 

inventors from industry, nonprofits, government and academia. Key drivers and inhibitors of innovation will be 

studied and Coloradans' ideas and insights gathered on how to improve our climate for innovation. In her role as 

Secretary of Technology, Kristin D. Russell was selected to Chair the Board of Advisors for this ground-br eaking 

partnership. On August 29 & 30, COIN hosted the inaugural Innovation Summit, which brought together the most 

innovative and action-oriented leaders in the Colorado community and from around the globe to help elevate the 

state's innovation climate. Governor Hickenlooper, Denver Mayor Michael Hancock, The Coca-Cola Company CEO 

Muhtar Kent, and Bestselling Author Geoff Smart were among the list of speakers at this exciting and well-received 

event. 
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Colorado Public Private Partnership Innovation Council 
ln February 2012, OIT launched an initiative to create a working process model that engages the private sector with 

projects arising out of OtT's Playbook. Through a pro bono contribution of their skills and r esources, participants 

will work on a small team of senior architects, project managers and domain experts in the areas of networks, 

security, data centers, software applications and cloud infrastructure to inventory the infrastructure and develop 

recommendations for consolidation, modernization and improvement. 

With a concentration on cloud technologies and Colorado job creation, their goals include identifying financing 

models that can be used in government settings, stratifying the current list of 850 state applications into cloud /non­

cloud candidates, and identifying strategies to move the Data Center Consolidation project forward at a faster pace. 

The Council has begun drafting and expects to issue multiple Requests for Pr oposals (RFP) before the end of the fiscal 

year which will optimize the aforementioned strategies. The Council is operating in a transparent fashion to ensure 

state purchasing rules and regulations arc adhered to while still maximizing the benefit of private sector support. 

Colorado Information Security Advisory Board 
The CISO has formed the Colorado Information Security Advisory Board. The Board's mandate is to determine a 

cost-effective and direct method of implementing the Twenty Critical Controls 10 on the systems and networks owned 

and managed by the State of Colorado, its agencies and public universities, and local governments in Colorado, 

provide a step by step plan for implementing the highest priority controls, and will provide a plan for continuous 

monitoring and scoring status of security on those systems. The Twenty Critical Controls have been proven to 

significantly reduce the risk of a system compromise and arc intended to detect and prevent the newest and most 

sophisticated cybcr attacks. The board's written plan will be the guiding framework for improving Colorado's 

information security posture over the next several years. 

IT Economic Development Advisory Council 
The IT Economic Development Advisory Council is a group of senior IT business leaders who act as trusted advisors 

providing feedback on proposed economic development strategies, IT ideas and initiatives and brainstorming job 

creation solutions. They support activities associated with the technology & information business development 

pipeline as well as IT economic development trips to other states to meet with IT business leaders to assess how 

Colorado could be more attractive for these businesses and encourage them to consider Colorado when they have 

opportunities for growth and expansion. They also help lead targeted business development initiatives and projects . 

Technology Key Industry Network 
In conjunction with OEDIT, OIT assembled a Technology Key Industry Network (KIN) Steering Committee and 

Tactical Team with representation from the technology industry, academia, state and federal government, nonprofit 

associations and others to develop a business plan for the technology industry in Colorado. The kickoffs of the 

Technology KIN Steering Committee and Tactical Team were held on February 7 and 8, 2012, r espectively; 

participants included 15 C-Level Leaders from the technology industry as well as member s from the IT Economic 

Development Advisory Council, OIT, OEDIT and the Colorado Technology Association (CTA). This group 

addressed the major challenges and opportunities facing technology as an industry in Colorado, with a special focus on 

the six core objectives from the Colorado Blueprint. They identified specific initiatives for each of the six areas. CTA 

is now developing leadership teams to carry out the implementation of those initiatives. 

~ 10 The Twenty Critical Controls were developed by a powerful consortium of leaders from the National Security Agency (NSA), 

• ilie Deportm• ot of Dol=• Cybcc Ccime C.ot<c '"d top oomm~ci•l fo""'" <>poru. 



WyCAN 
Colorado is leading the four state W yCAN consortium to modernize the state's aging unemployment insurance 

legacy system. This consortium consists of the Unemployment Insurance (Ul) programs of the states of Wyoming, 

Colorado , Arizona, and North Dakota. The consortium is approaching Unemployment Insurance in a revolutionary 

manner through the pursuit of a cloud-based solution that will combine multiple systems into a UI Tax and Benefits 

system that is extensible and configurablc, and will be cost-effective for development, operations, and support. In 

January 201 2, the consortium released a Request for Information (RFI) to gather information from the private sector 

around innovative Software as a Service (SaaS) model for government. In late summer 2012 , the consortium released 

an RFP to secure a vendor who can provide progr essive approaches to operations and support, including the potential 

of public/ private partnerships and innovative approaches to intellectual property ownership, royalties, reuse of 

interoperable components, etc. A selection will be made in early 2013. 
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Appendix D - Additional Accomplishments 

OIT provides and manages the systems that our customers - state agencies - usc to deliver services to Coloradans. 

The following is a sample of the many projects in which the OIT team participated in the past 18 months to create or 

improve those systems. 

Business & Labor 
In October 2011 , OIT's team supporting the Colorado Department of Labor & Employment (COLE) in 

conjunction with the Statewide Internet Portal Authority completed the Business Express project that 

allows for a one-stop registration and compliance function for new businesses. Business owners can now file 

through Business Express allowing completion of Secretary of State, Unemployment Insurance, and Revenue 

forms electronically and efficiently. Currently 30% of all business filings are completed through Business 

Express. 

The Internet Self Service Project, developed by the OIT team at COLE, launched MYUI Claimant and 

SmartFile in October 2011, allowing those applying for Unemployment Benefits, to file claims online. 

E-Filings is a web-based tool that has dramatically changed the Public Utilities Commission business model 

by significantly streamlining and automating processes. This system benefits citizens and state employees 

alike. Registered users from the public utilities industry (e.g., intrastate telecommunications services and 

electric, gas and water) can securely submit and serve their filing in electronic format to the Public Utilities 

Commission (PUC), elect to receive automated notices, and take advantage of other features of the system. 

Although using the system is voluntary, 85 percent of filings were submitted in the first year after 

implementation in April 2010. The electronic routing of documents has simplified case load management for 

PUC staff and reduced paper, postage, and physical storage costs since all documents are stored and available 

electronically. The general public can easily search PUC records for docketed proceedings, thus making 

government more transparent to citizens. 

OIT employees supporting the Department of Regulatory Agencies implemented eLicense, an online 

licensing renewal system, in July 2012 providing these licensed professionals (all licensed professions except 

educators and lawyers) with an electronic method for efficiently managing the renewal process, including 

processing licensing renewal fees. Credentials for professionals other than educators and attorneys are 

achieved with the professional license renewal system. This system averages over 150,000 transactions 

annually. 

Corrections 
Thanks to orr staff supporting the Department of Cmrections (DOC), the parole process is now fully 

electronic and will no longer require the scanning and e-mailing of documents. Paper notices have been 

eliminated, and the Parole Board Application Hearing Automation Project is now complete. 

Computers were installed in every cell in the newly built Centennial Correction Facility in Canon City. The 

Computers in Cells project allow inmates to video chat with family from visiting center locations in 

Denver and Canon City as well as with the prison warden. This has increased the safety of prison staff and 

reduced time and travel costs for inmates' families. This installation is believed to be the first of the kind in 

the nation. 

OIT staff designed, developed and implemented a web-based Offender Portal application that pulls 

together a significant amount of information regarding the offender, crimes, sentences, programs, work 

assignments, parole plans, and progress assessments into a single snapshot for usc by DOC staff. 

• 



Greening Government 
In 201 1, OIT partnered with the Colorado Energy Office to implement the Big Fix statewide. The Big Fix 

is power management software that was purchased by the Governor's Energy Office and OIT is in charge of 

installing the 11 ,000 subscriptions. Currently about 9,000 have been installed. It is estimated that when all 

subscriptions arc installed and turned on, Colorado will see a significant KWh reduction of approximately 

2. I million. 

OIT has partnered with the Colorado Departments of Personnel & Administration and Public Health & 

Environment to take the paper out of employee paychecks. The Paperless Pay Advices initiative, which 

went live in November 2011 , is expected to save the state more than $60,000 in paper, printing, and 

postage annually. In addition to cost savings, it is saving natural resources and countless hours of staff time 

that were previously spent distributing paper pay ad vices. 

Health and Human Services 
The second phase of the award winning Program Eligibility and Application Kit (PEAK) website was 

successfully launched in May 2011. PEAK allows Coloradans to screen themselves and apply for Medicaid, 

Food Assistance, Colorado Works, Adult Financial Assistance, and the Children's Basic Health Plan from a 

home computer, library, kiosk or anywhere the internet can be accessed. PEAK enables individuals to 

conveniently access a full suite of services right at the touch of a mouse, including the ability to anonymously 

screen for program eligibility, apply for benefits, check the status of benefits, and update case information, 

including address changes and contacts. Since the launch of both phases of PEAK, 202,326 accounts have 

been created, 154,82 1 screenings have been completed in total, 67, 338 applications submitted, and 14,3 19 

change reports have been submitted. This has saved approximately $1M in operational costs while reducing 

application enrollment times by over 30%. 

The implementation of the Child Care Automated Tracking System (CHATS) was completed in April 

201 1, replacing a 17-year-old mainframe legacy system. CHATS is a fully-integrated web-based system that 

automates the core business functions of the Colorado Child Care Assistance Program. The system supports 

the delivery of child care assistance to low income families and families receiving public assistance through 

other Human Services programs; allows more accurate documentation of attendance through point of 

service swiping devices; and provides for payment for childcare services in a timelier fashion than the old 

system. On an annual basis, CHATS supports the delivery of child care benefits to approximately 22,000 

families and 38,000 children ; makes roughly $70 million per year in payments to approximately 3,500 

providers; and is used by approximately 1,000 county and state staff. 

OlT also implemented a self-service model for the Colorado Child Care Assistance Program (CCAP) 

by providing a web portal for the Childcare Automated Tracking System (CHATS) that allows parents an 

ability to apply to CCAP as well as an ability to renew benefits and request county hearings. 

Colorado AWARE, a multi-year project to replace three disjointed and aging legacy systems (one was 

more than 25 years old) for the Division of Vocational Rehabilitation (DVR) was implemented in May 20 11 . 

Project goals were to improve the efficiency of the service delivery system; improve customer outcomes; 

and improve organizational accountability. Colorado A WARE gives DVR counselors and management a tool 

to provide more responsive care to the more than 6,800 clients they ser ve annually and thereby helps 

employer partners find candidates who arc skilled, loyal, and committed to success. Colorado is the 24th 

state to implement the AWARE VR product. 

• 



Infrastructure & Shared Services 
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OIT's team supporting the Department of Military and Veterans Affairs (DMVA) continues to strengthen 

infrastructure resilience and customer support. We have completely virtualized the DMV A 

infrastructure (i.e., all of the back office servers and applications). Benefits include the ability to deploy, 

test, and validate new application server s in a controlled environment prior to production. Additionally, in 

the event of a crash, a new application server can be deployed in minutes rather than having to build a new 

physical server and we have the ability to recovery nearly all data on the fly. 

Phase I of the Agriculture Licensing and Inspection System (ALIS) project was completed in June 

2011. ALIS consolidated the multiple stove piped licensing/registration systems into a single application as 

well as the development of corresponding inspection programs for the integrated licensing programs. This 

resulted in decreasing the number of separate custom applications that need to be supported by IT, 

standardizing processes and policies related to licensing/ registration and inspections, reducing the amount of 

paper/ printing/ postage that needs to be generated, and setting the framework for a consolidated licensing 

office in the Colorado Department of Agriculture. 

OIT participated in a combined four state (OR, UT, MT , and CO) RFI through the Western States 

Contracting Alliance to evaluate the feasibility of supporting Geographic Information Systems (GIS) 

through cloud based services. orr also held discussions with the City and County of Denver on testing the 

feasibility of sharing GIS services on cloud based infrastructure. OIT is moving ahead on cloud hosting of 

public web maps for the state, which will also provide a test bed platform for these shared services. 

A Virtual Tape System (VTS) was implemented in July 2011 to support the mainframe and r eplace the 

existing tape management operations at the state's data center. In some instances, VTS has reduced 

processing time by nearly 50%. In addition, by removing the tape devices, we recovered 480 square feet of 

space; space which can be used for server s we move into the data center as part of our consolidation 

initiative. 

Public Safety 
OIT completed the full statevvide deployment of the mission critical Colorado Crime Information System 

(CCIS) in June 2010 that is integrated into the primary Justice System. Building on these award-winning 

systems, OIT recently launched the Automated Fingerprint Information System (AFIS), which will 

be used by the Colorado Bureau of Investigation to support criminal fingerprint identification, applicant and 

licensee background checks , and processing of latent fingerprints from crime scenes in support of criminal 

investigations. Colorado is currently 20% through a S6.7million implementation, which is expected to go 

into production in early 201 3. 

In 2011 OIT launched a new public safety communications training program designed specifically for law 

enforcement and other first responders ~ like fire, medical, general government, transportation, utilities, 

public health, and school officials. During incidents such as terrorist attacks, natural disasters, and high­

speed police chases, multiple agencies engaged in the response require real-time coordination and 

communications intcroperability. The Colorado Interoperability Training Program provides one-of­

a-kind instruction on how to communicate effectively across these public safety agencies and how to operate 

complex portable and console radio equipment. Nearly 600 people have completed the course, including 30 

students from 16 states/ territories outside of Colorado. 

In conjunction with local government, OIT continues to expand the coverage of our Public Safety 

Communications Network ~ also called the Digital Trunked Radio System (DTRS), which provides 

communication interoperability to first responders across federal, state, and local jurisdictions during natural 

disasters and other emergencies. Colorado is a leader in this area and more than 95% of state roadways are 



covered by the system. It currently consists of 208 active radio sites providing mobile r adio coverage to 

approximately 95% of the state highways. This system averaged over 9,000 hours of monthly talk time and 

handled over 9 1 million calls in 2011. Under OIT, the PSCN continues to implement additional 

infrastructure statewide as described in the initial plan. DTRS has received funding through the "Public 

Safety Trust Fund" created by HB98-1 068 and more recently through Homeland Security, Colorado 

Wireless lnteroperability Network (CWIN), Energy and Mineral Impact, Public Safety Interoperable 

Communications (PSIC), and other federal grants. State-directed and federal funding allocations for 

interoperable communications totaled nearly $220 million between 1999 and 2009. Colorado passed 

legislation in 201 2 to establish a DTRS Authority to analyze and report on future needs of this critical 

system. The system provided extensive event communications support for the recent USA Pro Cycling 

Challenge race across Colorado, ensuring that first responders had effective interoperable radio capability 

throughout the course. 

Revenue, Licensing and Registrations 

• 

OIT completed the $64 million investment in the Colorado Integrated Tax Architecture (CITA) 

project which has streamlined and improved tax collection and reduced the administration of managing 

collections and replaced a 40-ycar-old legacy system. CIT A provides comprehensive integrated tax 

architecture with a modern and robust technology to support and carry out the Colorado Department of 

Revenue (DOR) business functions. The project consolidated multiple, antiquated , disparate tax processing 

systems into a single, contemporary, integrated, taxpayer account-centric system that incorporates business 

best practices for state tax administration. 

The Colorado State Title and Registration System (CSTARS) is used by both DOR and 64 County 

Clerk authorized agents. There are 106 county offices located throughout the state that title and register 

motor vehicles. The system process approximately 11 million transactions and collects over $1 billion of 

revenue annually. In the past two years, OIT has made significant upgrades to the infrastructure to improve 

transactional performance. 

Colorado has nearly completed a modernization of 42 of 56 driver 's license offices. This modernization 

provides new equipment designed to store the ever-increasing amount of information. This new 

functionality includes software for Facial Recognition, Document Authentication, and Gated 

Issuance. 

OIT completed the Online Vehicle Registration Re n ewal (OVRR) project in 2011 that allows 

Colorado citizens to renew their license plates online through the portal vendor. Currently about half the 

counties in the state are online with this process. 

OIT and SIPA recently implemented a new Salesforce application for the Office of Economic 

Development and International Trade to allow non-profit entities to identify and apply for creative industry 

grants. This same workflow functionality allows the state to be more effective in managing required audits . 

Currently all audits are logged and tracked using a Salcsforce application. 

Security 
OIT' s Office of Information Security (OIS) implemented the Colorado Risk Incident Security 

Compliance (CRISC) system which allows the CISO to identify systemic security and compliance issues 

across the state and to prioritize limited resources on remediation and improvement effor ts. 

OIS also completed the first two phases of the Enterprise Endpoint Security proj ect by converting over 

28,000 endpoin ts in the Executive Branch to single, standard software that resulted in an approximate 

savings of $500,000 in licensing costs alone . The project connected endpoints from 20 separate agency 

...... 
c 
N .... 
<!.) 
..c 
E 
<!.) 
() 
<!.) 

0 

.... 
.2 ...., 
c 
<!.) 

E 
c .... 
<!.) 
> 
0 

CD 



1.) 
.) 
1.) 
) 

j) 

infrastructures to a central management server , resulting in improved, centralized monitoring and 

management of security-related assets by a smaller central team. 

The Office of Information Security partnered with the Cyber Security Education Consortium (CSEC) to 

provide accelerated training workshops in both Information Assurance and Computer Forensics. 

Transportation 
As part of a strategy to improve operations while r educing overhead, CDOT's Maintenance Training 

Academy (MTA) m oved to electronic tablets to create a paperless curriculum in 2012, saving an 

estimated $20,000 annually. 

The new Public Budget Formulation (PBF) module in the Colorado Department of Transportation's 

(CDOT) SAP system was completed which includes the migration of I 0 existing applications from old SAP 

functionality to PBF and creation of one new application in PBF. 

OIT' s team supporting the Colorado Department ofT ransportation (COOT) is 70% through the first phase 

of a $1. 3 million installation of the new Public Sector Supplier (PSS) module within SAP to provide 

system improvements in managing vendor relationships, contracts, and the procurement process. This 

includes implementation of self-service contracts, sourcing and P-cards, and sourcing automation as well as a 

new vendor portal and online bidding. In addition, it will improve access to historical bid information as it is 

crucial in producing accurate and timely cost estimates for COOT construction projects. 



Appendix E - 2012 Legislative Agenda 

OIT has continued to work closely with the Colorado General Assembly to advance its value proposition of enabling 

the effective, efficient and elegant delivery of government services through trusted partnerships and technology. Key 

legislation passed during the 2012 legislative session include: 

Bill Number Short Title Sponsors 

HB12-1224 Creation of a Becker I Lambert 
Consolidated 
Communications System 

HB12-1288 Administration of IT 
Projects in State 
Government 

HB12-1335 2012-13 Long 
Appropriations Bill 

Murray I Bacon 

Gerou I Hodge 

Legislative Achievement 

This bill creates a Consolidated 
Communications Systems 
Authority to represent all of the 
members in matters concerning 
network growth, maintenance, 
upgrade, operation, technology, 
rules, spectrum allocations, and 
r adio frequency licensing of the 
Digital Trunked Radio System 
(DTRS). The CCSA is to advise 
the Governor and General 
Assembly through an annual 
report on the development, 
maintenance, upgrade, and 
operation of the system. It is an 
important first step toward 
creating a sustainable funding 
model for the system. 

This bipartisan bill ensures that 
sustainability is built into IT 
project budgets and plans by 
including things such as security, 
project management, business 
continuity, disaster recovery, and 
ongoing support and ensures that 
each state agency takes a "total 
cost of ownership" approach to the 
future IT budget requests. 
Additionally, the bill specifically 
allows agencies the option to 
utilize OIT for m ajor IT project­
related work that uses capital 
construction funds. 

The Long Bill included funding for 
several important IT 
modernization efforts critical to 
state government operations, 
including: $8.6 million to update 
the Colorado Financial Reporting 
System (CO FRS), $1.9 million for 
data center consolidation, and 
$22 .2 million to improve the 
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Colorado Benefits Management 

System ( CBMS). 

HB12-1339 Colorado Benefits Becker I Lambert This important bill appropriates 
Management System money for CBMS and requires the 

Project CIO to provide quarterly reports 
about the CBMS modernization 

initiative. The funding will 

support approximately 75 projects 
related this effort. 

SB12-096 Office of Information Lambert I Levy The bill extending OIT' s ability to 
Technology Amend modify existing single agency IT 
Contracts contracts into enterprise statewide 

contracts that can be used by 

multiple agencies was passed and 

signed by the Governor. This 

additional two years will allow us 

to achieve even greater savings and 

get our arms around the multitude 
of contracts that could be utilized 

for enterprise purposes. 



Appendix F- Glossary of Terms 

Acronym Description 

ARRA American Recovery and Reinvestment Act 

AVMP Agency Vulnerability Management Program 

BOCES Boards of Cooperative Educational Services 

C.R.S. Colorado Revised Statutes 

CBI Colorado Bureau of Investigations 

CBMS Colorado Benefits Management System 

CDA Colorado Department of Agriculture 

CDHS Colorado Department of Human Services 

COLE Colorado Department of Labor & Employment 

COOT Colorado Department of Transportation 

COP HE Colorado Department of Public Health and Environment 

COPS Colorado Department of Public Safety 

CEPaaS Citizen Engagement Platform as a Service 

CHS Colorado Historical Society 

CHSDA Colorado Human Services Directors Association 

CIM Colorado Information Marketplace 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CISP Colorado Information Security Program 

CMDB Configuration Management Database 

CO FRS Colorado Financial Reporting System 

CSN Colorado State Network 

CO FRS Colorado Financial Reporting System 

COIN Colorado Innovation Network 

C.R.S. Colorado Revised Statutes 

CTA Colorado Technology Association 

CTO Chief Technology Officer 

DCA Division of Cost Allocation 
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Acronym 

DMVA 

DNA 

DOC 

DOLA 

DOR 

DORA 

DPA 

DTRS 

ELT 

EPPMO 

ESC 

FTE 

FY 

GAFG 

GDAB 

GGCC 

GIS 

HB 

HCPF 

ICT 

IT 

I TIL 

JBC 

K-12 

I 

r 

; 

;Ac 

Description 

Colorado Department of Military & Veterans Mfairs 

Colorado Department of Natural Resources 

Colorado Department of Corrections 

Colorado Department of Local Affairs 

Colorado Department of Revenue 

Colorado Department of Regulatory Agencies 

Colorado Department of Personnel & Administration 

Digital Trunked Radio System 

Executive Leadership Team 

Enterprise PortfOlio & Project Management Office 

Executive Steering Committee 

Full Time Equivalent 

Fiscal Year 

Google Apps for Government 

Government Data Advisory Board 

General Government Computer Center 

Geographic Information Systems 

House Bill 

Colorado Department of Health Care Policy and Financing 

Information and Communication Teclmology 

Information Technology 

Information Technology Infrastructure Library 

Joint Budget Committee 

Kindergarten to 12th Grade 

Key Industry Network 

Multi-Usc Network 

Memorandum of Understanding 

Multiprotocol Label Switching 

Multi-State Information Sharing & Analysis Center 



Acronym 

NASCIO 

OED IT 

OIS 

OIT 

osc 

OSPB 

RISE 

SB 

SIP A 

SLDS 

Description 

National Association of State Chief Information Officers 

Office of Economic Development and International Trade 

Office of Information Security 

( Govemor' s) Office of Information Technology 

Office of the State Controller 

Office of State Planning and Budgeting 

Relevant Information to Strengthen Education 

Senate Bill 

Statewide Internet Portal Authority 

Statewide Longitudinal Data System 
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